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1 Reason for Contribution

<text describing why this contribution is being made>

· GOAL WI requests to analyse existing architectures in order to identify gaps and inconsistencies

· Siemens considers mutual authentication of network elements as an important aspect under which such analysis should be done.

· Siemens has done a comparison of Wireless Village and Location under the aspect of privacy. These two enablers are particularly relevant because their main objective is to provide applications with access to sensitive information about subscribers.

· This analysis is considered an input to the “Gaps and Inconsistencies Report” deliverable defined in the GOAL WI.

2 Summary of Contribution

<text describing the scope and nature of the proposed text or actions to be taken>

3 Detailed Proposal

<this is where the actual text or description of activity is placed.  Note that the common Word Document Styles are available to be used so that simple cut-n-paste items from a specification or similar document can occur (somewhat unique styles are used for the section heads in this doc).

· To preserve document numbering after doing a cut-n-paste, select the paragraph in question (e.g. Heading 1-5) select Bullets and Numbering under the Word Format menu, Select the Outline Numbering tab and hit the Customize button where you can then set the starting values for the different levels of the outline.

· For changes to existing text, please use change tracking to capture changes being performed.

>

Identification and Authentication between OMA Architectural Entities

Terminology

Identification:

In IETF (RFC 2828), the term Identification is defined as follows: “An act or process that presents an identifier to a system so that the system can recognize a system entity and distinguish it from other entities. (See: authentication.)”

The OMA dictionary (as of Sept. 2nd) does not define the term “Identification”.

The Network Identity Spec of OMA’s MWS work group (doc OMA-MWS-2003-0105R04) defines the term Identity as follows: “The essence of an entity and often described by its characteristics. (Source: [Liberty1.1-Glossary])”

Authentication:

In IETF (RFC 3539), Authentication is defined as: “The act of verifying a claimed identity, in the form of a pre-existing label from a mutually known name space, as the originator of a message (message authentication) or as the end-point of a channel (entity authentication).”

The OMA dictionary (as of Sept. 2nd) says “It is a mechanism by which the correct identity of an actor or entity is established with a required assurance.”

Identification and Authentication in OMA Enablers

Terminology

The proposed identification and authentication common function is applicable whenever a network element provides a service to be used by other network elements. In the analysis below, the network element providing the service is referred to as the server, while the network element using the service is referred to as the client.

No distinction is made below between identifying the server and identifying the subject that operates (owns) the server. Similarly, no distinction is made between identifying the client device and identifying the subject that operates (owns) the client.

However, there might be subjects different from the subject that owns the client that need to be specified.

Location: MLP
Summary:

The information below is based on the document OMA-MLP-V3_2_0-20031029-D, and particularly on clause 5.2.3.1, and 3GPP TS 23.271 v6.5.0.

Technically, MLP is defined in multiple stages:

· First, the general mechanism of invoking a location service and transferring context information about the invocation is defined.

· Second, the operations (or services) and the requested parameters and results are defined on an abstract level and independent from a particular implementation technology. This is done in 23.271.

· Third, XML DTD’s are provided for each location operation (or service), describing how to represent service invocations and their results as XML documents.

· Fourth, a binding to the HTTP protocol is defined.

Since the MLP operations are defined in an abstract way, alternate encodings (3rd step) and/or bindings (4th step above) could be provided.

When the proposed coding and binding are used, a real deployment of MLP would mean that XML documents, specifying service requests or service responses, are carried over HTTP 1.1.

Identification:

The MLP introduces the concept of a “chain of service providers” between an end-user and the network.. This concept provides means to identify every single service provider in that chain. This information is conveyed by repeating the “subclient” parameter as often as needed.

The MLP provides a means to highlight service providers that have a particular role within a chain of service providers. It allows to identify the last client in the chain of service providers (by specifying “last_client=YES”), and the particular service provider that the location server has the initial relationship with (by means of the “client” parameter).

The MLP provides a means to identify the original subject that has initiated a request. This is typically a mobile subscriber or an ASP. This information is conveyed in the “requestor” parameter.

The MLP provides a means to identify the “target UE”, that is, the device for which the location information is being requested. This information is part of the individual request and not of the header, or context XML element.

The MLP provides a means to establish a context between the initiator and the responder of a message exchange. The context comprises the relevant identity information about the client and server that communicate via MLP. If the context is established, only the context is identified rather than the involved subjects. The location server decides if a context is created and then maintained across multiple transaction of the initial context information shall be repeated with each transaction.

Authentication:

The MLP provides a means to authenticate certain service providers in the chain of service providers. The “client” parameter and each “subclient” parameter can have a password associated with it, which can be used to authenticate the service provider identified by the respective “client” or “subclient” parameter.

The MLP does not provide any means by which the initiator (or client) can authenticate the server. Server authentication can still be achieved in a particular deployment by using appropriate mechanisms in conjunction with the HTTP protocol. However, this is beyond the scope of the MLP specification.
The MLP does not forsee any cryptographic methods, neither to protect passwords, or exchange keys for message encryption, etc., nor to authenticate subjects based on signatures rather than just passwords.

Authorization:

The MLP provides a means by which a requestor can gain authorization to obtain an individual’s current location. A codeword needs to be supplied for each target UE, which is conveyed in the “codeword” parameter.

The MLP does not define how a password that has been provided as a credential can be verified.

Location: PCP

Summary:

This analysis considers the following documents:

· PCP draft, LOC doc #23R01

· Proposed change, LOC doc #76R01

· Proposed change, LOC doc #233

Unlike MLP, PCP is specified in WSDL language.

For each service request, a data type is defined that contains an XML sub-element for each parameter of that service request. In the WSDL message definition, a single “part” element is specified whose type is the previously mentioned XML type. No distinction between more generic data and the request specific data is being made. This is different from MLP where a logical separation between context data and request specific data is made.

All relevant information to process a request is provided in the service request data.

Identification:

No information about the identity of the client in a PCP message exchange is defined in the WSDL. Accordingly, no authentication concept is described in the current version of the PCP specifications. This information may still be available from the underlying protocol stack, but this is not in the scope of the PCP specifications.

Identity information is not separated from other request data and is not conveyed consistently across PCP request messages. A PCP request is defined as a single XML element. There’s not distinction of header and body. If a node wants to access identity information, it must parse the whole request. Since there are multiple operations defined for PCP, a node which wants to access identity information must be able to parse all PCP messages, even if it is not interested in the semantics of a message.

Authentication:

PCP does not define how credentials or assertions about identity information shall be conveyed.

Presence: CSP

Summary:

Analysis here is based on WV CSP V1.1. In particular, the following clause has been investigated: WV-022 Client-Server Protocol Session and Transactions Version 1.1 (Draft Version 01-10-2002), clause 6.3 (“Logging In”)

CSP operations are first defined in an abstract, technology-independent manner. Next, a specific encoding is specified by providing a DTD. Last, a binding is provided for transmitting CSP operation requests and results over HTTP.

CSP supports client authentication and mutual authentication (called “two-way access control” and “four-way access control” in the CSP spec).. Authentication uses cryptographic algorithms, except that for client authentication a simple authentication based on an unencrypted password is also possible..

Identification:

The CSP provides means to convey identification data for the subject who requests a service. This information is conveyed in the user id parameter.

The CSP provides a means to convey identification data for the device that the subject is using to request a service. This information is conveyed in the client id parameter.

Authentication:

The CSP defines a session concept by which multiple transactions can be carried out after an login transaction. The authentication is considered to be valid for all transactions within a session.

The CSP provides a means to convey a password in clear text to authenticate the client.

The CSP provides a means for the server to request client authentication based on a digested password (MD5 or SHA hash of the password concatenated with a nonce).

The CSP provides a means by which the client can choose a mutual authentication based on digested passwords.

Identification and Authentication in non-OMA specifications

WS-Security/OASIS Web Services Security

Summary:

Analysis based on SOAP Message Security Spec as of Aug 27, 2003, taken from www.oasis-open.org
WS-Security is specifically addressing SOAP issues. e.g. conveying security information not only to the final recipient, but also to intermediaries. It introduces the concept of a security claim. A claimed identity is just a particular instantiation of the concept of security claims. Further, it introduces the concept of a claim confirmation, which allows the recipient of a message to validate that a claim is correct. It also describes the use of signatures to verify origin and integrity of messages.

The WS-Security specs talk about message authentication. But this can at the end be used to authenticate individuals.

Further, WS-Security provides mechanisms, by which multiple processors can process a message, alter it and add certain assertions to it. This can be used to validate that a message has passed a valid chain of trust.

Editor’s note: This chapter should be refined to provide more detail on Identification and Authentication related concepts in WS-Security resp. OASIS Web Services Security
Identification:

The WS-Security spec does not discuss particular subjects or roles that need to be identified in a message exchange. It builds on the generic concept of a security claim. A claimed identity would be a specific incarnation of a security claim.

Authentication:

The WS-Security spec specifies in detail how an assertion can be assigned to a security claim. These mechanisms are also applicable to convey assertions about identities.

HTTP/HTTPS
Editor’s note: This chapter should be refined to provide more detail on Identification and Authentication related concepts in HTTP and HTTPS. 
Identification:

· Identification of peer (both client and server) by means of TCP/IP stack.

Authentication:

· Client authentication by means of client certificates

· Server authentication by means of server certificates

Liberty
Editor’s note: Analysis of Liberty Phase II should be added.
Summary:

This section is based on Liberty Phase I. The Liberty Alliance specifications, in their phase I, focus on a solution for

· Identity Federation (federating multiple network identities that a subject may have at different service providers), and

· Single Sign-On (allowing this user to interact with the different service providers after a single authentication with one of them or with a dedicated identity provider).

The Liberty Alliance specifications separate the identity provider from the service provider. The identity provider is responsible for authenticating the user. The service provider relies on information provided by the identity provider to authenticate an end user.

Identification:

The Liberty Alliance specifications provide a mechanism to associate (federate) a user’s existing identity at a service provider with that user’s identity at the identity provider.

The Liberty Alliance specifications allow for users to own different identities at the different services they are using. The identity provider maintains information about which identity a user is using at a particular service provider. This information is established through the process of identity federation.

Authentication:

The Liberty Alliance specifications provide a mechanism to exchange authentication assertions between a service provider and the identity provider.

The Liberty Alliance specifications do even allow for users to be authenticated through an identity provider, but still be anonymous to the service provider. This way, a reliable and secure personalization of services can be achieved without disclosing the real identity of the user to the service provider (such as real name, telephone numbers, etc.).

Conclusion

A comparison of the concepts summarized above shows that

· There are multiple OMA enablers where the need for architectural elements comprises to identify and authenticate each other (meaning that the identity of a peer in a message exchange needs to be obtained and verified, this process may be required even by both sides)

· The OMA enablers considered above have developed diverging role models about the subjects that are involved when the enabler is being used (such as the “chain of .service providers” concept).

· The OMA enablers considered above provide different means to validate identities (cryptographic methods or just passwords).

· There are activities outside OMA that address specifically Identification and Authentication and that have a considerable awareness in the market.

The current practice of addressing Identification and Authentication specifically in each OMA enabler creates the following problems:

· OMA workgroups do a lot of duplicate work for answering the same questions.

· Application developers using OMA enablers need to understand and use different ways to do the same thing.

· Vendors that provide implementations for multiple enablers in their portfolios need to develop multiple solutions for the similar problems – one per enabler (rather than re-using a single module across multiple enablers).

· There is a risk that the OMA enablers are behind current state of the art in how they do identification and authentication, because the workgroup members are typically subject matter experts for the enabler subject, but not for identification and authentication (e.g. they might lack knowledge about cryptography, or threat modelling).
4 Intellectual Property Rights Considerations

<Describe the status of any IPR that this contribution may affect>

5 Recommendation

<provide a description of the intended actions to be taken by the group>

We suggest that

· ARC identifies Identification and Authentication as a Common Function, creates an appropriate WI under the Common Functions WID and adds the above considerations to the CF Tracking Document.

· the valuable work that has been done in different workgroups and that focuses on different aspects is being combined into an overall identification and authentication concept, which would then comprise the Identification and Authentication Common Function specification,

· ARC establishes a recommendation (under the OSE work item) that the resulting overall concept, or Identification and Authentication Common Function, is to be used whenever there’s a communication between OMA architectural entities.
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