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1 Reason for Change

The existing root architecture document OMA-Service_Environment-V1_0-20040907-A (OSE V1.0) has recently caused confusion, because of missing or confusing explanations. That caused severe slowdown of progress towards OSE V2.0 and resulted into the creation of a list of issues (reflected in OMA-ARC-2005-0149-IssueList) that need to be addressed, in particular with respect to the definition, use of, and representation of the Policy Enforcer.

This CR intends the following:

· to drive a separation in discussion between much needed clarifications in that document, and subsequent changes to be applied towards the next version of the document.

· to provide a number of text modifications that will clarify the definition, use of and representation of Policy Enforcer in the document

· to indirectly provide answers to a number of issues raised during prior discussions (a large number of issues were raised by the author of this CR). The comments include an assessment of what issues are potentially addressed by the changes.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

There are a total of 7 affected sections, each of them marked separately (change 1 through change 7) and comments have also been included were appropriate – to indicate the type of issue this change would address.

The recommendations are:

1. to agree to this CR and apply the text modifications to OSE V1.0 to result into a V1.1 version of the document.

2. to agree to those changes for the OSE V2.0 version that is currently in draft.

3. to update the issues list to reflect the issues that are addressed by this CR, if agreed.

6 Detailed Change Proposal

Change 1: (section 4.3.3)

4.2 OMA enablers and enabler reuse

The main role of OMA is the specification of OMA enablers, which provide for a number of benefits:

· Enablers provide interoperable components that enable the interaction between different components and applications developed by different providers (e.g. device and network suppliers, information technology companies and Content and Service Providers);

· The specification of enablers reduces deployment efforts and allows the same applications to operate across a wide variety of environments in a consistent manner;

· The specification of enablers also allows for reuse, so that commonly used functions can be provided for by standard components, instead of recreating those same functions in each application.

The latter point emphasises the need to identify potential areas of overlap, especially where OMA provides more than one way of providing the same capability. This is true within a particular area (e.g. location or instant messaging) where there previously existed more than one organization that targeted the same standardisation effort, but also across areas where often the same capabilities are needed, but are provided in different ways.

An integral part in the development of the OSE is to promote the reuse of common functions that may be used by other OMA enablers and non-OMA resources, and to create new OMA enablers that provide those common functions.

In addition, the OSE encourages the identification of gaps between existing standards by analysing different standards (see [ARCH-INVEN]), and if a gap is detected and its associated function is identified as benefiting from standardization, then this gap is a potential candidate for a new OMA enabler.

Change 2 (section 5.2.1):

5.2.1 General

This section describes the Conceptual Model of the OSE, which is the set of concepts and architectural elements that comprise a high-level definition of the OSE.

Figure 1 illustrates  the OSE architecture. This view focuses on identifying the different elements present in the OSE. The figure is not meant to be indicative of any particular deployment model.
The OSE Architecture does not specify where architectural elements (e.g. applications, enablers, etc.) reside. For example, the architectural elements may reside in a Mobile Operator’s network, or on mobile terminals.

Thus, throughout this document, the OSE conceptual model also applies to a user terminal.

NOTE to the Reader: Further details about the OSE and the terminal will be provided in future releases of the OSE.

The OSE Architecture does not mandate the deployment of a PE implementation or of any enabler implementation in any domain. When a PE implementation is deployed, the OSE architecture does not mandate a specific deployment model choice for this function.  This allows flexibility in how OMA enablers and the PE function are implemented and deployed.

Change 3 (section 5.2.9):

5.2.9 Policy Enforcer

The OSE architecture includes an architectural element that provides a policy-based management mechanism to protect the underlying domain owner's resources from unauthorized requests and to manage the use of these requests through appropriate charging, logging and enforcement of user privacy or preferences.
Regardless of its realization, the Policy Enforcer architectural element plays a distinctive role in the OSE architecture, in comparison with roles played by enabler implementations. The Policy Enforcer function allows the domain owner to extract and separate from all other architectural elements the domain owner rules and the logic to evaluate and enforce them, as well as a mechanism to re-use, through delegation, other enabler implementations, as required by the policy rules.
The OSE architecture also manages the procedures applied between enablers and applications that reside either in the same environment or across different environments.
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Figure 1 – Generic view of the OSE architecture.

Each concept and architectural entity is described in the subsequent sections.

Change 4 (section 5.4.1):

5.4.1 Controlled exposure of enablers and resources

If required by the domain owner, a Policy Enforcer enabler implementation provides a consistent and possibly centralized management mechanism to facilitate controlled access to enablers and resources exposed by the domain owner. The Policy Enforcer provides a mechanism for domain owners to enforce policies for, e.g. security, access control, privacy, or charging, on any request to a domain owner resource (see Figure 3).
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Figure 3 - OSE Flows

The Policy Enforcer architectural element enforces of policies that are able to invoke, for example, authentication and authorization, when an enabler implementation is able to delegate (or reuse), for example, authentication and authorization.

The Policy Enforcer may use enablers to evaluate and enforce the policies that have been specified by the domain ownerand/or the target enabler. The Policy Enforcer may also be used to compose enablers into higher-level functions.



The Policy Enforcer applies the same rigid procedures for enablers and applications that reside either in the same environment or across different environments. This is achieved by having the Policy Enforcer process all requests to and from the enabler implementations and enforce the appropriate policies.

The domain owner who provides a resource may set policies. These Policies may also be combined with other Policies derived from preferences or rules set up by end-users or from the terms and conditions (Service Level Agreements) agreed for third parties to use a resource. Domain owners may also enforce additional policies on behalf of other parties.

The domain owner will only associate policies (and the resulting evaluation and enforcement) to an enabler implementation that is able to delegate functionality.

Components providing the policy enforcer function are not required to be deployed in the OSE when deployments do not need policies to be applied to exposed enabler implementations. When an enabler is able to delegate functions such as authentication, the domain owner can supply policies enforced by the Policy Enforcer to perform these functions.
The intent of Figure 3 in this section (and Figure 4 in the next section) is to focus on the role of the Policy Enforcer function in the OSE context – applying policies on requests from applications and enablers. Therefore the flows shown are illustrative only and do not necessarily cover all the possible detailed patterns. A request originating from an application or an enabler implementation arrives to the Policy Enforcer architectural element and may be processed in a variety of ways. The specific logic used to route such requests is also part of the Policy Enforcer function, regardless of implementation.
Change 5 (section 5.4.2):

5.4.2 Using the exposed resources

Figure 4 illustrates the steps of determining which interfaces are associated to a target enabler. Steps 1a/1b describe two alternative steps at application development time. Step 1c is an alternative discovery process that can take place at execution. After the establishment of a relationship, a third party can discover the resources exposed by the domain owner. This may be achieved through the use of a discovery service or enabler. It is also possible that the interfaces of a resource are communicated with other exchanges between the domain owner and the application developer when developing the application.

After the applications bind to the enabler interfaces the Policy Enforcer processes the exchanges to control third party access to the enablers. As an architectural element, the Policy Enforcer  controls  exchanges. However, there may be cases when the policy to be applied may be a zero policy whereby the Policy Enforcer does not process the request. When a  domain owner chooses not to apply policies on requests, the Policy Enforcer does not have to process any requests (e.g. all policies are “zero” policies) , hence the domain owner may choose not to deploy the Policy Enforcer.
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Figure 4 - Third Party engagement steps

Change 6 (section 5.4.3.2):

5.4.3.2 Interface I0 and I0+P
Appropriate design of the enabler specifications should allow the separation between the domain owner-defined parameters (P) and the parameters core to the enabler interface (I0).


This distinction between interface I0 and I0+P allows the enabler developer to implement the enabler interface (I0) specification, which requests only the parameters associated to the enabler core functionality.
However, in general, interface I0 and I0+P could be considered as being different interfaces. Therefore, if an enabler has been designed to be reused by other enablers or applications, the enabler interface (I0) should only support the procedures and parameters needed to invoke the enabler's core functions, for example, location parameters in the location enabler.
When the domain owner imposes policies, for example, when requiring authentication, authorization or charging, the request towards the enabler must deliver the necessary information. However, considering that the enabler interface (I0) is only capable of supporting the enabler's core procedures and parameters (e.g. location parameters) it is necessary for the Policy Enforcer to utilise interface I0+P and process the authentication, authorization or charging parameters to ensure that the domain owner's imposed policies are satisfied.

An enabler developer implements the enabler interface (I0) that requests only the parameters in interface (I0). Domain owners are then able to request additional parameters (e.g. charging tokens, identity credentials), as needed by their policies, in order to correctly access the resource. The I0 with these additional parameters constitutes I0+P. This however does not affect the application developer and application portability.

Change 7 (section 5.4.4):

5.4.4 Deployment options

Policy Enforcer is a logical architectural element of the OSE. The Policy Enforcer may be realised by the OMA PEEM enabler.

Deployment options for the Policy Enforcer functionality include, but are not limited to:

· A standalone enabler implementation that uses other standalone enabler implementations to evaluate and enforce policies. Such an enabler implementation would be deployed as a separate component from other enabler implementations (see Figure 5, Case 3).

· In the deployment as depicted in Figure 5, Case 2b.Policy Enforcer functionality forms an integral part of the enabler implementation and is therefore not directly available to perform policy evaluation and enforcement for any other enabler implementations. In this case, the Policy Enforcer implementation performs its functionality and then passes execution control to the bundled enabler implementation.  The Policy Enforcer implementation is not designed to pass execution control back to the implementation that invoked it, or forward to any implementation other than the one it is bundled with.
The Policy Enforcer entity may transparently process  requests towards enablers or resources when they enter the domain.
Enabler implementations may explicitly invoke the Policy Enforcer. Such an implementation may be the target for a request. However, on reception of the request the PEEM implementation may forward the request to another enabler implementation.
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Figure 5 - Target Policy Enforcer deployments (with flows)










�PAGE \# "'Page: '#'�'"  �� Editorial (typos)


�PAGE \# "'Page: '#'�'"  ��The clarifications are meant to clearly indicate that the picture is not indicative of a flow, through the position of the PE box. Also, they are meant to crisply articulate that ALL represented elements are architectural entities (including PE), and ALL are optional in a deployment.


This also addresses the issue “How is the Policy Enforcement (or Applying rules, if it's the same) to be represented (text and figures)  - so that it does NOT convey a particular deployment model?” (the answer is that the Figure 1 is not indicative of a flow or any particular deployment).


This also addresses the issue “In any deployment, is the Policy Enforcement (or Applying rules, if it’s the same) function (or layer, depending on the answers before) optional or mandatory? (note this question is regardless of the deployment model - it is about the optional vs. mandatory presence of such a function in a deployed system).” (the answer is Yes, PE is optional, and it explains in what way). Finally it is also meant to address the issue “Figure 1 uses different levels of abstractions and that causes confusion and multiple interpretations” (no, all the elements in figure 1 represent architectural elements, that provide defined functionality).


�PAGE \# "'Page: '#'�'"  ��The clarifications are meant to articulate the fact that PE is an architectural element that allows for the separation of policy rules and logic, the function that it represents, and the need for it to be represented because of its distinctive role in support of avoidance of silos and promotion of re-use of other enabler implementations.


This text also addresses the issues “What is the difference and the relationship between PE and PEEM?” (PE is a logical distinctive function that can be implemented in many different ways; a certain way to deploy PEEM may meet the needs of this function) and “Does PE need any special mention/treatment in the Architecture ?” (and the answer is: yes, because of its unique role in ensuring re-use and avoidance of silos). It also partially addresses the issue “What does Policy Enforcement mean?” (partially, because it explains what the Policy Enforcer function means in the context of the document – however the use of the term Policy Enforcer for this function may not be the most appropriate. Several other terms may be more appropriate instead of the Policy Enforcer – a discussion/agreement would be welcome). It also addresses, indirectly, issue“Is "applying rules" the same thing as Policy Enforcement?” (the answer is Yes, in the context of the document), and issue “If not, what is the distinction between the two? (is it a deployment model difference - such as how it is invoked or applied, or is there a fundamental difference)?” (the answer is “no longer relevant because of previous answer”), and issue “If there is a distinction, should both (or all types of functions that cover this topic) be represented and why?” (no longer relevant), and issue “Is Policy Enforcement (or Applying rules, if the answer to above is "yes") a layer or a function?” (the answer is – it is a function; there is no mention of “layer” in the entire OSE V1.0 document, and the text added makes it explicit that it is a function).





�PAGE \# "'Page: '#'�'"  ��The text added is re-enforcing the role of the PE function in the architecture, as well as the fact that the figures are only illustrative of the most generic case – therefore other flows may need to be explored in detail in other appropriate documents, and supported as appropriate by different deployment models.


This text also answers the issue “How is the Policy Enforcement (or Applying rules, if it's the same) to be represented (text and figures)  - so that it does NOT convey a particular deployment model?” (the answer is the figure is only illustrative, and the text now explicitly states that it is not meant to imply a particular deployment or flow).


�PAGE \# "'Page: '#'�'"  �� This text is removed so that to avoid the continues confusion between the PE logical function and a PEEM particular deployment model (the wording was correct – but 


�PAGE \# "'Page: '#'�'"  ��This is to clearer articulate how the domain owner can use a PE “zero policy”, as well as the cases in which PE may not be needed altogether.


This also addresses the issue “In any deployment, is the Policy Enforcement (or Applying rules, if it’s the same) function (or layer, depending on the answers before) optional or mandatory? (note this question is regardless of the deployment model - it is about the optional vs. mandatory presence of such a function in a deployed system).” (the answer is Yes, PE is optional, and it explains in what way).


�PAGE \# "'Page: '#'�'"  �� A paragraph was deleted because it was not parse-able. Suggest to accept removing the paragraph, and if needed to be re-introduced – it should be done though a separate CR.


�PAGE \# "'Page: '#'�'"  �� Introduced text to allow for other additional deployment models to be introduced, when identified. Also, replaced “intercept” with “process” to indicate that several deployment models are possible, and that none is favoured by the architecture.


This also addresses the issue “In any deployment, is the Policy Enforcement (or Applying rules, if it’s the same) function (or layer, depending on the answers before) optional or mandatory? (note this question is regardless of the deployment model - it is about the optional vs. mandatory presence of such a function in a deployed system).” (the answer is Yes, PE is optional, and it explains in what way).
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OSE requirements


			define structure and mechanism(s) to eliminate silos 


			define mechanism to encourage reuse during spec development, product development, and deployment


			define mechanism for service providers to protect their resources


			support bindings to multiple "transports"


			facilitate integration with non-OMA specifications and products


			provide migration path from current specifications


			proposal satisfies ARC requirements as illustrated in OMA-ARC-2004-0070-OSEproposal_mapped2_ARCHREQ
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Enabler Interfaces
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Interface Descriptions








				Interface



				Description



				Comments







				I0



				Application development interface provided by an enabler implementation 



				Each enabler specification defines this interface for implementations for the development of services or applications that use them.







				I1



				I0+I1 is the enhanced interface to an enabler implementation exposed through EPEM.



				EPEM may add SP required parameters (I1) to the enabler interface (I0), based on service provider-defined policies (e.g. credentials or account information as imposed by security policy, …).







				I2



				Driver to the underlying resource that partially or completely implements the enabler's function



				Translates from possibly proprietary or legacy interface, or lower level standard interface to standardized enabler interface.  







				I3



				Life cycle management interfaces exposed to the SP platform.



				 As defined in OSPE
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EPEM is Optional


			Enabler specifications define how certain functions are performed.  EPEM is a particular enabler that will specify how to perform policy evaluation and enforcement.  


			If an enabler needs to perform policy evaluation and enforcement, the enabler should reference EPEM.  If the enabler does not require policy evaluation and enforcement, then EPEM is not needed.  
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EPEM is Optional


			An enabler implementation can invoke any standardized functions either by: 


			(1) implementing the function itself, 


			(2) invoking a separate (modular) implementation that does the function (provided by the same vendor or a different one), 





or 


			(3) delegating the invocation to a policy evaluation and enforcement entity (EPEM).  


			Any of these implementation options result in a conforming implementation of an enabler. 
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EPEM is Optional


			The service provider deploying enabler implementations has multiple options.  


			For those implementations using method (1) above, the service provider can allow each implementation to independently perform functions like authorization.


			For those implementations using method (2) above, the service provider must deploy the separate (modular) implementations of functions required by the enabler implementations.  


			For those implementations using method (3) above, the service provider can deploy an EPEM implementation and any separate delegated implementations to perform functions like authentication, authorization, charging, etc. 
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Optional EPEM Logically Present in OSE


			In all three cases, policy evaluation and enforcement is performed – in some cases by the enabler implementation and in some cases by other entities. 


			Therefore, one could say that the EPEM function is logically always present in the OSE. Different actors choose which policies are to be applied and how. 


			EPEM implementations can be added to deployments to handle policies not done by enabler implementations
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IMPLICATIONS ON OMA WGs


			Enabler specifications writer must specify how to perform any intrinsic functions, i.e., those that are needed to implement the function of the enabler. 


			Any requirements or features that are not intrinsic should not be specified.  Many such requirements will be accomplished using the EPEM mechanism for evaluating and enforcing policies. And many features can be logically delegated to specialized enablers.   


			The requirements specifications should carefully consider whether a requirement is truly necessary to perform the intended function or whether it is rather a policy that should be changeable by each service provider.
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Recommendations


			Material in documents 0068 (base OSE) and 0069 (topology picture) and 0071 (EPEM optionality) as restructured in 0077 be inserted into current OSE architecture document


			Implications on OMA WGs as discussed in 0071 should be socialized with OMA WGs and submitted early on to TP.
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