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1 Reason for Contribution

Some discussion in the PEEM AD should address the policy expression language as this is expected to be one of the item that will be specified by the PEEM enabler specifications.
R01 and R02 address comments received via e-mail. R03 adds a supporter.
R04 provides significant re-arrangements and changes as a result of discussions aiming at reaching consensus.
2 Summary of Contribution

This contribution provides initial considerations on the policy expression language in the form of a new section. This is initial text to populate that section.
3 Detailed Proposal
[...]

5.4    Policy Expression Language

5.4.1 Policy information model

By definition, policies are combinations of policy rules, each of which is defined as a condition and action (i.e., IF condition THEN action). 

A condition evaluation can be simple (i.e. if statement on Boolean variable) or complex (e.g. “case of “). In both forms the evaluation may involve arbitrary computations. The conditions and actions in policy rules can require the execution of arbitrary functions or Turing complete scripts which includes delegation to OMA enabler implementations.
The topology of a policy is defined as a graph where each node represents a condition to be evaluated and each outbound branch has an action to be executed if the corresponding condition is true. This is illustrated in Figure 1.


[image: image1]
Figure 1 – Example of graph that describes the topology of a policy (composed of multiple policy rules). 

Editor’s note: Definition and references to be added to appropriate section.

There are 2 execution models described by the IETF policy model defined in RFC 3060, One model has a single condition at each node. The second model permits case statements on the nodes where each includes a priority that determines the order of evaluation of these simple conditions.
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As mandated in [PEEM-RD], PEEM can also be used to perform only policy evaluation. The case of a simple condition is illustrated in Figure 2. 

Figure 2 – Example of evaluation only policy

Note again that branching from a node is not limited to 2 branches (e.g. “case of”). 

The topology of a policy graph can be changed in numerous ways without changing the result of its evaluation or enforcement. This may of course modify the conditions and actions from one graph to another equivalent graph. Decisions to select a topology can occur at authoring time or when updating policies via PEM-2 or at any time before the next time, or when, PEEM is invoked via PEM-1 or PEM-3. Criteria used by a PEEM implementation for selection of a specific topology may include: speed / latencies, CPU consumption, possibility to parallelize and backtrack, desire to minimize delegation, reuse of pre-defined paths, and support for rule chaining inferences (forward or backward)
 etc…. 

The policy to be used by PEEM for any invocation of PEM-1 or PEM-3 may:

· Be contained within the policy rules provided via PEM-2 interface to PEEM.  

· Be provided as part of the call to PEEM by passing the policy that must be processed.

5.4.2 Properties of an appropriate policy expression language

A suitable policy expression language must satisfy the following requirements:

· Can express any combination of conditions and actions including arrangements in conditional statements and sequences. In particular:
· It is powerful enough to specify any calculation that can be performed by a modern computer 
· It can support delegation (e.g. it can perform call outs and handle results – these might be treated as any other function call but in this case to external resources).
· Can perform pattern matching on input data
· Can specify the format of output data
· Does not pre-suppose policy topology.

In addition the language may be more easily adopted and deployed if:

· It provides mechanisms to easily transform the policies into other policy expression languages. E.g. by:

· Providing appropriate abstraction mechanisms

· Providing tagging or other metadata mechanisms to support such transformations.

· It provides higher level constructs to facilitate interface transformation or generation of a new binding.

· It can express OMA relevant conditions and actions such as:

· Security strength must be …

· Authentication is required

· Rating must be checked and charging performed before passing the request

· Users must have a minimum amount in their account
· To be extensible to allow expression of OMA related conditions and actions that may not have been standardized (yet) and provide guidance to WGs on how to standardize new conditions and actions related to their enablers.

Appendix A:  Related technologies for policy expression languages (Informative)
Editor’s notes: Other relevant languages may be identified in this section. These are preliminary considerations. References should be appropriately handled by editor.

This list is currently informative for the purpose of compiling relevant technologies. No decision has been taken or agreed that a language is appropriate.
The following languages may be able to satisfy most of the conditions identified above:

· BPEL  – Business Process Expression Language

· http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wsbpel
· XACML

· http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml 
Editor’s notes: Contributions are invited.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC agrees to add the text proposed in section 3 to the PEEM AD:
· Section 5.4 / 5.4.1

· Section 5.4.2

· Informative Appendix A to collect example / related languages.

































































































� In the case that rule chaining is used, graphs are actually trellis where each node is connected to all other nodes and the path is determined at run time using forward or backward inference.
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