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1 Reason for Contribution

This contribution is entered to start addressing specifics for the PEEM callable interface PEM-1, as one of the items that is expected to be specified by PEEM.

2 Summary of Contribution

This contribution provides a proposal for the PEM-1 interface.

3 Detailed Proposal

The following definitions are copied here from the PEEM RD, since the requirements analyzed and the proposal may benefit from having those handy.

	Policy
	An ordered combination of policy rules that defines how to administer, manage, and control access to resources, [Derived from [RFC 3060], [RFC 3198] and [RFC 3460].

	Policy Action
	Action (e.g. invocation of a function, script, code, workflow, …) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	Policy Condition
	A condition is a Boolean predicate that yields true or false. It may be “complex”.

	Policy Enforcement1
	The processes of policy evaluation and policy execution.

	Policy Engine
	A logical entity that evaluates a policy or policies.  

	Policy Evaluation
	Determination of whether the policy rules results in “true”

	Policy Execution
	Execution of the action associated to the policy condition selected by policy evaluation

	Policy Expression
	The process of representing a policy

	Policy Expression
	The language to express policies

	Policy Management
	The act of describing, creating, updating, deleting, provisioning and viewing policies. A meta-model or representation scheme may be used in this activity.

	Policy Rule
	A combination of a condition and an action to be performed if the condition is true


An analysis of the PEEM RD resulted in identification of the following requirements that are directly or indirectly related to the PEEM Callable Interface (PEM-1):

6.1#3 MUST support the evaluation (or evaluation and execution) of policies for at least the following, 

· Requests from a 3rd party ASP, wanting to utilize Mobile Operator's (Service Provider’s) resources 

· Requests from end users, (including end users belonging to different networks) wanting to access services of the Mobile Operator, (Service Provider)
· Requests from end users, wanting to access services of a 3rd party ASP, and 
· Requests from another Mobile Operator, (Service Provider)

· Response from the resource

· Request from an end user wanting to communicate with another end user

6.1#4 MUST support the identification of policies that apply to a request and response. (Motivated by Use Case 5.5)

6.1#5 MUST support the receipt of requests for a policy evaluation (or evaluation and execution), e.g. authorisation. (Motivated by Use Case 5.5)

6.15#1 Standardized interfaces MUST be defined for the PEEM enabler. [ARCH]

6.2#7 The PEEM enabler MUST be able to determine the resource that needs to be protected and the policies associated to that resource

6.2#8 The PEEM enabler specification MUST be able to support the interruption of flows and rejection of requests, through enforcement of policies (e.g. failure in authentication or authorization requests, charging failure, etc.).
PEM-1 interface properties 

Based on an analysis of PEEM requirements, and based on the model explained in contribution 302, PEEM Fundamentals – WYSIWYG, we arrived to the conclusion that it is imperative for the PEM-1 interface to:

1. allow the communication of a clear distinction, representing user’s desire, between a request for evaluation only or for evaluation and execution. This is not to favour any implementation, but to represent to ANY implementation the intent of the user when they made the request. The intent of the user to do one vs. the other has different consequences with respect to the carrying out of the “action” portion of the policy rule, and therefore may require different policy rules, and shall result into different output provided to the requestor.

2. offer a well-specified, formatted input set of input parameters that carry the requestor’s “context” information, and a well-specified, formatted output set of parameters that carry a well prescribed output, out of a pre-agreed set of possible outputs that can be accepted and processed by the requestor. This is mandatory in order to ensure consistency and predictability in the identification, and subsequent evaluation (or evaluation and execution) of the policy rules, as well as to ensure that the provided output will be well understood in order to be processed by the requesting entity.

3. offer optional “free format” data parameters, for additional input and output information exchange.

Note: all the preceding text in the Detailed Proposal is informational – for the purpose of the review of this document. The following text is the only text recommended for the AD:
5.3.3 PEM-1 (PEEM specified callable interface)
The PEM-1interface is described as follows:

· This interface is specified and exposed by PEEM, and is used by other entities to make a direct request for policy evaluation (or, evaluation and execution). This interface is also referred to as PEEM callable interface. The originating entity is using this interface to issue a request to PEX. The PEEM implementation processes the request and returns a policy decision  (the result of the policy evaluation (or, evaluation and execution) processing) to the originating entity, using the same interface. 
· The PEX component in the PEEM enabler exposes the PEM-1 interface.
PEM-1 has multiple input and output parameters (some of them may be grouped into one parameter - decision to be made by the technical specification):

· An input parameter (RequestType) that identifies the request from the requestor’s perspective, and can take 2 distinctive values:

· RequestType = RequestEvaluationOnly OR

· RequestType = RequestEvaluationAndExecution

· Context input parameters (multiple or grouped into one):

· Subject – identifies an entity that is asking for an operation on a resource.
· Resource – identifies the entity that may need protection
· Operation – identifies the task the request that is being attempted by the Subject, against the Resource

· Environment – identifies other contextual information that could be used in evaluating the policy (e.g. state information about the Subject or Resource, time-of-day, other).

· An optional “free format” input parameter. This will allow any data “free format” data to be sent by the PEX Requestor to PEX. Since this format is left unspecified, any interpretation or subsequent processing of such data is left to agreement between an implementer of the requestor, an implementer of PEEM and a deployer that provides the policy rules for PEEM.

· Output parameters (multiple or grouped into one).

· Specified, expected output. This is output determined by the policy, using the “request-type” and the other input “context” input information, out of a pre-agreed set of possible outputs. It is always output that can be predicted/expected by the requestor, and is always provided in a format expected by the requestor.

· An optional “free format” output parameter. This will allow “free format” data to be sent from PEX to the PEX requestor. This will allow for any additional information, outside the specified formatted expected result to be communicated to the requestor.  Since this format is left unspecified, any interpretation or subsequent processing of such data is left to agreement between an implementer of the requestor, an implementer of PEEM and a deployer that provides the policy rules for PEEM.
Note that the same interface can be used for both evaluation or evaluation and execution.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC agrees to replace in the PEEM AD the current text in section 5.3.3 with the text identified under the title “PEM-1 (PEEM Callable Specified Interface)”. The rest of the material in the Detailed Section was provided for information only.
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