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1 Reason for Contribution

Document OMA-ARC-2005-0371-PEEM-AD-security-section has been submitted.  
2 Summary of Contribution

This contribution provides comments to OMA-ARC-2005-0371-PEEM-AD-security-section.
3 Detailed Proposal

We provide a paragraph-by-paragraph analysis and proposed edits to the text in OMA-ARC-2005-0371-PEEM-AD-security-section.
3.1 Comments to first paragraph (with two bullets)
It seems unnecessary to repeat a description of the usage patterns callable and proxy. Especially as the conclusions are exactly the same. In addition, it is not clear why prozy pattern would be the sole mode where security must go up to the service layer, nor what is exactly meant by that.

Therefore, we propose re-writing this part as follows:

----Begin proposed edits of 0371----

The PEEM enabler can be applied according to two usage patterns (callable and proxy). In both modes, exchanges may be among resources within the same domain (i.e. in callable mode same domain for requester and PEEM or, in proxy mode requester, PEEM and target resources) or a different domain (i.e. all actors may be in different domains). Different domains may imply: different administrative domains, different security levels or the need to traverse unsecure networks between the domains. 
Security issues must be considered at all level.

 

----End proposed edits of 0371----

3.2 Comments to second paragraph
Delegation emphasizes the need to ensure disclosure of information to PEEM and delegated functions in other domain limited to what it needs to know. It is therefore important to add a sentence to that paragraph to that effect. This is consistent with the recommendations we gave to SEC WG in OMA-ARC-2005-0323R01-PEEM_SEC_SP.
----Begin proposed edits of 0371----

In both usage pattern applications the PEEM service enabler may delegate to (i.e. make a request to) other enablers such as a charging enabler. These other (delegated to) enablers may or may not reside in different security or administrative domains and appropriate security measures should be considered for each case. PEEM and the resources that may perform delegated functions should only able to access the information (parameter, request details, end point identity and address etc…) that they need to know. This is especially important if some of these components may exist in different domains. Appropriate key management and selective encryption when delegating functions may therefore be required.

----End proposed edits of 0371----

3.3 Comments to third paragraph

It is not needed to re-define management in this section. We should solely address the security aspects.

----Begin proposed edits of 0371----

It must be possible to secure the management of PEEM via PEM-2 in ways that can authenticate and authorize management request and ensure secure exchanges coming from within or outside the PEEM domain or from users.

----End proposed edits of 0371----
3.4 Comments to fourth paragraph

What are “generic node hardening measures”? This is not a common terminology. We recommend replacing by it’s meaning even if it includes multiple aspects.
We recommend additing:

· Denial of Service Attack

· Repeat attack

We do not agree to state that this is out of scope. We propose to drop the end of the last sentence: “but these are considered out of scope”.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC WG agrees to the comments and changes to OMA-ARC-2005-0371-PEEM-AD-security-section proposed in section 3. Only a revision of OMA-ARC-2005-0371-PEEM-AD-security-section that includes these changes should be agreeds.
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