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Reason for Contribution

The reason for this contribution is to propose content for some PEEM TS sections.

Summary of Contribution

The contribution proposes a TS section to address the PEM-1 interface (callable PEEM interface) format. Following the discussion in Sydney, we decided in the PEEM AD to defer the to the specification phase the discussion on whether a well-formatted interface needs to be made available by the specification itself or be made available during the process of writing the policies. We believe that both approaches have advantages and disadvantages, based on the Sydney discussion. This contribution proposes an approach that would accommodate both alternatives, thus offering both the stability, generality and consistency achieved by having parameters defined as part of the specification, as well as the flexibility and extensibility desired to accommodate enforcement for yet unknown or not analyzed resources, and/or future trends. Technologies/specification that have been at the source of this contribution are listed below:

	[3GPP-OSA-policy-mgmt]
	3GPP TS 29.198-13, “3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Open Service Access (OSA); Application Programming Interface (API);Part 13: Policy management Service Capability Feature (SCF) (Release 6)”,

URL: http://www.3gpp.org/ftp/Specs/html-info/29198-13.htm

	[C language]
	ISO/IEC 9899,  “Programming languages – C”,

URL: http://www.open-std.org/jtc1/sc22/wg14/www/docs/n869/n869.txt.gz


Detailed Proposal

5.  PEM-1 Interface  definition

This section is designed to provide details on the PEM-1 interface.
Editor note: Additional information to be supplied later.

5.1  Introduction

PEM-1 interface is the interface through which an E requester (see PEEM AD) issues a request for a decision to PEEM. In this case, PEEM operates in “callable usage pattern”. PEM-1 is a PEEM interface of category I0. .

Editor note: Details to be supplied later.
5.1.1  Related Standards and Technologies

Editor note: To be supplied later
5.1.2  Relationship to other PEEM specifications

The PEEM PEM-1 specification is loosely coupled to the PEEM policy expression language specification. Regardless of how PEM-1 and policy expression language are specified, the expectation is that:

1. the input context passed to PEEM via PEM-1 may be used in identifying applicable rules by PEEM

2. the input parameters passed in the input context to PEEM via PEM-1 may be used in the evaluation  of the condition in the rules that have been identified as applicable.

3. the output parameters passed in the input context may be used set (assigned values) in the actions in the rules that have been identified as applicable.

One option is to specifically identify a policy (by using an identifier) when issuing a callable PEEM request via PEM-1. In this case, the identified policy needs to match, using the identifier provided, a specific policy in PEEM. The policy expression language specification therefore provides for a means to identify a policy by an identifier, For this particular case, we refer to such a policy as a “ruleset”.  The concept is explained summarily here. A ruleset (also referred to loosely as a policy) is a collection of rules that operate as a whole to satisfy a specific decision request (see section x.y describing the PEEM policy expression language). Multiple rulesets may exist in a Service Provider’s domain. The concept of ruleset is therefore important not only to the policy expression language specification, but also to the PEM-1 specification, and it creates a loosely coupling between the two specifications.
5.2  PEM-1 interface format

This section is describing the PEM-1 interface format.

5.2 .1 Background

PEEM in callable usage pattern is designed to support requests for decision from any requester regarding any resources. Not all possible instances of requesters and resources are known at the time of designing the PEM-1 specification, but some of them are well known, and some can be anticipated. For those resources that are known or support for them can be anticipated (e.g. OMA enablers) it is important to define a PEM-1 interface format that matches their needs in order to minimize the need to adapt interfaces used in their implementation. For those resources that are not yet identified, it is important that the PEM-1 interface format has the flexibility needed to be adapted at the time the resource is identified, and the need to provide for policy enforcement support for such resource is acknowledged and supported.
5.2 .2 PEM-1 interface profiles

5.2 .2.1 PEM-1 interface generic profile

A generic profile for the PEM-1 interface is presented in Figure 1, and explanations of the fields are provided in Table 1.
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Figure 1: PEM-1 interface generic profile

	Field
	Type
	Values
	Description

	IOProfileType
	TBD
	SROEType

RulesetType

BLOBType


	This is an optional parameter that  may be used to determine how to interpret the additional parameters passed via the PEM-1 interface. Examples of IOProfileType include SROEType, RulesetType, BLOBType, which will be further specified. Other values may be added as necessary.

	RulesetId
	TBD
	TBD
	This is an optional parameter that identifies a specific ruleset (policy) to be evaluated by PEEM. Normally, the domain owner will “own” the ruleset namespace, and will establish unique  ruleset identifiers (see also Policy Expression Language specification). Those unique ruleset identifiers will be known to the requesters, and will be passed when the request is being made. In the absence of this argument, a default ruleset may be identified and evaluated – but how this is realized may be out-of-scope for the specification.

	IOprofile
	union
	SROEProfile, RulesetProfile, BLOBProfile, Other (TBD)
	This parameter is defined as a union, and will allow to support different input/output parameter profile. The specific type of IOprofile is determined by the value of the IOProfileType (if that value is provided). Current values supported by the IOProfileType are RulesetProfile, SROEProfile, BLOBType -  which will be further specified. If IOProfileType is NOT provided, the IOProfile will be implicitly default to BLOBType. Other values may be added as necessary.


Table 1: PEM-1 generic profile explanation
5.2.2.2 PEM-1 interface ruleset profile
The need to support a ruleset profile is driven by the fact that this is a very flexible, yet consistent way to ensure that the input/output parameters passed via the PEM-1 interface will meet exactly the needs of one, and only one specific ruleset designed to be associated with such a request. It is therefore expected that the input and output arguments will be determined at the time the ruleset is conceived. The ruleset does not have to be already written in tbe PEEM policy expression language, but the number and types of the variables that the ruleset will use need to be agreed to, and at run-time the requester will be expected to pass arguments corresponding to such an agreement.

The ruleset profile is used when the IOProfileType is presented via the PEM-1 interface, and its value is determined to be:
IOProfileType = RulesetType

A ruleset profile for the PEM-1 interface is presented in Figure 2, and explanations of the fields are provided in Table 2.
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Figure 2: PEM-1 interface RulesetProfile

	Field
	Type
	Values
	Description

	InArg1, InArg2, …InArgn
	Not to be pre-specified
	Not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis)
	These are the input arguments that need to be provided by the requester when a “RulesetType” request profile is being used. 

	OutArg1, OutArg2, …OutArgm
	Not to be pre-specified
	Not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis)
	These are the output arguments that should be expected by the requester when a “RulesetType” request profile is being used. 


Table 2: PEM-1 RulesetProfile explanation
5.2.2.3 PEM-1 interface SROE profile
The need to support an SROE profile is driven by the fact that for many known resources, many arguments that can be used to identify and evaluate a ruleset may be identified ahead of time – because the combination of different parameters form a context that may map into a number of rules as being applicable. For known resources, input information such as Subject (identification of the requester that attempts to use a resource), Resource (identification of the resource that is attempted to be accessed, Operation (the specific operation that is being attempted), Environment (specific environmental variables known to the resource that is targeted) is in many cases sufficient to identify the ruleset to be evaluated. Add to that the specific input/output arguments that are passed in order to attempt the Operation on the target resource, and usually that completes all the input/output parameters needed for a successful ruleset evaluation that would result in rendering a decision. Note that Subject, Resource, Operation, Environment are in fact meta-parameters. An agreement between the domain owner that provides the PEEM rulesets and the resource that uses this type of profile needs to be in place to establish specific values for specific Subject, Resource, Operation, Environment – since each of those could support multiple specific instances. However, such an agreement can be accomplished long before the ruleset is actually written, and actually will usually precede the writing of the ruleset. All that needs to be pre-agreed is the exact attributes passed to define the different Subject, Resource, Operation and Environment for a specific use, because once the those are uniquely determined, the number and types of the other input and output parameters related to Operation and Environment are uniquely determined. The SROE profile is used when the IOProfileType is presented via the PEM-1 interface, and its value is determined to be:
IOProfileType = SROEType

Editor note: For convenience, we named this the SROEprofile, using the capital letters from Subject, Resource, Operation, Environment. More adequate profile name, for this and the RulesetProfile may be determined later.
An original-request-based profile for the PEM-1 interface is presented in Figure 3, and explanations of the fields are provided in Table 3.
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Figure 3: PEM-1 interface SROEProfile

	Field
	Type
	Values
	Description

	Subject
	TBD (could be int or  string)
	Meta-parameter, exact value not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis).
	This argument, accompanied by its context, provides information about the originator of a request. Its value is part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. The domain owner will own the namespace for “Subject” and will determine and communicate to potential requesters the specific values and interpretation. PEEM may use this argument in identifying the ruleset to be evaluated. The PEEM ruleset may include an equivalent “Subject variable” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in actions.

	Subject context = S1…Si
	TBD
	Context attributes type and number are not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis). A specified subject meta-parameter would uniquely identify a subject context (the subject attributes). 
	These arguments provide input and output context referring to the subject. Their values are part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. PEEM may use these arguments in identifying the ruleset to be evaluated. The PEEM ruleset may include an equivalent “Subject attribute x” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in actions. Output values may be assigned to attributes in the context.

	Resource
	TBD (could be int or  string)
	Meta-parameter, exact value not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis).
	This argument, accompanied by its context, provides information about the resource to which the original requester is making a request. Its value is part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. The domain owner will own the namespace for “Resource” and will determine and communicate to potential requesters the specific values and interpretation. PEEM may use this argument in identifying the ruleset to be evaluated.  The PEEM ruleset may include an equivalent “Resource variable” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in actions.

	Resource context = R1…Rj
	TBD
	Context attributes type and number are not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis). A specified resource meta-parameter would uniquely identify a resource context (theresource attributes).
	These arguments provide input and output context referring to the resource. Their values are part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. PEEM may use these arguments in identifying the ruleset to be evaluated. The PEEM ruleset may include an equivalent “Resource attribute x” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in actions. Output values may be assigned to attributes in the context.

	Operation
	TBD (could be int or  string)
	Meta-parameter, exact value not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis).
	This argument, accompanied by its context, provides information about the operation that the original requester is attempting. Its value is part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. The domain owner will own the namespace for “Operation” and will determine and communicate to potential requesters the specific values and interpretation. PEEM may use this argument in identifying the ruleset to be evaluated.  The PEEM ruleset may include an equivalent “Operation variable” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in actions.

	Operation context = O1…Ok
	Not to be pre-specified
	Context attributes type and number are not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis). A specified operation meta-parameter would uniquely identify an operation context (the operation attributes).
	These arguments provide input and output context referring to the operation. Their values are part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. PEEM may use these arguments in identifying the ruleset to be evaluated. The PEEM ruleset may include an equivalent “Operation attribute x” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in actions. Output values may be assigned to attributes in the context.

	Environment
	TBD (could be int or  string)
	Meta-parameter, exact value not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis).
	This argument, accompanied by its context, provides information about the environment in which the request occurred. Its value is part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. The domain owner will own the namespace for “Environment” and will determine and communicate to potential requesters the specific values and interpretation. PEEM may use this argument in identifying the ruleset to be evaluated.  The PEEM ruleset may include an equivalent “Environment variable” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in actions.

	Environment context = E1…El
	Not to be pre-specified
	Context attributes type and number are not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis). A specified operation meta-parameter would uniquely identify an environment context (the environment attributes).
	These arguments provide input and output context referring to the environment. Their values are part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. PEEM may use these arguments in identifying the ruleset to be evaluated. The PEEM ruleset may include an equivalent “Environment attribute x” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in actions. Output values may be assigned to attributes in the context.


Table 3: PEM-1 SROEProfile explanation
Editor note: We may want to consider if additional Input parameters are needed for the SROEType profile (in addition to the ones provided via the “operation” parameters and the “environment” parameters
5.2.2.4 PEM-1 interface BLOB profile

The need to support a BLOB profile is driven by the fact that when no determination can be made at the time of creating specification about how to format the input/output arguments, a decision could be made to pass data as a BLOB, with the policy determining the format of the data passed. This is similar to the RulesetProfile, but allows for even more flexibility, becase PEEM could look at the data as one piece of information, and a PEEM implementation may use an optimized implementation to detect the input context. IOPrrofileType could be present to indicate the presence of a BLOB, if desired, but the absence of this parameter should indicate that a BLOBprofile is present. A RulesetId could be present as well, with the same goal as in the case of SROProfile and RulesetProfile. The BLOB profile is used when the IOProfileType is presented via the PEM-1 interface, and its value is determined to be:

IOProfileType = BLOBType
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Figure 4: PEM-1 BLOB profile

	Field
	Type
	Values
	Description

	BLOBProfile
	TBD
	No pre-specified value

	Binary Large Object that carries input context in a way determined by the policy


Table 4: PEM-1 generic profile explanation
Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

The recommendation is to agree to the approach proposed for the PEM-1 interface format, and agree for the content to be included in the appropriate document and section addressing the PEEM PEM-1 interface specification. 










NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 10)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 9 (of 10)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

_1195734616.ppt


RulesetIOprofile

OutArg1

InArg2

…

OutArgm

InArg1

…





Lucent Technologies
Bell Labs Innovations





UNKNOWN-0.bin






_1195734718.ppt


SROEProfile

Subject

Context

Subject

S1…Si

Resource

Resource

Context

Operation 

Env 

Operation

Context

Env

Context

R1…Rj

O1…Ok

E1…El





Lucent Technologies
Bell Labs Innovations





UNKNOWN-0.bin






_1195737365.ppt


BLOBProfile





Lucent Technologies
Bell Labs Innovations





UNKNOWN-0.bin






_1195709783.ppt


IOprofileType

IOprofile

RulesetId





Lucent Technologies
Bell Labs Innovations





UNKNOWN-0.bin






