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Reason for Contribution

The reason for this contribution is to propose content for some PEEM TS sections.

Summary of Contribution

The contribution proposes a TS section to address the PEM-1 interface (callable PEEM interface) format. Following the discussion in Sydney, we decided in the PEEM AD to defer the to the specification phase the discussion on whether a well-formatted interface needs to be made available by the specification itself or be made available during the process of writing the policies. We believe that both approaches have advantages and disadvantages, based on the Sydney discussion. This contribution proposes an approach that would accommodate both alternatives, thus offering both the stability, generality and consistency achieved by having parameters defined as part of the specification, as well as the flexibility and extensibility desired to accommodate enforcement for yet unknown or not analyzed resources, and/or future trends. Technologies/specification that have been at the source of this contribution are listed below: This revision addresses comments received and agreed to by the author when 418R01 was presented. A separate input contribution will be provided to directly respond to questions/comments beyond what is considered appropriate to address in this contribution (since this one is targeted for the TS itself).
After submission of revision R02 of this contribution, comments were received via contribution OMA-ARC-2006-0012-Comments_OMA_ARC_2005_0418R02. At least some of those comments led us to believe that the “Ruleset” definition caused many of the comments, especially because it may have been perceived as interfering with the on-going discussion in PEEM AD on definitions for policy evaluation, policy execution and policy enforcement. In order to avoid any confusion and a debate about ":Ruleset" definition at a time when other related definitions are not stable, this revision will remove the introduction of the Ruleset definition, and instead will explain in the text what the concept is meant to convey – using terms that are currently used in the PEEM AD. This revision will also make changes in all appropriate places where “evaluation” was used, and replace it with “evaluation and execution” – to make it consistent with the current use of terms in the PEEM AD.
This latest revision includes some edits (figure/tables mismatch) and clarifies that RulesetID may be conditional (that is mandatory for some IO Profiles, optional for others, and possibly non-existing for others). The contribution also adds a co-signing company.
Detailed Proposal


Start of Change 1:

5. PEM-1 Interface  definition

This section is designed to provide details on the PEM-1 interface.
Editor note: Additional information to be supplied later.

5.1  Introduction

PEM-1 interface is the interface through which an E requester (see PEEM AD) issues a request for a decision to PEEM. In this case, PEEM operates in “callable usage pattern”. PEM-1 is a PEEM interface of category I0. .

Editor note: Details to be supplied later.
5.1.1  Related Standards and Technologies

Editor note: To be supplied later
5.1.2  Relationship to other PEEM specifications

The PEEM PEM-1 specification is decoupled from the PEEM policy expression language specification and from the PEEM implementation. Regardless of how PEM-1 and policy expression language are specified, and how PEEM is implemented, the expectation is that:

1. the input context passed to PEEM via PEM-1 may be used in identifying applicable rules by PEEM

2. the input parameters passed in the input context to PEEM via PEM-1 may be used in the evaluation and execution of the rules that have been identified as applicable.

3. the output parameters passed in the input context may be set (assigned values) in the actions in the rules that have been identified as applicable, if the conditions in those rules are evaluated to “true”.

In order to support the 1st expectation listed above, one option that PEM-1 has to support is to specifically identify a a ruleset (or a set of rules) to be used (by using an identifier as a reference) when issuing a callable PEEM request via PEM-1.   A ruleset is in essence a policy, which consists of the rules that operate as a whole to satisfy a specific request for evaluation and execution (using the definitions for evaluation and execution as per the last PEEM AD draft available). The concept is only introduced to distinguish from the generic policy concept, because it restricts the policy to the rules that will effectively be evaluated  and executed in a specific instance. It is possible that this set of rules indeed is the existing set of rules, in which case the notion of ruleset and policy are identical. The ruleset concept does not imply how the collection of rules to-be-evaluated-and-executed is assembled. The ruleset could be pre-provisioned (using the PEEM PEM-2 interface specification or a different way of making it available to PEEM) or could be assembled by PEEM at run-time, based on input context received from an E-requester using the PEM-1 interface specification. Multiple rulesets may exist in a Service Provider’s domain. It is out-of-scope for the specification how the support for an identifier may be resolved (by the policy expression language specification, by the PEEM implementation, or a combination of both). The logical notion of a ruleset (set of rules to be evaluated and executed, without making an assumption about how they have been assembled), and the logical notion of input/output context represent the “shared concepts” between PEM-1 interface, policy expression language and any PEEM implementation – thus allowing for a complete decoupling between PEM-1 specification and policy expression language specification. The concept of variables is supported by any possible policy expression language, and the concept that a set of rules are identified as applicable in the policy evaluation and execution process is a concept that is essential to PEEM and documented in the PEEM AD.
5.2  PEM-1 interface format

This section is describing the PEM-1 interface format.

5.2 .1 Background

PEEM in callable usage pattern is designed to support requests for decision from any requester regarding any resources. Not all possible instances of requesters and resources are known at the time of designing the PEM-1 specification, but some of them are well known, and some can be anticipated. For those types of resources that are known or support for them can be anticipated (e.g. OMA enablers) it is important to define a PEM-1 interface format that matches their needs in order to minimize the need to adapt interfaces used in their implementation. For those resources that are not yet identified, it is important that the PEM-1 interface format has the flexibility and extensibility needed to be adapted at the time the resource is identified, and the need to provide for policy enforcement support for such resource is acknowledged and supported.

5.2 .2 PEM-1 interface profiles

5.2 .2.1 PEM-1 interface generic profile

A generic profile for the PEM-1 interface is presented in Figure 1, and explanations of the fields are provided in Table 1.
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Figure 1: PEM-1 interface generic profile

	Field
	Type
	Values
	Description

	IOProfileType
	TBD
	SROEType

RulesetType

BLOBType


	This is an mandatory parameter that  shall be used to determine how to interpret the additional parameters passed via the PEM-1 interface. Examples of IOProfileType include SROEType, RulesetType, BLOBType, which will be further specified. Other values may be added as necessary.

	RulesetId
	TBD
	TBD
	This is a conditional parameter that identifies a specific ruleset to be evaluated and executed by PEEM. The presence of this parameter is dictated by the IoProfileType (it will be mandatory in some cases, optional in other, and possibly not supported in other future profiles). In this release, it is mandatory for some profiles (RulesetProfile, SROEProfile), and optional for other profiles (BLOBProfile). The specification does not prescribe how a PEEM implementation has to use the ID, rather is an indication of the intent of the requester to pass a reference to a particular set of rules to be evaluated and executed. Normally, the domain owner will “own” the ruleset namespace, and will establish unique  ruleset identifiers (see also Policy Expression Language specification). Those unique ruleset identifiers will be known to the requesters, and will be passed when the request is being made. Other ways to assign ruleset identifiers may also be supported. PEEM implementations and policy language implementations may have different ways to handle the presence or the absence of the RulesetID argument (e.g. in the absence of this argument, a default ruleset may be identified and evaluated and executed – but how this is realized is out-of-scope for the specification).

	IOprofile
	union
	SROEProfile, RulesetProfile, BLOBProfile, Other (TBD)
	This parameter is defined as a union, and will allow to support different input/output parameter profiles. The specific type of IOprofile is determined by the value of the IOProfileType. Current values supported by the IOProfileType are RulesetProfile, SROEProfile, BLOBType (to support profiles  which will be further specified in the next sections). As mentioned before, IOProfileType is a mandatory parameter. However, it is expected that PEEM implementations would be able to handle situations in which IOProfileType may not be provided (at a minimum, it should result in a returned error, or the PEEM implementation may provide a default value – e.g. the IOProfile could implicitly default to BLOBType). Other IOProfile values may be added as necessary.


Table 1: PEM-1 generic profile explanation
5.2.2.2 PEM-1 interface ruleset profile
The need to support a ruleset profile is driven by the fact that this is a very flexible, yet consistent way to ensure that the input/output parameters passed via the PEM-1 interface will meet exactly the needs of one, and only one specific ruleset associated with such a request. It is therefore expected that the input and output arguments will be determined at the time the ruleset is conceived. The ruleset does not have to be already written in tbe PEEM policy expression language, but the number and types of the variables that the ruleset will use need to be agreed to (the conceptual design of the ruleset is all what is needed), and at run-time the requester will be expected to pass arguments corresponding to such an agreement.

The ruleset profile is used when the IOProfileType is presented via the PEM-1 interface, and its value is determined to be:

IOProfileType = RulesetType

A ruleset profile for the PEM-1 interface is presented in Figure 2, and explanations of the fields are provided in Table 2.
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Figure 2: PEM-1 interface RulesetProfile

	Field
	Type
	Values
	Description

	InArg1, InArg2, …InArgn
	Not to be pre-specified
	Not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis)
	These are the input arguments that need to be provided by the requester when a “RulesetType” request profile is being used. 

	OutArg1, OutArg2, …OutArgm
	Not to be pre-specified
	Not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis)
	These are the output arguments that should be expected by the requester when a “RulesetType” request profile is being used.  One or more of the output arguments will be used to convey error and other status information.


Table 2: PEM-1 RulesetProfile explanation
5.2.2.3 PEM-1 interface SROE profile
The need to support an SROE profile is driven by the fact that for many known resources, many arguments that can be used to identify and evaluate and execute a ruleset may be identified ahead of time – because the combination of different parameters form a context that may map into a number of rules as being applicable. The SROEProfile is similar to the RulesetProfile, but offers more structural detail, being a result of an analysis of specific resources. The idea of supporting  profiles in addition to the RulesetProfile  is that the more structure can pre-identified as being useful to a category of resources, the easier it would be for those resources to adopt and conform to the specification. This profile will also be accompanied by the RulesetID parameter. However,  for known resources, input information such as Subject (identification of the requester that attempts to use a resource), Resource (identification of the resource that is attempted to be accessed, Operation (the specific operation that is being attempted), Environment (specific environmental variables known to the resource that is targeted) is in many cases sufficient to identify the ruleset to be evaluated and executed. This will allow to support different ways to cope with identifying the applicable set of rules (e.g. the PEEM implementation could either use the RulesetID if a pre-povisioned ruleset is supported or  use the input context to identify the applicable set of rules during run-time). The specific input/output arguments that are passed in order to attempt the Operation on the target resource complete all the input/output parameters needed for a successful ruleset evaluation and execution that would result in rendering a decision. Note that Subject, Resource, Operation, Environment are in fact meta-parameters. An agreement between the domain owner that provides the PEEM rulesets and the resource that uses this type of profile needs to be in place to establish specific values for specific Subject, Resource, Operation, Environment – since each of those could support multiple specific instances. However, such an agreement can be accomplished long before the ruleset is actually written, and actually will usually precede the writing of the ruleset. All that needs to be pre-agreed is the exact attributes passed to define the different Subject, Resource, Operation and Environment for a specific use, because once the those are uniquely determined, the number and types of the other input and output parameters related to Operation and Environment are uniquely determined. Note that as a minimum the meta-parameters Subject, Resource, Operation, Environment have to be part of the specification., hence recognized when received by PEEM. Other more detailed parameters in each of the meta-parameters categories may be identified and further specified (e.g. parameters such as “user identity”, “3rd party domain” can be specified to add detail to the “Subject” meta-parameter). The SROE profile is used when the IOProfileType is presented via the PEM-1 interface, and its value is determined to be:

IOProfileType = SROEType

Editor note: For convenience, we named this the SROEprofile, using the capital letters from Subject, Resource, Operation, Environment. More adequate profile name, for this and the RulesetProfile may be determined later.
An original-request-based profile for the PEM-1 interface is presented in Figure 3, and explanations of the fields are provided in Table 3.
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Figure 3: PEM-1 interface SROEProfile

	Field
	Type
	Values
	Description

	Subject
	TBD (could be int or  string)
	Meta-parameter, exact value not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis).
	This argument, accompanied by its context, provides information about the originator of a request. Its value is part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. The domain owner will own the namespace for “Subject” and will determine and communicate to potential requesters the specific values and interpretation. PEEM may use this argument in identifying the ruleset to be evaluated and executed. The PEEM ruleset may include an equivalent “Subject variable” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in execution of the actions.

	Subject context = S1…Si
	TBD
	Context attributes type and number are not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis). A specified subject meta-parameter would uniquely identify a subject context (the subject attributes). 
	These arguments provide input and output context referring to the subject. Their values are part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. PEEM may use these arguments in identifying the ruleset to be evaluated and executed. The PEEM ruleset may include an equivalent “Subject attribute x” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in execution of the actions. Output values may be assigned to attributes in the context. One or more of the output arguments will be used to convey error and other status information.

	Resource
	TBD (could be int or  string)
	Meta-parameter, exact value not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis).
	This argument, accompanied by its context, provides information about the resource to which the original requester is making a request. Its value is part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. The domain owner will own the namespace for “Resource” and will determine and communicate to potential requesters the specific values and interpretation. PEEM may use this argument in identifying the ruleset to be evaluated and executed.  The PEEM ruleset may include an equivalent “Resource variable” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in execution of the actions. 

	Resource context = R1…Rj
	TBD
	Context attributes type and number are not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis). A specified resource meta-parameter would uniquely identify a resource context (theresource attributes).
	These arguments provide input and output context referring to the resource. Their values are part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. PEEM may use these arguments in identifying the ruleset to be evaluated and executed. The PEEM ruleset may include an equivalent “Resource attribute x” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in  execution of the actions. Output values may be assigned to attributes in the context. One or more of the output arguments will be used to convey error and other status information.

	Operation
	TBD (could be int or  string)
	Meta-parameter, exact value not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis).
	This argument, accompanied by its context, provides information about the operation that the original requester is attempting. Its value is part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. The domain owner will own the namespace for “Operation” and will determine and communicate to potential requesters the specific values and interpretation. PEEM may use this argument in identifying the ruleset to be evaluated and executed.  The PEEM ruleset may include an equivalent “Operation variable” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in execution of the actions. One or more of the output arguments will be used to convey error and other status information.

	Operation context = O1…Ok
	Not to be pre-specified
	Context attributes type and number are not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis). A specified operation meta-parameter would uniquely identify an operation context (the operation attributes).
	These arguments provide input and output context referring to the operation. Their values are part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. PEEM may use these arguments in identifying the ruleset to be evaluated and executed. The PEEM ruleset may include an equivalent “Operation attribute x” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in  execution of the actions. Output values may be assigned to attributes in the context. One or more of the output arguments will be used to convey error and other status information.

	Environment
	TBD (could be int or  string)
	Meta-parameter, exact value not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis).
	This argument, accompanied by its context, provides information about the environment in which the request occurred. Its value is part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. The domain owner will own the namespace for “Environment” and will determine and communicate to potential requesters the specific values and interpretation. PEEM may use this argument in identifying the ruleset to be evaluated and executed.  The PEEM ruleset may include an equivalent “Environment variable” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in execution of the actions.

	Environment context = E1…El
	Not to be pre-specified
	Context attributes type and number are not to be pre-specified by the PEEM primary specification, but could be specified as specific profiles on a per-resource basis (e.g. on a per enabler or application basis). A specified operation meta-parameter would uniquely identify an environment context (the environment attributes).
	These arguments provide input and output context referring to the environment. Their values are part of the agreement between the PEM-1 interface format and the domain owner that deploys PEEM. PEEM may use these arguments in identifying the ruleset to be evaluated and executed. The PEEM ruleset may include an equivalent “Environment attribute x” declaration in appropriate rulesets. Rules in the ruleset may use this value in the evaluation of a condition and in execution of the actions. Output values may be assigned to attributes in the context. One or more of the output arguments will be used to convey error and other status information.


Table 3: PEM-1 SROEProfile explanation
Editor note: We may want to consider if additional Input parameters are needed for the SROEType profile (in addition to the ones provided via the “operation” parameters and the “environment” parameters
5.2.2.4 PEM-1 interface BLOB profile

The need to support a BLOB profile is driven by the fact that when no determination can be made at the time of creating specification about how to format the input/output arguments, a decision could be made to pass data as a BLOB, with the policy determining the format of the data passed. This is similar to the RulesetProfile, but allows for even more flexibility, because PEEM could look at the data as one piece of information, and a PEEM implementation may use an optimized implementation to detect the input context. IOProfileType could be present to indicate the presence of a BLOB, if desired, but the absence of this parameter should indicate that a BLOBprofile is present. A RulesetId could be optionally present as well, with the same goal as in the case of SROEProfile and RulesetProfile. The BLOB profile is used when the IOProfileType is presented via the PEM-1 interface, and its value is determined to be:

IOProfileType = BLOBType
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Figure 4: PEM-1 BLOB profile

	Field
	Type
	Values
	Description

	BLOBProfile
	TBD
	No pre-specified value


	Binary Large Object that carries input/output context in a way determined by the policy. The BLOBProfile could also be further detailed if needed (e.g. into a BLOBInputContext and BLOBOutputContext).


Table 4: PEM-1 generic profile explanation
Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

The recommendation is to agree to the approach proposed for the PEM-1 interface format, and agree for the content to be included in the PEM-1 TS document (change 2). Should the text proposed in the Detailed Proposal” be deemed appropriate (directionally correct) but not complete enough for the main body of the TS, the recommendation is to include it in an Appendix of the TS and identify the content that needs more work before it is being moved to the main body of the TS.. 
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