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1 Reason for Contribution

This contribution attempts to progress the work on the GPM AD.

2 Summary of Contribution

This contribution proposes text for a scope section, introduction section, a reference section, a definition section and a dependencies section for the GPM AD. The sources used for these sections were the GPM Requirements Document (close to review completion, vast majority of the RDRR issues have been resolved), the approved PEEM requirements document and the agreed to PEEN Architecture document.  
3 Detailed Proposal

Change 1:  Scope

1. Scope

This document provides the architecture for a Global Permissions Management (GPM) enabler. The role of the GPM enabler is to specify how authorized principals are managing the permission rules that determine if, when, how and to what extent information about end-users of OMA enabled services (i.e. Permissions Target) is released to Target Attribute Requesters and –Consumers, e.g. applications, enablers or other end-users), and to specify how permissions checking requests release of information are issued and processed. The scope of this AD does not include general authorization architecture for verifying access to resources or services.

Change 2:  Normative References 

2.1 Normative References

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[GPM-RD]
	“Global Permissions Management Requirements”, Open Mobile Alliance, OMA-RD_GPM-V1_0, URL:http://www.openmobilealliance.org/ 

	[PEEM-RD]
	“Policy Evaluation, Enforcement and Management Requirements”, Open Mobile Alliance, OMA-RD_Policy_Evaluation_Enforcement_Management-V1_0, URL:http://www.openmobilealliance.org/ 

	[PEEM-AD]
	“Policy Evaluation, Enforcement and Management Architecture”, Open Mobile Alliance, OMA-AD_Policy_Evaluation_Enforcement_Management-V1_0, URL:http://www.openmobilealliance.org/ 


Change 3:  Definitions

3.2 Definitions

	Administrator
	An authorised principal that administers the rights of the Permissions Manager(s). That includes assigning permissions targets to permissions managers and assigning specific management rights to each individual permissions manager.

	Ask Request
	An enquiry from GPM to the Ask Target for his/her consent for the release of a target attribute.

	Ask Target
	Any principal who is the recipient of an ask request. The Ask Target may be the Permissions Target, Permissions Manager(s) or any principal.

	Context
	Static or dynamic information pertaining to a principal (i.e. a Target Attribute Requester, Target Attribute Consumer or Permissions Target). 

	Delegate
	To designate specified tasks or management functions by an authorised principal to another principal.



	Permission Checking Request
	An enquiry from a principal, (e.g. service enabler) to the GPM enabler for permission to grant access to target attributes.

	Permissions Checking Response
	An expression of the results of a permissions checking request

	Permissions Rule
	An expression of the conditions (if, when, how and to what extent) the target attributes are accessed and the associate actions, e.g. if requestor = “is in my domain” and “target attribute” = “my location” then grant etc.  

	Permissions Manager
	An authorised principal, (typically human) that manages (e.g., creates/retrieves/modifies/deletes/sets priority of/delegates management rights with respect to) permissions rules associated with the permission target's attributes. (This actor can be the Permissions Target, an authorised delegate or the Administrator).

	Permissions Manager’s Delegate
	A principal (typically a human) who has been authorised by a Permissions Manager to perform one or more specific permissions management functions on his/her behalf.

	Permissions Target
	Any principal (or group of principals) whose target attributes are subject to permission rules

	Principal
	See [OMA-Dict]

	Pseudonym
	A fictitious identity, which may be used to conceal the true identity (i.e. MSISDN and IMSI, MDN/MIN, email address) of a Permissions Target’s device from the Target Attribute Requester and Target Attribute Consumer, or to conceal the true identity of the Target Attribute Requester and Target Attribute Consumer or the Permissions Target. (Adapted from [MLS]).

	Target attributes
	Information pertaining to Permissions Target(s) and which are governed by permission rules.  Target attributes can be either static, i.e. that changes relatively infrequently such as information in an address book, or dynamic, i.e. that could change more frequently determined such as user presence or geographical location.

	Target Attribute Requester
	Any principal (or group of principals) that originates a target request.

	Target Attribute Consumer
	A principal (or group of principals) consuming/making use of a target attributes or a derivative (e.g. a map showing the location of the Permissions Target). This role will typically be played by an end-user or an application.

	Target notification
	An announcement to the Permissions Target that a target request has been received. 

	Target (or access) request
	An enquiry from a Target Attribute Requester with respect to being granted access to target attribute(s). E.g. a service invocation that includes target attributes as service parameters.

	Target response
	An expression of the results of a target request

	Validity Period
	A time period starting when an ask request is sent by the GPM and during which the GPM waits for an answer from the Ask Target


Change 4:  Introduction

4.
Introduction
(Informative)

Editor’s note: reconsider the use of capitals for defined terms.  Ensure the references to requirements remain valid.

Mobile service providers will continue to seek new and flexible ways to offer customised services to its subscribers. This may typically involve for example combining the resources of its existing enablers, or it could involve partnering with third-party application providers such as those who may traditionally provide services from different trust domains (e.g. the Internet). So, as services become richer and more diverse, subscribers will make increasing amounts of user-related data available to those services and, have increasingly intricate permissions concerning when and how the data can be used.
The main objective of the Global Permissions Management (GPM) Enabler is to protect the release of information considered private by end-users.  In order to enable end-users to effectively control such release, GPM specifies how to define and manage the rules that determine the conditions in which privacy-controlled end-user attributes can be released to a resource that requests them (the Permissions Rules), and how a requester may inquire and obtain a response related to the releasability of the requested information. In addition, the GPM enabler also has to support the definition of roles and responsibilities related to managing permission rules, as well as ways to notify authorized principals of changes in the permission rules as well as of actions related to the decision rendered as the result of the permission rules evaluation process.

The permissions rules may be associated with specific permissions targets and specific attributes, and multiple permissions rules may apply in a particular case. A permission rule is comprised of conditions that have to be evaluated, and actions (including a decision) related to the releasability of a target attribute. A requester will pass information such as the target attribute requested to be released, identity of the requester and identity of the permissions target whose target attribute is needed, and any other arguments needed in the evaluation of the permissions rules.  The permissions rules are managed by authorized principals [GPM RD].

Change 5:  Dependencies

5.1
Dependencies

Editor’s note: 

In general, the GPM enabler identifies two main functions in order to support the requirements:

· The permissions checking function

· The permissions rules management function.

It exposes these functionalities to third parties via interfaces specified by GPM. 

The behaviour of GPM in order to comply with the requirements related to the permissions checking function is different than the behaviour of GPM in order to comply with the requirements related to the permissions rules management function. There is only loose coupling between the two functions, namely the permissions rules need to be accessible to both main functions, but we note here that permissions rules storage is out-of-scope for GPM.

The GPM Permissions Rules are similar to the PEEM Policy Rules 
(see [PEEM AD] and [GPM RD]). The pattern of requesting a decision from GPM is a callable usage pattern similar to the one defined in PEEM AD (see [PEEM AD]). The type of information to be passed by a requester to GPM may be supported, with possible changes, by the PEEM PEM-1 interface (see  [PEEM AD]. Permissions rules management is similar to management of policies via PEEM PEM-2 interface (see [PEEM AD]), although additional requirements may apply and may imply the need for some changes. This leads to the conclusion that GPM enabler may be realized using PEEM in callable usage pattern with some changes and/or extensions.

To ensure the use of coherent terminology and consistent architectural mapping, this enabler reuses the PEEM AD as a baseline when defining a GPM-specific PEEM callable interface and a GPM-specific PEEM management interface. The PEEM requirements are defined in the PEEM RD [PEEM RD]. Note that the purpose of the PEEM RD and PEEM AD is not to mandate if and how enablers such as GPM should support the PEEM callable interface and PEEM management interface. Instead, the GPM RD [GPM RD] and this document define GPM enabler specific requirements and how to apply the PEEM callable interface and PEEM management interface. This enabler depends on PEEM [PEEM AD] for its PEEM specified callable interface (a.k.a. PEM-1) and PEEM specified management interface (a.k.a. PEM-2).  It also may depend on PEEM [PEEM AD] for the means to express the permissions rules. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend ARC to discuss and agree the material for inclusion in the GPM AD baseline..

�PAGE \# "'Page: '#'�'"  ��Is the scope the same as the one created for the AD baseline agreed in ARC? If not it might be better to replace the one agreed or just revise it, or maybe even keep the former for now.


�PAGE \# "'Page: '#'�'"  ��The terminology and definitions are being finalised as part of the RDRR discussions in REQ. It may be better to use those revisions and perhaps put an editor's note


�PAGE \# "'Page: '#'�'"  ��In the last call, Stephane suggested it is equivalent to a PEEM policy rather than a policy rule. We might have to be careful with how much we say here with the RD not agreed and finished in case Stephane does not agree with this statement and starts to bring this up again in the RD discussions.
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