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1 Reason for Contribution

This contribution provides an analysis of GPM requirements against the current status of GPM AD. This revision accepted the previous changes, includes comments received via contribution 392, addresses comments received and includes other updates, based on parallel work on open Action Items. R02 only changes the name of the company.
2 Summary of Contribution

The goal of the contribution is to emphasize that it is not clear whether a large number of GPM requirements would be fulfilled or how they would be fulfilled, and to allow for a decision and tracking mechanism until all of the issues are understood and resolved.
3 Detailed Proposal

The following is the totality of GPM requirements tables. I added a column that comments on the current GPM AD status relative to each particular requirement (showing if there is an issue, and a potential way to address it), and have another column in case we ant to associate to it an AI and/or a resolution.

1. GPM requirements analysis against current GPM AD

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	HLF-1
	The GPM enabler SHALL enable Permissions Managers and/or Permissions Manager’s Delegates to manage per-target permissions rules, within the boundaries of their GPM management rights as set by the GPM Administrator when such operation is required.

· At any time 

· From any capable device type and over any capable network, (e.g. mobile or fixed network).  

(Use Case 5.2)
	GPM 1.0
	(partially) Addressed

The “within the boundaries of their GPM management rights” part is not prevented, but not addressed either. 
While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM). 



	

	HLF-2
	The GPM enabler SHALL support different permission rules for different Permissions Targets regarding access to and usage of target attributes
	GPM 1.0
	Addressed.

Can be met via PEM-2 (e.g. rules identification could include permissions target, and even target attribute unique identification data).
	

	HLF-3
	The GPM enabler SHALL support the use of the same permission rules for multiple different Permissions Targets regarding access to and usage of target attributes
	GPM 1.0
	Addressed.

Can be met via PEM-2 (e.g. rules identification could include all or multiple permissions target, and even target(s) attribute unique identification data).
	

	HLF-4
	It SHALL be possible to request consent for the release of target attributes from any authorized principal, as set by the Permissions Manager or a Permissions Manager’s Delegate.

(Use Case 5.3)
	GPM 1.0
	Partially addressed.

The notification/query for consent issue is in process of addressing via AI 134.

The authorisation portion may be addressed via a policy.
.
.


While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM).



	

	HLF-5
	The GPM enabler MAY provide mechanisms for the GPM Administrator to determine the GPM enabler implementation behaviour that applies when changes to permissions rules cannot be made effective 
immediately, e.g. by notifying the permissions target(s), do nothing, logging etc.. (Use Case 5.3)
	GPM 1.0
	Not prevented, but not addressed either. See contribution 394 (proposal for AI 129, which refers to this issue and suggests a resolution – although out-of-scope for AI 129).
.

This requirement would require special attention – it is a complex scenario requiring more analysis. There may be a slim chance it could be achieved using PEM-1 and PEM-2 as currently planned (but notification would still not be addressed, albeit not prevented). The notification part may be related to AI 129, and also to AI 134
	

	HLF-6
	A Permissions Target MAY also be a Permissions Manager, or as a Permissions Manager’s Delegate
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management and notification/query reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs
.

It may be addressable through a Management Policy 
– once we have
 identified a solution for roles/rights management.
	

	HLF-7
	A Permissions Manager and/or a Permissions Manager’s Delegate that has requested changes to permissions rules SHOULD be notified when the changes are effective or will become effective. (Use Case 5.3)
	GPM 1.0
	In process of being addressed at least (partially) by AI 129 (the notification destination part), and partially by AI 134 (the notification interface part).
While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM).

.


	

	HLF-8
	When using a service for the first time, it SHALL be possible for the Permissions Target to be informed that default permissions rules have been provisioned for him/her
	GPM 1.0
	In process of being addressed (at least partially) by AI 129.

. While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM)..


	

	HLF-9
	It SHALL be possible to notify a Permissions Target of any changes to permissions rules made on their behalf by a Permissions Manager and/or a Permissions Manager’s Delegate. (Use Case 5.3)
	GPM 1.0
	In process of being addressed (at least partially) by AI 129 and by AI 134 (the notification interface)


While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM).


.
	

	HLF-10
	The GPM enabler SHOULD make use of existing, unique Identifiers (e.g. MSISDN/IMSI, MDN/MIN, e-mail Address) for addressing Permissions Targets.
	GPM 1.0
	Not prevented, but not addressed either. 

Such user ID (maybe other data) should be in a format re-usable by multiple or all OMA enablers. It may be addressable by specifying unique attribute names/formats to be used in permissions rules, and may impact the permissions checking request template. This could be done in GPM, or in PEEM (with input from GPM and analysis of other enablers’ requirements).
	

	HLF-11
	It SHALL be possible to inform a Permissions Manager or Permissions Manager’s Delegate of his/her role, rights and limitations with regard to permissions management.
(Use Case 5.3)
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management requirements are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.

If not providing special GPM specs, a possible solution could be to identify dependencies on other enablers to fulfil those requirements. See also contribution 395, with focus on AI 130, but referring to this generic issue and suggesting how to address.
	

	HLF-12
	In case the Permissions Target is not the same actor as the Permissions Manager or Permissions Manager’s Delegate, the Permissions Target SHOULD be informed of the role, rights and limitations of Permissions Manager or Permissions Manager’s Delegate with regards to his/her permissions rules
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management requirements are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.

Some of the aspects here may be addressable through a Management Policy  
and/or identifying dependencies on other enablers to fulfil those requirements.

See also contribution 395, with focus on AI 130, but referring to this generic issue and suggesting how to address.
	

	HLF-13
	The GPM enabler SHALL be able to support a permissions checking request for either a single attribute or a group of attributes of the permissions target. 

(Use Case 5.1)
	GPM 1.0
	Addressed.

Can be met via PEM-1 and the specific expression of the permissions rules, which need to be addressed in the TS phase.

	

	HLF-14
	The GPM enabler SHALL support returning any permission checking response and associating it to any attribute or combination of attributes, (e.g. GRANT for some attributes and DENY for others.. (Use Case 5.1)
	GPM 1.0
	Addressed.

Can be met via PEM-1 and the specific expression of the permissions rules, which need to be addressed in the TS phase 

	

	HLF-15
	GPM SHALL be able to give a permissions checking response based on information associated with

·  The Target Attribute Consumer (e.g. the identity of a single end-user or the identities of multiple end-users) and the Target Attribute Requester (e.g. the application(s) used)

· The Permissions Target identity (e.g. the identity of a single end-user or the identities of multiple end-users).

· The requested target attributes
 In addition to the above, the following information MAY be used:

· The intended use of the target attributes (i.e. use that will be made of this information by the application, e.g. to access and modify a target attribute, or sharing medical data with doctors but not students)  
· User profile information and other relevant GPM context information (e.g. time of day, number of requests per unit time or other information coming from OMA enablers) 
(Use Case 5.1)
	GPM 1.0
	Addressed.

Can be met via PEM-1 and the specific expression of the permissions rules, which need to be addressed in the TS phase 

	

	HLF-16
	Once the permission to access a particular (set of) attributes has been expressed (e.g. GRANT always), it SHALL be possible for the GPM enabler implementation to notify the Permissions Target (or another principal, as required by the permission rule) every time the information is requested.

(Use Case 5.1)
	GPM 1.0
	In process of being addressed via AI 134.

 Notification reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.

Some aspects may be addressable through the specific expression of the permissions rules and delegation to a notification function.



	

	HLF-17
	The Permissions Target notification SHALL contain at least the following:

· The Target Attribute Requester identity 

· Target Attribute Consumer identity 

· The attributes/group of attributes requested.

(Use Case 5.1)
	GPM 1.0
	In process of being addressed via AI 134. Notification reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.

Some aspects may be addressable through the specific expression of the permissions rules and delegation to a notification function.

	

	HLF-18
	The GPM enabler SHALL support permissions rules based on well-defined schema and semantics
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.


	

	HLF-19
	The GPM enabler SHALL uniquely identify the permissions rules. 
	GPM 1.0
	Addressed.

Can be met via PEM-2
.
	

	HLF-20
	The Permissions Manager and/or Permissions Manager’s Delegate(s) SHALL be able to manage permissions rules according to:

· The GPM context of the Target Attribute Requester (e.g., relationship between Target Attribute Requester and Permissions Target)

· The GPM context of the Target Attribute Consumer (e.g., relationship between Target Attribute Consumer and Permissions Target)

· The GPM context of the target (e.g., user behaviour or situations such as work, home etc)

· Other information

(Use Case 5.4)
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). The expression rules have to be able to be expressive enough to capture nuances in the context from the perspective described in this requirements. Needs to be addressed in the TS phase.


	

	HLF-21
	The Permissions Target SHOULD be able to view the permissions rules that pertain to him/her.
	GPM 1.0
	Patially Addressed, possibly addressed by AI 129/130.

PEM-2 allows retrieval of permissions rules. However, it is not clear how the permissions rules are selected, so that only those that pertain to permissions target may be shown. This may be addressable via a PEEM policy that filters the rules shown, but also requires a way to distinguish between rules for different permissions targets. See also contributions 394 and 395 (proposal for AI 129 and 131, that touch upon this issue).  


	

	HLF-22
	The GPM enabler SHALL provide principals (e.g. Permissions Target, Permissions Manager, Permissions Manager’s Delegate, GPM Administrator Ask Target) with the same experiences even when those principals are in a visited network
	GPM 1.0
	Not prevented, but not addressed either. 
It may then be addressable through a Management Policy with no other changes; a PEEM-to-PEEM in different domains scenario may be involved.

	

	HLF-23
	GPM SHALL allow provisioning tools that enable Permissions Managers and/or Permissions Managers’ Delegates to manage permissions rules with adequate quality of experience [QoE]. 
	GPM 1.0
	Not prevented, but not addressed either. 
.

In order to address, maybe we need some thought about defining “adequate QoE” in terms of specifiable metrics.
	

	HLF-24
	The Permissions Manager that has been assigned this specific responsibility by the GPM Administrator, SHALL be able to configure the permissions rules priority. 
	GPM 1.0
	Addressed (probably).

Can be met via PEM-2.

The “that has been assigned …” part may be addressable through a management policy.
	

	HLF-25
	The GPM enabler SHALL support the ability of network or terminal resources, (e.g. IM, Presence, PoC enabler, SUPL client…) to stay aware of updates performed on the permissions rules associated to the resource.
	GPM 1.0
	In process of being addressed at least (partially) by AI 129 and AI 134 (the notification interface).
Notification reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.

.

	

	HLF-26
	The GPM enabler SHALL be able to apply consistent permission checking, to applications implemented both in a terminal and a network server. 
	GPM 1.0
	Addressed.

(If the interpretation is that GPM makes no distinction between the type of requester for permissions checking)


	


Table 1: High-Level Functional Requirements

3.1.1 Types of Permission Rules

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	PermTypes-1
	Permissions rules SHALL allow the expression of what target attribute(s) can or cannot be accessed by a Target Attribute Requester and/or a Target Attribute Consumer.
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.


	

	PermTypes-2
	Among the types of rules supported by GPM there MAY be a permissions rule that allows the Permissions Manager to delegate some or all permissions management operations to one or more Permissions Manager’s Delegate(s)

(Use Case 5.3)
	GPM 1.0
	Not prevented, but not addressed either. 

This seems to be about a policy, rather than a permission rule, in which case it would be addressable via PEEM. Maybe we just need to agree that this is the correct interpretation. If that’s the case, the policy would be dependent on resolving the roles/rights management generic issue identified.

	

	PermTypes-3
	Among the types of rules supported by GPM there SHALL be a permissions rule type that allows the Permissions Target (i.e. a principal or group of principals) and/or Permissions Manager and/or Permissions Manager’s Delegate to be notified of changes to permissions rules. (Use Case 5.3)
	GPM 1.0
	In process of being (partially ?) addressed by AI-129.

May also be related to AI 131 and AI 134.
While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM).


This seems to be about a policy
, rather than a permission rule, or it may be an indication of treating “permissions rules” as information private to a particular permission target – hence subject to GPM checking ? It is hard to tell. Not clear whether this can be achieved through current approach for PEM-1, PEM-2 and permissions rule expression language. See progress in contribution 394 for AI 129.
	

	PermTypes-4
	Among the types of rules supported by GPM there SHOULD be a permissions rule type that allows a Permissions Target to be notified once changes to his permissions rules take effect. 

(Use Case 5.3)
	GPM 1.0
	In process of being (partially ?) addressed by AI-129.
May alsobe  related to AI 131 and AI 134.


While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM).
This seems to be about a policy
, rather than a permission rule, or it may be an indication of treating “permissions rules” as information private to a particular permission target – hence subject to GPM checking ? It is hard to tell. Not clear whether this can be achieved through current approach for PEM-1, PEM-2 and permissions rule expression language.
See progress in contribution 394 for AI 129.
	

	PermTypes-5
	The GPM enabler SHALL enable permissions rules to express whether a Permissions Target notification is required to be sent to the Permissions Target (i.e. a principal or group of principals)
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.


	

	PermTypes-6
	If multiple devices are associated with a single Permissions Target, the GPM enabler SHALL support:

(a) The same or different permissions rules for each device used simultaneously by one Permissions Target;
(b) The same or different permissions rules for each device when one Permissions Target uses only one device at a given time or for a particular service..
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.


	

	PermType-7
	The GPM enabler SHALL include a mechanism for a Permissions Manager and/or Permissions Manager’s Delegate(s) to express the validity conditions for the release of a particular attribute or group of attributes.
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.
Currently worked under AI 131.

	

	PermType-8
	Permission rules with validity conditions SHALL specify what outcome is to take place if the validity conditions are not met
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.


	

	PermType-9
	The following types of validity conditions SHALL be supported:

· Availability lifetime of target attributes

· Target Attribute Requester GPM context information [see HLF-20]
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.

	

	PermType-10
	Among the types of rules supported by GPM there MAY be a permissions rule type which causes a permission checking response which depends on other contextual information, e.g. information related to earlier permission checking requests, the time of day, the permission target, or the interval between permission checking requests.
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.


	

	PermType-11
	The GPM enabler SHALL support a mechanism to allow one set of permissions rules to take precedence over a different set of permission rules.
	GPM 1.0
	In process of being Addressed by AI 131 

Probably met via permissions rules language (PEL, or extensions to PEL) or PEM-1 or a combination of the two. Needs to be addressed in the TS phase.

	


Table 2: Types of Permission Requirements

3.1.2 Permissions Management Functions

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	PMF-1
	It SHALL be possible to assign “roles” to principals that determine the rights for the management of a given set of permissions rules (e.g. a “super permissions manager role” may imply that the authorised principal has the rights to perform all the functions described in PMF-3, a “reading-only permissions manager role” may imply that the authorised principal may only able to read and list the permissions rules).
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.


	

	PMF-2
	The roles described in PMF-1 MAY be defined by the GPM Administrator, and/or the Permissions Managers and/or the Permissions Manager’s Delegates
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.


	

	PMF-3
	Permissions Managers SHALL be able to perform the following permissions management functions as authorised by the GPM Administrator:

· Create permissions rules (including default permissions rules)

· Read permissions rules

· Delete permissions rules

· Modify permissions rules 

· List permissions rules (e.g. according to search or filter criteria)
· Suspend permissions rules (i.e., temporarily halt rules without deleting or modifying them)

· Resume permissions rules

· Prioritize permissions rules

· Overwriting permissions rules priorities

· Retrieve GPM management rights

· Delegate GPM management rights

· Modify delegated GPM management rights

· Revoke delegated GPM management rights
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management  reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.

The “as authorized” part can be supported, regardless of how the roles are defined/assigned. Once roles are defined/assigned, that can be achieved via an authorization policy, on management requests to GPM (see next reqmt)
	

	PMF-4
	The Permissions Manager’s Delegate(s) SHALL be able to perform some or all of the permissions management functions described in PMF-3, depending on their assigned rights.
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.

Some aspects may be addressable via a policy.

.

	

	PMF-5
	It SHALL be possible to assign a role to the Permissions Manager's Delegate


	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.

Some aspects may be addressable through a policy, but there is no “roles assignment enabler function” in OMA yet.
	

	PMF-6
	The Permissions Manager and/or Permissions Manager’s Delegate(s) SHALL be able to create permissions rules based on any combination of conditions and actions, e.g. some (or all) of the following:

· The Target Attribute Consumer (e.g. the identity of a single end-user or the identities of multiple end-users) and the Target Attribute Requester (e.g. the application(s) used)

· The intended use of the target attributes (i.e. use that will be made of this information by the application.)

· The Permissions Target (i.e. a principal or group of principals).

· Target attributes 

· GPM Context information (e.g. between 9 and 12 o'clock)

(Use Case 5.4).
	GPM 1.0
	Addressed 

Can be done via PEM-2
, qualified by an authorization policy.
	

	PMF-7
	The Permissions Manager and/or Permissions Manager’s Delegate(s) SHALL be able to modify existing permissions rules when target attributes are added.
	GPM 1.0
	Addressed 

Can be done via PEM-2
, qualified by an authorization policy.
	

	PMF-8
	When creating or modifying permissions rules, the Permissions Manager and/or Permissions Manager’s Delegate(s) SHALL be able to specify a response per permissions rule out of a finite set of multiple possibilities defined by the deployer of the enabler implementation.
	GPM 1.0
	Addressed

The permissions rules expression language will support expressing a response.

Currently, the mechanism of selecting a particular response and automatically placing it within the expression of the permissions rule is not supported in the GP AD – but tools could see to this.
	

	PMF-9
	Permissions Managers and/or Permissions Manager’s Delegates SHOULD be able to subscribe to notifications of management operations performed on permissions rules they manage.
	GPM 1.0
	In process of being addressed by AI 134 ?

Not prevented, but not addressed either. Notification/query reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.
.
While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM).
 See also contribution 394 (proposal for AI 129) – touching on the notification/subscription issue.
	

	PMF-10
	It SHOULD be possible for Permissions Managers and/or Permissions Manager’s Delegates to be notified once changes to permissions rules take effect


	GPM 1.0
	In process of being addressed (partially ?) by AI 129, with support from AI 134 (notification interface)


Is this a DUP/overlap with HLF-7 and PermTypes-4 ?

While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM).


	

	PMF-11
	The GPM enabler SHALL enable Permissions Managers and/or Permissions Managers’ Delegates to assign at least the following actions to permissions rules: 

Ask for consent from Ask Target, (‘ASK’), 

· Grant permission to release target attribute(s), (‘GRANT’), 

· Deny permission to release target attribute(s), (‘DENY’).

 (Use Case 5.1)
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.


	

	PMF-12
	It SHALL be possible to associate any action to any permission rule, e.g.:

· ASK, 

· GRANT once, 

· GRANT always, 

· DENY once,

· DENY always, for this attribute X and not for the attribute Y.

(Use Case 5.1)
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.


	

	PMF-13
	A Permissions Manager and/or Permissions Manager’s Delegate(s) SHALL be able to provision a rule that determines whether a Permissions Target notification is required to be sent to the Permissions Target (i.e. a principal or group of principals)


	GPM 1.0
	In process of being (partially ?) addressed by AI-129.

May also be  related to AI 131 and AI 134.




While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM).
This seems to be about a policy, rather than a permission rule, or it may be an indication of treating “permissions rules” as information private to a particular permission target – hence subject to GPM checking ? It is hard to tell. Not clear whether this can be achieved through current approach for PEM-1, PEM-2 and permissions rule expression language.
See contribution 394 (proposal for AI 129).
	

	PMF-14
	The Permissions Manager and/or Permissions manager’s Delegate SHALL be able to assign values to parameters in permission rules that they are allowed to manage, e.g. for the GPM validity period used by the Ask Target to convey his/her answer. (Use Case 5.1)
	GPM 1.0
	Addressed ?

Probably met via permissions rules language (PEL, or extensions to PEL).


Maybe a larger question to resolve in PEEM – do we need to focus separately on the management of the “data” against which incoming arguments are evaluated ?
	

	PMF-15
	It SHALL be possible for the GPM enabler to send a notification to a resource and/or a designated principal when a permissions rule related to the resource is changed
	GPM 1.0
	In process of being (partially ?) addressed by AI-129 and AI 134 (notification interface)..

While not focussing on “Roles/rights management”, this requirement is dependent on such functionality (currently not addressed by GPM). 

	


Table 3: Permissions Management Functions Requirements

3.1.3 Ask Management Requirements

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	Ask-1
	If the permission checking request, results in an Ask request, and when this Ask request is sent, it SHALL be possible for the GPM enabler to notify the Target Attribute Requester and the resource issuing the permissions checking request.
	GPM 1.0
	(partially) Addressed

Probably met via permissions rules language (PEL, or extensions to PEL), except the notification/query function itself which does not have current support in the AD. 
May be related to AI 131. Needs to be addressed in the TS phase.
	

	Ask-2
	If the Permissions Manager/Permissions Manager’s Delegate(s) has assigned an ASK to a permissions rule, it SHALL be possible for them to assign one or more Ask Target(s).
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). It implies some support in the expression language to allow passing indications about use of queries/notifications. Needs to be addressed in the TS phase.

	

	Ask-3
	In the case that multiple Ask Targets exist for the same permissions rule, it SHALL be possible for the Permissions Manager/Permissions Manager’s Delegate(s) to assign an order of asking (sending Ask Requests) to those Ask Targets.
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). It implies some support in the expression language to allow passing indications about use of queries/notifications. Needs to be addressed in the TS phase.

	

	Ask-4
	In the case that an Ask Request is sent to multiple Ask Targets for the same permissions rule, it SHALL be possible for the Permissions Manager/Permissions Manager’s Delegate(s) to specify which Ask Target’s answer takes precedence over the others
	GPM 1.0
	In process of being Addressed by AI 131


Probably met via permissions rules language (PEL, or extensions to PEL). It implies some support in the expression language to allow passing indications about use of queries/notifications. Needs to be addressed in the TS phase.

	

	Ask-5
	It SHALL be possible to notify a Target Attribute Requestor when the Ask Target is the same principal as the Target Attribute Consumer.
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). It implies some support in the expression language to allow passing indications about use of queries/notifications. Needs to be addressed in the TS phase.

	

	Ask-6
	It SHALL be possible for the Ask Target to manage 'Once' or 'Always' cases in its 'ask' notification answer. (Use Case 5.1)
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.

	

	Ask-7
	The Ask request SHOULD present to the Ask Target the Target Attribute Consumer identity and/or Target Attribute Requester identity. (Use Case 5.1)
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.

	

	Ask-8
	If the permissions rules include an Ask Request, the Permissions Manager SHALL be able to set a GPM validity period for providing an answer regarding a permissions checking request. (Use Case 5.1).
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.

	

	Ask-9
	The GPM Administrator or the Permissions Manager or the Permissions Manager’s delegate SHALL be able to determine the outcome if multiple permissions checking requests are received for the same permissions rule when the GPM validity period has not yet expired and the Ask Target has not yet responded. E.g.:
· By NOT sending repeated Ask request to the Ask Target, and
· By notifying the Target Attribute Requester with a predefined message that says that the request was already received and no additional Ask request was sent.
 (Use Case 5.1).
	GPM 1.0
	In process of being Addressed by AI 131 
Probably met via permissions rules language (PEL, or extensions to PEL).

Need ways to encode all this info in the permissions rules expression. Needs to be addressed in the TS phase.

	

	Ask-10
	In the case the Ask Target indicates unwillingness to receive Ask Requests or the GPM validity period expires before the Ask Target has responded, the Target Attribute Requester and/or Target Attribute Consumer SHALL be denied access to target attributes and optionally notified accordingly. (Use Case 5.1).
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.

	

	Ask-11
	Permissions rules SHALL include a mechanism to specify that consent needs to be explicitly obtained before permission is given to the release of target attributes, i.e. by means of an Ask request.
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.

	

	Ask-12
	GPM MAY provide a mechanism for Ask Targets to indicate their willingness/unwillingness to receive an ask request
	GPM 1.0
	In process of being partially Addressed by AI 131 and partially addressed by AI 134
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.

What AI 131 is not addressing is the particular query function (in current situation it will not be specified by GPM, unless we revisit this) – but this may be addressed by AI 134
	

	Ask-13
	It SHALL be possible for GPM to check the Ask Targets’ willingness to receive Ask Requests before sending an Ask Request
	GPM 1.0
	In process of being partially Addressed by AI 131 and partially addressed by AI 134
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in the TS phase.

What AI 131 is not addressing is the particular query function (in current situation it will not be specified by GPM, unless we revisit this) – but this may be addressed by AI 134.
	

	Ask-14
	In the case all Ask Targets indicate unwillingness to receive Ask Requests or the GPM validity period expires before any Ask Target has responded, a default permissions rule MAY be applied
	GPM 1.0
	In process of being partially Addressed by AI 131 and partially addressed by AI 134
Probably met via permissions rules language (PEL, or extensions to PEL).


What AI 131 is not addressing is the particular query function (in current situation it will not be specified by GPM, unless we revisit this) – but this may be addressed by AI 134.
	


Table 4: Ask Management Functions Requirements

3.1.4 Delegation

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	DEL-1
	A Permissions Manager SHALL be able to delegate other principal(s) to be Permissions Manager(s), i.e. create Permissions Manager’s Delegate(s).
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	DEL-2
	Depending upon the GPM management rights assigned to the Permissions Manager’s Delegate(s), the Permissions Manager’s Delegate MAY be able to delegate some or all of the permissions management functions he has been assigned.
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	DEL-3
	Permissions Managers SHALL be able to assign Permissions Manager’s Delegate(s) to perform some or all permissions management operations on their behalf. (Use Case 5.3)
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	DEL-4
	It SHALL be possible that the Permissions Manager’s Delegate(s) to be notified when their delegation is created or modified.
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management and notification/query reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	DEL-5
	A Permissions Manager SHALL be able to transfer all GPM management rights over a given Permissions Target to different Permissions Manager’s Delegate.
	GPM 1.0
	Addressed

PEM-1 with specific GPM extensions
	

	DEL-6
	The Permissions Manager SHALL be able to revoke those rights that he/she has previously assigned to a Permissions Manager's delegate.
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	DEL-7
	It SHOULD be possible for the Permissions Target to be informed if Permissions Manager’s Delegate(s) is/are created to manage his/her permissions rules.
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management and notification/query reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	DEL-8
	The Permissions Manager MAY assign one or more of their GPM management rights to one or more Permissions Manager’s Delegate(s) to manage per-target permissions rules.
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	


Table 5: Delegation Requirements

3.1.5 Security

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	SEC-1
	The GPM enabler SHALL support:

a) Authentication and authorisation of principals wishing to perform permissions management functions

b) Integrity and confidentiality of permissions management operation messages.

	GPM 1.0
	Addressed

Outside GPM, via combinations of policies and SEC-CF
	

	SEC-2
	GPM SHOULD support secure communication between the source requesting permissions checking and GPM
	GPM 1.0
	Outside GPM, via and SEC-CF
	

	SEC-3
	The GPM enabler SHOULD use available mechanisms to log all permissions management operations.
	GPM 1.0
	Not prevented, but not addressed either. Logging is NOT explicitly addressed by current GPM AD i/f, implying it may not be addressed by GPM specs.

Do we need tp identify a dependency on OSPE (although OSPE only gives a way to turn on/off tracing, and make traces available if needed - but no functions for logging per-se) ?
	

	SEC-4
	The GPM enabler SHALL protect against potential security threats, including denial-of-service attacks and identity theft.
	GPM 1.0
	Outside GPM, via and SEC-CF
	

	SEC-5
	It SHALL be possible to authenticate and authorise an entity issuing a permissions checking request.
	GPM 1.0
	Outside GPM, via combinations of policies and SEC-CF
	

	SEC-6
	GPM SHALL enable logged information to be made available to
authorized principals, e.g. authorized representatives of law enforcement authorities.
	GPM 1.0
	Not prevented, but not addressed either. Logging is NOT explicitly addressed by current GPM AD i/f, implying it may not be addressed by GPM specs.
	

	SEC-7
	The GPM SHALL store the information pertaining to permissions target securely, (e.g. permissions rule, the identity of permissions target, the log related to permissions target)
	GPM 1.0
	Not prevented, but not addressed either. Storing of any information is NOT explicitly addressed by current GPM AD i/f, implying it may not be addressed by GPM specs.
	


Table 6: Security Requirements

3.1.6 Charging

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	CHRG-1
	The GPM enabler SHALL be able to send charging information to the charging enabler [CHARG].
	GPM 1.0
	Not prevented, but not addressed either. Charging and/or charging events are NOT explicitly addressed by current GPM AD i/f, implying it may not be addressed by GPM specs.
	


Table 7: High-Level Functional Requirements – Charging Items

3.1.7 Administration and Configuration

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	ADMIN-1
	The GPM Administrator SHALL be able to trace all relevant information related to permissions checking requests.
	GPM 1.0
	Not prevented, but not addressed either. Retrieving/tracing of logs is NOT explicitly addressed by current GPM AD i/f, implying it may not be addressed by GPM specs.
	

	ADMIN-2
	The GPM Administrator SHALL be able to assign Permissions Managers for a Permissions Target (e.g. the Permissions Manager role could be assigned to Permissions Target, or the owner of the GPM subscription, or to the GPM Administrator him/herself).
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	ADMIN-3
	The GPM Administrator SHALL be able to assign specific GPM management rights to a permissions manager (e.g. right to create/retrieve/modify/delete/prioritize/delegate GPM management rights) with respect to the managed permissions targets.
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	ADMIN-4
	The GPM enabler SHALL be able to support multiple principals with the same roles and provide mechanism to detect and handle any possible resulting management conflicts, e.g. by use of a management right to overwrite permissions rules priorities
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	ADMIN-5
	The GPM Administrator SHALL be able to revoke any rights that he/she previously assigned to a Permissions Manager
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.  See also contribution 395,  that touches upon this issue (proposes a resolution).
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

3.1.8 Usability

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	USAB-1
	The GPM enabler SHALL allow Permissions Target who access new services to easily re-use their existing permissions rules for those new services. (Use Case 5.2)
	GPM 1.0
	Addressed

Not explicitly, but can be done- e.g.  through a sequence of GPM permissions management operations (retrieve a permission rule, create a new one and update it with the content of the old rule).
	

	USAB-2
	The GPM enabler SHALL allow Permissions Managers and/or Permissions Manager’s Delegate(s) to apply default permissions rules.  (Use Case 5.2)
	GPM 1.0
	Addressed

Other than being supplied at initialization, a default rule is similar with any other later provisioned rule – hence all management operations apply to it as well.
	

	USAB-3
	It SHOULD be possible for a Permissions Manager and/or Permissions Manager’s Delegate(s) to check the response to the permissions checking request before deploying permissions rules in the service provider domain, (e.g. ‘what-if’ testing).

(Use Case 5.4).
	GPM 1.0
	Addressable through tools using the specs

Not addressed in specs, but a tool can be easily be built to issue a real checking request against a recently provisioned permission rule, and pass it configurable parameters – in order to observe the checking request evaluation results.
	

	USAB-4
	It MAY be possible for a Permissions Manager and/or Permissions Manager’s Delegate(s) to trace the outcome of permissions rules
	GPM 1.0
	Addressable through tools using the specs

Not addressed in specs, but a tool can be easily be built to issue a real checking request against a recently provisioned permission rule, and pass it configurable parameters – in order to observe the checking request evaluation results.
	

	USAB-5
	The Permissions Manager and/or Permissions Manager’s Delegate(s) MAY be able to modify default permissions rules
	GPM 1.0
	Addressed

A default rule is similar with any other later provisioned rule – hence all management operations apply to it as well.
	

	USAB-6
	The Permissions Manager and/or Permissions Manager’s Delegate(s) SHALL be able to update permissions rules, including override permissions rules that impact (i.e., cancels or pre-empts) an existing permissions rule(s). 

(Use Case 5.4).
	GPM 1.0
	Addressed

Can be done via PEM-2, and the content of the permissions rules.
	


Table 9: High-Level Functional Requirements – Usability Items

3.1.9 Privacy

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	Privacy-1
	The GPM enabler SHALL support the ability of a Permissions Target to use a pseudonym. [Privacy]
	GPM 1.0
	(probably) Addressable
Not prevented, but not addressed explicitly.

It may come down with specifying some attributes and/or allowing in the permissions rules language the extensions to new attributes.
	

	Privacy-2
	The GPM enabler MAY support the ability of a Target Attribute Consumer to use a pseudonym
	GPM 1.0
	(probably) Addressable 

Not prevented, but not addressed explicitly.

It may come down with specifying some attributes and/or allowing in the permissions rules language the extensions to new attributes.
	

	Privacy-3
	The GPM enabler SHALL be compatible with managed identities (e.g. anonymized, federated identity etc), where the principals are actors (e.g. Target Attribute Requesters, Target Attribute Consumers, GPM Administrator, Permissions Managers, Permissions Managers Delegate(s), Permission Targets).
	GPM 1.0
	(probably) Addressable

Not prevented, but not addressed explicitly.

It may come down with specifying some attributes and/or allowing in the permissions rules language the extensions to new attributes.
	

	Privacy-4
	The GPM enabler SHALL handle the same managed identities identifiers for the permission rules as it handles the identifiers passed in the request (e.g. identifiers have to match to potentially result into a "grant"). GPM intrinsic functions explicitly SHALL NOT include resolving a pseudonym.
	GPM 1.0
	Addressed

Implicitly, by not foring a requirement on GPM to perform intrinsic mapping between a pseudonym and a real identifier.
	


Table 10: High-Level Functional Requirements – Privacy Items

3.2 6.2 Overall System Requirements

	Label
	Description
	Enabler Release
	Addressed in the current GPM AD and/or in a TS based on current AD view
	ARC action and/or resolution

	OSR-1
	The GPM enabler SHALL NOT restrict deployment options
	GPM 1.0
	Addressed

As long as the totality of the enabler exposes PEM-1 and PEM-2, how it is decomposed is something to-be-decided between vendor and customer.
	

	OSR-2
	The GPM enabler SHALL be able to be used by any services applicable to any kind of users or segments
	GPM 1.0
	Addressed

Via PEM-1 i/f and permissions rules language extensibility
	

	OSR-3
	It SHALL be possible to represent any relevant information about a Permissions Target as target attributes. The following are examples of target attributes:
· Identity 

· Location information, see [MLS]

· Presence information, see [SIMPLE]

· Other Personal Data, see [Privacy]

· Application specific data (e.g., clock, calendar information, etc)

· Preferred device(s) and their capabilities

(Use Case 5.4).
	GPM 1.0
	Addressed

Probably met via permissions rules language (PEL, or extensions to PEL – e.g. support for certain attributes).

May be related to AI 131.
	

	OSR-4
	The interface to the permissions checking request SHALL be able to support multiple formats to ensure consistency between permissions rules and input arguments

(Use Case 5.4).
	GPM 1.0
	Addressed

Met via PEM-1 standard templates, that can be defined or extended in GPM (additional templates and/or parameters), or later on added as PEM-1 custom templates (also templates and/or parameters).


	

	OSR-5
	The GPM enabler SHALL support permissions checking requests from any resource and any domain (e.g. Service Provider domain or in a Terminal domain).
	GPM 1.0
	Addressed

Via policies external to GPM
	

	OSR-6
	Permissions checking requests SHALL provide at least the following types of data as input arguments:

· The Target Attribute Consumer (e.g. the end-user identity) and the Target Attribute Requester (e.g. the application used)

· The Permissions Target identity

· Target attributes 

In addition to the above, the following information MAY also be provided to derive an appropriate permission checking response:

· The intended use of the target attributes (i.e. use that will be made of this information by the application.)

If a GPM target request is initiated by an end-user service request, permissions checking requests SHALL also provide the identity of the end-user
(Use Case 5.1 and 5.4)
	GPM 1.0
	Addressed

Met via PEM-1 standard templates and parameters to-be-extended by GPM, but can be extended to support custom templates and parameters during or after deployment.


	

	OSR-7
	Output arguments SHALL be returned to the source of the permissions checking requests after the permissions rules are checked.
	GPM 1.0
	Addressed

Can be done via the PEM-1 output standard template and parameters, and depends on permissions rules language.

May be related to AI 131 ?
	

	OSR-8
	Output arguments SHALL include at least the following types of data:

· GRANT for all or only a list of attributes

· DENY for all or only a list of attributes

The permissions checking response MAY contain any combination of the above output arguments    (e.g. GRANT the attribute called 'ADRESS TOWN' and DENY all the other requested attributes).
	GPM 1.0
	Addressed

Can be done via the PEM-1 output standard template and parameters, and depends on permissions rules language.

May be related to AI 131 ?
	

	OSR-9
	If the output arguments include a DENY response, a reason MAY be provided by the GPM enabler
	GPM 1.0
	Addressed

Can be done via the PEM-1 output standard template and parameters, and depends on permissions rules language.

May be related to AI 131 ?
	

	OSR-10
	The GPM permissions management interface SHALL support any information required for permissions management operations, including the following:

· Permissions Managers with different roles (e.g. “Super Permissions Manager”)

· Different categories (e.g. subscription profiles) of permissions target using a single application

· Different device capabilities

· The addition/removal of services used by the permissions target
	GPM 1.0
	Not sure I understand it correctly … but

maybe these are all to be consumed by a policy before it reaches GPM. Or is this about provisioning tools, that make use of GPM i/f ?
	

	OSR-11
	The GPM enabler SHALL permit highly scalable implementations
	GPM 1.0
	Not prevented, but not addressed either.
	

	OSR-12
	The GPM enabler design SHALL maximize reliability, scalability and performance.
	GPM 1.0
	Not prevented, but not addressed either.
	

	OSR-13
	The GPM enabler SHALL be able to log all relevant information (e.g., errors) and the associated decisions related to permissions checking requests.
	GPM 1.0
	Not prevented, but not addressed either.
	

	OSR-14
	If the GPM enabler supports mechanisms to log permissions management operations, the information as below SHALL be stored:

a) The type of permission management operations (e.g. Create/Modify/Delete)

b) The time of operations

c) The identity of principal who performed permission management operations

d) The permission rules that apply to the relevant permission management operations 

e) The Permissions Target
	GPM 1.0
	Not prevented, but not addressed either.
	

	OSR-15
	The GPM enabler SHALL support the re-use of a single permissions rule or a group of permissions rules as part of multiple sets of permissions rules.
	GPM 1.0
	Addressed

Not explicitly, but basically can be realized via a sequence of management operations.
	

	OSR-16
	Input arguments to permissions checking requests SHALL be extensible to support data from various sources of permissions checking requests.
	GPM 1.0
	Addressed

Can be done using the PEM-1 standard and custom templates and parameters.
	

	OSR-17
	GPM SHALL define an interface for permissions checking
	GPM 1.0
	Addressed

PEM-1 with specific GPM extensions
	

	OSR-18
	GPM SHALL support mechanisms to make available, to an authorized principal (e.g. the Permissions Manager and/or Permissions Manager's Delegate(s)) via one single interaction from the user perspective, based on provided criteria (e.g. for a specified individual attribute, or for all attributes associated to a particular application, or for all attributes associated to a particular feature of an application (e.g. attribute A, B with feature X, attribute A, B, C with feature Y)) all relevant information (e.g. default permission rules, previously provisioned permission rules) needed to make a decision on a permissions rule to be set up.
(Use Case 5.5)
	GPM 1.0
	In process of being (partially addressed) by AI 130.

 (partially) Addressed

By building tools on top of the GPM checking i/f (PEM-1 with GPM extensions). However, in current view GPM does not specify how management rights/roles are implemented. See also contribution 395 (proposal for AI 130).
	

	OSR-19
	In order to enhance usability, the GPM enabler SHALL support mechanisms to ensure that an authorized principal (e.g. Permissions Managers and/or Permissions Manager's Delegate(s)) can:

A: Obtain all attributes and features of an application (e.g. core features of an application without which a service cannot be provided properly, optional features of an application without which a service will not be able to provide enhanced information, etc) related to a specific permissions rule.

B: Be informed at management time, (by using information provided in A) whether a permission rule would make a particular feature of an application not available 
(Use Case 5.5)
	GPM 1.0
	In process of being (partially addressed) by AI 130.

Not prevented, but not addressed either. Roles/rights management and query/notification reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon this issue (proposes a resolution).
	

	OSR-20
	The GPM enabler SHALL support mechanisms to provide, as part of an Ask Request to an Ask Target, additional information received as input parameters in the permissions checking request, as dictated by the permissions rules, such as:    

· Identifier of the requesting resource (e.g. application)

· Identity of the end-user, if the GPM target request is initiated by a user other than the Permissions Target 

· Identifier of the resource (e.g. application) making use of the target attributes, if the Target Attribute Requester is asking for target attributes on behalf of another resource (e.g. application)

(Use Case 5.5)
	GPM 1.0
	
Maybe addressed under AI 131 ?
	

	OSR-21
	GPM SHALL support mechanisms to: 

· To capture the list of target attributes needed by an application and

· To allow a Permissions Manager and/or Permissions Manager’s Delegate(s) to set up their Permissions Rules regarding a certain application in one single step (i.e. from Permissions Manager’s perception point of view), in order to enhance the Permissions Manager’s experience.

(Use Case 5.5)
	GPM 1.0
	In process of being (partially addressed) by AI 130.


If interpreted as in “such attributes can be used in the expression of the permission rules” – then the 1st part is supported. If interpreted as capturing the attributes from some repository, and automatically placing them wherever appropriate in the expression – then this is not supported.

The 2nd bullet seems to be supported by the current atomic management operations, assuming the editing is manual, up to the point of executing a “create” or “update”.
See also contribution 395 (proposal for AI 130).

	

	OSR-22
	The GPM enabler SHALL limit the repeated sending of Ask Requests, (e.g. by use of a provisionable parameter to determine the number of such "Ask request" in a given time interval)

(Use Case 5.5)
	GPM 1.0
	Addressed (possibly partially)

Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in TS phase.

Maybe related to AI 131 ?

Maybe a larger question to resolve in PEEM – do we need to focus separately on the management of the “data” against which incoming arguments are evaluated ?
	

	OSR-23
	Default permissions rules MAY include an Ask Request to be sent to the Ask target

(Use Case 5.5)
	GPM 1.0
	Addressed

Default permission rule has the same properties like any other permissions rule.
	

	OSR-24
	The GPM enabler SHALL enable an authorised principal to identify: 

A.  Permissions rules association with attributes of an application and/or features of an application

B. Permissions rules association with a Permissions Manager (or a Permissions Managers' Delegate)

C. Permissions rules association with a Permissions Target

(Use Case 5.5)
	GPM 1.0
	In process of being (partially addressed) by AI 130.
Currently not prevented, but not addressed either. Roles/rights management reqmts and associations between permissions rules with other entities are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs.
See also contribution 395 (proposal for AI 130).


	

	OSR-25
	Permissions Managers and/or Permissions Manager’s Delegate(s) SHALL be able to provision a default permissions rule regarding permissions rules being removed and the associated outcomes towards the Permissions Target (e.g. "Ask the Permissions Target before any of his/her permissions rules being removed", "notify the Permissions Target before any of his/her permissions rules being removed" etc.)

(Use Case 5.5)
	GPM 1.0
	In process of being (partially ?) addressed by AI 129 and partially by AI 130.
Not sure if the 1st use of “permissions rule is meant here in the sense of a policy. In that case, that can be done using PEEM, outside GPM. See also contribution 394 (proposal for AI 129) and 395 (proposal for AI 130).
	

	OSR-26
	The GPM enabler SHALL support principals (e.g. Permissions Manager and/or Permissions Manager’s Delegate(s), Target Attribute Requester, Target Attribute Consumer, Ask Target etc.) to perform their functions when they are located in a different domain to the Permissions Target.
	GPM 1.0
	Addressed

This can be addressed via a policy enforced by PEEM, outside GPM.
	

	OSR-27
	It SHALL be possible to categorize target attributes into target attribute types, e.g. types that are updated more frequently such as raw presence information or calendar information and types that are updated less frequently such as phone book entries or devices used.
	GPM 1.0
	This should not really be a GPM requirement, or rather should be embedded in the next.

Anyway, this requirement as it is written cannot be fulfilled via GPM specs.
	

	OSR-28
	It SHALL be possible to associate permissions rules with any target attribute type.
	GPM 1.0
	In process of being addressed by AI 130
This explains the presence of the previous requirement.

Currently not prevented, but not addressed either. Roles/rights management reqmts and associations between permissions rules with other entities are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395 (proposal for AI 130).

	

	OSR-29
	The GPM enabler SHALL support the ability for a Target Attribute Requester to provide proof that the GPM target request is authorised.
	GPM 1.0
	Addressed

Can be done via PEM-1 w. GPOM extensions. This is no different than any input parameter that needs to be supported if it is part of the permissions rules expression..
	

	OSR-30
	When a GPM target request does not satisfy the permission rules set by the Permissions Manager and/or Permissions Manager’s Delegate(s), it MAY be possible for the DENY output arguments to include a list of acceptable request criteria for release of the target attributes
	GPM 1.0
	In process of being Addressed by AI 131
Probably met via permissions rules language (PEL, or extensions to PEL). Needs to be addressed in TS phase.

	

	OSR-31
	The authorised principal (e.g. Permissions Manager, Permissions Manager’s Delegate, GPM Administrator) SHOULD be able to retrieve the logged information pertaining to the Permissions Target.
	GPM 1.0
	Not prevented, but not addressed either. Roles/rights management reqmts and logging/retrieving logs info reqmts are NOT explicitly addressed by current GPM AD i/f, implying they may not be addressed by GPM specs. See also contribution 395, that touches upon the roles/rights management issue and proposes a resolution.

	

	OSR-32
	Default permissions rules MAY be applied to new or updated information contained in a permissions checking request to GPM, (e.g. a new application identity from an existing resource). 
	GPM 1.0
	Addressed

Default permissions rules are not different from other permissions rules. Their replication is possible, assuming this was the intent of the requirement.
	

	OSR-33
	The GPM enabler SHOULD support deployments where permission rules are distributed rather than centralized (e.g. between network entity(ies) and device(s)). If permission rules are distributed, the GPM enabler SHALL provide mechanisms to ensure their consistency in a secure and efficient manner.
	GPM 1.0
	Not prevented, but not addressed either.
	

	OSR-34
	GPM SHALL be able to coexist with existing enabler-specific mechanisms for protecting end-user privacy (e.g. SHALL NOT prevent from continuing use of such existing mechanisms).
	GPM 1.0
	Not prevented, but not addressed either. May be addressed in the TS phase.
	

	OSR-35
	GPM SHALL be able to support the equivalent privacy controls that existing enablers provide (e.g. the way location and presence enablers define privacy controls).
	GPM 1.0
	Not prevented, but not addressed either.
	


Table 11: High-Level System Requirements

Conclusion

Some requirements (groups of requirements in certain cases) are currently worked under assigned Action Items. However, I am of the opinion that until now we have looked at issues surgically, rather than holistically, and have closed some maybe too early. Even the AI assigned may be influenced by how we address other issues. There is a variety of actions of different actions we can take, and they may differ from requirement to requirement, where we agree that more needs to be done than currently planned.

The actions and/or resolutions could be selected from the following (un-exhaustive) list of choices:
1. revisit the decision, add to the AD and TS work

2. satisfied that  this is implementation requirement (in-scope, but no impact on interfaces).  Do we need to note this in the RD and/or AD, how ?

3. further analysis during AD

4. leave as is in AD, keep the issue to be worked in TS

5. defer the requirement to future phase

6. identify an existing enabler dependency, or the need for a new WID (new enabler) that could support needs for multiple enablers, including GPM
7. CR the RD (not a popular choice)
8. do nothing
9. other ?
 As a minimum, we should keep track about how we plan to address those requirements (in an Appendix or in issues list/workplan, then decide if notes are needed in the REQ compliance matrix, or whether all are to be resolved within the current GPM release).

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This is an informational analysis, there is no request for it to be included in any specification (unless we may do so temporarily for project management reasons). The recommendations are:

1. allow sufficient time for the analysis to sink in, and review/discuss in CC, over reflector and mainly face2face in Washington DC, to the point that a significant number of companies can effectively be engaged and contribute to the outcome. In other words, we may want to present it, but not agree to it till sufficiently understood. Revisions to the added columns may be added based on such common understanding.

2. use it as help in managing the progress on the GPM AD, in particular as a tracking tool to ensure that all requirements are covered, and how (given that the GPM AD states that all GPM requirements from GPM-RD are covered in this phase). A possibility is to keep the analysis and resolutions temporarily in an Appendix of GPM, or in a GPM-specific issue list.

3. in particular, an AI could be assigned to every requirement or group of requirements that currently seems to be unaddressed, unless a final resolution can be easily reached that an AI is not necessary.










�In my view this is addressed by introduction of PEM-2


�That is not part of this requirement.


�agree


�agree


�I believe the focus of this requirement is on the ‘request for consent’ not on management of roles. Wrt the ‘request for consent’ there are two sides to it: the policy and the dependency of GPM on some messaging means. I believe we should at least come up with a framework for the policy. We may do this in TS phase.


�I think at least the policy part will be addressed by the GPM enabler TS.


�I believe this is not the focus of the requirement


�This is part of AI 134 that was assigned to me. I will work to provide input before DC.


�My consideration here is whether this is implementation configuration. In that case we may decide not to specify this.


�I believe this is not the focus of the requirement. I believe the focus of this requirement is on the ‘determine implementation behaviour’ not on management of roles.





�Yes, I believe that this requirement is about management of roles and responsibilities. Didn’t we conclude earlier this year that this is out of scope of the TS?


�What does this mean?


�Have or haven’t


�It depends also on the outcome of HLF-4


�I believe the focus of this requirement is on the ‘notification’ not on management of roles.


�It depends also on the outcome of HLF-4


�I believe the focus of this requirement is on the ‘Permissions Target to be informed’ not on management of roles.


�See comment to HLF-7 and 8


�there are two sides to it: the policy and the dependency of GPM on some messaging means. I believe at least the policy side of it will/should be specified in the GPM or PEEM PELTS. The messaging side may re-use one of the existing messaging enablers from OMA.


�Yes.


�Yes


�What does this mean?


�yes


�well, we’d still need to work on this in GPM TS phase


�well, we’d still need to work on this in GPM TS phase


�well, we’d still need to work on this in GPM TS phase


�see earlier comments


�see earlier comments


�see my comment to HLF13, 14 and 15


�yes


�see my comment to HLF13, 14 and 15





�I’d say that this is supported through PEM-2


�I think the core of the matter here is that we are dealing here with roaming principles. This may affect every angle of what we spec.


�I think this is supported as PEM-2 will allow for such tools.


�I think the core of the matter here is ‘allow provisioning tools’ not the notification requirements.


�yes


�see earlier comments to this text


�see earlier comments to this text


�yes, see my comment to HLF13, 14 and 15


�this is not what this requirement is about


�I believe this requirement is about role management. 


�this is not what the core of this requirement is about


�yes


�this is not what the core of this requirement is about


�yes


�yes, see my comment to HLF13, 14 and 15


�I believe this is supported by application of PEM-2


�yes, see my comment to HLF13, 14 and 15


�yes, see my comment to HLF13, 14 and 15


�yes, based on either GPM PEL TS extensions or PEL TS directly.


�yes


�yes


�same


�same


�same


�what does this mean?


�yes


�yes


�yes


�I believe this requirement is supported, as I believe the crux here is the finite set. I don’t believe it is possible today to create an infinite set.


�yes


�I think it’s already covered by the broader HLF-7


�yes


�same


�I’d say that this requirement is already covered by Permtypes-5


�I’d say that this is addressed by PEM-2 and the GPM PEL extensions.


�I think that the crux here is rather the notification not the role management
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