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1. Scope
(Informative)

The scope of the Device Profile Evolution architecture document is to define the architecture for the Device Profile Evolution enabler. 

This document details the functional description and architecture for dynamic properties on the devices within OMA specifications.  

This document fulfils the functional capabilities and information flows needed to support this service enabler as described in the Device Profile Evolution Requirements document [DPE-RD].

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[SEC_CF]
	Security Common Functions, OMA-AD-SEC_CF-V1_0-20070213-D, URL: http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Abbreviations

	OMA
	Open Mobile Alliance

	ASP
	Application Service Provider


4. Introduction
(Informative)

Mobile applications and services are required to function in varying network environments with users having devices with a wide range of capabilities.  The device capabilities and network conditions can vary dynamically and applications and services need to be able to respond to these changes accordingly.

The Device Profile Evolution enabler is intended to provide a standardized solution to convey information on the dynamic device capabilities. This information, in the form of property names and values, will be communicated from the device to an Application Service Provider (ASP), allowing an enhancement of the quality of the services provided to the device. This enhancement could be, for example, a better content adaptation, or services matching to the maximum extent the device capabilities, resulting at the end on a better user experience.

DPE architecture follows a client-server model. Therefore, in the existing OMA architecture two new entities will be created: a DPE Server and a DPE Client. 

Any ASP willing to get information on the device capabilities of a given user using the DPE enabler has to submit its requests to the DPE Server managing the DPE Client of that given user. An ASP can also apply policies to the dynamic device capabilities requested (see §5.4.2.3 for more information on the policies). The use of policies will be further detailed in the DPE Technical Specifications document.
The DPE Server's main tasks will be to:

· parse and verify the validity of the requests sent by the ASPs 

· verify the coherence of the policies wanted to be applied by the ASP 

· transmit the validated requests and policies to the DPE Clients

· manage the Authentication and Authorization of the DPE Clients

· manage all the policies assigned to the DPE Clients 

· cache the device property values previously retrieved, in order to minimize the impact of the DPE communications on the over the air interface

· communicate the responses to the ASPs at the origin of the request 

The DPE Client, installed on the device, will perform the following tasks: 

· retrieve the device’s internal information about the dynamic device capabilities, and communicate the values when needed and/or requested 

· accept and apply the policies transmitted by the DPE Server 

The creation of the Core Vocabulary of dynamic device capabilities will take place in the DPE Technical Specification Document. Each dynamic device capability will be associated with a validity period, which will be used by the DPE Server for its caching functionality. 

It is not within the scope of the DPE to provide detailed interfaces to other existing or future Device Description solutions. 

4.1 Planned Phases

The specification that is going to be derived from this architecture is DPE 1.0. Therefore, this is the first version of the architecture, and there are no additional phases planned beyond this architecture to cover the requirements described in the DPE 1.0 RD [DPE RD].

4.2 Security Considerations

This section provides a brief high level description of the DPE Security functions, the details of which will be described in the Technical Specifications document.

4.2.1 Authentication and authorization

A DPE Client must be able to authenticate a DPE Server based on credentials that are provisioned in the DPE Client. These credentials may be just limited to the IP address of the DPE Server. Once a DPE Server is authenticated by a DPE Client, it gets full authorization to send any DPE request to that DPE Client.

A DPE Server must also be able to authenticate any DPE Client it is communicating with. The credentials on which this authentication is based includes at least the DPE Client Id assigned by the DPE Server to the DPE Client during the registration process (see §5.4.1). Once authenticated by a DPE Server, a DPE Client is only authorized to advertise information pertaining to its dynamic device properties.

4.2.2 Confidentiality, data integrity and protection against security threats

No data encryption is required for DPE communications, though the DPE enabler provides some mechanisms for confidentiality and data integrity. In addition, the DPE enabler includes mechanisms to protect against security threats such as denial-of-service attacks.

These mechanisms are detailed in the Technical Specifications document.
5. Architectural Model

5.1 Dependencies
The DPE Enabler does not possess any direct dependencies on any other enablers. It is foreseen, however, that the OMA Security Common Functions Requirements [SEC_CF] might be a source of dependencies in the TS phase.
5.2 Architectural Diagram
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Figure 1:  Diagram of DPE Architecture

5.3 Functional Components and Interfaces
5.3.1 Components

5.3.1.1 The Device Profile Evolution Server

The DPE Server is the entity that communicates with any DPE Client for the purpose of:

· assigning a unique identifier  (using Interface DPE-1)
· requesting the value(s) of a single (or a group of) dynamic device property (ies) (using Interface DPE-2)
· applying one or several policies (using Interface DPE-2)
The DPE Server also communicates with any DPE enabled ASP for the purpose of:

· processing any request concerning the retrieval of the value(s) of a single (or a group of) dynamic device property (ies) (using Interface DPE-3)
· advertising these values depending on their availability and on the policies applied, if any (using Interface DPE-3)
The DPE Server includes three main functions:

· the ID Manager in charge of assigning a unique identifier to a DPE Client during the registration phase

· the Policy Manager in charge of managing the current policies associated with the DPE Clients

· the Cache, in charge of caching the values of the dynamic device properties, according to the predefined duration of validity of each dynamic device property (these durations are defined in the DPE Core Vocabulary)

5.3.1.2 The Device Profile Evolution Client

The first action performed by the DPE Client is to get the necessary information to be able to initiate a connection with a DPE Server (from a Smart Card, an OTA Provisioning Server or any alternative bootstrap solution).  

Then, the DPE Client communicates with the DPE Server in order to:

· ask for a unique identifier

· provide the value(s) of a single (or a group of) dynamic device property (ies) according to the potential policies applied

The DPE Client includes two main functions:

· the Registration function in charge of getting the necessary information to connect to a DPE Server and retrieving a unique identifier

· the Policy Agent, in charge of handling the policies applied to the dynamic device properties in order to advertise their values accordingly.
5.3.1.3 The Application Service Provider 

The ASP is an entity that distributes services and delivers content to the end-user. In order to provide the end-user with the content best suited to its device capabilities, the ASP communicates to a DPE Server the list of dynamic device properties it is interested in and the policy to be followed to advertise the values of these dynamic device properties and their changes through time.

Any alternative device description solution willing to retrieve information on the dynamic device capabilities of a given terminal through the DPE enabler would be considered like an ASP from a DPE Server's point of view.

5.3.1.4 Smart Card, OTA Provisioning Server, and Alternative Bootstrap Solution
These components are the potential sources from which the DPE Client initially retrieves the necessary information to be able to initiate a connection with a DPE Server. 

5.3.2 Interfaces

5.3.2.1 The DPE–1 Interface

The DPE-1 interface allows the communication between the DPE Client and the DPE Server, in order for the DPE Client to retrieve a unique identifier assigned by the DPE Server. This unique identifier will be used afterwards for all the subsidiaries DPE communications. The respective internal functions involved in this process are the Registration function of the DPE Client and the ID Manager function of the DPE Server. 

5.3.2.2 The DPE–2 Interface

The DPE-2 interface allows the communication between a DPE Server and a DPE client, in order to request the value(s) of a single (or a group of) dynamic device property (ies), to apply policies to a DPE Client and to respond to those requests and policies. 
5.3.2.3 The DPE–3 Interface

The DPE-3 interface is used by an ASP to ask a DPE Server for the value(s) of a single (or a group of) dynamic device property (ies) of a given DPE Client, in order to provide the end-user with the best suited content or service to its current device capabilities. The ASP also uses the DPE-3 interface to apply policies to the dynamic device properties it is asking for. 

Any alternate device description solution willing to retrieve the value(s) of a single (or a group of) dynamic device property (ies) of a given DPE Client and to apply policies must use the DPE-3 interface.

5.4 Flows

5.4.1 Registration process

After the first boot of the device where the DPE Client is installed, the Registration function of the DPE Client is in charge of getting the necessary information to be able to initiate a connection to a DPE Server. The retrieval of this information can be issued from different sources: through factory configuration of the DPE Client, information provisioned via a smartcard, information sent by an OTA Provisioning Server, etc.

Once the DPE Client is able to initiate a communication with a DPE Server, the Registration function asks the ID Manager function of the DPE Server for the allocation of a unique identifier. This unique identifier will be communicated afterwards by the DPE Client to the ASPs, which will use it as a key to retrieve, through the DPE Server, the values of the dynamic device properties of the associated DPE Client.
During the registration process, the DPE Client version is communicated to the DPE Server, so that the DPE Server is aware of the list of dynamic device properties supported by this given DPE Client.
5.4.2 Retrieval of the dynamic device capabilities
5.4.2.1 Retrieval of a single dynamic device property value 

This flow describes how an ASP retrieves the current value of a dynamic device property from a DPE Client hosted on the end-user's device:

1. A User Agent (e.g. a browser) hosted on the end-user's device sends a request for content or for a service to an ASP. This request includes the address of the DPE Server managing the DPE Client and the DPE Client ID assigned by the DPE Server during the registration process.

2. Upon receiving this information, the ASP sends a request to the DPE Server containing the DPE Client ID and the specific dynamic device property whose value is needed.

3. After a verification of its validity, the DPE Server forwards the request to the DPE Client. 

4. If the requested dynamic device property is supported, the DPE Client sends its value to the DPE Server. 

5. The DPE Server forwards the DPE Client's answer to the ASP.

6. The ASP delivers its content or service to the User Agent based on the response received from the DPE Server.
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Figure 2: Retrieval of a single dynamic device property value
5.4.2.2 Retrieval of an unsupported dynamic device property's value
In case an ASP requests a dynamic device property that is not supported by the version of the DPE Client installed on the end-user's device, the DPE enabler prevents to unnecessarily overload the OTA interface between the DPE Server and the DPE Client with this pointless request. Indeed, as the DPE Server is aware through the registration process (see §5.4.1) of the version of DPE Client installed on the end user's device, it knows the list of dynamic device properties supported by the targeted DPE Client. Therefore, it can directly answer to the ASP with the adequate error message, as illustrated by the flow below.

This flow describes the DPE messages exchanged when an ASP tries to retrieve the value of an unsupported dynamic device property from a DPE Client hosted on the end-user's device:

1. A User-Agent (e.g. a browser) hosted on the end-user's device sends a request for content or for a service to an ASP. This request includes the address of the DPE Server associated with the DPE Client and the DPE Client ID assigned by the DPE Server during the registration process.

2. Upon receiving this information, the ASP sends a request to the DPE Server containing the DPE Client ID and the specific dynamic device property whose value is needed.
3. The DPE Server sends an error message to the ASP to notify it that the targeted DPE Client doesn't support the requested dynamic device property.

4. The ASP delivers the content or service to the User-Agent, with no possible adaptation based on the requested dynamic device property.
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Figure 3: Retrieval of an unsupported dynamic device property value 
5.4.2.3 Use of the cache functionality of the DPE Server

In order to improve performance and also limit costly over-the-air communications between the DPE Client and the DPE Server, a cache function must be implemented within the DPE Server.

Each attribute of the DPE Core Vocabulary that will be defined in the DPE Technical Specifications will be associated with a predefined cache lifetime. Based on that duration, the DPE Server will store through its cache function the value of any dynamic device property previously requested by an ASP. Hence any subsequent request of a cached dynamic device property coming from the same or from another ASP will not require further communication between the DPE Server and the target DPE Client, as illustrated in the flow described below. 

1. A User Agent (e.g. a browser) hosted on the end-user's device sends a request for content or for a service to an ASP. This request includes the address of the DPE Server managing the DPE Client and the DPE Client ID assigned by the DPE Server during the registration process.
2. Upon receiving this information, the ASP sends a request to the DPE Server containing the DPE Client ID and the specific dynamic device property whose value is needed.
3. The DPE Server verifies the validity of the request. 
4. If the value of the dynamic device property requested is cached, the DPE Server answers directly to the ASP.  

5. The ASP delivers its content or service to the User Agent based on the response received from the DPE Server.
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Figure 4: Use of the cache functionality of DPE Server
Remark: The cache functionality is illustrated here through the simplest example, but it can be activated whenever useful, be the request complex (use of several policies, of labeled groups of dynamic device properties, etc) or not.
5.4.2.4 Retrieval of a single dynamic device property value according to a policy

A policy represents, broadly speaking, the manner in which information is required by an ASP. Indeed, an ASP may want to retrieve dynamic device capabilities information only under certain circumstances: triggered by a specific event (timer expiry, threshold hit, etc.) or periodically. The following propositions further define the use of policies:

· A policy can be assigned for each one of the dynamic device properties requested by an ASP to a DPE Client. It can also be assigned to a labelled group of properties (see §5.4.2.4 for more information on the labelled groups). 

· A given ASP may also assign several policies to the same property, as long as the policies are not contradictory. An example of contradictory policies would be to ask for the advertisement of the battery status only if it falls under 10% of the maximum charge and only if it goes over 50% of the maximum charge. These two conditions cannot be true at the same time. The Policy Manager function of the DPE Server is in charge of verifying the coherency of the policies submitted by the ASPs.

· Several ASPs can assign policies to the same dynamic device property on the same DPE Client. The Policy Agent function of the DPE Client handles the policies for each ASP separately.

· The use of a policy makes sense only for the duration of a service or a content being delivered by an ASP to an end user. The policies assigned by the ASPs should be released at the end of the service or content delivery to prevent the DPE Client's Policy Agent and the DPE Server's Policy Manager from having to manage needless policies. This is achieved either through a release-policy message sent by the ASP to the DPE Server, and then forwarded to the DPE Client, or through a predefined timer at the DPE Server's Policy Manager which releases the policy at timer expiry.

This flow illustrates the use of policies.

1. A User Agent (e.g. a browser) hosted on the end-user's device sends a request for content or for a service to an ASP. This request includes the address of the DPE Server managing the DPE Client and the DPE Client ID assigned by the DPE Server during the registration process.
2. Upon receiving this information, the ASP assigns a policy via the DPE Server to a specific dynamic device property and starts delivering content or service.
3. After a verification of the syntax and the currency of the policy, the DPE Server forwards the request to the DPE Client.

4. The policy requested by the ASP is handled by the Policy Agent function of the DPE Client.
5. The DPE Client sends an acknowledgment of the established policy back to the ASP via the DPE Server.
6. If the established policy conditions are met, the Policy Agent function of the DPE Client notifies the DPE Server, which forwards the notification to the ASP.
7. The ASP adjusts the content or service delivery as appropriate based on the received policy notification.
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Figure 5: Retrieval of a single dynamic device property value according to a policy
Remark: The policy illustrated in this flow is very simple ("if-changed" based), but the policies can be much more complex, based on a periodicity, based on a threshold, etc. Besides, each dynamic device property requested can be associated with a distinct policy.
5.4.2.5 Retrieval of a labeled group of dynamic device property's values 

The ASP can group several dynamic device properties and give a label to the group. This flow illustrates the use of labeled groups of dynamic device properties.

1. A User Agent (e.g. a browser) hosted on the end-user's device sends a request for content or for a service to an ASP. This request includes the address of the DPE Server managing the DPE Client and the DPE Client ID assigned by the DPE Server during the registration process.
2. Upon receiving this information, the ASP sends a request about several dynamic device properties’ values to the DPE Server. The ASP also groups all these dynamic device properties and labels the group.

3. After a verification of its validity, the DPE Server forwards the request to the DPE Client.

4. If the requested dynamic device properties are supported, the DPE Client sends their values to the DPE Server.

5. The DPE Server forwards the DPE Client's answer to the ASP.

6. The ASP delivers its content or service to the User Agent based on the response received from the DPE Server.
7. After a while, the ASP needs to retrieve the current values of the same dynamic device properties grouped and labeled under one name. 
8. The ASP sends a request to the DPE Server including the identifier of the DPE Client and the group label as defined previously.

9. After a verification of its validity, the DPE Server forwards the request to the DPE Client.

10. Upon receiving this request, DPE Client recognizes the group label and sends the current values of all the dynamic device properties pertaining to that group.

11. The DPE Server forwards the DPE Client's answer to the ASP.

12. The ASP continues to deliver its content or service to the User Agent based on the up-to-date property values retrieved through the DPE Server.


[image: image7.emf]Application

Service

Provider

Original content/service request (@DPE Server, DPE Client Id)

Query Value (Properties (A, B, …, Z), DPE Client Id) ?

Set Group (Properties (A, B, …, Z), Label1)

Response (A = Value1, B = Value2, …, Z = Value26)

Content/service delivery based on the DPE Server Response

end-user's

device

DPE Client

Browser

DPE Server

Response (A = Value1, B = Value2, …, Z = Value26)

Query Value (Properties (A, B, …, Z), DPE Client Id) ?

Set Group (Properties (A, B, …, Z), Label1)

Query Value (Label1, DPE Client Id) ?

Query Value (Label1, DPE Client Id) ?

Response (A = Value1, B = Value2, …, Z = Value26)

Response (A = Value1, B = Value2, …, Z = Value26)

Content/service delivery based on the DPE Server Response


Figure 6: Retrieval of a labeled group of dynamic device property’s values
Remark: Policies can be associated to a labeled group and/or to the dynamic device properties forming the group.
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