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1. Overall Description:

SA3 appreciates the Liaison Statement (OMA-LS_860-ARC_SEC_to_3GPP_SA3_with_Digital_Identity_Frameworks_request-20100413-A) on “delegated authentication for web services” and welcomes the effort to align their work with the identity management work in 3GPP. 
SA3 has finalized a Technical Report TR 33.924 for Release 9 which outlines the usage of OpenID with networks which have deployed GBA. Please see link: http://www.3gpp.org/ftp/Specs/html-info/33924.htm.

The initial authentication is based on USIM or ISIM. Currently, further discussion is ongoing in SA3 to extend the existing GBA approach for further usages (please see link to S3-100653: http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_59_Lisbon/Docs/S3-100653.zip)

not using USIM or ISIM. OpenID is seen as a service that uses the authentication provided by the MNO infrastructure Therefore SA3 used the Generic Bootstrapping Architecture containing the Bootstrapping Server Function as a “credential server” to avoid frequent requests to the HSS/HLR and synchronization errors.

The following table states how the OMA requirements could be met:


	Label
	Description
	Release
	OpenID/GBA

	SEC_CF-DELAUTH-001
	To support OMA enablers using Web Services, the SEC_CF Enabler SHOULD support a delegated authentication model where the application delegates authentication to a trusted party (e.g., using OpenID, OAuth, or SAML). 
	SEC_CF 1.1
	OpenID supported

	SEC_CF-DELAUTH-002
	The SEC_CF Enabler MAY provide data integrity between the User Agent and the trusted party.
	SEC_CF 1.1
	Can be used in combinations with PSK TLS or HTTPS

	SEC_CF-DELAUTH-003
	The SEC_CF Enabler SHOULD provide data confidentiality between the User Agent and the trusted party.
	SEC_CF 1.1
	Can be used in combinations with PSK TLS or HTTPS

	SEC_CF-DELAUTH-004
	The SEC_CF Enabler MAY provide pre-shared secret keys for integrity protection between the User Agent and the trusted party.
	SEC_CF 1.1
	GBA keys can be used for this

	SEC_CF-DELAUTH-005
	The SEC_CF Enabler SHOULD provide pre-shared secret keys for confidentiality protection between the User Agent and the trusted party.
	SEC_CF 1.1
	GBA keys can be used for this


3GPP strives for a common framework for security and welcomes feedback from OMA Architecture Group on whether the 3GPP Technical Report satisfies their needs or whether additional clarifications and extensions are needed.

2. Actions:

To OMA Architecture Group:
ACTION: 
SA3 asks OMA Architecture Group to consider the OpenID – GBA Interworking TR for further usage for their delegated authentication. If OMA Arch has special requirements, which are not satisfied by the current documents, SA3 would appreciate to receive information on those. 

3. Date of Next TSG-SA 3 Meetings:

SA3#60   
28 June – 2 July 2010   
Montreal, Canada
SA3#61   
15 – 19 November 2010 
Sorrento, Italy
