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Recommendation ITU-T X.1253 (X.idmsg)

Security guidelines for identity management systems

1 Scope

The scope of this Recommendation is as follows:
— General IdM system models and services
— IdM system related security threats and risks
— Security guidelines for deployment of IdM systems
— Security guidelines for operation of IdM systems

— Privacy considerations in IdM systems

The scope of this Recommendation mainly focuses on multi-domain based identity management
services. However the guideline is also applicable for the centralized identity management system.

Note: Implementers and users of the described guidelines shall comply with all applicable national
and regional laws, regulations and policies. Some specific regulation and legislation may require
implementation of mechanisms to protect personally identifiable information.

2 References

The following ITU-T Recommendations and other references contain provisions, which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published.

[ITU-T X.1205] Recommendation ITU-T X.1205, Overview of Cybersecurity

[ITU-T X.1252] Recommendation ITU-T X.1252, Baseline identity management terms
and definitions

3 Terms and definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1  access control [ITU-T X.1252]: A procedure used to determine if an entity should be
granted access to resources, facilities, services, or information based on pre-established
rules and specific rights or authority associated with the requesting party.

3.1.2  attribute [ITU-T X.1252]: Information bound to an entity that specifies a characteristic of
the entity.

3.1.3  (entity) authentication [ITU-T X.1252]: A process used to achieve sufficient confidence
in the binding between the entity and the presented identity.

3.1.4 credential [ITU-T X.1252]: A set of data presented as evidence of a claimed identity
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and/or entitlements.

entity [ITU-T X.1252]: Anything that has separate and distinct existence and that can be
identified in context.

NOTE: An entity can be a physical person, an animal, a juridical person, an organization,
an active or passive thing, a device, software application, service etc. or a group of these
individuals. In the context of telecommunications, examples of entities include access
points, subscribers, users, network elements, networks, software applications, services and
devices, interfaces, etc.

identity [ITU-T X.1252]: The representation of an entity in the form of one or more
information elements which allow the entities to be sufficiently distinguished within
context. For IdM purposes the term identity is understood as contextual identity (subset of
attributes) i.e., the variety of attributes is limited by a framework with defined boundary
conditions (the context) in which the entity exists and interacts.

NOTE: Each entity is represented by one holistic identity, which comprises all possible
information elements characterizing such entity (the attributes). However, this holistic
identity is a theoretical issue and eludes any description and practical usage because the
number of all possible attributes is indefinite.

identity management [ITU-T X.1252]: A set of functions and capabilities (e.g.,
administration, management and maintenance, discovery, communication exchanges,
correlation and binding, policy enforcement, authentication and assertions) used for:

e Assurance of identity information (e.g., identifiers, credentials, attributes);

e assurance of the identity of an entity (e.g., users/subscribers, groups, user devices,
organizations, network and service providers, network elements and objects, and virtual
objects); and

e supporting business and security applications.

user [ITU-T X.1252]: Any entity that makes use of a resource, e.g., system, equipment,
terminal, process, application, or corporate network.

user-centric [[TU-T X.1252]: An identity management (IdM) system that provides the
user with the ability to control and enforce various privacy and security policies governing
the exchange of identity information, including the users personally identifiable
information (PII), between entities.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1

3.2.2

3.23

IdM client: The client program that interact with IdM server to retrieve identity
information.

IdM server: The server that manages the lifecycle of identity for a user.

Mobile IdM client: IdM client that is installed and used in a mobile device.
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4 Abbreviations and acronyms
DoS  Denial-of-Service
FDDI Fibre Distributed Data Interface
IdM  Identity Management
IdP Identity Provider
IDS  Intrusion Detection System
IPS Intrusion Prevention System
LAN Local Area Network
OS Operating System
PKI  Public Key Infrastructure
SSL  Secure Socket Layer
TTP  Trusted Third Party
VPN  Virtual Private Network

5 Conventions

None

6 Introduction

Over the past decade, IdM (Identity Management) system has been evolved from a silo system to
federated or user-centric IdM system. Most of the IdM system developed so far focused on how
identity related services can be provided efficiently and conveniently. Many of recently developed
IdM system has made some effort to provide security and privacy.

In the early days, the IdM system known as the silo model was deployed in the enterprise domain.
Here each IdM system did not have any connection to each other so that it was not possible to share
user’s identity information to provide some useful service among domains. Furthermore an identity
for one user could be duplicated in several different IdM systems. This makes a system
administration in an organization difficult to manage user’s identity securely and efficiently.

The next step was to gather the entire user’s identity in one IdM system and disseminate it
whenever it was needed. This approach was known as the centralized model. In this model, too
many information for a user is aggregated on a single server. This approach has several drawbacks
as the IdP not only becomes a single point of failure but also may not be trusted by all parties.

The next approach was then to let each IdP manage its own identity and decentralize its
responsibility to multiple IdPs that can be selected by a user. This approach becomes known as a
federated model. In this model, there exists multiple IdPs that can be trusted by a user and manages
the partial identity information of users if required. Identity information of the user in each IdPs can
be shared using a piece of pseudonym called federated identity. This model avoids the problem of a
single point of failure.

As privacy issues for a user becomes more and more important, [IdM technology has focused on the
user to give a full control over her identity information. This paradigm is known as user-centric
model. In this model, the identity information must pass through the user to give the user a chance
to apply his privacy policy when two IdPs share the user’s identity information. This model has
adapted by many industry products and embraces other existing IdM technologies.
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The convergence of these IdM systems faces often challenging task how the security of the
converged system is guaranteed and how security and privacy is balanced to provide optimal
performance. In addition, most of the security guidelines provided so far usually focused on an
identity providers and relying parties. As security and privacy aspects of a user become mandatory
requirements, it is necessary to consider user-centric part of IdM systems’ security to reflect the
growing concerns of user’s privacy.

7  Overview of identity management system

7.1 General model of IdM system

7.1.1 Application-centric IdM system

In large scale IdM systems, the application —centric IdM system means that identity services and
policies are designed to satisfy requirements for identity providers and relying parties and optimized
for the requirements of applications, e.g., provisioning user’s account information. There are an
identity provider and a relying party in the application —centric IdM system. When an identity
service is provided for the user, the identity exchange usually takes place between these two

entities. Historically, the identity and access management technologies have focused mainly on
authentication of end-users for federated access to applications and services. Therefore the security
requirement is limited to the perimeter of its application domains.

7.1.2  User-centric IdM system

The user-centric IdM is mainly focused on end-users and optimized for the requirement of those
end-users. It means that the main objective of an IdM system is to provide convenient and
comprehensive identity services for users. Main feature is to give the user full control over his
identity. When user’ identity information is disseminated, it must pass through the user explicitly to
give the user a chance to enforce some personal policy if necessary. In the user-centric IdM system,
a client program has to be installed in user’ computing environment. Therefore easy and
comprehensive security guideline is required to guide the user to securely install and deploy any
relevant software. The software must manage some of user’s security-related information.

User-centricity distinguishes itself from other models of IdM by emphasizing that the user - and not
some authority - maintains control over how a user’s identity attributes are created, disseminated,
updated and terminated. It means that the user has a full authority for the lifecycle of her identity.
The level of control can be determined by user’s privacy requirements.

7.2 Identity services

7.2.1 Identity lifecycle management

This is the service that manages identity that is created, released, updated and terminated. The data
related to this service is stored in a database located in a server or a local machine. Therefore,
access to this database should be preserved by only authorized users.

7.2.2 Authentication

Authentication service is to verify the legitimate users or entities that requests for access to the
system or resources. Authentication is the key service that IdM system provides for relying parties,
Password crack and masquerading should be prevented at all cost.
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7.2.3 Authorization

Authorization service is designed to deal with making decisions regarding the user’s access rights
and enforcing authorization decisions according to the user’s privileges. This service is required to
protect the identity system from an unauthorized access and usage.

7.2.4 Attribute exchange

This is the service that provides for attribute interchange and synchronization. This is one of the
most critical service with related to security since attribute is exchanged using a communication
network. Different levels of security mechanisms are required as communication media varying
from wired to wireless.

7.2.5 Security token

Security token service is required to share security or identity information between entities. Security
token is usually protected by security and cryptographic mechanisms since it always contains highly
confidential information that should not be released.

8 Security threats in IdM system

The most of the security threats appearing in cyber space are also supposed to exist in [dM systems,
because they are operated in a cyber space. The general security threats in the cyber space are
described in [ITU-T X.1205].

In IdM systems, there are various security threats that make the system vulnerable or lead to a
security compromise that puts an organization in great danger.

8.1 Systems security

In general, systems security is concerned with protecting user's hardware and data. The intention is
that hardware should be accessed only by authorized users and for the purposes that the owners
intend. Furthermore, the system should be utilized for those purposes. Attackers should not be able
to dispossess legitimate users of resources.

8.1.1 Unauthorized access and usage

Most systems should not be accessed and used by unauthorized users. IdM system should be very
strict to prevent this type of security vulnerability since any unauthorized access to identity in IdM
system can lead to further security threats such as identity theft and masquerading.

8.1.2 Inappropriate usage

Inappropriate usage means that a user can use IdM system to process or carry out a certain job that
is not intended originally. An authorized user should have some limitation to use the part of [dM
system without proper privileges. Some services are restricted to authorized users, some to specific
users, and some services are generally forbidden to all but administrators.

8.1.3 Denial of service

Usually an IdM system is the first entrance for a user to visit to use application services. Therefore
IdM systems are very likely to be a target for attack to stop providing services. A broad variety of
attacks are possible for IdM system to deny services. Denial of service attacks are often very easy to
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execute and difficult to stop. Many such attacks are designed to consume huge computing
resources, making it difficult or impossible to serve legitimate users.

8.2 Passive security threats

In a passive security threats, the attacker reads packets off the network but does not write them. The
simplest way to implement such an attack is to simply be on the same LAN as the victim. On most
common LAN configurations, including Ethernet, 802.3, and FDDI, any machine on the wire can
read all traffic destined for any other machine on the same LAN.

Wireless communications channels deserve special consideration, especially with the recent and
growing popularity of wireless-based LANSs, such as those using 802.11. Since the data is simply
broadcast on well-known radio frequencies, an attacker simply needs to be able to receive those
transmissions. Such channels are especially vulnerable to passive attacks. Although many such
channels include cryptographic protection, it is often the case that such security technology is not
used with proper configuration.

8.2.1 Confidentiality violations

The confidentiality attack is to violate any private conversion or communication that is carried out
in communication line. In the Internet, there are still many cases that confidential information is
transmitted in clear form. Any credential that is obtained through this attack can be reused for
further attacks.

8.2.2 Password sniffing

Password sniffing is to collect user password that is transmitted in the network to obtain
unauthorized use of resources. An attacker who can read this traffic can therefore capture the
password and replay it. In other words, the attacker can initiate a connection to the IdM system to
steal user’s identity information.

8.3 Active security threats

When an attack involves writing data to the network or the system, we refer to this as an active
attack. Active attack is an intrusion into a computer network which attempts to delete or modify the
data stored on the IdM systems which form part of the network. This is one of the most serious
forms of attack since many companies' operations critically depend on data.

8.3.1 Replay attacks

In this attack, the attacker records a sequence of messages off the wire and plays them back to the
corresponding party which originally received them. Note that the attacker does not need to be able
to understand the messages. He merely needs to capture and retransmit them.

8.3.2 Man-in-the-middle attack

An attacker subverts the communication stream in order to pose as the sender to receiver and the
receiver to the sender. This kind of attack is serious because it masquerades both a sender and a
receiver. Consequently, many techniques which provide integrity of the communication stream are
insufficient to protect against man-in-the-middle attacks. Man-in-the-middle attacks are possible
whenever a protocol lacks peer entity authentication.

8.4 IdM system related security threats
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These are the threats that are particularly concerned with related to IdM system. The threats listed
below are the main security weaknesses that any IdM system should provide proper
countermeasures to cope with.

8.4.1 Password related threats

The one of the password related threat is due to the use of a weak password. If a user chooses a
weak password —guessable password — for the authentication, then the password can be subject to
dictionary attack. Another problem occurs when the user keeps using the same weak password to
several websites for login. In this case, any website that has security weakness can be attacked to
reveal its user passwords and the attacker simply tries to login to the other websites using the stolen
passwords.

The other one is password sniffing by a spyware in a computer. Any computer can be infected by a
spyware that can hijack user or administrator’s password.

8.4.2 Unauthorized access

Unauthorized access is a term that can refer to a number of different kinds of attacks. The ultimate
goal of the attacker is to gain access to some resource illegitimately [ITU-T X.1205].

IdM system providing authentication and identity services has to be available and accessed by all
the parties that need to consume user’s identity to provide application services. Therefore fine-
grained access control mechanism is necessary to protect the system from unauthorized accesses.

8.4.3 Eavesdropping

Eavesdropping is a difficult threat to detect. The aim of the attacker here is to listen and most
properly record raw data on the enterprise LAN. This attack uses "promiscuous mode" of the off-
the-shelf Ethernet adaptors that are sold in the market. This mode allows an attacker to capture
every packet on the network. There are plenty of free network sniffers on the web today that an
attacker can use for eavesdropping [ITU-T X.1205].

IdM system usually communicates with users and other entities to share credentials and identity
information that is often confidential using wired or wireless network. Therefore any information
that is picked up by an eavesdropper can lead to identity theft.

8.4.4 Phishing

This is an attempt by a third party to solicit confidential information from an individual, a group, or
an organization by mimicking, or spoofing, a specific, usually well-known brand, usually for
financial gain. An attacker attempts to trick users into disclosing personal data, such as credit card
numbers, online banking credentials, and other sensitive information, that he/she may then use to
commit fraudulent acts. A phishing web site is a site designed to mimic the legitimate web site of
the organization whose brand is being spoofed. In IdM systems, phishing is a serious threat because
the victim’s authentication information or other personally identifiable information — when captured
by an attacker - can be used in identity theft or other fraudulent activity.

8.4.5 Identity theft

This is a high-profile security issue, particularly for organizations that store and manage large
amounts of personal identity information. Not only can compromises resulting in the loss of
personal data undermine customer and institutional confidence and result in costly damage to an
organization’s reputation, but data breaches can also be financially costly to organizations.
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9 Security guidelines for IdM system

Security guidelines of the clauses 9.1 and 9.2 specify how to manage security when a general I[dM
system deploys and operates. These guidelines provides baseline security requirement for an IdM
system that can be securely deployed and operated in various computing environment. The clauses
9.3, 9.4 and 9.5 are devoted to the entities of IdM system, which are IdM server, client and mobile
client. Clause 9.6 describes privacy considerations in I[dM systems.

9.1 Security guidelines for deployment of IdM systems

This clause provides security guidelines when an IdM system is installed and deployed. In most
cases, the preparation for trust and key management will be an issue.

9.1.1 Trust management

Every authorization made using IdM system is dependent on trusting that an identity and its
attribute are authentic and correct. Therefore, identity is only useful when it is with authority. The
authority is established on the basis of trust. The plan of trust management is the first step for [dM
system to deploy and operate successfully.

PKI (Public Key Infrastructure) is one of the fundamental trust mechanisms for identity
management system. The main purpose of PKI is to provide a public key certificate that can be used
for authentication and secure channel. In a large scale IdM system, it is strongly recommended to
establish a TTP (Trust Third Party) using PKI. The certificate that is issued from PKI can be used to
authenticate a user to the IdM system and encrypt a communication channel in SSL. The digital
signature is another key application of the certificate.

9.1.2 Network security

It is an essential requirement that a network environment should be secured using various means.
First of all, the network perimeter should be secured using a firewall. Any IdM system must be
resided within the perimeter of the firewall. In addition, more sophisticated network security
mechanisms such as VPN and IDS/IPS can be employed to provide more secure network
environment.

9.1.3 Secure hosting environment

A hosting environment is where an IdM system is installed and operated. In servers or workstations
which the IdM system component is installed, anti-virus programs and keyboard protection
programs are required to be installed before the IdM system is installed. It should be guaranteed that
hosting environment is not compromised by any security attacks before any IdM system is installed
and deployed.

9.1.4 Secure storage

Many important and sensitive data is stored in storage such as a database or directory server. In
setup, the storage sever should be installed on a secure computer and an admin account should be
established based on the proper installation guideline to exclude the case that any rogue account can
be opened and later be used to compromise the system.

9.2 Security guidelines for operation of IdM systems

This clause provides security guidelines when an IdM system is operated. Authentication and access
control is one of the main issues to handle.
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9.2.1 Digital signature

Digital Signature is the security mechanism that can guarantee authenticity and integrity of a
message that is signed. In the IdM system, there are many situations where a user has to
demonstrate his willingness or consent for some digital transaction. In this case, the digital
signature that is employed can be used as an evidence to verify its integrity.

9.2.2 Encryption

The IdM system requires encryption in various levels of its operation. First of all, messages that are
exchanged between entities need to be encrypted in the case that confidentiality is required.
Depending on the IdM operation policy, some data stored on a database is required to be encrypted
for confidentiality and unauthorized access. The encryption will provide maximum level of
confidential for IdM system and it will ultimately ensure privacy of a user and his identity
information.

9.2.3 Authentication

Authentication is a gate function to prevent unauthorized access to the system from illegitimate
users. In the Internet, simple id/password authentication is widely used but it has many weak points
in security measures. Therefore, strong authentication is recommended whenever it is necessary to
assure high confidence of a user who accesses to the system. Phishing and pharming attack can be
mitigated if mutual authentication is employed.

9.2.4 Secure communication

Most of information that is exchanged between a user and the IdM system is privacy-concerned and
confidential in nature. Moreover, the protocol messages among entities can carry sensitive and
confidential information that needs to be encrypted over communication line. Secure
communication can be achieved by using existing technologies such as SSL and VPN.

9.2.5 Access control

Various entities such as administrators and users can access to an IdM system for particular services
and day-to-day maintenance. Any proper access control mechanism is needed to prevent system
penetration from malicious third parties. In most cases, discretionary access control (i.e. access
control list) model should be sufficient. However as role-based access control model can provide
more elaborated and fine grained control, it can be applied where more secure and flexible access
control model is required.

9.3 Security guidelines for IdM servers

This clause provides security guidelines which are specific to an IdM server installed and operated
in large workstations or servers.

9.3.1 Securing the operating system

Most commonly available IdM servers operate on a general-purpose OS (operating system). Many
security issues can be avoided if the OS used by the IdM server is configured appropriately. Since
IdM server is installed on the existing OS, its security is mostly dependent on that of OS. The
techniques for securing different OSs vary greatly; therefore, this clause includes the generic
procedures common in securing most OSs. The more basic security management in OS can be
found in [ITU-T X.1205] and [b-NIST].
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In order to secure IdM servers, the following basic steps are necessary to secure the OS:
— Patch and update the OS
— Harden and configure the OS to address security adequately
— Install and configure additional security controls, if needed

— Test the security of the OS to ensure that the previous steps adequately addressed all
security issues.

9.3.2 Configure user authentication

For IdM servers, the authorized users who can configure the server should be limited to a small
number of designated server administrators. To enforce policy restrictions, if required, the server
administrator should configure the server to authenticate a user by requiring proof that the user is
authorized for such access. In the case of IdM servers that are required to provide high levels of
confidence and trust, organizations may also use temper-resistant authentication hardware, such as
tokens or one-time password devices. In this case, use of authentication mechanisms where
authentication information is reusable (e.g., passwords) and transmitted in the plaintext form over
an untrusted network is strongly discouraged because the information can be intercepted and used
by an attacker to masquerade as an authorized user.

The default configuration of the OS often includes guest accounts with or without passwords. The
administrator should remove or disable unused guest accounts to eliminate their use by attackers.

9.3.3 Configuring access control

Most IdM servers provide the capability to specify access privileges individually for credentials,
identity information. Any user who accesses IdM server should not be allowed to access other
user’s identity information. The proper setting of access controls can help prevent the disclosure of
sensitive or restricted identity information that is not intended for public dissemination. In addition,
access controls can be used to limit resource use in the event of a DoS(Denial of Service) attack
against the server.

9.3.4 Logging

Logging is an essential part of a sound security countermeasure. It is very important that the correct
data is captured in the logs and then later those logs are monitored closely. Network and system
logs are important, especially system logs in the case of encrypted communications, whereas
network monitoring is less effective.

Reviewing logs is mandatory and effective way to find suspicious activity. In many cases, log files
are often the only record of suspicious behavior. Enabling the mechanisms to log information
allows the logs to be used to detect failed and successful intrusion attempts and to initiate alert
mechanisms when further investigation is needed. Procedures and tools need to be in place to
process and analyze the log files and to review alert notifications.

It should be ensured that access controls can enforce separation of duty by ensuring server logs
cannot be modified by server administrators and potentially ensure that the server process is only
allowed to append to the log files.

9.4 Security guidelines for IdM clients
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This clause provides security guidelines when an IdM client program is operated. In the case that a
web browser is used as an IdM client, security vulnerability is dependent on the browser itself.
Nevertheless, some of the guidelines still can be followed to ensure the security of its client
environment.

9.4.1 Secure distribution of a client program

These days most of the browser dependent plugins are downloaded from a web. If a user accidently
downloads the wrong IdM client program that can potentially harm a system of the user, then any
strong security mechanisms cannot protect the user from malicious activity. Therefore a provider of
IdM client program must ensure that a disseminated client program is integrity protected and
provides secure way to validate its integrity.

9.4.2 Integrity of a client program

To provide integrity of a client program, digital signature is key solution for the candidate. If the
client program is signed by a provider and a signing certificate is provided for validation, then the
user can securely download and verify the integrity of the program code. There is an alternative
method that uses hash algorithm to ensure the integrity of a code. The client code is the input to the
hash algorithm to produce hash value, which is the digest of the client code. If the hash value is
published on the web in a secure way, the user can validate his client program by calculating a hash
value of the downloaded client program. However, the former is more secure than the latter.

9.4.3 Client DB file

Client DB (database) files should be stored securely. Access to the DB should strictly be limited to
authenticated users. In most cases, an IdM client manages user credential information including
passwords and security tokens that should be kept in an encrypted form for confidentiality. Also DB
file itself should be protected from illegal alternation and modification for its integrity. When the
DB file is removed from a system, there should be no trace in the hard disk for later recovery.

9.4.4 Secure password

Most of the security mechanism is ultimately dependent on an authentication password to access the
system. If a user uses weak password that can be cracked by a brute force attack, then no other
security mechanisms can protect the system from malicious users. Therefore it is the most important
task for an IdM service provider to ensure a user to use strong password for the login.

9.4.5 Uninstalling a client program

When a client program is uninstalled in a user system, any password, credential and identity
information should be deleted permanently and personal configuration for the client program should
be erased as well.

9.5 Security guidelines for mobile IdM clients

This clause provides security guidelines for mobile IdM client, which is installed and operated in a
mobile device. The mobile device has exclusive characteristics such as portability and mobility.
However these characteristics can be security weak points if an attacker exploits it.

9.5.1 Device lost or stolen

Since a mobile device is portable, it is very likely to be lost or stolen. There are many ways to
penetrate into the mobile device to extract personal information for identity fraud. Therefore a



14 -
COM 17-R38-E

mobile client in the device should be prepared for any security attack that might cause unauthorized
use or identity fraud. When the device is lost or stolen, the incident is reported to a mobile
communication provider and based on the situation the operator can lock the device remotely to
block any access to the device. This is appropriate when the device is lost in the friendly
environment such as home or workplace. Any other cases, the operator should be able to erase any
personal information or identity record stored in the device if the owner thinks that the device is
permanently lost or stolen and there is no way of taking it back.

9.5.2 Device authentication

If a mobile device has small size display for input, then it is very difficult for a user to login to the
device using alphanumeric-based password every time the device is used. In this case, PIN
(Personal Identification Number) is used as a password but in many occasions this is not used for
the sake of convenience. To overcome this situation, the mobile client of IdM should provide user-
friendly but secure enough authentication mechanism suitable for the mobile device. Mobile client
must enforce password-based authentication in the case that the device does not use any
authentication mechanism for user login.

9.5.3 Database backup

Most of identity information is collected and processed within a mobile device for various services.
However many of those identities are sensitive and privacy-concerned personal information and
need to be protected for integrity and confidentiality. As indicated earlier, the device easily tends to
be lost or stolen. Therefore mobile client of IdM needs to provide a way to back up the database of
identity information. This can be done in two ways. The first way is to back up the database in
secondary storage such as SD (Secure Digital) memory card if available. The second way is to use
external backup server to provide database backup service for the client. In this case user’s database
can always be restored even if the device is lost or stolen.

9.5.4 Mobile communication security

A mobile device uses most of the time mobile communication to communicate with other devices.
However it is recognized that mobile communication is very vulnerable for active and passive
attacks. Mobile client of IdM usually transmits sensitive personal information over the mobile link.
Therefore any communication with mobile client using mobile link needs to be protected by
transport layer security for integrity and confidentiality.

9.6 Privacy considerations in IdM systems

Privacy is very important issue in the context of IdM security. However, there are many rules and
regulations for each individual country when privacy guidelines are to be practically applied.
Therefore, in this clause, some of privacy issues for IdM systems is explored and provided as
information.

9.6.1 User consent

When identity is collected from a user and used in IDP or SP, the consent from a user should be
obtained explicitly for clarification. It will be best if user consent is obtained by a form of digital
signature, which can be verified later when there is a problem.

9.6.2 Identity choice

IdM system explicitly provides a way for an individual to choose whether or not to allow the
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collection, usage, transfer, storage, archiving, or disposal of identity. Privacy for the user is
enhanced because the user is in the control of managing identity and privacy policy. This user-
centric approach should be considered in the phase of IdM system design.

9.6.3 Purpose of identity

The IdM system should notify a user of all the purposes for which personal information is collected
and used, in a readily understandable manner, prior to collecting their identity. In addition, the
system should make a reasonable effort to use identity for the purpose that is notified.

9.6.4 Identity limitation and minimization

IdM system that collects identity should only collect identity necessary to fulfill the purposes that
they have identified except with the consent of the individual or as permitted or required by law.

The IdM system that collects identity should carefully consider and document procedures that state
clearly which identity is needed for which purpose and how it is ensured that all identity processing
involves only minimal identity necessary.

9.6.5 Disposal of identity

IdM system should dispose of the identity after its stated purpose has been fulfilled and no other
legal or regulatory obligations require a longer retention period. When identity is disposed, it should
be ensured that all identity stored in related systems such as backup and archive system is deleted as
well.

9.6.6 Privacy policy setup

Before the IdM system is operated, privacy policy such as privacy preference and privacy
authorisation policy may be set up. This policy governs the usage of the identity that is submitted to
the system by a user.

9.6.7 Anonymity

Anonymity can be ultimate objective to achieve a privacy enhanced IdM system. However, it is
very difficult and complex function to provide at a reasonable cost. Therefore, in most cases, the
pseudonymity can be applied to satisfy the privacy requirement of an IdM system.
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