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1 Reason for Change

This document describes the various Service Provisioning (i.e. Subscription Procedures) flows for OMA BCAST services.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

3.2 Definitions
	OCSP
	Online Certificate Status Protocol, RFC 2560, 
http://www.ietf.org/rfc/rfc2560.txt 
Also,

OMA Online Certificate Status Protocol (profile of [OCSP]) V 1.0, 
http://www.openmobilealliance.org/


	SocKeyURL
	URL from which an RI (in BSM)can receive keys from BSD/A

	SocInfoURL
	URL through which BSM can retrieve purchase information from BSD/A.


3.3 Abbreviations

	BSD/A
	BCAST service distribution/adaptation

	BSM
	BCAST Subscription Management

	BSP-C
	Broadcast service provisioning Client Function

	BSP-M
	Broadcast service provisioning Management Function

	CID
	Content ID

	MSISDN
	Mobile Subscriber ISDN number

	OCSP
	Online Certificate Status Protocol 

	PEAK
	Program Encryption/Authentication Key 

	RI
	Rights Issuer

	RO
	Rights Object

	SEAK
	Subscription Encryption/Authentication Key


5.4.6 Service Provisioning Flows

5.4.6.1 Announcement of Purchase Items in Service Guide

The purchase items that relate to the services that are broadcast in the network controlled by the BCAST Service Distribution/Adaptation (BSD/A) are listed in the service guide. In case multiple services, schedule items or content items are bundled to a single purchase item, this bundling information must be part of the service guide, in order to allow an end-user to decide which bundle to purchase in order to get access to a particular item.

Should not all purchase items be obtainable from a particular BCAST Subscription Management (BSM), the information about which purchase items can be obtained from which BSM may be included in the service guide.

In case a particular purchase item may be obtained under multiple purchase options (e.g. 1 month subscription, 12 months subscription, renewal option), the service guide should list these purchase options.

The service guide should include BSD/A-specific price indications for all purchase options.

It is assumed that the service guide will contain availability and pricing information only for “local” BSMs. In case of roaming, the device will have the following options:

a) to inquire this information from its home BSM (and execute the purchase via its home BSM)

b) to establish a contractual relationship with one of the local BSMs who thereby becomes a home BSM
	1
	Broadcast Service Guide

The service guide is assumed to be broadcast, and to contain the purchase-relevant data as specified further down (whereas distribution over the broadcast channel is assumed to be the normal case, the service guide may also be retrievable over the interactivity channel).

The service guide is not in scope of this specification, however, some purchase-relevant attributes are specified and are assumed to be included in the service guide.


5.4.6.2 Pricing Inquiry

In case the device intends to buy a purchase item that is announced in the service guide, but the service guide

c) contains no information about the home BSM of the device, or

d) the service guide lacks availability and/or pricing information about the desired purchase item in relation to the home BSM,

the device needs to inquire availability and pricing information from its home BSM prior to making a purchase request.

This pricing inquiry is adding an additional interaction between the device and the BSM. Therefore, in order to improve usability and reduce interaction traffic in the “normal” case of home service consumption, the service guide should contain all pricing-relevant information concerning the local BSMs.


[image: image1.emf]BSD/A

BSP-M in BSM

(home)

OCSP

(anywhere)

RI in BSM

BSP-C in

Device (home or

Roaming)

[1] Pricing  Request

[2] auth

[5] Pricing  Response OK (availability and pricing)

[3] Get Purchase Request

[4] OK ( purchase info)

[Service Guide reception]


Figure 2: Interactions for Pricing Inquiry

	1
	Pricing Request

The device (BSP-C functionality) may send a pricing request to its home BSM. The pricing request refers to a purchase item. In order for the BSM to further get the pricing information from the BSD/A, also the BSD/A needs to be identified. The pricing request may include an indication of the user’s preferred language.

This message is further specified in this chapter.

	2
	Authenticate

Before doing any further processing, the BSM authenticates the device and/or user, using some or all of the credentials that are part of the purchase request, or even some credentials that can be supplied by the cellular network, such as MSISDN.

This operation is network-internal, and is not further specified.

	3
	Get Purchase Info

In case the BSM doesn’t do “bulk download” of purchase and pricing information from the BSD/A, and very typically in case the BSM has a different geographical location (e.g. different country) than the BSD/A, the BSM inquires availability and pricing information from the BSD/A specifically for the requested purchase item.

This message is network-internal, and is not further specified.

	4
	OK (purchase info)

In case the purchase item requested by the device is valid, the BSD/A returns its purchase and pricing information (e.g. there may be multiple purchasing options with different pricing) back to the BSM.

This message is network-internal, and is not further specified.

	5
	Pricing Response (availability and pricing)

Upon reception of the availability and pricing information from the BSD/A, the BSM may based on its own logic and pricing rules modify the pricing and decide whether or not to return a successful pricing response to the ( BSP-C functionality) device.

The successful pricing response lists all pricing options and their prices.

The texts within the pricing response may be in the user’s preferred language, if supported by BSD/A, otherwise in a default language.

This message is further specified in this chapter.


5.4.6.3 Unsuccessful Purchase

Establishing a contractual relationship (commonly called “subscription”, and not to be confused with the subscription of a particular service or service bundle) between an end-user and a  BSM is not in scope of this specification.

Even after a contractual relationship is established, the first purchase may fail, because no device registration has yet taken place. The following interactions illustrate this scenario which may be so common that it cannot be treated as an exception.
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Figure 3: Interactions for Unsuccessful Purchase

	1
	Purchase Request

In order to initiate a purchase (this can be a one-off purchase of a content item or of a schedule item, or a subscription of a service or service bundle), the device (BSP-C functionality) sends a purchase request to its home BSM (or one of its home BSM, if there are multiple of them).

Prior to sending the purchase request, the device should have established the availability of the purchase item from the selected BSM, and its pricing for all purchase options. By sending the purchase request, the device accepts the pricing.

This message is further specified in this chapter.

	2
	authenticate

Before doing any further processing, the BSM (BSP-M functionality) authenticates the device and/or user, using some or all of the credentials that are part of the purchase request, or even some credentials that can be supplied by the cellular network, such as MSISDN.

This operation is network-internal, and is not further specified.

	3
	Get Purchase Info (optional step)

In case the BSM doesn’t do “bulk download” of purchase and pricing information from the BSD/A, and very typically in case the BSM has a different geographical location (e.g. different country) than the BSD/A, the BSM (BSP-M functionality) inquires availability and pricing information from the BSD/A specifically for the requested purchase item.

This operation is network-internal, and is not further specified.

	4
	OK (purchase info)

In case the purchase item requested by the device is valid, the BSD/A returns its purchase and pricing information (e.g. there may be multiple purchasing options with different pricing) back to the BSM.

The list of purchase item records is not strictly necessary for BSM to obtain. However, it can be assumed that for purposes of customer care it will be important for the BSM to know what items are included in a purchase item.

This operation is network-internal, and is not further specified.

	5
	Get ROAP Trigger

The BSP-M functionality (in BSM) requests a ROAP trigger from the RI functionality (in BSM). The request may also include (part of) the rights expression that will be included in the RO. It is up to the BSP-M functionality in BSM to decide which RI (in BSM) to use (if there are more that one RIs).
This operation is network-internal, and is not further specified.

	6
	authenticate

Before doing any further processing, the RI authenticates the device.

This operation is network-internal, and is not further specified.

	7
	NOK (reg. trigger)

In case the device is found to have no valid registration (e.g. never registered, or the registration expired or is not trusted anymore), a negative response is sent back to the BSP-M functionality in BSM, containing a registration trigger that instructs the device to register.

This operation is network-internal, and is not further specified.

	8
	Purchase Response NOK (registration trigger)

The negative response from the RI, including the registration trigger, is forwarded to the device. The ROAP trigger includes the URL of the RI that the device is supposed to register with.

This message is further specified in this chapter.

	9
	Device Hello

Using the information contained in the trigger, the device initiates the 4-pass device registration.

This is a standard DRM operation, and is not further specified.

	10
	RI Hello 

This is a standard DRM operation, and is not further specified.

	11
	Registration Request 

This is a standard DRM operation, and is not further specified.

	12
	OCSP Request 

This is a standard DRM operation, and is not further specified.

	13
	authenticate

Before doing any further processing, the OCSP authenticates the device.

This operation is network-internal, and is not further specified.

	14
	OCSP Response 

This is a standard DRM operation, and is not further specified.

	15
	Registration Response
As a result of a successful registration, the registration data is securely stored in the device and ready for subsequent use. The device can now re-initiate the purchase transaction.

This is a standard DRM operation, and is not further specified.


5.4.6.4 Successful Purchase

This sequence is executed if a device is already registered with the RI at the moment when it initiates the purchase transaction. It is also assumed that all authentication steps are carried out successfully, and the purchase can be successfully charged.
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Figure 4: Interactions for Successful Purchase

	1
	Purchase Request

In order to initiate a purchase (this can be a one-off purchase of a content item or of a schedule item, or a subscription of a service or service bundle), the device ( BSP-C functionality) sends a purchase request to BSP-M functionality in its home BSM (or one of its home BSM, if there are multiple of them).

Prior to sending the purchase request, the device should have established the availability of the purchase item from the selected BSM, and its pricing for all purchase options. By sending the purchase request, the device accepts the pricing.

This message is further specified in this chapter.

	2
	Authenticate

Before doing any further processing, the BSP-M functional block in BSM authenticates the device and/or user, using some or all of the credentials that are part of the purchase request, or even some credentials that can be supplied by the cellular network, such as MSISDN.

	3
	Get Purchase Info (optional step)

In case the BSM doesn’t do “bulk download” of purchase and pricing information from the BSD/A, and very typically in case the BSM has a different geographical location (e.g. different country) than the BSD/A, the BSM inquires availability and pricing information from the BSD/A specifically for the requested purchase item.

This operation is network-internal, and is not further specified.

	4
	OK (purchase info)

In case the purchase item requested by the device is valid, the BSD/A returns its purchase and pricing information (e.g. there may be multiple purchasing options with different pricing) back to the BSM.

This operation is network-internal, and is not further specified...

	5
	Get ROAP Trigger

The BSP-M functionality in BSM requests a ROAP trigger from the RI (also a part of BSM). The request may also include (part of) the rights expression that will be included in the RO. It is up to the BSM to decide which RI to use (if there are more that one RIs).

This operation is network-internal, and is not further specified.

	6
	authenticate

Before doing any further processing, the RI authenticates the device.

In this example of a purchase sequence, the device is found to have a valid registration (RI context).

This operation is network-internal, and is not further specified.

	7
	Get SEAKs & PEAKs (optional step)

In case there is no “bulk download” of associations between purchase items and the corresponding keys (service keys, program keys) from the BSD/A to the RI, the RI requests the necessary keys by sending the purchase item identification to the BSD/A.
This operation is network-internal, and is not further specified.

	8
	OK (SEAKs & PEAKs)

The service and program keys corresponding to the purchase item as specified in the request are returned by the BSD/A to the RI (in BSM).

There may be some information regarding usage rules specified, which influence the generation of the rights expression by the RI.

This operation is network-internal, and is not further specified.

	9
	generate RO

The RI generates the RO containing the desired keys (e.g. multiple SEAKs in case of a subscription to a service bundle, or a PEAK in case of pay-per-view of a service).

In case the BSM specified some particular usage rights to be included, these are included in the rights expression of the RO, under consideration of the usage rules that may have been specified by the BSD/A.

This operation is network-internal, and is not further specified.

	10
	OK (ROAP trigger)

In case of success, the RI functionality in BSM sends an OK message back to the BSP-M functionality also  in BSM, containing also the ROAP trigger that the device may use to request the prepared RO.

This operation is network-internal, and is not further specified.

	11
	charge

Before sending the RO acquisition trigger back to the device, the BSP-M functionality in BSM may charge the end-user (if consumption-based charging based on metering is used, the end-user is not charged when the “purchase request” is made, but when tokens are requested).

How charging is done (e.g. credit card, direct bank debit, generation of charging record to be included in a periodical invoice) is completely up to the implementation and to the contract between the end-user and BSM
This operation is network-internal, and is not further specified.

	12
	Purchase Response OK (trigger for RO acquisition)

As part of the positive response to the purchase request, the trigger for RO acquisition is sent to the device. The ROAP trigger includes the URL of the RI that the device can use to retrieve the prepared RO.

This message is further specified in this chapter.

	13
	RO Request 

Using the information contained in the ROAP trigger, the device initiates the 2-pass ROAP.

This is a standard DRM operation, and is not further specified.

	14
	authenticate

Before doing any further processing, the RI authenticates the device and/or user. 

This operation is network-internal, and is not further specified.

	15
	RO Response

As a result of a successful RO acquisition, the RO is available in the device.

This is a standard DRM operation, and is not further specified.


5.4.6.5 Subscription RO Renewal and Asynchronous Charging

The ROs for subscriptions will have to be periodically renewed. It can be expected that the lifetime of a Subscription RO will be on the order of 1 day to 1 month. The lifetime should not exceed the normal subscription period, but can be shorter. A shorter lifetime means higher security at the expense of more processing and bandwidth usage.

Renewing a subscription RO can be understood as “re-keying of the service key”. The purpose is to provide to the device the “next service key” for all services that a device or user is already subscribed to, and may already have paid for. The need for authentication by the BSM makes the RO renewal request very similar in nature to the normal purchase request, and the data flows are largely identical.

The device may initiate RO renewal any time during the lifetime of the “current” RO. The lifetime of the RO is signalled in form of a “datetime” restriction to the “access” permission of the RO. In order to avoid all devices to renew their ROs at the same time, the following random delay mechanism SHALL be used to spread renewal over the whole renewal period.

T1 ::= the point in time when all of the SEAKs in the current RO first became active

T2 ::= the point in time when all of the SEAKs in the current RO are due to expire

DT ::= a device SHALL request the next RO within DT of the current RO’s expiry (implementation-dependent, and big enough to ensure that the device gets the next RO timely). It is expected that DT is signalled in the service guide.

T1 and T2 define the time interval in the “datetime” restriction in the “access” permission in the RO. The device SHALL request the next RO at a random point in time T, where T1 <= T <= T2-DT.

In case of open-ended subscriptions, the BSM may charge the end-user from time to time. This charging operation is completely separated from the RO renewal, and may continue until cancellation of the subscription, whether or not the device renews the related RO.
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Figure 5: Interactions for Subscription RO Renewal and Asynchronous Charging

	1
	Subscription RO Renewal Request

The device (BSP-C functionality) sends the renewal request to the same BSM from where it originally purchased the subscription. This allows the BSM to check that the renewal request indeed corresponds to a valid subscription.

In order to signal to the BSM which RO to return, the renewal request contains the expiry time of the current RO. If no expiry time is given, then the BSM will assume that the current RO has been lost, and treat the request as a replacement request for the current RO.

This message is further specified in this chapter.

	2
	authenticate

Before doing any further processing, the BSM authenticates the device and/or user, using some or all of the credentials that are part of the purchase request, or even some credentials that can be supplied by the cellular network, such as MSISDN.

This operation is network-internal, and is not further specified.

	3
	Get ROAP Trigger

The BSP-M (in BSM) requests a ROAP trigger from the RI (in BSM). The request may also include (part of) the rights expression that will be included in the RO. The BSM will use the same RI as for the original purchase request.

This operation is network-internal, and is not further specified

	4
	authenticate

Before doing any further processing, the RI authenticates the device. 

This operation is network-internal, and is not further specified.

	5
	Get SEAKs & PEAKs (optional step)

In case there is no “bulk download” of associations between purchase items and the corresponding keys (service encryption & authentication keys, program encryption & authentication keys) from the BSD/A to the RI, the RI requests the necessary service encryption & authentication keys by sending the purchase item identification to the BSD/A.

Importantly, the BSM will specify whether the “current” or “next” keys are desired.

This operation is network-internal, and is not further specified.

	6
	OK (SEAKs & PEAKs)

The SEAKs or PEAKs corresponding to the purchase item as specified in the request are returned by the BSD/A to the RI.

There may be some information regarding usage rules specified, which influence the generation of the rights expression by the RI.

This operation is network-internal, and is not further specified.

	7
	generate RO

The RI generates the RO containing the desired keys.

In case the BSM specified some particular usage rights to be included, these are included in the rights expression of the RO, under consideration of the usage rules that may have been specified by the BSD/A.

This operation is network-internal, and is not further specified.

	8
	OK (ROAP trigger)

In case of success, the RI functionality (in BSM) sends an OK message back to the BSP-M functionality (in BSM), containing also the ROAP trigger that the device may use to request the prepared RO.

This operation is network-internal, and is not further specified.

	9
	Subscription RO Renewal Response OK (trigger for RO acquisition)

As part of the positive response to the purchase request, the trigger for RO acquisition is sent to the device. The ROAP trigger includes the URL of the RI that the device can use to retrieve the prepared RO.

This message is further specified in this chapter.

	10
	RO Request

Using the information contained in the ROAP trigger, the device initiates the 2-pass ROAP.

This is a standard DRM operation, and is not further specified.

	11
	authenticate

Before doing any further processing, the RI authenticates the device and/or user. 

This operation is network-internal, and is not further specified.

	12
	RO Response
As a result of a successful RO acquisition, the RO is available in the device.

This is a standard DRM operation, and is not further specified.

	13
	charge

How charging is done (e.g. credit card, direct bank debit, generation of charging record to be included in a periodical invoice) is completely up to the implementation and to the contract between the end-user and BSM.

This operation is network-internal, and is not further specified.


5.4.6.6 Asynchronous Charging and Cancellation of Open-Ended Subscriptions

In case of open-ended subscriptions, the user is charged asynchronously from time to time, irrespective of any RO renewals. Typically, such asynchronous charging could happen monthly.

Open-ended subscriptions are valid until they are cancelled by the end-user. Depending on the contract, they may also have to be cancelled (and renewed by issuing a new purchase request) when the price per subscription period changes.
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Figure 6: Interactions for Asynchronous Charging and Cancellation of Open-Ended Subscriptions

	1
	charge

How charging is done (e.g. credit card, direct bank debit, generation of charging record to be included in a periodical invoice) is completely up to the implementation and to the contract between the end-user and BSM.

This operation is network-internal, and is not further specified.

	2
	Unsubscribe Request

The device (BSP-C functionality) sends the unsubscribe request message to the same BSM from where it originally purchased the subscription.

If the unsubscribing message is received only after the device has already retrieved ROs pertaining to the next subscription period, unsubscribing may become effective at the end of the current or at the end of the next subscription period.

The unsubscribing may or may not have an immediate effect. If the user has already paid for the current subscription period, the subscription RO renewal is expected to succeed until the current subscription period is over, and fail thereafter.

This message is further specified in this chapter.

	3
	authenticate

Before doing any further processing, the BSM authenticates the device and/or user, using some or all of the credentials that are part of the purchase request, or even some credentials that can be supplied by the cellular network, such as MSISDN.

This operation is network-internal, and is not further specified.

	4
	Unsubscribe Response

The unsubscribe response message includes a text which tells the end-user until when the unsubscribed service can still be received. This means that the device should continue renewing ROs until the renewal fails.

This message is further specified in this chapter.


5.4.6.7 Consumption-based Charging

The following sequence shows the interactions needed for the purchase of tokens that can be used for the metering-based pre- and post-paid models.

The purchase of tokens is fully separated from the consumption metering, and independent of the existence of particular purchase items. However, it may depend on the contract an end-user has with the EC whether or not that particular end-user can purchase tokens, and whether to use pre- or post-paid mode.

The interactions for pre- and post-paid mode are identical, but the charging step bears different semantics:

· in the pre-paid case, the tokens that are delivered within the purchase transaction are charged

· in the post-paid case, the token request includes a usage report, leading to charging of reportedly consumed tokens, before fresh tokens are sent to the device (which will be charged next time)
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Figure 7: Interactions for Acquisition and Charging of Tokens

	1
	Token Request

Based on an internal logic, which is not in scope of this specification, the terminal or end-user decides to purchase additional tokens from the EC, and issues a token request.

The attributes of the token request have a different semantics, depending on whether the device uses pre-paid or post-paid mode:

· in pre-paid mode, the token request includes the current “balance” of tokens available in the device, and the requested number of tokens (these will be charged)

· in post-paid mode, the token request includes a usage report, indicating how many tokens have been consumed since the last report (these will be charged), and the requested number of tokens (these will not yet be charged; this number corresponds to the credit limit; the actual number of tokens that will be sent to the device is up to the Subscription Management).

This message is further specified in this chapter.

	2
	authenticate

Before doing any further processing, the EC authenticates the terminal and/or user, using some or all of the credentials that are part of the purchase request, or even some credentials that can be supplied by the cellular network, such as MSISDN.

This operation is network-internal, and is not further specified.

	3
	Get ROAP Trigger

The EC requests a ROAP trigger from the RI. The request may also include (part of) the rights expression that will be included in the RO. The EC will use the same RI as for the original purchase request.

This operation is network-internal, and is not further specified

	4
	authenticate

Before doing any further processing, the RI authenticates the terminal and/or user. 

This operation is network-internal, and is not further specified.

	5
	generate Token

The RI generates the desired amount of tokens.

This operation is network-internal, and is not further specified.

	6
	OK (ROAP trigger)

In case of success, the RI sends an OK message back to the EC, containing also the ROAP trigger that the terminal may use to request the prepared tokens.

This operation is network-internal, and is not further specified.

	7
	Charge

How charging is done (e.g. credit card, direct bank debit, generation of charging record to be included in a periodical invoice) is completely up to the implementation and to the contract between the end-user and EC.

This operation is network-internal, and is not further specified.

	8
	Token Response OK

As part of the positive response to the token request, the trigger for token acquisition is sent to the terminal. The ROAP trigger includes the URL of the RI that the terminal can use to retrieve the prepared token.

This message is further specified in this chapter.

	9
	Token Acquisition Request

Using the information contained in the ROAP trigger, the terminal initiates the 2-pass ROAP.

This is a standard DRM operation, and is not further specified.

	10
	Authenticate

Before doing any further processing, the RI authenticates the terminal and/or user. 

This operation is network-internal, and is not further specified.

	11
	Token Acquisition Response
As a result of a successful token acquisition, the token is available in the terminal.

This is a standard DRM operation, and is not further specified.
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