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1 Reason for Change

Service protection for file download delivery is described in section 5.1.3.1.2 of the BCAST Service and Content Protection TS. This mechanism is based on the one adopted by MBMS for delivering keys in-band with the file delivery.

MBMS also defines a mechanism for delivering the traffic key message together with the delivered file as part of the FLUTE session itself. This has certain advantages, especially for BDSs which use application level forward error correction codes for improved reliability.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Support for two options for TEK delivery for the download case. One where the STKMs are multiplexed on the bearer. A second option for delivering them as FLUTE objects.
6 Detailed Change Proposal

5.1.3.1.2 Service Protection of download data using DCF
This section contains material from MBMS text in [3GPP TS 33.246].  Differences from the original MBMS text are underlined.  The mechanism described in this section was adopted from [3GPP TS 33.246] and adapted to BCAST needs.

Service protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data.  Usage of DCF is independent of the KMS type and DCF may be used with either GBA or DRM based solutions.

Data that belongs to a download Service is decrypted as soon as possible by the terminal, if the SEK and/or PEK needed to provide the relevant is TEK are already available on the terminal or smartcard.

NOTE:
If the OMA DRM V2.0 DCF [DRMCF-v2.0] specification is upgraded, these upgrades do not apply for the present document.

When it is required to protect BCAST download data, OMA DRM V2.0 DCF as defined in reference [ DRMCF-v2.0] shall be used.  In particular, minor version 0x00000003 of OMA DRM V2.0 DCF specifies how DCF is used to protect BCAST download data.  BCAST download data are therefore indicated by minor version 0x00000003 in a DCF. OMA DRM Rights Objects are not utilized. Instead, encryption and authentication keys are generated from  TEK. For integrity protection, an OMADRMSignature as specified below is attached inside the optional Mutable DRM information box ('mdri') of the DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by OMA BAC BCAST, and is defined as follows:

aligned(8) class OMADRMSignature extends Fullbox(‘odfssign’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of reference [DRMCF-v2.0].

The correct TEK for decrypting and verifying the integrity of the download data is indicated by the key_id in the RightsIssuerURL field as follows:


mbms-key://<key_id>

key_id takes its value as follows:

-
If SEK is used for protecting STKMs, key_id is defined as the base64 encoded concatenation (service_CID_extension || ";" || key_identifier). 

-
If PEK is used in protectig STKMs and the PEK is not protected by an SEK, key_id is defined as the base64 encoded concatenation (program_CID_extension || ";" || key_identifier).

-
If PEK is used in protecting STKMs and the PEK is protected by an SEK, key_id is defined as the base64 encoded concatenation (service_CID_extension || ";" || program_CID_extension || ";" || key_identifier).

In case the FDT of the FLUTE protocol needs to be protected, the FDT may also be wrapped in a different DCF. Confidentiality and/or integrity protection of FDT can be provided this way.

The OMA BCAST DCF format for service protection shall support the following boxes specified in OMA DRM V2.0 DCF [DRMCF-v2.0]:

-
Fixed DCF header;

-
Mutable DRM information Box;

-
OMA DRM Container Box.

5.1.3.1.2.1 STKM Delivery for Download

STKM delivery is possible by multiplexing STKM packets with FLUTE packets (on the same IP transport address but on a separate IP port – refer to section 5.2.1 on how this is signaled)
Alternatively, the STKM can be delivered as a separate object inside the FLUTE session and having its own FDT entry. This allows STKM delivery to benefit from the reliability enhancing mechanisms offered by FLUTE.
Note: The MIME type of the STKM is TBD.
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