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1 Reason for Change

Evolution in the security model and the need to support streams shared by multiple and independent BSMs now require the ability of the BSDA to generate Short Term Keys, deliver them using STKMs and use them for securing the transmitted content.
More specifically there are two issues with the current usage of BCAST-4 for service protection:

· Having the BSMs generate TEKs and deliver them to the BSDA for transmission over BCAST-5 could cause a number of synchronization problems. A BSDA may start using a TEK while the BSM has not yet issued the appropriate TEK in an STKM
· In a shared stream scenario, the TEK needs to be centrally generated for the shared stream so the TEKs cannot be generated in each BSM. Further the centrally generated TEK needs to then be delivered in multiple MIKEY message – one per BSM (corresponding to a current MSK),

To address these issue we propose to have the BSDA to generate TEKs on its own and consequently to generate the associated STKMs. This requires the BSDA to be aware of the long-term keys used by the BSM so that it can produce the STKMs for each BSM and deliver the generated keys. TEKs generated by the BSDA are then used for encrypting service data.
Changes from R00 ( R01
During the Seoul meeting the Service and Content Protection Architecture as been adjusted to the latsest insights. Specifically there have been 3 new interfaces defined, which where not covered yet by this CR:

- SP-4-3

- SP-2-2

- SP-3

The technical specification of these interfaces are now also defined in the R01 of this CR. 
Other changes that are made are the deletion of the “efficiency” messages. There is not inidication of bandwidth shortage in the back-end. The efficiency messages work confusing for the readability of the spec.

Furthermore, normqative statements have been included in the support of the interfaces SP-2-2, SP-3, SP-4-1, SP-4-2 and SP-4-3 for the functional entities in the architecture..
Changes from R01 ( R02

Several bug fixes and inconsistencies were resolved:

- Change of service ID and content ID to Global Service ID and Global Content ID

- bug fixed element description of Schedule ID

- Added GlobalContent ID and Schedule ID to messages over SP-4-2.

- XML data type “binary” does not exist. This is changed into “hexBinary” data type.
- added status element to TEK request messages

- created referral to a Global Status code [tbd] for the status element.

- removed status element from STKM delivery message
- added Key_start time and key-end-time elements for the SEAK/PEAK request messages for interfaces SP-4-1 and SP-3. The BSA needs these elements to indicate for which time period it requires SEAKs and/or PEAKs.
- deleted the last two tables of efficiency messages. There are already 28 message types which are all rather similar. Inclusion of these efficiency messages makes these sections even harder to read. 
- In Seoul meeting the use of HTTPS was agreed for the protocol stack. The option of IPSec was removed. The pictures and text for this is updated accordingly.
Changes from R02 ( R03

- Bug-fixing the title to reflect that this CR is a chnge towards the latest TS

- Bugfixing the attribute name of TimeStamp to ValidityTime.

- Inclusion of 

- Crypto_period


- Wrap_around_time


- Wrap_around_inidcator

attributes of to TEK. These attributes are required for the following reason: Services can be shared between multiple BSM’s, where each BSM uses it’s own SEK and it’s own SEK validity time. Furthermore the validity of the SEK is coupled to the TEK ID for anti-replay. So when the TEK ID is wrapped around, the TEK has to be encrypted with the new SEK. Therefore wrap around time and wrap around indicators are included as attributes of each TEK. These TEK wrap around times cannot be chosen randomly, but should be coordinated with the subscription periods of the BSM, e.g. at the end of each month or week.

The crypto-period provides extra information for the BSM or BSA. This can be used to calculate how many TEK ID’s will be used within a TEK Wrap_around_time interval. Furthermore, it also indicates when the next STKM request can be expected. 

- addition of the ValidityTime in the STKM Delivery Messages. Without this, the TEK used in the STKM message delivery message is not uniquely identified, because a certain hexBinary TEK can occur multiple times for a certain period. 
.  
Changes from R03 ( R04

A new architecture for SP and CP was created. In this new architecture interfaces SP-2-2 and SP-3 are no longer present. Hence these interfaces are removed from this CR. 
Furthermore, Interfaces SP-4-1, SP-4-2 and SP-4-3 were merged under SP-4. 

A distinction between DRM profile and Smartcard profile has been made. DRM profile requires SEAK and PEAK. Smartcard profile requires SEK and PEK. 

Tables have been bordered and updated.

Traffic protection parameters have been written out in full version instead of one hexBinary element. 

Chapter for CP has been added.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, “Members”) agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member’s attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation


· 
· 
· 
· Accept the proposal as described below.
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59.1.2.1 

59.2 Interface SP-4
Interface SP-4 has three functions:

1) To deliver Service and Program key material from SP-M in the BSM to the SP-KD in the BSD/A for the service protection. 
2) To deliver the LTKM and/or Registration key material from SP-M in the BSM to SP-KD in the BSD/A, for subsequent broadcast distribution of these data..
3) To deliver of the STKM’s from the BSM to the BSD/A.
A BSM that support service and/or content protection SHALL support Interface SP-4. A BSD/A that support service and/or content protection SHALL support Interface SP-4.
59.2.2 Protocol Stacks

59.2.2.1 
The following protocol stack SHALL be used for messages between the BSD/A and the BSM connected via interface SP-4.
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Figure 1 Protocol Stack for SP-4-1

HTTPS SHALL be used to secure the interface between the BSD/A the BSM.

59.2.3 Service and Program key material delivery.
SEAK or SEK or PEAK or PEK is sent from the BSM to the BSD/A over the interface SP-4-1 

59.2.3.1 Message flows
Tags are defined in the following table to identify a type of each message. There are two cases for delivery of SEAK or SEK or PEAK or PEK. The first case consists of the Key Request Message by the BSD/A and the Response to Key Request Message from the BSM. 
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Figure 1. Message flow between BSD/A and BSM for the delivery Service and Program Key material
The second case consists of the Key Delivery Message by the BSM and the Confirmation to Key Delivery Message by the BSD/A.
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Figure 2 Alternative message flow between BSD/A and BSM for the delivery Service and Program Key
	Tag
	Message Type
	Key

	1
	Key Request Message
	SEAK or SEK or PEAK or PEK

	2
	Response to Key Request Message
	SEAK or SEK or PEAK or PEK

	3
	Key Delivery Message
	SEAK or SEK or PEAK or PEK

	4
	Confirmation to Key Delivery Message
	SEAK or SEK or PEAK or PEK


59.2.3.1.1 Key Request Message

This message is sent from the BSD/A to the BSM for the acquisition of SEAK or SEK and/or PEAK or PEK, which in turn enables the derivation of SEK or PEK by the BSD/A to encrypt Short Term Keys

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Schedule ID
	E
	O
	1
	Identieifer of the schedule that is protected. Used if service protection is program based. Only Schedule ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Key_Start_Time
	E
	M
	1
	Provides the start time of the period for which the BSA requires a SEAK or SEK and/or PEAK or PEK for creating secured STKMs
	Int (32 bit) expressed as NTP time

	Key_End_Time
	E
	M
	1
	Provides the end time of the period for which the BSA requires a SEAK or SEK and/or PEAK or PEK for creating secured STKMs 
	Int (32 bit) expressed as NTP time

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


59.2.3.1.2 Response to Key Request Message

After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of SEAK or PEAK. In case a SEAK is used for service protection of a certain service, the use of the SEAK is bound by its start and end-times. During the life-time of the service, the SEAK can be changed periodically. In case a PEAK is used for service-protection, the PEAK is used throughout the total life-time of the program. If both PEAK and SEAK are provided for a piece of content, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the key request message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key request message.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in [tbd].
	Integer

	SPP_type
	E
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM profile
1 if service protection profile == Smartcard profile
	Integer

	
	
	
	
	


	

	Service Key
	E
	O
	1
	This field contains the SEAK in SPP-type = 0
This field contains the SEK if SPP-type  = 1
Contains attribute:


- Key identifier
	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the SEAK/SEK. The SEAK/SEK identifier is the same as the one provided to the terminal with the LTKM message and is included with the STKM generated by the BSDA
	String

	Service Key Start
	E1
	M
	1
	Provides the start time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs
	Int (32 bit) expressed as NTP time

	Service Key  End
	E1
	M
	1
	Provides the end time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs
	Int (32 bit) expressed as NTP time

	Program Key
	E
	O
	1
	This field contains the PEAK if SPP_type = 0
This field contains the PEK if SPP_type = 1

Note: Either Service Key, Program Key or both SHALL be included
Contains attribute:


- Key identifier
	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the PEAK/PEK. The PEAK/PEK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	Access Criteria Descriptor
	E
	O
	1..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  take overrule the access criteria which where defined for the service to which the content item is related. 
	HexBinary

	Protection After Reception Flag
	E
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	uimbf

	Terminal Binding Flag
	E
	M
	1
	1 bit field indicating whether or not terminal binding is required for the smartcard profile
	Uimbf

	Time
	E
	O
	1
	The time when this message is sent
	DateTime
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153.1.2.1.1 Key Delivery Message

This message is sent from the BSM to the BSD/A for the delivery of SEAK or SEK and/or PEAK or PEk without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Confirmation to Key Delivery Message. In case a SEK is used for service protection of a certain service, the use of the SEAK or SEK is bound by its start and end-times. During the life-time of the service, the SEK can be changed periodically. In case a PEK is used for service-protection, the PEK is used throughout the total life-time of the programme. If both PEAK or PEK and SEAK or SEK are provided for a piece of content, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK or PEK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	
	
	
	
	
	

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	SPP_type
	E
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM profile

1 if service protection profile == Smartcard profile
	Integer

	
	
	
	
	


	

	Service Key
	E
	M
	1
	This field contains the SEAK in SPP-type = 0

This field contains the SEK if SPP-type  = 1

Contains attribute:


- Key identfier
	HexBinary

	Key Identifier
	E
	M
	1
	Provides the identifier of the SEAK/SEK. The SEAK/SEK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	Service Key Start
	E1
	M
	1
	Provides the start time of the period in which the SEAK/SEK provided can be used by the BSD/A in creating secured STKMs
	Int (32 bit) expressed as NTP time

	Service Key End
	E1
	M
	1
	Provides the end time of the period in which the SEAK/SEK provided can be used by the BSD/A in creating secured STKMs
	Int (32 bit) expressed as NTP time

	Program Key
	E
	O
	1
	This field contains the PEAK if SPP_type = 0

This field contains the PEK if SPP_type = 1


Note: Either SEAK /SEK, PEAK/PEK or both SHALL be included
Contains attribute:


- Key identifier
	HexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the PEAK/PEK. The PEAK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	Access Criteria Descriptor
	E
	O
	1..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  overrule the access criteria, which where defined for the service to which the content item is related.
	HexBinary

	Protection After Reception Flag
	E
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	uimbf

	Terminal Binding Flag
	E
	M
	1
	1 bit field indicating whether or not terminal binding is required for the smartcard profile
	Uimbf

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


153.1.2.1.2 Confirmation to Key Delivery Message

This message is sent from the BSD/A to the BSM for the acknowledgement of the Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected.. This field is mandatory if GlobalContent ID was provided in the key delivery message
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key delivery message.
	AnyURI

	Destination
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Delivery Message. Global Status codes are used as specified in [tbd].
	Integer

	Time
	E
	O
	1
	The time when this message is sent
	DateTime
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153.2 

153.2.2 
153.2.2.1 






153.2.3 LTKM and Registration key material delivery
This paragraph describes the delivery of the LTKM and/or Registration key material are from the BSM to the BSD/A over interface SP-4, for subsequent broadcast distribution.


153.2.3.1 Message flows
Tags are defined in the following table to identify each message. There are two cases for delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution.

The first case consists of the Key Request Message by the BSD/A and the Response to Key Request Message from the BSM. 
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Figure 4. Message flow between BSD/A and BSM for the delivery of LTKM and Registration Key material.
The second case consists of the Key Delivery Message by the BSM and the Confirmation to Key Delivery Message from the BSD/A. 
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Figure 5 Alternative message flow between BSD/A and BSM for the delivery of LTKM and Registration Key material
	Tag
	Message Type
	Key

	5
	Key Request Message
	Long-Term Key Message

	6
	Response to Key Request Message
	Long-Term Key Message

	7
	Key Delivery Message
	Long-Term Key Message

	8
	Confirmation to Key Delivery Message
	Long-Term Key Message

	9
	Key Request Message
	Key Material for Registration

	10
	Response to Key Request Message
	Key Material for Registration

	11
	Key Delivery Message
	Key Material for Registration

	12
	Confirmation to Key Delivery Message
	Key Material for Registration

	
	· 
	· 

	· 
	· 
	· 

	· 
	· 
	· 

	· 
	· 
	· 


153.2.3.1.1 Key Request Message

This message is sent from the BSD/A to the BSM for the request for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material..

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	AnyURI

	Source ID
	E
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


153.2.3.1.2 Response to Key Request Message

After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the Key request message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the Key request message.
	AnyURI

	Source
	E
	M
	1
	BSM ID  (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in [tbd].
	Integer

	Data
	E
	O
	1
	LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution
	HexBinary

	LTKM Start
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the start time of the period in which the LTKM should be distributed by the BSD/A
	Int (32 bit) expressed as NTP time

	LTKM End
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the end time of the period in which the LTKM should be distributed by the BSD/A
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


154. 
	155. 
	156. 
157. 
158. 
159. 
	160. 
161. 
162. 
163. 
164. 
165. 
166. 
167. 
	168. 
169. 
170. 
171. 
172. 
173. 
174. 
175. 
176. 
177. 
178. 
	179. 
	180. 

	181. 
	182. 
	183. 
	184. 
	185. 
	186. 

	187. 
	188. 
	189. 
	190. 
	191. 
	192. 

	193. 
	194. 
	195. 
	196. 
	197. 
	198. 

	199. 
	200. 
	201. 
	202. 
	203. 
	204. 


204.1.2.1.1 Key Delivery Message

This message is sent from the BSM to the BSD/A for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Confirmation to Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	String

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	AnyURI

	Source
	E
	M
	1
	BSM ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Data
	E
	M
	1
	LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution
	Binary

	LTKM Start
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the start time of the period in which the LTKM should be distributed by the BSD/A
	Int (32 bit) expressed as NTP time

	LTKM End
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the end time of the period in which the LTKM should be distributed by the BSD/A
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


204.1.2.1.2 Confirmation to Key Delivery Message

This message is sent from the BSD/A to the BSM to acknowledge the receipt of the Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	String

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the Key delivery  message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the Key Delivery message.
	AnyURI

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of Key Delivery Message. Global Status codes are used as specified in [tbd].
	Integer

	Time
	E
	O
	1
	The time when this message is sent
	DateTime
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204.2.3 STKM Delivery
This paragraph describes the delivery of STKM’s from the BSM to the BSD/A over interface SP-4. 
204.2.3.1 Message flows
Tags are defined in the following table to identify a type of each message. There are two cases for delivery of STKM to the BSD/A. The first case consists of the STKM Request Message by the BSDA and the Response with the Delivery of the STKM data by the BSM, i.e. BSD/A initiated STKM request. 
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Figure 6 Message flow between BSD/A and BSM for the delivery STKMs.
The second case is BSM initiated. In this case the BSM requests a set of TEK’s from the BSDA which it will use during a specific time period to encrypt the service or programme. In response, the BSDA delivers the TEKs and the associated security protocol parameters. With this data, the BSM can send an STKM delivery message to the BSD/A. The BSD/A confirms this delivery message.
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Figure 7. Alternative message flow between BSD/A and BSM for the delivery STKMs.
Services can be shared between multiple BSM’s, where each BSM uses it’s own SEK and it’s own SEK validity time. Furthermore the validity of the SEK is coupled to the TEK ID for anti-replaySo when the TEK ID is wrapped around, the TEK has to be encrypted with the new SEK. . E.g. in the case of protection at the RTSP layer with the smartcard profile the amount of TEK ID’s are limited to 16 bits. Therefore wrap around time and wrap around indicators are included as attributes of each TEK. These TEK wrap around times cannot be chosen randomly, but should be coordinated with the subscription periods of the BSM, e.g. at the end of each month or week
	Tag
	Message Type
	Key

	23
	STKM Request Message
	TEK

	24
	STKM Response Message
	STKM

	25
	TEK Request Message
	TEK

	26


	TEK response Message


	TEK



	27
	STKM Delivery message
	STKM

	28
	Confirmation to STKM delivery message
	STKM


204.2.3.1.1 STKM Request Message

This message is sent from the BSD/A to the BSM for the acquisition of the Short Term Keys Messages.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Destination 
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Key Material
	E
	M
	1..N
	The key materialused to encrypt the service or program
Key material has the following attributes:


- Master Key


- Master Salt


- Type

- 

ValidityTime

- Crypto_period


- Wrap_around_time


- Wrap_around_inidcator

Key material has the following element


- Traffic protection protocol parameters

- Next traffic key
	

	Master Key
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	Master Salt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	Type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1:
- 0 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 1 if traffic_protection_protocol == TKM_ALGO_SRTP

- 2 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 3 if traffic_protection_protocol == TKM_ALGO_DCF
	integer

	ValidityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.
	Int (32 bit) expressed as NTP time

	Crypto_Period
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	Duration

	Wrap_around_time
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security parameter index is reset. This field is used to indicate that the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.
	Int (32 bit) expressed as NTP time

	Wrap_around_indicator
	A
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	Boolean

	
	
	
	
	
	

	Traffic protection protocol parameters
	E1
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message in Section 5.5.

Has attributes:


- SPI


- next SPI


- MKI length


- MKI


- Media Flows


- Key indicator length


- Key indicator


- Key identifier Length


- Key identifier

Has sub-elements:


- synchronisation source


























	

	SPI
	A
	O
	0..1
	security_parameter_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 0
	unsignedInt (32bits)

	Next SPI
	A
	O
	0..1
	next_security_parameter_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 0
	unsignedInt (32bits)

	MKI Length
	A
	O
	0..1
	master_key_index_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	

	MKI
	A
	O
	0..1
	master_key_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	unsignedInt (32bits)

	Media Flows
	A
	O
	0..1
	number_of_media_flows
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	Integer

	
	
	
	
	
	

	Key Indicator Length
	A
	O
	0..1
	key_indicator_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt (32bits)

	Key Indicator
	A
	O
	0..1
	key_indicator
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt (32bits)

	Key Identifier Length
	A
	O
	0..1
	key_identifier_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 3
	

	Key Identifier
	A
	O
	0..1
	key_identifier
This field is mandatory in case ‘Type’ of ‘Key material’ is 3
	unsignedInt (32bits)

	Synchronization Source
	E2
	O
	1..N
	synchronization_source
The amount of syncronisation source elements SHALL match the number_of_media flows.
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	unsignedInt (32bits)

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Next traffic key
	E1
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.

Next traffic key has the following attributes, only if Next traffic key is set to “TRUE”:


- Next Master Key

- Next Master Salt
	Boolean

	Next Master Key
	A
	O
	1
	The next master key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”


	hexBinary

	Next Master Salt
	A
	O
	1
	The next Master Salt used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”


	hexBinary

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


204.2.3.1.2 STKM Response Message

After the reception of the STKM Request Message, the BSM sends this message to the BSD/A for the delivery of STKM. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM request message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM request message.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of STKM Request Message. Global Status codes are used as specified in [tbd].
	Integer

	Key material
	E
	M
	1..N
	The key materialused to encrypt the service or program.
Key material has the following attributes:


- Master Key


- Master Salt

- Validity Time

- STKM
	

	Master Key
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	Master Salt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	ValidityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to Key material to the BSD/A and SHALL be the same as the Validity_time associated with this TEK in the TEK response message. 


	Int (32 bit) expressed as NTP time

	
	
	
	
	
	

	STKM
	A
	M
	1
	The STKM message which is associated with this traffic encryption key
	hexBinary

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


204.2.3.1.3 TEK Request Message 

The TEK request message is used by the BSM to request a set of TEK’s from the BSD/A to deliver a set of TEK’s to be used for the encryption of the service or program. The set of TEK’s to be delivered are indicated by a start of end-time in the request message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which are related to the GlobalService ID is allowed.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	TEK start time
	E
	M
	1
	This is the start time of the TEKs that are used for the encryption of the service or program
	Int (32 bit) expressed as NTP time

	TEK end time
	E
	M
	1
	This is the end time of the TEK that are used for the encryption of the service or program. 
	Int (32 bit) expressed as NTP time

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


204.2.3.1.4 TEK response message
12.3.2.1.2 The TEK response message is used to deliver the TEK’s and the associated traffic protection protocol parameters to the BSM.  
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. This field is mandatory if Global Content ID was provided in the TEK request message.. 
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the TEK request message.
	AnyURI

	Destination 
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of TEK Request Message. Global Status codes are used as specified in [tbd].
	Integer

	Key material
	E
	M
	1..N
	The key material used to encrypt the service or program

Key material has the following attributes:

- Master Key


- Master Salt

- Type


- 
ValidityTime

- Crypto_period


- Wrap_around_time


- Wrap_around_inidcator

TEK has the following element

- Traffic protection protocol parameters 

- Next traffic key

	

	Master Key
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	Master Salt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	
	
	
	
	
	

	Type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1:

- 1 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 2 if traffic_protection_protocol == TKM_ALGO_SRTP

-3 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 4 if traffic_protection_protocol == TKM_ALGO_DCF
	integer

	
	
	
	
	

























	

	
	
	
	
	
	

	ValidityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.
The NTP value SHALL be bound by the start and end-times as indicated in the TEK request message.
	Int (32 bit) expressed as NTP time

	Crypto_Period
	E
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	Duration

	Wrap_around_time
	E
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security param,ter index is resetted. This filed is used to indicate that after the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.
	Int (32 bit) expressed as NTP time

	Wrap_around_indicator
	E
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	Boolean

	Traffic protection protocol parameters.
	E1
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message in Section 5.5.

Has attributes:


- SPI


- next SPI


- MKI length


- MKI


- Media Flows


- Key indicator length


- Key indicator


- Key identifier Length


- Key identifier

Has sub-elements:


- synchronisation source


	

	SPI
	A
	O
	0..1
	security_parameter_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 0
	unsignedInt (32bits)

	Next SPI
	A
	O
	0..1
	next_security_parameter_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 0
	unsignedInt (32bits)

	MKI Length
	A
	O
	0..1
	master_key_index_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	

	MKI
	A
	O
	0..1
	master_key_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	unsignedInt (32bits)

	Media Flows
	A
	O
	0..1
	number_of_media_flows
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	Integer

	
	
	
	
	
	

	Key Indicator Length
	A
	O
	0..1
	key_indicator_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt (32bits)

	Key Indicator
	A
	O
	0..1
	key_indicator
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt (32bits)

	Key Identifier Length
	A
	O
	0..1
	key_identifier_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 3
	

	Key Identifier
	A
	O
	0..1
	key_identifier
This field is mandatory in case ‘Type’ of ‘Key material’ is 3
	unsignedInt (32bits)

	Synchronization Source
	E2
	O
	1..N
	synchronization_source
The amount of syncronisation source elements SHALL match the number_of_media flows.
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	unsignedInt (32bits)

	
	
	
	
	
	

	Next traffic key
	E1
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.

Next traffic key has the following attribute, only if Next traffic key is set to “TRUE”:


- Next TEK
	Boolean

	Next TEK
	A
	O
	1
	The next traffic encryption key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”


	hexbinary

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


204.2.3.2 STKM Delivery message
12.3.2.2 This message is used by the BSM to deliver the STKM to the BSDA.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	AnyURI

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	
	
	
	
	
	

	Key material
	E
	M
	1..N
	The key materialused to encrypt the service or program

TEK has the following attributes:

- Master Key


- Master Salt

-ValidityTime


- STKM
	

	Master Key
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	Master Salt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	
	
	
	
	
	

	ValidityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to Key material to the BSD/A and SHALL be the same as the Validity_time associated with this TEK in the TEK response message. 


	Int (32 bit) expressed as NTP time

	
	
	
	
	
	

	STKM
	A
	M
	1
	The STKM message which is associated with this traffic encryption key
	hexBinary

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


204.2.3.3 Confirmation to STKM delivery message
12.3.2.3 This message is used by the BSD/A to confirm the reception of the STKM delivery message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	BCAST enabler version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	GlobalService ID
	E
	M
	1
	Identifier of the target service
	String

	GlobalContent ID
	E
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM delivery message.
	AnyURI

	Schedule ID
	E
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM delivery message.
	AnyURI

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the reception status of STKM Delivery Message. Global Status codes are used as specified in [tbd].
	Integer

	Time
	E
	O
	1
	The time when this message is sent
	DateTime


204.2.3.4 Interface CP-4

Interface CP-4 has three functions:

1) To deliver Service and Program key material from SP-M in the BSM to the SP-KD in the BSD/A for the service protection. 

2) To deliver the LTKM and/or Registration key material from SP-M in the BSM to SP-KD in the BSD/A, for subsequent broadcast distribution of these data..
3) To deliver of the STKM’s from the BSM to the BSD/A.

A BSM that support service and/or content protection SHALL support Interface CP-4. A BSD/A that support service and/or content protection SHALL support Interface CP-4.
The message flows for interface CP-4 are the same as the message flows for SP-4. Therefore the same protocol stack and messages as described for SP-4 SHALL be used for CP-4. The technical difference between SP-4 and CP-4 is the value of the “Protection After Reception Flag” element in the “Service and Program Key material delivery” messages. In case content protection needs to be applied, the BSM sets the “Protection After Reception Flag” to value 0x00, 0x01 or 0x02 as defined in section 5.5.3. Setting the “Protection After Reception Flag” to 0x03 is applied in case of service protection. This is valid for both streams and files. 
Files can be protected using DCF. DCF files can be offered by the BSA or Content Creator. In this case the file is transported as any other file to the terminal. In case service ort content protection is required for a file, the file has to be protected using DCF by the BSD/A. Therefore, a BSD/A that supports service and/or content protection SHALL support DCF protection of files. Note, that also DCF files, which were protection by the BSA or Content Creator can be additionally encapsulated in another DCF for additional service or content protection, i.e. DCF inside a DCF. The usage rights of the ‘outer’ DCF file is dictated by the “Protection After Reception Flag”. The usage rights of the ‘inner’ DCF is dictated by the Rights Objects that the device has for the file, that were provided by the BSA or Content Creator.
SP-A in BSA





SP-A in BSA








NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 25)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 25)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

_1194786240.vsd
SP-KD in BSD/A


IP/IPSec


TCP


HTTP/HTTPS


SP-M in BSM


IP/IPSec


TCP


HTTP/HTTPS



_1202120080.vsd
SP-E in BSD/A


IP


TCP


HTTP/HTTPS


SP-M in BSM


IP


TCP


HTTP/HTTPS



_1194786215.vsd
SP-E in BSD/A


IP/IPSec


TCP


HTTP/HTTPS


SP-M in BSM


IP/IPSec


TCP


HTTP/HTTPS



