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Reason for Contribution

This IC provides definitions  related to smartcard  evolution and its  concept .
Summary of Contribution

This IC provides definitions related to smartcard concepts.
Detailed Proposal

Definition and Abbreviations: 

CUIM cdma2000 User Identify Module applied to cdma2000 Application residing on the UICC, an IC card.

IC
Integrated Circuit

ICC
Integrated Circuit(s) Card/Chip
IM 
IP Multimedia

IMPI
IM Private Identity

IMPU
IM PUblic identity

IMS
IP Multimedia Subsystem

ISIM
IM Services Identity Module 
ME       Mobile Equipment

MS       Mobile Station
PIN 
Personal Identification Number

RUIM
Removable User Identity Module

SIM 
Subscriber Identity Module

SCP 
Smart Card Platform
SAT      SIM Application Tool Kit 
UICC 
Universal ICC which is  removable
UMTS
Universal Mobile Telecommunications system

USAT 
Universal SIM Application Toolkit applied to USIM 
USIM 
Universal Subscriber Identity Module applied to 3G application on an IC card usually UICC
WAP
Wireless Application Protocol

WIM 
WAP Identification Module

 Explicit  Definition:
MS  =  ME + SIM 
2G   = GSM = supports GSM Release 98- or GSM Release99+

3G   = 3G Release 99+

A  2G   ME     supports only a 2G  radio access network ( GSM) 
A  3G   ME     is either  a 3G single mode ME supporting 3G radio access network or a 2G/3G dual mode ME  supporting  both radio access networks ( GSM & 3G)
References

1. 21.111 USIM and IC card requirements

2. 22.038 USIM/SIM Application Toolkit (USAT/SAT); Service description; Stage 1

3. 22.112 USIM toolkit interpreter; Stage 1

4. 31.102 Characteristics of the USIM Application

5. 31.111 USIM Application Toolkit (USAT)

6. 31.121 UICC-terminal interface; USIM application test specification

7. 31.122 USIM conformance test specification

8. 31.900 SIM/USIM internal and external interworking aspects
9. 3GPP2 C.S0023-A Removable User Identity Module for Spread Spectrum systems
10. ETSI 102 221 UICC-Terminal Interface; Physical and logical characteristics
11. 3GPP2 C.S0065-0 CDMA-2000 Application on UICC for Spread Spectrum systems
3 .1 
Smart Card ICCs
Smart card is a micro-controller based access module for communication purposes not restricted to mobile convenience only and in general term it is an Integrated Circuit Card. It is at the same time a physical and logical entity, and is referred in the context of 2G/3G technology  either as a SIM or a UICC.
3.1.1 SIM 
Subscriber Identity Module is a portable authentication module evolved from limited memory since 1998 to more computing power of 32 bit processor and accommodating presently  128 kB (programmable )  and even up to 512 kB  sooner for data and applications.
3.1.1.2 SIM as ICC

The SIM is the ICC for 2G generation technology based on GSM standard. It has originally been specified as one physical and logical entity without any distinction between platform and application. 

Thus, the SIM in the GSM   is the actual physical plug-in and bearing all the functional characteristics in accordance with ISO 7816-1,2,3. 
The SIM is a smart card that identifies the terminal, which may then register onto a GSM network . By inserting the SIM card into the terminal, the ME becomes an MS allowing   the user  to  access to all the subscribed services. Without the SIM card, the terminal is not operational except for emergency service. Hence, a GSM MS comprises an ME and a SIM. The SIM is a removable module.
The SIM card is protected by a four-digit Personal Identification Number (PIN). In order to identify the subscriber to the system, the SIM card contains some parameters of the user such as its International Mobile Subscriber Identity (IMSI). The SIM contains a Card Holder Verification Information (CHV1) to provide protection against unauthorized use
Another advantage of the SIM card is the mobility of the users- plastic roaming. In fact, the only element that personalizes a terminal is the SIM card. Therefore, the user can have access to its subscribed services in any terminal using its SIM card. 
3.1.1.3SIM Mandatory Storage

The SIM shall provide storage capability for the following:

-
Administrative information: indicates mode of operation of the SIM, e.g. normal, type approval.

-
IC card identification: a number uniquely identifying the SIM and the card issuer.

-
SIM service table: indicates which optional services are provided by the SIM.

-
International Mobile Subscriber Identity (IMSI).

-
Location information: comprising Temporary Mobile Subscriber Identity (TMSI), Location Area Information (LAI), Current value of Periodic Location Updating Timer (T3212) and the Location update status.

-
Cipher key (Kc) and cipher key sequence number.

-
BCCH information: list of carrier frequencies to be used for cell selection.

-
Access control class(es): (see GSM 42.011 ).

-
Forbidden PLMNs: (see GSM 42.11 ).

-
HPLMN search period: used to control the time interval between HPLMN searches (see GSM 42.11).

-
Language preference; subscriber preferred language(s) of MMI.

-
Phase identification.

Location Information, Cipher Key and Cipher Key Sequence Number shall be updated on the SIM after each call termination and when the MS is correctly deactivated in accordance with the manufacturer's instructions.

3.1.1.4 SIM as an  application Tool KIT
The SAT provides the  tool for network operators to offer Value added Services. The tool are  mechanisms  allowing applications, existing in the ICC/SIM, to interact and operate with any ME which supports the specific mechanism(s) required by the application as specified in TS 51.014.
SIM Application Toolkit mechanisms and  related procedures:

‑
Data Download via SMS‑CB (CBMID)


‑
Data Download via SMS‑PP


‑
Menu selection


‑
Call Control


‑
Proactive SIM


‑
Mobile Originated Short Message control by SIM


‑
Image Request  

3.2
 UICC

“U” stands  for “universal” as specified in TS 31.101,  it  covers more than one system but not  actually means to be  global. The card has same physical characteristics as GSM SIM card. It has several functions:

· Comprise the platform specifications implemented on the smart card, in addition to all the resident applications based on those specifications.
· UICC-  a “multi-application” card carrying data and files for different application types, as well as  applications from different providers
· Secured and easy  mechanism for application selection 
· User authentication for each application is respected. 
· Shared directories among application ( where appropriate) is feasible
. 
Within ETSI, SCP is looking after UICC standardization and not 3GPP
Note: The UICC-Terminal interface in the context of CDMA Spread Spectrum systems complies with all 3GPP2  in the  context of CDMA Spread Spectrum Systems. RUIM and  CUIM are explained in later section.

3.2.1 UICC Features

The following main features are provided   by the smart card-UICC: 
· Support of one User Service Identity Module (USIM) as  application (optionally more that one)  for access to 3GPP system based. 
· Capable of supporting SIM and USIM applications

· .Support  one or more USIM in a UMTS/3GPP environment, a  USAT and even a WIM in parallel.

·     Support of one or more user profile on the USIM. 
· User Equipment is  able to access a portfolio of services and applications available to users via their user profiles. 

· Able to carry data and functions for a RUIM ( Removable user Identity Module) or CUIM ( Cdma200 User identity Module)   application for access to 3GPP2 

· Allow smooth roaming and inter working between different services and networks . User has  the flexibility to use  her  UICC personal data in any environment ( i.e UMTS to CDMA 2000 &vice –versa or other networks). 

· This facilitates user’s mobility and choice to change networks  when travelling, depending on the terminal capabilities for supporting both systems at a time

·  ‘ Optional’ secure downloading of new applications
· Introduction of a Card Application Toolkit (CAT) specification 

· UICC current consumption values extended to support combined (U)SIM/WIM card 

· Addition of GET CHALLENGE command 

· Addition of logical channels 

· UICC presence detection 

· Display Menus in colour and various text formats have been added to the CAT specification 

· Addition of USAT Interpreter AID (Application Identifier) 

· Addition of ISIM application AID (Application Identifier)
·  Enhanced security : Introduction of a new set of specifications for security mechanisms for UICC based applications 

· Introduction of a new specification for UICC Application Programming Interface and loader requirements 

· Specification of the Java Card (TM) API for UICC 

· Transport protocol for CAT applications 

· Extension of TS 101 220 by TLV definitions and allocation 
· Considerations on robustness improvements 

· Extension of the CREATE FILE and DELETE FILE command 

· Addition of remote application management output command 

· Introduction of a mechanism to manage the position of the menu entries 

· Extension of temperature range for full operation to +85 degrees C 

3.2.2
 UICC Storage 
The UICC shall provide storage capability for the following:

-
UICC related information:

-
IC card identification: a number uniquely identifying the UICC and the card issuer;

-
Preferred language(s);

-
Directory of applications.

3.3
 USIM 
USIM is not successor of SIM, as in GSM. USIM is mainly used by the mobile and the network together to coordinate and complement their mutual interaction. USIM is a single, fixed application residing in the memory of the UICC, and standardized by the 3G standards.

USIM refers to the data and functions to be provided on the UICC. This means, USIM is an application in order to clearly distinguish it from the carrier of the application. USIM application shall be on the UICC for use with  Rel 99, Rel 4, Rel 5+ GSM only and UMTS devices for access to both 2G and 3G networks. 

· Every USIM has a unique identity and associated with one and only one home environment

· Update USIM specific information over the air

3.3.1 
 USIM Functionalities

 USIM  provides related information:
-
Administrative information: indicates mode of operation of the USIM, e.g. normal, type approval;

-
USIM service table: indicates which optional services are provided by the USIM;

-
IMSI;

-
Language indication;

-
Location information;

-
Cipher key (Kc) and cipher key sequence number;

-
Access control class(es);

-
Forbidden PLMNs;

-
Phase identification;

-
Ciphering Key for GPRS;

-
GPRS location information;

-
Cell Broadcast related information;

-
Emergency call codes;

-
Phone numbers (ADN, FDN, SDN);

-
Short messages and related parameters;

-
Capability and Configuration parameters;

-
HPLMN search period 

-
BCCH information: list of carrier frequencies to be used for cell selection 

3.3.2 
 USAT

The USAT provides mechanisms which allow applications, existing in the UICC, to interact and operate with any ME which supports the specific mechanism(s) required by the application.

The user has the USAT Interpreter installed on his USIM and uses the USAT Interpreter to gain access to applications that reside in the Application System.

The 3G Operator is the entity that provides 3G-network connectivity to the user.

The following mechanisms have been defined. These mechanisms are dependent upon the commands and protocols relevant to USAT in 3GPP TS 31.101.
· Profile Download

Profile downloading provides a mechanism for the ME to tell the UICC what it is capable of.

· Proactive UICC

Proactive UICC gives a mechanism whereby the UICC can initiate actions to be taken by the ME.

· Data download to UICC

Data downloading to the UICC uses either dedicated commands (the transport mechanisms of SMS point-to-point and Cell Broadcast) or the Bearer independent protocol. Transferral of information over the UICC-ME interface uses the ENVELOPE command.

· Menu selection according See TS 102 223 [32].

· Call control by USIM

-Ability to allow, bar or modify the call, the supplementary service operation or, USSD operation or PDP context activation by another context activation. 

· MO Short Message control by USIM

- Ability to allow the sending, bar the sending or modify the destination address of the short message before sending it.

· Event download

· Security

· Multiple card

· Timer Expiration

· Bearer Independent Protocol

· Description of the access technology indicator mechanism

· Description of the network search mode mechanism

See TS 102 223 [32].

3. 4
 R-UIM
Removable User Identity Module (R-UIM)  is an extension of Subscriber Identity Module (SIM)capabilities from 3GPP, to  enable operation in a radiotelephone environment. Examples of this environment include analogue,  CDMA-based  etc. 

The composite R-UIM is comprised of the current SIM specification  requirements addressing the physical, electrical along with the user-to-card interface and  terminal-to-card signalling protocol.

 The SIM specification is included as a reference. It is intended that all upgrades  to the SIM specification will also apply to the R-UIM.

3.5
 C-UIM
cdma2000 User Identify Module is an application residing on the UICC, an IC card see : 3GPP2 C.S0065-0. The application is independent  of UICC-Terminal interface Physical and Logical characteristics for cdma2000 Spread Spectrum Systems. It has the same properties as defined for USIM above  within 3GPP.

3.6
 C-UIM Functionalities and CUIM  SAT
The  C-UIM functionalities  are identical to those of  USIM  as stated above,  while the CUIM SAT  spec ( still under development )  will eventually be  referencing to USAT  ( TS 21.111)
3.7 
 ISIM
IM Services Identity Module (ISIM)  is an application, which resides on the UICC.  IP service identification and authentication is done through ISIM and ability to set up multimedia  IP calls using a SIP client. 
4.  Interworking between SIM and USIM applications on a single  UICC 

The following rules are applicable: 
1. USIM and SIM APPLICATION  can not be active simultaneously

2. USIM and SIM APPLICATION  can not be switched from one  to the other

3. 2G ME ALWAYS  activates SIM application , and 3G ME uses USIM application i.e independently from one another

4. SIM and the USIM applications placed on the UICC mean:
SIM  and USIM applications are clearly separated in a UICC . The SIM application on a UICC, if present, is at a fixed location given by the GSM 51. 011. SIM and USIM  reside each in their own directory.
i.  SIM is selected by the ME by directly selecting the  file ID,
ii.  USIM the application selection is normally by an application identifier (according to ISO).

5.  Interaction between them
Logically, the applications are completely separate. However, there may be links between SIM and USIM files (e.g. the IMSI), but this is up to the network operator/card issuer. 
6. Requirements / different options for the SIM application to be placed on a UICC

A UICC does not need a SIM. It  does not even need  for the sake of  roaming into GSM radio access networks. 
The main task of a SIM in a UICC  is to  solely  supporting  2G-only terminals. The USIM has the capabilities to support GSM radio access networks by itself (this is achieved e.g. by providing storage for files required for GSM access like BCCH etc.). 
Note : There is no possibility for the user to switch between a SIM and a USIM 
7. Information sharing  between the SIM and the USIM applications
The only information that may be shared according to the standards is the phonebook. In addition, there may be links between files as mentioned above in bullet 5 . In addition, application may share  certain elements for memory consumption  or to enable basic subscription mode on the UICC
5. Interworking between ISIM and  SIM or USIM applications on a single  UICC

IMS service should be supported in ISIM application.  ISIM  resides at a fixed location. The terminal shall always select an ISIM application using the relevant  selected command, and be  in ISIM session mode. The selected ISIM application  id is thus  stored   on the UICC.
The ISIM application is completely independent of the conditions given  above for SIM & USIM interaction.
6. Interworking between USIM applications on a single  UICC
· Identities of the user stored on the USIM:  
A USIM is an application on a UICC (smart card); there can several USIMS co-exist on a single UICC. Each USIM carries exactly one permanent identity (IMSI):

In the ‘probable’  type of multi-mode UE,  the USIM  has only one permanent identity, but two temporary identities (TMSIs) for PS and CS connections, respectively.
In principle, there could be two USIMs (i.e. subscriptions) in a UICC, where one subscription is a PS and the other a CS one, but this would be transparent for the USIM and UE.

· Different Radio  access Environment :  i.e 
Possibility to include a subscription / identity for another Radio Access Technology / mode than GSM and / or UMTS FDD/TDD :

The UICC is capable of supporting multiple  application.  A subscription for another access technology would be another application on a UICC  depending on Terminal capabilities( e.g  R-UIM or CUIM application  within  3GPP2, access)
7. Interworking between RUIM and CUIM applications on a single  UICC

· RUIM and CUIM APPLICATION  can never  be activated at the same time 

· RUIM and CUIM APPLICATION  can not be switched from one  to the other

· A Cdma 2000  ME  shall select  CUIM  rather than the R-UIM  application  after UICC activation
· The Me may try to select the R-UIM  if no CUIM application exists in the directory 
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Recommendation

This IC is provided for BCAST/DLDRM information. If it is seen useful, a consequent CR to bring the definitions is welcomed.
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