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1 Reason for Change

This CR proposes a modification concerning the description of the recording mechanism.

Firstly, this CR fixes a bug in Section 7.4.2.1, Recording Broadcast Content, which would have caused the leakage of SEK to devices that are not subscribers to the service through the superdistribution of recordings. The value of the subscription to the service can in some cases be significantly higher than the value of a single content item recorded from the service, and thus the Rights Issuer may not want to give SEK to non-subscribers that request the right to play a single recorded content item. 
Secondly, a supplementary text is introduced into section 7.4.3. The new text supplements the original description within the section. The text does not intend to modify the procedure, which already was described within the document, but only to collect the relevant information into one place, to help a reader better sort out the the principles of the procedure.
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

6 Detailed Change Proposal

Change 1:  Replace the sentence “The recording device MUST either choose the CIEK to equal KEYsek/pek, or generate a suitable key value at random” with “The recording device MUST generate a suitable CIEK value at random”. followed by explanation why. 

Change CIEK equation accordingly.

Replace + with || in the GroupKey equation to indicate that this is a concatenation operation instead of an arithmetic addition 

7.4.2.1 Recording Broadcast Content 

The device makes a recording of broadcast content that is accessed through an asset, that identifies the Broadcast Content Identifier (service_bci or program_bci), and which is associated with either a Service Encryption Key or a Program Encryption Key. In the following sections, BCI refers to the broadcast content identifier of that asset, and KEY refers to either the SEK or the PEK, whichever is associated with that asset.

	
	Asset contains program_bci and PEK
	Asset contains service_bci and SEK

	BCIservice/program
	program_bci
	service_bci

	KEYsek/pek
	PEK
	SEK


The device MUST include a GroupID box in the new asset that is to hold the recorded content. The GroupID in that box MUST equal BCIservice/program. 

The content of the created asset MUST be encrypted with a key CIEK. The GroupKey stored in the box MUST be the key CIEK that is encrypted with KEYsek/pek.

The EncryptionAlgorithm field in the GroupID box MUST identify the AES-CBC mode algorithm. The recording device MUST generate a suitable CIEK value at random. This allows superdistribution to be achieved without distribution of the SEK/PEK in the RO which gives access to the superdistributed content. The initialisation vector MUST be randomly generated by the device:


CIEK

:=
random 128-bit AES key
IV

:=
random 128 bit number


GroupKey
:=
IV || AES-CBC{ KEYsek/pek }(CIEK) 

Table 31: Fields in the GroupID box

Change 2:  Supplement the description of the recording schema in section 7.4.3 

7.4.3 Recording Concept
The concept of controlled recording is illustrated in the following figure. A rights issuer has issued a GRO to device A. This gives device A the right to access a certain broadcast asset, as well as the right to create a super-distributable copy of (part) of that broadcast asset in a new asset. Another device B may receive a copy of this new content file and contacts the rights issuer to acquire (play) rights for this content.
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Figure 9: recording and super-distributing the recorded asset

In figure <reference to the above figure 9>, the content of each (P)DCF file recorded from a service or programme was decrypted from the IPDC streaming as plaintext, then re-encrypted with CIEK into the file.  As (P)DCF fields, GroupID equals to BCI, both GroupKey and RightsIssuerURL contain CIEK encrypted by SEK or PEK, and both RightsIssuerURL and ContentID contain recording start and end times.  The server and path components of RightsIssuerURL, to be used by http protocol for locating the ROAP server in the Internet, equal to the URL originally found in the service guide.

Device A will still use its original GRO for accessing all the recordings made from the service or programme.

Device B will receive from the RI a new RO, bound either to the GroupID or ContentID of the recording, with the PLAY permission for the (P)DCF file of the recorded content, encrypted by the CIEK.  The start and end times of the recording enable the RI to calculate the price of the RO for playing it.  In case the new RO is bound to the ContentID, the RI will get the CIEK key for the new RO from the RightsIssuerURL of the acquisition request, while in case of a GroupID bound RO the original SEK or PEK (for decrypting CIEK from the GroupKey) is included in the new RO.
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all assets created from the same joined access+save permission are part of the same group that is identified by a GroupId that is equal to the asset id of the access permission.
















