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1 Reason for Change

The following comments are in OMA-BCAST-2006-0372R12-INP_Internal_CONRR_for_comments_applying_to_SvcCntProtection_TS.  They all have Proposed Resolutions to close the comments.  Unless there are objections by 11 Sep 2006, the comments would be Tentatively Closed with action as per the Proposed Resolutions.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The groups are requested to review the comments and their Proposed Resolutions and post any objections to the joint BCAST-DLDRM mailing list.
6 Detailed Change Proposal

	ID
	Open Date
	Edit
	Section
	Description
	Status

	SC-New-0127
	2006.05.05
	N
	6
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
6.1 introduction is missing.

Proposed Resolution:
6.1 Introduction

OMA BCAST Smartcard Profile using (U)SIM uses the key management defined by 3GPP MBMS [3GPP TS 33.246]. The solution requires an interactive channel to obtain key material.
The following sections describe the 4-layers of the 4-layer model key hierarchy, as well as the key provisioning required to access the first layer.

Section 6.2 briefly describes key provisioning. Section 6.3 describes registration. Section 6.4 details the LTKM structure of the MIKEY message while Section 6.5 describes that of the STKM.  Section 6.6 and 6.7 describe streaming and file delivery respectively for both service and content protection.  Recording aspects are detailed in Section 6.8 while ESG signalling is explained in Section 6.9.
Note to the Editor: please add links to the sections above and note that the numbering above reflects the insertion of section 6.1 Introduction.
	Status: OPEN



	SC-New-0094
	2006.05.05
	N
	6.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Text is missing. Add the text below. Section is now 6.2 as 6.1 is introduction. 

Proposed Resolution:
Access to the Registration layer 1 is implemented using a secret Smartcard Key SK that is stored on the (U)SIM. The SK corresponds to the authentication key K stored on 3GPP compliant UICCs [3GPP 31.101] i.e. the USIM [3GPP 31.102].  

How the SK is provisioned is out of scope of this specification.
	Status: OPEN



	SC-New-0289
	2006.05.24
	N
	6.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

MSK request procedures are not complete in section 6.3

Proposed Resolution:

Add the following sentence in 6.3 for completeness:

“Once registration to a given MBMS User Service has been completed or once the key lifetime has expired and the key is no longer valid, the required MBMS Service Key can be requested as described in Section 6.3.2.2 MSK request procedures of [TS 33.246]. This occurs when:

• The service provider may configure the BM-SC to refrain from pushing the MSK update message to the UE and let the UE request for the MSK .

• Request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.”
	Status: OPEN


	SC-New-0342
	2006.05.24
	N
	6.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Not fully clear that MIKEY + extensions are used for the LTKM and STKMs

Proposed Resolution:

Clearly state the STKM and LTKM are MIKEY plus BCAST specific extensions as per draft-dondeti-msec-mikey-genext-oma and the following sections


	Status: OPEN


	SC-New-0128
	2006.05.05
	N
	6.4.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
STKM format is given for smartcard profile using (U)SIM. It would be best to refer to the DRM section for full details on each parameter.

Proposed Resolution:
Traffic Key Management Data:

The STKM message format below SHALL be used for the Smartcard Profile using MBMS key management. This corresponds to the STKM defined for the DRM profile but without the fields applicable to the DRM profile only. For full information on each field in the STKM please refer to Section Editor: please insert link to section 5.5.3. Furthermore, key material is moved to the main MIKEY message (KEMAC).


	Status: OPEN



	SC-New-0129
	2006.05.05
	Y
	6.4.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
terminal_binding_flag is missing from STKM.

Proposed Resolution:
Short_Term_Key_Message_Description

Length

Type

short_term_key_message() {


selectors_and_flags {



protocol_version

4

Uimsbf



protection_after_reception

2

Uimsbf



reserved_for_future_use  terminal_binding_flag
1

uimsbfBslbf



access_criteria_flag

1

uimsbf



traffic_protection_protocol

3

uimsbf



traffic_authentication_flag

1

uimsbf


}


reserved_for_future_use

4

bslbf


traffic_key_lifetime

4

uimsbf


if (access_criteria_flag == TKM_FLAG_TRUE) {



reserved_for_future_use

8

bslbf



number_of_access_criteria_descriptors

8

uimsbf



access_criteria_descriptor_loop() {




access_criteria_descriptor()



}


}

}


	Status: OPEN



	SC-New-0288
	2006.05.24
	N
	6.4.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Section should only be a level-3 section

Proposed Resolution:

Change “6.4.1.1 OMA BCAST MIKEY Extensions for STKM” to “6.4.1 OMA BCAST MIKEY Extensions for STKM”
	Status: OPEN


	SC-New-0290
	2006.05.24
	N
	6.4.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Text on TEK processing for GBA is not fully correct and complete.

Proposed Resolution:

Change as follows:

“Please note that in case of 3GPP MBMS based on GBA_U all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. In case of 3GPP MBMS based on GBA_ME all TEK/SEK processing is done in the terminal
.. The relevant mappings of MBMS key names and OMA BCAST key names are given later in this section.”
	Status: OPEN


	SC-New-0131
	2006.05.05
	N
	6.4.1.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
MK and MS need to be mentioned in SRTP section

Proposed Resolution:
SRTP

3GPP MBMS is designed for SRTP encryption, hence the OMA BCAST MIKEY message defined above is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the BCAST STKM.

MK and MS SHALL be sent via MIKEY. For compatibility with the DRM Profile a NULL MS MAY be sent.
	Status: OPEN



	SC-New-0133
	2006.05.05
	N
	6.5.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Section is TBD.  Add text below and remove TBD.

Proposed Resolution:
Broadcast streams that are signalled as having service protection by the ESG and the protection_after_reception flag are encrypted by TEKs using IPSec, SRTP or ISMACryp.

How to obtain the relevant information from the ESG to request the appropriate SEK or PEK to access the protected stream is explained in Section Editor: please add link to section 6.8 ESG signaling.

	Status: OPEN



	SC-New-0134
	2006.05.05
	N
	6.6.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
The text says "For the DRM profile key_id…." although this section is about the smartcard profile. Then text is provided for the smartcard profile. Clearly the DCF can be used for both profiles.

TBD for R-UIM should be removed, correct section inserted in section for R-UIM (7.7.1).

Proposed Resolution:
· Cut and paste the existing text in section 5.7.1 and remove the text about the smartcard profile.

· Remove the text for DRM profile in section 6.6.1.

· Do the same for the smartcard profile using R-UIM if it applies to BCMCS key management as well (section 7.7.1?)
	Status: OPEN



	SC-New-0292
	2006.05.24
	N
	6.6.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

DRM 2.0 is not mentioned here although it is also an option for download content protection together with Smartcard profile.

Proposed Resolution:

Mention in 6.6.2  the alternative to content protect download data using DRM 2.0.
	Status: OPEN


	SC-New-0250
	2006.05.23
	N
	6.6.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
Section 6.6.3 is repetition of Section 6.4.1.2.’s first paragraph.

Proposed Resolution:

Delete 6.6.3
	Status: OPEN

	SC-New-0137
	2006.05.05
	N
	6.7.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
The described mechanism applies to the adapted PDCF and the use of ISMACryp for protection of streaming.

Proposed Resolution:
6.7.1.1
Content Protection of recorded material using the (U)SIM

This section describes how streamed content encrypted at the content level using ISMACryp and recorded in the adapted PDCF together with STKM key track can be re-read locally. Content protection is indicated by the protection_after_reception value in the STKM.
The smartcard profile mechanisms for service protection using the USIM can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.
	Status: OPEN



	SC-New-0140
	2006.05.05
	Y
	6.7.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Secure Authenticated Channel need not be used if Terminal Binding Key is used instead. Text is added below to reflect this.

Proposed Resolution:
1. Read the first MIKEY message from the key track and send it to the USIM if using GBA_U via the Secure Authenticated Channel (SAC) between the terminal and smartcard as defined in [ETSI SCP reference and 3GPP TS 33.110] (unless the Terminal Binding Key is required in which case the SAC is optional) or move to step ‎6
……….

1. The delivery of MIKEY message must only be done through a Secure Authenticated Channel to ensure MTKs are returned via a secure channel and not in the clear, unless the Terminal Binding Key is used in which case the SAC is optional
	Status: OPEN



	SC-New-0293
	2006.05.24
	N
	6.7.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The section mentions only GBA_U and thus gives the impression that GBA_ME cannot be used for Content Protection of recorded material using the USIM, which would be wrong.

Proposed Resolution:

Mention GBA_ME in this section as well.


	Status: OPEN


	SC-New-0272
	2006.05.23
	N
	6.7.1.1.
	Source: Vodafone

From: OMA-BCAST-2006-0531
Comment:

The following text is incorrect: 

“The MTK ID lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the programme defined by the MTK ID.” 

Should read “…defined by the MSK ID”
Proposed Resolution:

Change text as above
	Status: OPEN



	SC-New-0294
	2006.05.24
	N
	6.8.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Internal functional blocks of a BM-SC don’t need to be mentioned, this level of detail is not needed.

Proposed Resolution:

Change the following sentence: “The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC”
	Status: OPEN


	SC-New-0095
	2006.05.05
	N
	7.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Text is missing. Add text below.

Proposed Resolution:
Access to the Registration layer 1 is implemented using a secret Smartcard Key SK that is stored on the (R-)UIM. The SK corresponds to the registration key RK stored on a (R-)UIM.
How the SK is provisioned is out of scope of this specification.
	Status: OPEN



	SC-New-0222
	2006.05.11
	N
	8.1.2
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
Within the first paragraph, the text “In all cases recording MUST be protected against access in the clear.”

The text is slightly ambiguous. It could be interpreted as “what ever value there is for protexted_after_reception, the recording MUST be protected against access in the clear.”

Proposed Solution:

Replace  “In all cases”  with  “In such cases,”
	Status: OPEN

	SC-New-0145
	2006.05.05
	N
	8.1.2.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Adapted PDCF applies to smartcard profile also and is part of BCAST spec. It is suggested to change the title of the OMADRMAUHeader to OMABCASTAUHeader.

Proposed Resolution:
This is achieved by using the Access Unit header OMABCASTDRMAUHeader, which signals AU
	Status: OPEN



	SC-New-0151
	2006.05.11
	N
	8.1.2.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Table 11 does not show Terminal Binding Key parameters. These should be added.

Proposed Resolution:
Parameter

Source Location
Destination Location
RightsIssuerURI
ESG Access Fragment

RightsIssuerURL in CommonHeadersBox

Service_BCI or Programme_BCI
ESG Access Fragment

ContentID in CommonHeadersBox

STKMs
STKM stream

OMAKeySample in Key track

STKM type indication
SDP

sample_type in OMAKeySampleDescriptionEntry

TerminalBindingKeyID (if TBK is used)

ESG Access Fragment

entry in OMAKeySampleDescriptionEntry

RightsIssuerURI (for TBK)

ESG Access Fragment

entry in OMAKeySampleDescriptionEntry


	Status: OPEN



	SC-New-0223
	2006.05.11
	N
	8.1.2.1
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
The text “Note that encrypted content MAY be recorded even for a protection_after_reception value of 0x03” does not seem to add any value.

Proposed Solution:

Remove the referred sentence.
	Status: OPEN

	SC-New-0190
	2006.05.11
	Y
	all
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Smartcard Profile using 3GPP MBMS, or using 3GPP2 BCMCS is used sometimes. Sometimes the phrase "smartcard profile using (U)SIM or using (R-)UIM is used. This should probably be made consistent throughout the document.
	Status: OPEN

Proposed Resolution:

OMA-BCAST-2006-0688 which is already Tentatively Agreed

	SC-New-0361
	2006.05.24
	N
	all
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

SIM and U-SIM are in parallel usage

Proposed Resolution:

decide for one and check document
	Status: OPEN

Proposed Resolution:

OMA-BCAST-2006-0688 which is already Tentatively Agreed

	SC-New-0213
	2006.05.11
	N
	Appendix C
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
It is unclear what this whole section is supposed to be. It should be removed. Furthermore, what is currently there should be in the DRM profile section, if at all.

Proposed Resolution:
Delete Appendix C entirely.
	Status: OPEN



	SC-New-0314
	2006.05.24
	N
	General/4
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

It is nowhere mentioned that the DRM profile is an almost identical copy of the DVB-H 18Crypt scheme.

Proposed Resolution:

Mention in introduction that DRM profile is derived from, and almost identical to, DVB-H 18Crypt.
	Status: OPEN


	SC-New-0180
	2006.05.11
	N
	10.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Is this section needed? It talks about assumptions in the Service Guide. It mentions access information which is about the key stream. This is redundant with section 10.2 hence it is proposed to remove section 10.1.

Proposed Resolution:
Remove section 10.1.
	Status: OPEN



	SC-New-0388
	2006.05.24
	Y
	11
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

This section explains how different keys are mapped between the DRM profile and the Smartcard profile. It also explains how a protected data stream can be shared using both DRM and Smartcard profiles.

Proposed Resolution:

This section explains how different keys are mapped between the DRM profile and the Smartcard profile. It also explains how a protected data stream can be shared between different operators using both DRM and Smartcard profiles.


	Status: OPEN



	SC-New-0225
	2006.05.11
	Y
	11,

11.1, 

1.1.1,

11.2,

11.3
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
Titles of sub-sections contain the text “for the DRM Profile and the Smartcard Profile”.

This seems redundant, and makes the titles unnecessarily long.

Proposed Solution:

On the title of the section 11, add “for the DRM Profile and the Smartcard profile”

On the titles of the sections 11.1, 11.1.1, 11.2 and 11.3, remove “for the DRM Profile and the Smartcard profile”
	Status: OPEN

	SC-New-0297
	2006.05.24
	N
	11.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

From the text it is not clear that both GBA_U and GBA_ME are supported.

Proposed Resolution:

Change as follows: “For the DRM Profile, STKMs are delivered over UDP.

For the Smartcard Profile using 3GPP MBMS, the MIKEY protocol MUST be used in order to deliver an MBMS Service Key to a USIM (in case of GBA_U) and to a terminal (in case of GBA_ME)..”
	Status: OPEN















�This is aligment to MBMS. Also this specification allows GBA-ME as defined in 4.5.1.
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