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1 Reason for Contribution

There has been some criticism about the use of SEK or PEK in the recording information block of superdistributable recordings in the current version of OMA-TS-DRM-XBSxx.doc. This contribution suggests potential solutions and seeks feedback, which approach would be preferred.
2 Summary of Contribution

Using SEK or PEK to protect the (randomly generated) CIEK in the Recording Information Block (RIB) of superdistributable recordings has the disadvantage that it forces the Rights Issuer to keep track of all SEKs or PEKs it has ever used, just in case somebody, perhaps years or decades after the broadcast, wants to get the right to play a superdistributed recording. 
The problem could be solved by using the Rights Issuer’s public key to encrypt CIEK in RIB, instead of using SEK or PEK. This ensures that only the Rights Issuer can decrypt the CIEK and issue Rights Objects for the other devices that request a PLAY right to the recordings. 

Naturally, in order to issue an RO bound to the GroupID of a superdistributed DCF file, where the RO contains the original SEK or PEK, the RI must remember that SEK or PEK.  Some RIs may choose not to issue such ROs however, but prefer to issue individual ROs bound to the ContentID, containing the CIEK only. This contribution concentrates on the latter kind of use case.
3 Detailed Proposal

1. A new alternative format for the RIB needs to be defined, using Right Issuer’s public key for protecting CIEK. 
2. This new format could be identified with an additional ribtype parameter in the Right Issuer URL, for instance as follows:
RightsIssuerURL + “?rib=” + base64(recording information block)            // CIEK protected with  SEK / PEK  (default when no ribtype is specified)

RightsIssuerURL + "?ribtype=1&rib=” + base64(recording information block)   

// CIEK protected with RI Public Key
3. The RIB also needs to be protected against modification. According to the current specification, the MAC used for this purpose is computed with SEK or PEK, also requiring that the RI keeps track of old SEKs / PEKs. In the new RIB format, the MAC should be computed with a dedicated RIB authentication key, RIBAK, which could be delivered to the device during registration. To allow the RI to change the RIBAK from time to time, the RIBAK should have a serial number that is also stored in the RIB. The RI can then use this serial number to look up the correct RIBAK for MAC verification. If a RIBAK gets compromised, the RI can gradually force devices to re-register and get a new RIBAK. 
4. Alternatively, the protection of RIB against modification could be based on a digital signature made by the device making the recording. In this case, the signature verification at the RI would require that the RI stores (or otherwise has access to) all the public keys (or certificates) of devices that have ever registered for its services (including old subscribers that no longer have a valid subscription). One possible solution would be to include the certificate of the device making the recording in the RIB. However, this approach of including recording device specific information in the recordings may raise some privacy concerns.
5. As yet another alternative for protecting RIB against modification, the entire RIB (or the part of it identifying the recorded programme), rather than just CIEK, might be encrypted with the Public Key of RI, using such an algorithm that another device cannot change the data in RIB without corrupting CIEK.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Decide whether this issue should be studied further and a CR generated, or whether the downside of using SEK/PEK for protecting CIEK identified in "Summary of contribution" is accepted (without any new changes to the specification).
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