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1 Reason for Change

There has been some criticism about the use of SEK or PEK as the key protecting the CIEK in Recording Information Blocks of superdistributable recordings, as this would require that the Rights Issuer keep track of all the SEKs and PEKs used in the past, just in case somebody perhaps years later wants to get the right to play a superdistributed recording. 

This CR proposes an alternative method that relies on the Rights Issuer’s public key instead of SEK or PEK for protecting the Recording Information Block (RIB), plus a method for identifying this new kind of RIB. When the alternative method is used, the Rights Issuer does not need to memorize all the SEKs and PEKs used in the past; remembering the RI’s private key is sufficient.
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

6 Detailed Change Proposal

Change 1:   In table 32, add the ribtype parameter to indicate the new kind of RIB
Table 32: CommonHeaders box fields

	Field
	Contents

	EncryptionMethod
	Determined by the recording device.

	PaddingScheme
	Determined by the recording device.

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.

	ContentIDLength ContentID[]
	MUST equal:

base64Binary(BCIservice/program) + base64(recording timestamp)

	RightsIssuerURLLength RightsIssuerURL[]
	MUST equal:

RightsIssuerURL + “?rib=” + base64(recording information block)
or
RightsIssuerURL + “?ribtype=1” + “?rib=” + base64(recording information block)
Where the RightsIssuerURL is retrieved from the service guide,  using its association with the service_CID (in case the asset holds a service_BCI) or the program_CID (in case the asset holds a program_BCI), and ribtype is an optional parameter indicating which kind of RIB is used:
no ribtype parameter: default recording information block, CIEK is protected with KEYsek/pek
ribtype=1: RI public key is used to protect the recording information block 


	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).

	ExtendedHeaders[]
	Empty.


Change 2:  Revise the description of the recording information block in section 7.6.2.3 

7.6.2.3 Recording Information Block

The RightsIssuerURL holds a ‘rib’ parameter, which equals the base64 encoded recording information block defined in this section. The type of the recording information block depends on the value (and presence) of the ‘ribtype’ parameter in the RightsIssuerURL, as described in the following sections.
7.6.2.3.1 Default Recording Information Block (no ribtype specified)
 If there is no ribtype parameter in the RightsIssuerURL, the following (default) recording information block SHALL be used: 

align(8) class OMADRMRecordingInformationBlockBase


{


bit(96)




bci;


OMADRMRecordingTimestamp

timestamp;



bit(128)



salt;


bit(128)



salted_key;

}
align(8) class OMADRMRecordingInformationBlock

{


OMADRMRecordingInformationBlockBase
ribBase;


bit(96)




mac;

}

align(8) class OMADRMRecordingInformationBlockSigned

{


OMADRMRecordingInformationBlockBase
ribBase;


bit(2) 




signature_type_flag;


bit(6) 




reserved_flag;

//for byte alignment


// the signature is computed over all preceding fields


if(signature_type_flag == 0x0{



bit(1024)
signature;


} else if (signature_type_flag == 0x01 {



bit(2048)
signature;


} else if (signature_type_flag == 0x02 {



bit(4096)
signature;


}

}

bci: Contains the BCIservice/program (service_bci or program_bci, depending on the asset to which the save permission is applied).

timestamp: This contains the recording start date and time and the recording end date and time.

salt: This is a random 128 bit number, generated by the recording device which is used to salt the CIEK before it is encrypted.

salted_key: This field contains the result of encrypting the salted C IEK with KEYsek/pek:


salted_key
:=
AES-ECB{ KEYsek/pek } ( CIEK xor salt )

mac: This is the authentication code calculated over all bytes before this field  in the OMADRMRecordingInformationBlock using HMAC-SHA-1-96 (see [RFC 2104]). The MAC is used check the integrity of the recording information. The key used to create the MAC is KEYsek/pek, depending on the asset to which the save permission is applied.

OMADRMRecordingInformationBlockSigned is only applicable when the sign_bcro_flag is turned on in the device_registration_response message.  As such this class is OPTIONAL.
7.6.2.3.2 Recording Information Block Protected with Rights Issuer’s Public Key (ribtype 1)
 If there is a ribtype parameter equal to “1” in the RightsIssuerURL, the following  recording information block SHALL be used:
recording_information_block = 
I2OSP(RSA.ENCRYPT(RIP, Krib), mLen) ||
 AES-WRAP(Krib, OMADRMRecordingInformationBlockBase1)
I2OSP(): converts nonnegative integer to an octet string, as defined in [PKCS#1]
RSA.ENCRYPT(): RSA encryption as defined in [PKCS#1]
RIP: Rights Issuer’s public key
Krib: a randomly generated 128-bit key
mLen: length of the modulus of Rights Issuer’s RSA public key in octets
AES-WRAP(): key wrapping scheme based on AES, as defined in [AES-WRAP]
OMADRMRecordingInformationBlockBase1: as defined below 
align(8) class OMADRMRecordingInformationBlockBase1


{


bit(96)




bci;


OMADRMRecordingTimestamp

timestamp;

bit(128)



CIEK;


bit(n)




padding
;



}

bci: Contains the BCIservice/program (service_bci or program_bci, depending on the asset to which the save permission is applied).

timestamp: This contains the recording start date and time and the recording end date and time.

CIEK: This field contains the Content Item Encryption Key
padding:  n-bit padding field to make the length of OMADRMRecordingInformationBlockBaseType1 a multiple of 128 bits, first bit is 1 and the remaining are 0
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