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1 Reason for Change

The SPCP group requested the XBS group to consider inserting section 5.3.1 of OMA-BCAST-2006-0663R02, which describes the Domain concept used in OMA BCAST, in the XBS specification.

This CR rephrases the text in OMA-BCAST-2006-0663R02 so that it adapts to the XBS spec.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree with this text to be added to the specification.
6 Detailed Change Proposal

Change 1:  Add this text in a new section "7.4.1 Concept of Domains"
7.4 Domain Management
7.4.1 Concept of Domains

A domain is a group of Devices that share a common secret, which allows these Devices to share content bound to the domain.

In this specification there are two ways of deploying a domain: as specified in [DRM-v2] (the so called OMA DRM 2.0 Domain) and the equivalent in case there is no interactivity channel (the so called Broadcast Domain). 

Broadcast Domains were originally intended to address multiple Devices belonging to the same user, which are registered to the same Broadcast Domain. However, Broadcast Domains can be used for another object: addressing a very  large group of Devices subscribed to the same service or a service bundle for accessing low value content. Using a Broadcast Domain in this mode can provide high bandwidth savings but needs a complete rekeying if only one Device is excluded from the Domain.

7.4.1.1 OMA DRM 2.0 Domain

OMA DRM 2.0 Domains are the Domains as specified in [DRM-v2]. Only Interactive Devices (or Unconnected Devices that can use a connected Device as a proxy) can belong to an OMA DRM 2.0 Domain, which is defined, limited and managed by the Rights Issuer.

The common secret shared in an OMA DRM 2.0 Domain is called Domain Key. The Domain Key is used to protect the content that is bound to this domain. The Content Encryption Key stored in the Rights Object related to this content is encrypted using the Domain Key. Content and services bound to a OMA DRM 2.0 Domain can be only shared with other Devices in the same Domain, subject to permissions specified by content or service providers.

[DRM-v2] defines ROAP protocols for joining and leaving a Domain. Devices belonging to an OMA DRM 2.0 Domain will adhere to these protocols.

7.4.1.2 Broadcast Domain


Broadcast Domains are the equivalent to the OMA DRM 2.0 Domains in case there is no interactivity channel. Devices in a Broadcast Domain share a common group key, which is called Broadcast Domain Key (BDK). The BDK, which was delivered during the registration process or in the domain registration response message, is used to encrypt one or more Service Encryption Keys (SEK) or Program Encryption Keys (PEK). Devices in a Broadcast Domain can share content and services with any other Device in the same Broadcast Domain, subjecto to permissions specified by content or service providers.

For Broadcast Domain join and leave operations, offline protocols from Device to Rights Issuer and 1-pass protocols (binay messages) from Rights Issuer to Device are defined.

7.4.1.3 Home Domains and Service Domains

OMA DRM v2.0 Domains and Broadcast Domains were originally intended to address multiple Devices belonging to the same user, which are registered to the same Domain. However, these Domains can also be used for another object: addressing a very  large group of Devices subscribed to the same service or a service bundle for accessing low value content. 

Using a Broadcast Domain in this mode can provide high bandwidth savings but needs a complete rekeying if only one Device is excluded from the Domain. Using an OMA DRM v2.0 Domains in this mode reduces the number of Rights Objects to be generated to one per Domain. The trade-off for using this mode is that a security incident can affect more devices.
7.4.2 Domain Joining and Leaving

Interactive devices will adhere to [DRM-v2].

· Interactive devices will therefore use OMA DRM 2.0 domain ID.

Broadcast devices will adhere to the mechanisms as described in this section.

· Broadcast devices will use "shortform_domain_id" a.k.a. SLDF.

Mixed-mode SHALL have the "interoperability" requirement to support both domain ID formats of interactive and broadcast devices:

· Mixed-mode device will receive:

· "longform_domain_id()", a.k.a. LLDF, which is a translation of OMA DRM 2.0 domain ID.

· "shortform_domain_id" a.k.a. SLDF.

· mixed-mode devices registered for both interactive and broadcast operations MAY pass either domain ID format to other mixed-mode devices in the domain.

· interactive only devices SHALL pass longform_domain_id() format to other devices in the domain. The mixed-mode device will understand this, while broadcast does not understand.

· broadcast devices SHALL pass shortform_domain_id format to other devices in the domain. The mixed-mode device will understand this, while interactive does not understand.
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