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1 Reason for Change

This CR proposes text to support the optional support of an ADF for BCAST in BCAST 1.0.  

R02

Following the informal Conf call (22nd September) concerning PIX fields definition and application PIN for BSIM

· A sub-section (E.5.1) for the definition of AID has been inserted in E.5
· The User verification and file access condition section E.5.5 has been completed with some statements to avoid multiple PIN entries and to precise the use of application PIN for BSIM.
In addition the following addition have been made:

· Completion of the BSIM initialisation procedure

· Addition of some statement in the user verification procedure and file access condition. Some statements are similar to the statements used for 3GPP applications and defined in TS 31 101. 

· Specific statements for the PIN2 used for parental control PIN have been added.

· Addition in the BSIM service table of the support of SPE, that could be used by the terminal for the service request.
R01
· Reversed deletion of sections 6.6.7.2 and 6.6.7.3 based on discussions confirming that this functionality is still needed
· Reversal of deletion of section 6.12 – text is modified in a separate CR
· Addition of text to Appendix E1 explaining implementation of GBA
· Changed support for BCAST commands related to recording to MAY as functionality is optional
· Added descriptions of file structure and contents under ADF_BSIM + explanation of synchronisation of data 
· Modifications if explanation of synchronising BCAST data in Appendix E6
· + Small editorial changes as shown
2 Impact on Backward Compatibility

Possible implications on backwards compatibility, i.e with Smartcards and Terminals that do not support the use of the BSIM application are identified in the text
3 Impact on Other Specifications

This CR is a companion to CR 2008-0261 and 2008-0381

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST are kindly asked to consider the following changes for inclusion in BCAST 1.0

6 Detailed Change Proposal

Change 1: Definitions §3.2

3.2 Definitions

	(U)SIM
	An SIM or a USIM application residing in the memory of the UICC.

	Application IDentifier (AID)
	Data element  that identifies an application in a Smartcard

NOTE:
An AID may contain a Registered application provider IDentifier (RID). If it contains either a RID or an issuer identification number, then this identification is unambiguous (see [ISO/IEC 7816-4]).

	BCAST Permissions Issuer
	The BCAST Permissions Issuer (BCAST PI, or simply PI) is a logical entity that issues to BCAST terminals key material and/or consumption rules, the latter in the form of permissions and constraints.  These rules in turn allow and control a user’s consumption of live or stored content pertaining to broadcast services.  For the DRM Profile, consumption rules are defined by Generalized Rights Objects (GRO) as specified in [XBS DRM extensions-v1.0], and the BCAST Permissions Issuer is synonymous with the “Rights Issuer” in OMA DRM.  For the Smartcard Profile, such rules are defined by the contents of the EXT BCAST payload included in the LTKM, and may indicate the number of times the SEK/PEK can be used to replay content.

	BCAST Smartcard
	Smartcard that supports one of the following sets of applications:

- 3GPP USIM with support for BCAST processing, as indicated by the presence of Service n°75 (BCAST) in the USIM Service Table (EFUST defined in [3GPP TS 31.102 v6]); 

- 3GPP USIM with support for BCAST processing and BCAST BSIM, where support for BSIM is indicated by the presence of the BSIM AID in EF_DIR, where EF_DIR is defined in [XXX];

- 3GPP2 (R-) UIM with support for BCAST processing;
- 3GPP2 CSIM with support for BCAST processing.

	Broadcast Device
	A device that does not support an interactive communication channel and cannot communicate with other entities except using the broadcast channel.

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web portal, service desk).

	Broadcast Rights Object
	This is a Rights Object used by DRM Profile of the Service and Content Protection for rights delivered over the broadcast channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].

	BSIM
	BCAST application residing on the Smartcard



	Content Encryption
	The cipher algorithm is applied on the data before packetization for transport or encapsulations occur.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using DRM Profile or Smartcard Profile based solution for file and stream distributed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (based on DRM or Smartcard Profile). In addition to subscription and pay-per-view, typically associated with Service Protection, Content Protection enables more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc.

	CSIM
	Acronym for ‘cdma2000 Subscriber Identify Module’ corresponding to an application defined in [3GPP2 C.S0065-0] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	DRM Profile
	The DRM Profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration of devices is based on OMA DRM and the broadcast extensions [XBS DRM extensions-v1.0].

The Service & Content Protection solution for the DRM Profile is described in Section Error! Reference source not found..

	Generalized Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Interactive Device
	A device that supports an interactive communication channel and can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Broadcast Permissions Issuer.

	
	


	Long-Term Key Message
	Collection of keys and possibly, depending on the profile, other information like permissions and/or other attributes that are linked to items of content or services.

	MBMS only Smartcard
	Smartcard that does not support any of the combination of applications required to be classified as a BCAST Smartcard but does support the processing defined for MBMS [3GPP TS 33.246], as indicated by the presence of Service n°69 (MBMS Security) in the USIM Service Table (EFUST defined in [3GPP TS 31.102 v6]).

	MIKEY (Multimedia Internet KEYing)
	IETF defined key management protocol to support multimedia security protocols, as defined in [RFC3830]

	Program
	A logical portion of a service or content with a distinct start and end time. In the case the program is not free-to-air, it can be offered individually for purchase, such as “Pay-Per-View”, or as part of a parent service (e.g. subscription service).

	Rights Object
	This is the Rights Object used by the DRM Profile of the Service and Content Protection for rights delivered over the interactive channel. Encoding of the RO is specified in [DRMDRM-v2.0], and some extensions are specified in [XBS DRM extensions-v1.0].

	R-UIM
	Acronym for ‘Removable User Identity Module’ corresponding to a non-UICC platform based standalone module as defined in [3GPP2 C.S0023-C] to register services provided by 3GPP2 mobile networks with the appropriate security.

	Secure Storage Entity
	The secure storage entity protects sensitive data such as cryptographic keys introduced by either the DRM Profile or the Smartcard Profile.

Only an authorized agent is allowed to access the sensitive data. 

To ensure that the sensitive data is not manipulated fraudulently, it is integrity protected. The sensitive data are also cryptographically protected to guarantee its confidentiality. 
The secure storage entity can be implemented on either the Smartcard or the terminal.

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only.  In the absence of any subsequent Content Protection, content is freely available (thus unencrypted) once it is securely delivered.

For the benefit of allowing Content Protection to be provided for the same service, Service Protection is limited to immediate consumption / rendering only.

	Short-Term Key Message
	Message delivered alongside a protected service, carrying key material to decrypt and optionally authenticate the service, and access rights to delivered content.

	SIM
	A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011 v4] to register services provided by 2G mobile networks with the appropriate security.

	Smartcard
	A non-UICC secure function platform which may contain the SIM or R-UIM module, or a UICC-based secure function platform which may contain one or more of the following applications: a 3GPP USIM or 3GPP2 CSIM.  Note that the set of applications/modules residing on the Smartcard are typically governed by the affiliation of the Smartcard to 3GPP or 3GPP2 specifications, as indicated by the definition below for “Smartcard Profile”. 

	Smartcard Profile
	Alias for a set of Smartcard-based technologies and mechanisms which provide key establishment and key management, as well as permission and token handling for the Service and Content Protection solution for BCAST Terminals.  In particular, subscriber key establishment and both short and long term key management are based on GBA mechanisms and a Smartcard with (U)SIM as defined by 3GPP, or based on a pre-provisioned shared secret key and a Smartcard with R-UIM/CSIM/ISIM or a UIM as defined by 3GPP2.

The Smartcard Profile is described in Section Error! Reference source not found..

	Transport Encryption
	The cipher algorithm is applied on the data that have been packetized for transport on a network.

	UICC
	A Universal Integrated Circuit Card is a physically removable secured device as defined in [3GPP TS 31.101 v6] for communication purposes not restricted to mobile convenience only.  It is a platform to all the resident applications (e.g. USIM, BSIM or CSIM)

	UIM
	Acronym for ‘User Identity Module’, representing a standard device or functionality which provides secure procedures in support of registration, authentication, and privacy functions in mobile telecommunications.  In the context of BCAST, the UIM refers specifically to the non-removable version of this standard device or functionality which is employed by (some) mobile terminals which operate according to 3GPP2 specifications. In addition, Smartcard Profile based service and content protection functionality can be provided on UIM-equipped BCAST Terminals.

	USIM
	A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102 v6] residing in the memory of the UICC to register services provided by 3GPP mobile networks with the appropriate security.


Change 2: Additions to Abbreviations §3.3

3.3 Abbreviations

	ADF
	Application Dedicated File

	AID
	Application Identifier

	DF
	Dedicated File

	EF
	Elementary File

	LI
	Language Indication

	MF
	Master File

	PL
	Preferred Languages

	RID
	Registered application provider IDentifier


Change 3:  

6.4 Use of Pre-provisioned Keys

The Smartcard Profile uses a pre-provisioned secret key - the “SmartCard Key” (SCK) - stored on the Smartcard to establish the shared Layer 1 key(s) between the BSM and the Smartcard/terminal, as described in Section Error! Reference source not found..  The SCK corresponds to the authentication key “K” stored on 3GPP compliant USIMs [3GPP TS 31.102 v6] or to 
the authentication key “Ki” on 3GPP compliant SIMs [3GPP TS 31.111 v6], and to the key “RK” on 3GPP2 compliant (R‑)UIM/CSIMs [3GPP2 C.S0023-C] or CSIM [3GPP2 C.S0065-0].  

How the SCK is provisioned is out of scope of this specification.

Change 4:  

6.6.4 EXT BCAST for LTKM

To include Smartcard Profile specific information in LTKMs that can not be supported by the MBMS MSK message, a new MIKEY Extension payload MAY be included in the LTKM. This payload is referred to as the EXT BCAST for LTKMs. The EXT BCAST for LTKMs is used to transport additional information governing the use of the SEK/PEK carried within the LTKM. The EXT BCAST for LTKMs enables the following functionalities:

· Subscription to live services

· Pay-Per-View access to a live event (PPV)

· Pay-Per-Time (PPT) access to a live service or recorded content, whereby the amount of time is governed by the number of TEKs that can be decrypted

· Unlimited playback of recorded content

· Pay-Per-Play (PPP) access to recorded content, whereby the maximum number of times the content can be played back is possible can be set by the service provider. 

· Send tokens to be added  to a purse

· Service/program termination for a user and SEK/PEK ID key deletion

Table 1: Smartcard Profile LTKM Extensions and Supported Modes of Operation

	Security policy extension
	LIVE support
	PLAYBACK support
	Subscription / PPV  support
	PPP support
	PPT support
	Tokens support

	0x00
	X
	
	
	
	X
	X (live_ppt_purse)

	0x01
	
	X
	
	
	X
	X (playback_ppt_purse)

	0x02
	X
	
	
	
	X
	X (user_purse)

	0x03
	
	X
	
	
	X
	X (user_purse)

	0x04
	X
	
	X
	
	
	

	0x05
	
	X
	X
	
	
	

	0x06
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	0x07
	
	X
	
	X
	
	

	0x08
	X
	
	X
	
	
	X(user_purse)

	0x09
	
	X
	
	X
	
	X(user_purse)

	0x0A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	0x0B
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	0x0C
	X
	
	
	
	X
	

	0x0D
	
	X
	
	
	X
	


The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs.The terminal SHALL support the use of the EXT BCAST for LTKMs.  A BCAST Smartcard SHALL support the use of the EXT BCAST for LTKMs and SHALL support the use of security policy extension 0x04.

As MBMS MIKEY implementations will ignore the EXT BCAST payload, if the BSM / BSD/A sends a LTKM to a MBMS only Smartcard, the LTKM MAY include the EXT BCAST payload, in which case the security_policy_ext_flag, consumption_reporting_flag, and access_criteria_flag SHALL be set to LTK_FLAG_FALSE.  In all cases in which the BSM / BSD/A sends a LTKM to a MBMS only Smartcard, the KV data payload SHALL define the Key Validity interval for the SEK/PEK in terms of a specified interval of 16 bit TEK ID values.

In all cases in which the BSM / BSD/A sends a LTKM to a BCAST Smartcard, the LTKM SHALL include the EXT BCAST payload, the security_policy_ext_flag SHALL be set to LTK_FLAG_TRUE and the KV data payload SHALL define the Key Validity interval for the SEK/PEK in terms of a specified interval of 32 bit STKM Timestamp values.

How the BSM / BSD/A determines the capabilities of the Smartcard that it addressing is implementation specific.  
[Note to editor: Rest of the section is unchanged]
Change 5: 
6.6.7.1  LTKM Terminal Processing

When a MIKEY message indicating MSK/SEK delivery, i.e. an LTKM, arrives at the Terminal, the message SHALL be processed as described below.

If the secure function is located on the Terminal, the Terminal SHALL perform the the LTKM replay detection check as described in Section 0.  If the check ends in success, the Terminal forwards the LTKM to the secure function for further processing. The secure function processes the LTKM as described in the following sections.
If the secure function is located on the Smartcard, in order to support the use of both MBMS only and BCAST Smartcards, the Terminal SHALL process a LTKM received over the UDP port 4359 (i.e. the UDP port defined for BCAST) as defined below: 

When the Terminal is paired with an MBMS only Smartcard
: 

· If the LTKM does not contain an EXT BCAST payload, the Terminal SHALL: 

· perform the LTKM replay detection check as described in Section 0;

· if the LTKM replay detection check ends in success, then the Terminal forwards the message to the Smartcard;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag and the consumption_reporting_flag and the access_criteria flag are set to LTK_FLAG_FALSE, the Terminal SHALL: 

· perform the LTKM replay detection check as described in Section 0;

· if the LTKM replay detection check ends in success, then the Terminal forwards the message to the Smartcard – the EXT BCAST payload is being used to deliver data only intended for use by the Terminal (e.g. information relating to the Terminal Binding Key; the terminalBindingKeyID, permissionsIssuerURILength and permissionsIssuerURI) that will be ignored by the MBMS only Smartcard;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag or the access_criteria flag are set to LTK_FLAG_TRUE, then the Terminal SHALL NOT forward the message to the Smartcard – this message cannot be processed by the MBMS only card and has been incorrectly sent by the BSM.   

If the Terminal is paired with a BCAST Smartcard: 

· If the LTKM does not contain an EXT BCAST payload, then the Terminal SHALL NOT forward the message to the Smartcard – this message has been incorrectly sent by the BSM;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag, consumption_reporting_flag and access_criteria flag are set to LTK_FLAG_FALSE , then the Terminal SHALL NOT forward the message to the Smartcard – this message has been incorrectly sent by the BSM;

· If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag or access_criteria flag are set to LTK_FLAG_TRUE, then the Terminal SHALL forward the message to the Smartcard.   
Note that unlike MBMS only Smartcards, BCAST Smartcards perform the LTKM replay detection check (see Section 0). Therefore when a Terminal is paired with a BCAST Smartcard the Terminal does not perform the LTKM replay detection check.   

In all the above cases in which the LTKM is forwarded to the secure function, the Security Policy payload is stored temporarily in the Terminal if it was present.

If the secure fucntion indicates to the Terminal that it has successfully processed the LTKM, the temporarily stored Security Policy payload is taken into use. Otherwise the Security Policy payload is deleted. 

If the LTKM indicated a BM-SC solicited pull procedure or a BSM solicited pull procedure to initiate the registration procedure, the Terminal SHALL behave as described in Sections Error! Reference source not found. and Error! Reference source not found. respectively.

The formating rules defined for LTKMs in Section 0 require that the BSM / BSD/A format the LTKM appropriately for the type of Smartcard (MBMS only or BCAST) to which they are sending the LTKM.    

The Terminal filtering rules defined above SHALL apply only to MIKEY messages received on the UDP port reserved for BCAST, i.e. UDP port 4359. MIKEY messages addressed to the MIKEY UDP port 2269 are not subject to Terminal filtering. This allows a BCAST Smartcard to work as part of an MBMS security solution as defined in [3GPP TS 33.246 v7].      

A secure function SHALL be able to manage different LTKMs with the same SEK/PEK ID but with different Key Validity (KV) intervals and/or different security_policy_extensions values (SPEs).

Details on how parameters relating to the LTKM are to be updated when receiving an STKM are provided in the STKM processing Section Error! Reference source not found..

Change 6: The deletion of this section is reversed in R01 based on comments received. Changes to original text are now shown 
6.6.7.2 LTKM Processing in a Smartcard Supporting BCAST and MBMS

The following text describes the initial processing of an LTKM received by a BCAST Smartcard and SHALL only apply when the Terminal has selected the DF_BCAST under the ADF_USIM. 

When the Smartcard receives a MIKEY message, the Smartcard SHALL first determine the type of message by examining the MIKEY General Extension payload(s).  If the MIKEY message contains a General Extension payload of Type 3 (Key ID Information), i.e. the EXT MBMS payload defined for MBMS in [RFC4563], the Smartcard SHALL inspect the contents of this payload.  If the payload indicates delivery of an MSK/SEK, the Smartcard SHALL checks the MIKEY message for the presence of a General Extension payload of Type 5, i.e. the EXT BCAST payload defined for BCAST in [RFC4909]:

· If the EXT BCAST payload is present: 

· If the security_policy_extenstion flag or consumption_reporting flag or access_criteria_flag are set to LTK_FLAG_TRUE, the Smartcard SHALL process the LTKM as defined in the following sections of this document;

· If the security_policy_extenstion flag, consumption_reporting_flag and access_criteria_flag are set to LTK_FLAG_FALSE, the Smartcard SHALL abort the processing of the MIKEY message and  send an error message to the Terminal. The error message returned by the Smartcard SHALL take the form of the status word ‘6A80’ (Incorrect parameters in the data field). This case should not occur if the BSM and Terminal are correctly implemented;

· If the EXT BCAST payload is not present, the MIKEY message is an MBMS MSK message and the Smartcard SHALL process the message as defined in [3GPP TS 33.246 v7]; 

Note: The above processing is required to ensure that a BCAST Smartcard can work in a pure MBMS system, i.e. where Service Protection is implemented according to [3GPP TS 33.246 v7]. 

Change 7
6.6.7.4 LTKM Replay Detection

The LTKM replay detection check SHALL compare the received Time Stamp field (TS) with the stored LTKM replay detection counter associated with the given SMK (i.e. TS stored in the record associated to the SMK in the EFMUK).

The LTKM replay detection check SHALL be performed by the Terminal unless the Terminal is paired with a BCAST Smartcard, in which case the Smartcard SHALL perform the check. 
[Note to editor: Rest of the section is unchanged]
Change 8
6.7.3.2 STKM replay detection Protection in the Terminal

If the secure function is located on the Smartcard and the Smartcard is an MBMS only Smartcard,  the terminal SHALL perform the MBMS replay protection check as defined in section 6.4.3 of [3GPP TS 33.246 v7].  If the secure function is located on the terminal or the Terminal is paired with a BCAST Smartcard, the terminal SHALL NOT perform the MBMS replay protection check. In this case the STKM replay detection check is completed by the secure function as explained in Section Error! Reference source not found.. 

Change 9: The deletion of this section is reversed in R01 based on comments received. Changes to original text are now shown
6.7.3.3 STKM Processing in a Smartcard Supporting BCAST and MBMS

The following text describes the initial processing of an STKM received by a BCAST Smartcard and SHALL only apply when the Terminal has selected the DF_BCAST under the ADF_USIM. 

When the Smartcard receives a MIKEY message, the Smartcard SHALL first determine the type of message by examining the MIKEY General Extension payload(s) present in the message. If the message contains a General Extension payload of Type 3 (Key ID Information), i.e. the EXT MBMS payload defined for MBMS in [RFC4563], the Smartcard SHALL inspect the contents of this payload. If the payload indicates that the delivery of an TEK (MTK), the Smartcard SHALL check the message for the presence of a General Extension payload of Type 5, i.e. the EXT BCAST payload defined for BCAST in [RFC4909];

· If the EXT BCAST payload is present, the Smartcard SHALL process the STKM as defined in the following sections of this document; 

· If the EXT BCAST payload is not present, the MIKEY message is an MBMS MTK message and the Smartcard SHALL process the message as defined in [3GPP TS 33.246 v7]. 
Note: The above processing is required to ensure that a Smartcard that supports both BCAST and MBMS services can work in a pure MBMS system, i.e. where Service Protection is implemented according to [3GPP TS 33.246 v7]. 






Change 11: 

Appendix E. Terminal - BCAST Smartcard Interface in the Smartcard Profile (Normative)

E.1 Implementating BCAST Smartcard Functionality

BCAST Smartcard functionality can be implemented either as a part of the USIM application, as defined in Appendix E.4, or by implementing a BSIM application, as defined in Appendix E.5.
If the BCAST Smartcard supports a BSIM application, as indicated by the presence of the BSIM AID in EF_DIR, and the Terminal supports the selection of the BSIM application, the Terminal SHALL select the ADF_BSIM before issuing any of the commands defined in Appendix E.2 and E.3. The Terminal SHALL select the ADF_BSIM before issuing a GBA related command initiated by a BCAST function, i.e. before issuing the AUTHENTICATE command with the GBA security context (Bootstrapping Mode and NAF Derivation Mode). The BSIM SHALL forward all GBA commands to the USIM for processing. Once the USIM has completed the related GBA processing, as defined in [3GPP TS 31.102], the USIM SHALL send the response to the BSIM and the BSIM SHALL forward the message to the Terminal. In the case that more than one BSIM and/or USIM are present on the Smartcard it SHALL be possible to link multiple BSIMs with a single USIM application. It SHALL NOT be possible to link a single BSIM to more than one USIM.      

If the BCAST Smartcard does not support a BSIM application, as indicated by the absence of the BSIM AID in EF_DIR, or the Terminal doesn’t support the selection of the BSIM application, the Terminal SHALL select the DF_BCAST under the ADF_USIM before issuing any command related to a BCAST operation.

The use of the BCAST functionality provided by the Smartcard SHALL NOT depend on the access method used by the Terminal, i.e. the BCAST commands sent and received by the Terminal SHALL be the same whether the Terminal has selected the ADF BSIM or the DF BCAST under the ADF_USIM. The commands defined in E.2 and E.3 are equally applicable to either approach.
As the selection of the ADF_BSIM or the DF_BCAST under the ADF_USIM is dependent on the capabilities of the Terminal and Smartcard, as described above, a Terminal will always select the same ADF_BSIM or DF_BCAST under ADF_USIM when paired with the same Smartcard. 
Change 12:
E.2.1.2 OMA BCAST Operation Response:  Parental Control Operation

Table 2: Coding of OMA BCAST Operation Response - Parental Control Operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag ('73')
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag ('AE')
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	B

	(A+2+B)+1
	BCAST management_data response Data Object  tag ('80')
	
	1

	(A+2+B)+2
	BCAST management_data response Data Object length (L)
	
	1

	(A+2+B)+3
	BCAST management_data response Data Object 
	See Error! Reference source not found.
	1

	(A+2+B+3) +1
	Parental control operation response Data Object  tag ('88')
	
	1

	(A+2+B+3) +2
	Parental control operation response Data Object length ('04')
	
	1

	(A+2+B+3) + 3 to (A+2+B+3) +6
	Parental control operation Data Object 
	
	4


Table 3: Coding of Parental Control Operation Data Object tag'88'
	Byte(s)
	Description
	Coding
	Length

	1
	Key reference of the PIN defined for the parental control
	See below
	1

	2
	Current rating_type
	See below
	1

	3
	Current rating_value
	See below
	1

	4
	level_granted value for the current rating_type
	See below
	1


For the parental control operation, only the BCAST management_data response values 0x07, 0x08, 0x09 and 0x0A are allowed.
Key reference of the PIN:

The key references are defined in [ETSI TS 102 221].  

The value of the key reference is in the range of values defined in table 9.3 in section 9.5.1 of [ETSI TS 102.221] and restricted to the values for level 2 (see Note below).  The key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the UICC for the parental control function. 
A Parental Control PIN SHALL be assigned to the DF_BCAST under the ADF_USIM in the case that the BCAST functionality is implemented as part of the USIM, as defined in E.3 [Editor please insert a dynamic link] 
A Parental Control PIN SHALL be assigned to the ADF_BSIM in the case that the BCAST functionality is implemented as a BSIM, as defined in E.4 Editor please insert dynamic link.



When PINCODE management is supported in the Smartcard, the FCP template in the response of selecting the ADF_BSIM or DF_BCAST SHALL contain the key reference of the Parental Control PIN.  

The Terminal SHALL prompt the user for verification of the parental control PINCODE only after reception of the response of the AUTHENTICATE command in MTK generation mode where the operation status code is "PINCODE required", as specified in Section Error! Reference source not found..

If the parental control PINCODE is not used, then it SHALL be disabled and not be used by the Terminal. 


The Parental Control PIN assigned to USIM MAY be connected with the Parental Control PIN used by the BSIM. This may be desirable to address the case in which a Smartcard supports both methods of implementing BCAST Smartcard functionality in order to be able to synchronise the values of the Parental Control PINs used by each Smartcard application. This will only be necessary if the user switches between Terminals that have different levels of support for selecting the BSIM application. In the case that there are multiple USIM and/or BSIM applications on the Smartcard, the linking of Parental Control PINs used by the applications will be determined by the Smartcard issuer. 
Note: Key reference values for level 4 might be considered in the future.
Current rating_type:

This field indicates the rating_type of the content streams currently in decryption. This rating_type is indicated in the incoming STKM and returned to the terminal in case of error.  The coding of this field is as specified in the OMA BCAST Parental Rating System Registry available at [OMNA].
Current rating_value:

This field indicates the current rating_value for to the current rating_type.  The coding of this field is as specified in the OMA BCAST Parental Rating System Registry available at [OMNA].
level_granted value for the current rating_type:

This field indicates the level_granted value for the current rating_type.  This value is stored in the Smartcard.  The coding of this field is as specified in the rating_value column in the OMA BCAST Parental Rating System Registry available at [OMNA].

Change 13
E.1.3.1.1 SPE Deletion Mode: Command Description

BCAST Smartcards SHALL support the command described in this section..

[Note to editor: Rest of the section is unchanged]
E.1.3.2.1 Recording Deletion Mode: Command Description

BCAST Smartcards MAY 
support the command described in this section.

[Note to editor: Rest of the section is unchanged]
E.2.1 Command Description

A new command has been defined in 3GPP/ETSI for OMA BCAST Smartcard Profile. 

BCAST Smartcards SHALL support the command described in this section 
…

[Note to editor: Rest of the section is unchanged]
E.2.2.1 Command Description 

BCAST Smartcards SHALL support the command described in this section 

[Note to editor: Rest of the section is unchanged]
E.2.3.1 Description of the command

BCAST Smartcards MAY 
support the command described in this section
[Note to editor: Rest of the section is unchanged]
E.2.4.1 Description of the command

BCAST Smartcards MAY 
support the command described in this section.

[Note to editor: Rest of the section is unchanged]
Change 14
E.4 OMA BCAST DF – DF_BCAST
A BCAST Dedicated File (DF) has been defined under the ADF_USIM with the identifier ‘5F80’.   .

.  

 




Change 15: New Annex E.4
E.5 OMA BCAST ADF - ADF_BSIM

This section defines the OMA BCAST application, hereafter referred to as the BSIM, that MAY reside on the Smartcard for the purpose of BCAST key management.
E.5.1 Structure of the Application IDentifier (AID)
In accordance with ISO/IEC 7816-4 , the AID has the following structure:
	<--------------------------- Application IDentifier (AID) ----------------------------->

	Registered application provider IDentifier

(RID)
	Proprietary application Identifier eXtension

(PIX)

	<--------------- 5 bytes ---------------->
	<--------------- ( 11 bytes -------------->


The AID consists of a Registered application provider IDentifier (RID) of 5 bytes and a Proprietary application Identifier eXtension (PIX) of up to 11 bytes.
The RID assigned by ISO/IEC to Open Mobile Alliance  is 'A000000XXX'.
The PIX, defined by OMA has the following structure:
	<--------------------------- Proprietary application Identifier eXtension  (PIX) ----------------------------->

	Application Code

	Application Specific PIX Data


	<--------------- 2 bytes ---------------->
	<--------------- 5bytes ≤ length ( 9 bytes -----------(


Application Code 
This field uniquely identifies the application and is maintained by OMNA. The Application code assigned by OMNA to BSIM is 0x0001
Application Specific PIX Data 
This field carries application specific additional PIX data and is defined for BSIM in this specification in the following section
E.5.1.1 BSIM Specific PIX Data
	<---------------------------------------------- BSIM Specific PIX Data --------------------------------------------->


	Country Code


	Application Provider Code
	Specification Version 
	Application Provider Specific Data Field optional



	<----- 2 bytes ---->
	<---------- 3 bytes ------------>
	<------ 2 bytes ------>
	<----- 2bytes -------(


Country Code
Purpose: indicates the country of the application provider of the BSIM application.

Management: List of actual country codes is published by ITU.

Coding: According to ITU-T Recommendation E.164 [2]. The coding is right justified and padded with 'F' on the left.
Application Provider Code

Purpose: Individual code for the application provider of the OMA standardized application. 

Management: ITU-T

Coding: According to ITU-T Recommendation E.118 [4]. Hexadecimal. The coding is right justified and padded with 'F' on the left. 

Specification Version 
Purpose: Indicates the version of the BCAST specification where the BSIM application is defined. 
Management: OMA BCAST technical group
Coding: coded in BCD, refer to the specification version xx.yy The coding of xx and yy is right justified and padded with '0' on the left. i.e. for BCAST1.0: ' 01 00'
Application Provider Specific Data Field

Purpose: The use of this field is entirely up to the application provider and is optional. It may, for instance, be used to indicate "local" versions, revisions, etc. of the BSIM application. According to ISO/IEC 7816-4, if this field is 2 bytes long, then the value 'FF' for the least significant byte is reserved for future use.
Management: Application provider. 

Coding: Hexadecimal. 

E.5.2 Contents of the EFs at the MF level

There are four application independent files defined at the MF level: EF_DIR, EF_ICCID, EF_PL and EF_ARR. These EFs SHALL be as defined in [ETSI TS 102 221].
E.5.3 Contents of the ADF_BSIM
ADF_BSIM SHALL be selected using the AID and information in EF_DIR.

The following figure depicts the file structure of the ADF_BSIM
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Figure XXX: File identifiers and directory structures of BSIM

The contents of EFs EF_GBABP, EF_GBANL and EF_NAFKCA are identical to the EFs of the same name defined in [3GPP TS 32.102]. 
The files IDs '6F1X' (for EFs), '5F1X' and '5F2X' (for DFs) with X ranging from '0' to 'F' are reserved under the ADF_BSIM for administrative use by the card issuer.
· 
· 
E.5.3.1 EF_ARR (Access Rule Reference) 
This EF contains the access rules for files located under the ADF_BSIM in the UICC. If the security attribute tag '8B' is indicated in the FCP it contains a reference to a record in this file.

Structure of EF_ARR at ADF-level

	Identifier: '6F06'
	Structure: Linear fixed
	Mandatory

	SFI: '06'
	

	Record Length: X bytes
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Access Rule TLV data objects
	M
	X bytes


This EF contains one or more records containing access rule information according to the reference to expanded format as defined in [ISO/IEC 7816‑4]. Each record represents an access rule. Unused bytes in the record SHALL be set to 'FF'.

If the card cannot access EF_ARR, any attempt to access a file with access rules indicated in this EF_ARR SHALL NOT be granted.

E.5.3.2 EF_BST (BSIM Service Table)

Are the contents of this file correct +SPE – GBA + Secure Channel
This EF indicates which optional services are available. If a service is not indicated as available in the BSIM, the ME shall not select this service. The presence of this file is mandatory if optional services are provided in the BSIM.

	Identifier: '6F07'
	Structure: transparent
	Optional

	SFI: '07'
	

	File size: X bytes, X >( 1
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	Contents:
	Service n°1:
	Generic Bootstrapping Architecture (GBA)


	
	Service n°2
	GBA-based Local Key Establishment Mechanism


	
	Service n°3
	Parental Control



	
	Service n°4
	Location based restriction

	
	Service n°5
	Support of SPE=0x00

	
	Service n°6
	Support of SPE=0x01

	
	Service n°7
	Support of SPE=0x02

	
	Service n°8
	Support of SPE=0x03

	
	Service n°9
	Support of SPE=0x05

	
	Service n°10
	Support of SPE=0x06

	
	Service n°11
	Support of SPE=0x07

	
	Service n°12
	Support of SPE=0x08

	
	Service n°13
	Support of SPE=0x09

	
	Service n°14
	Support of SPE=0x0A

	
	Service n°15
	Support of SPE=0x0B

	
	Service n°16
	Support of SPE=0x0C

	
	Service n°17
	Support of SPE=0x0D


The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of OMA.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

-
Service available means that the BSIM has the capability to support the service and that the service is available for the user of the BSIM.
Service not available means that the service shall not be used by the BSIM user, even if the BSIM has the capability to support the service.

First byte:
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etc.
E.5.3.3  EF_GBABP
This EF contains the AKA Random challenge (RAND) and Bootstrapping Transaction Identifier (B-TID) associated with a GBA bootstrapping procedure. 

	 Identifier: '6FD6'
	Structure: transparent
	Optional

	File length: L+X+N+3 bytes
	Update activity: low

	Access Conditions:


READ
PIN

UPDATE
PIN

DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Length of RAND (X)
	M
	1 byte

	2 to (X +1)
	RAND
	M
	X bytes

	 X+2
	Length of B-TID (L)
	M
	1 byte

	(X+3) to (X+2+L)
	B-TID
	M
	L bytes

	X+L+3
	Length of key lifetime
	M
	1 byte

	(X+L+4) to (X+L+N+3)
	Key lifetime
	M
	N bytes


Length of RAND

Contents:
number of bytes, not including this length byte, of RAND field

RAND

Contents:
Random challenge used in the GBA_U bootstrapping procedure. 

Coding:
as defined in [TS 33.103]
Length of B-TID

Contents:
number of bytes, not including this length byte, of B-TID field

B-TID

Content:
Bootstrapping Transaction Identifier the GBA_U bootstrapped keys

Coding:
As defined in [TS 33.220]
Length of key lifetime

Contents:
number of bytes, not including this length byte, of key lifetime field

Key lifetime

Content:
Lifetime of the GBA_U bootstrapped keys

Coding:
As defined in [TS 33.220]


	
	
	

	
	

	






	
	
	
	

	
	
	
	



	
	

	
	

	
	



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	



















E.5.3.4  EF_GBANL 
This EF contains the list of NAF_ID and B-TID associated to a GBA NAF derivation procedure.

	Identifier: '6FDA'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN

UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF Key Identifier TLV objects
	M
	Z bytes


NAF Key Identifier tags

	Description
	Tag Value

	NAF_ID  Tag
	'80'

	B-TID Tag
	'81'


NAF Key Identifier information

	Description
	Value
	M/O
	Length (bytes)

	NAF_ID Tag
	'80'
	M
	1

	Length
	X
	M
	Note

	NAF_ID value
	--
	M
	X

	B-TID Tag
	'81'
	M
	1

	Length
	Y
	M
	Note

	B-TID value
	--
	M
	Y

	Note:
The length is coded according to ISO/IEC 8825 [35]


-  NAF_ID Tag '80'

Contents: 

Identifier of Network Application Function used in the GBA_U NAF Derivation procedure. 

Coding: 

As defined in [TS 33.220]
-  B-TID Tag '81'

Content: 

Bootstrapping Transaction Identifier of the GBA_U bootstrapped key

Coding: 

As defined in [TS 33.220]
Unused bytes SHALL be set to 'FF'
E.5.3.5 EF_NAFKCA 

If service n°2 and service n°4 are "available", this file SHALL be present.

This EF contains one or more NAF Key Centre addresses. The first record in the EF shall be considered to be of the highest priority. The last record in the EF shall be considered to be the lowest priority.

	Identifier: '6FDD'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ



PIN


UPDATE


ADM


DEACTIVATE


ADM


ACTIVATE


ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF Key Centre TLV object
	M
	Z bytes


Unused bytes SHALL be set to 'FF'.

NAF Key Centre tags

	Description
	Tag Value

	NAF Key Centre address Tag
	'80'


NAF Key Centre information

	Description
	Value
	M/O
	Length (bytes)

	NAF Key Centre address Tag
	'80'
	M
	1

	Length
	X
	M
	Note

	NAF Key Centre address value
	--
	M
	X

	Note:
The length is coded according to ISO/IEC 8825 [20]


-
NAF Key Centre Address value (Tag '80')

Contents:


Fully qualified Domain Name (FQDN) of the NAF Key Centre used in the Local Key Establishment procedures (see [TS 33.110]).

Coding:


Encoded to an octet string according to UTF-8 encoding rules as described in [IETF RFC 3629].
E.5.3.6 Synchronisation of EF contents in ADF_BSIM and ADF_USIM
To ensure that the presence of a BSIM on a Smartcard does not break functionality supported by the USIM for other applications or services, specifically GBA, the Smartcard SHALL ensure that the contents of EF_GBABP, EF_GBANL and EF_NAFKCA under the ADF_BSIM remain synchronised with the contents of the EF with the same name under the ADF_USIM. It follows that the contents of EF_GBABP, EF_GBANL and EF_NAFKCA under the ADF_BSIM SHALL reference the same data 
as the contents of the EFs with the same name under the ADF_USIM.
E.5.4 BSIM management procedures

The requirements stated in [ETSI TS 102 221] SHALL apply to the BSIM application.

The procedures listed in subclause "BSIM management procedures" are required for execution of the procedures in the subsequent subclause "BSIM security related procedures". 

E.5.4.1 BSIM application selection

If the Terminal wants to engage in BCAST operation, then after Smartcard activation (see [ETSI TS 102 221]), the Terminal SHALL select a BSIM application, if a BSIM application is listed in the EFDIR file, using the SELECT by DF name as defined in [ETSI TS 102 221]. 

After a successful BSIM application selection, the selected BSIM (AID) SHALL be stored on the Smartcard. This application is referred to as the last selected BSIM application. The last selected BSIM application SHALL be available on the Smartcard after a deactivation followed by an activation of the Smartcard.

If a BSIM application is selected using partial DF name, the partial DF name supplied in the command SHALL uniquely identify a BSIM application. Furthermore, if a BSIM application is selected using a partial DF name as specified in [ETSI TS 102 221] indicating in the SELECT command the last occurrence, the Smartcard SHALL select the BSIM application stored as the last BSIM application. If, in the SELECT command, the options first, next/previous are indicated, they have no meaning if an application has not been previously selected in the same session and SHALL return an appropriate error code.

E.5.4.2 BSIM application initialisation

The BSIM SHALL NOT indicate any language preference. It SHALL use the language indicated by any other application currently active on the Smartcard or by default, choose a language from EFPL at the MF level according the procedure defined in [ETSI TS 102 221].

If the Terminal does not support the languages of EFPL, then the Terminal SHALL use its own internal default selection.
Then the terminal runs the user verification procedure. If the procedure is not performed successfully, the BSIM initialisation stops.
After the previous procedures have been completed successfully, the terminal runs the following procedures:

· BSIM Service Table request. If the BSIM Service table is not present, the terminal shall assume that no optional services are available.
After the BSIM initialization has been completed successfully in the terminal, the terminal is ready for a BSIM session and SHALL indicate this to the BSIM by sending the corresponding STATUS command.
E.5.4.3 BSIM Session termination

Note:
This procedure is not to be confused with the deactivation procedure in [ETSI TS 102 221].

The BSIM session is terminated by the Terminal as follows.

The Terminal SHALL indicate to the BSIM that the termination procedure is starting by sending the corresponding  STATUS command.

To actually terminate the session, the Terminal SHALL then use one of the mechanisms described in [ETSI TS 102 221].

E.5.4.4 BSIM application closure

After termination of the BSIM session, the BSIM application MAY be closed by closing the logical channels that are used to communicate with this particular BSIM application.

E.5.5 User verification and file access conditions 

This clause gives information related to security features supported by the BSIM with respect to user verification and file access conditions. 
The security architecture as defined in [ETSI TS 102 221] applies to the BSIM application with the following definitions and additions
· The BSIM application SHALL use a global key reference as application PIN. This global PIN reference MAY be shared with the global Key reference used as application PIN for ADF USIM. In this case the USIM and BSIM applications are seen as one application from the security and access rules point of view.
In order to avoid multiple entry of the PIN by the user, if USIM application and BSIM application share the same application PIN reference (signalled by the FCP in the response of the SELECT COMMAND or STATUS COMMAND), the terminal SHALL check that the application PIN status is not already in 'verified' state before proceeding of User Verification procedure. This check MAY be achieved using a read access to a file protected by the application PIN (e.g. EFBST).If the access to the file terminates successfully, the application PIN is in verified state and the terminal SHALL NOT proceed to the user verification procedure. If the access to the file returns an error 'security status not satisfied' , then the user verification procedure MAY be executed.
· The only valid values for the usage qualifier is '08' (use the PIN for verification – Key reference data user knowledge based) as defined in ISO/IEC 7816-4
· The BSIM application MAY use a local key reference of level 2 (PIN2) if the parental control function is used. This local key reference SHALL be used only for the parental control function and SHALL NOT be used to access to files.

· The disabling, enabling, changing on the parental control PIN (PIN2) by the terminal is not allowed. Only VERIFY PIN and UNBLOCK PIN commands are allowed on this parental control PIN (PIN2)

· The VERIFY PIN on PIN2 is allowed only after reception of the response of the AUTHENTICATE command in MTK generation mode where the operation status code is "PINCODE required" as specified in section 6.7.3.10.1
·  PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [5] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the ME shall pad the presented PIN with 'FF' before sending it to the 3GPP application.

· The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal) digits is always 8
· A BSIM application may reside on either a single-verification capable UICC or a multi-verification capable UICC. If BSIM application resides on a single-verification capable UICC, the BSIM application SHALL share the application PIN with the USIM application.
· A BSIM application residing on a multi-verification capable UICC shall support the replacement of its application PIN with the Universal PIN, key reference '11', as defined in TS 102 221 [1]. Only the Universal PIN is allowed as a replacement.
· A multi-verification capable UICC holding a BSIM application shall support the referenced format using SEID as defined in TS 102 221 [1].

· Every file related to a BSIM application shall have a reference to an access rule stored in EFARR.

The security architecture as defined in TS 102 221 [1] applies to terminals supporting BSIM applications with the following definitions and requirements:

· A terminal shall support the use of level 1 and level 2 user verification requirements as defined in TS 102 221 [1].

· A terminal shall support the multi-application capabilities as defined in TS 102 221 [1].

· A terminal shall support the replacement of a BSIM application PIN with the Universal PIN, key reference '11', as defined in TS 102 221 [1].

· A terminal shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in TS 102 221 [1]. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in TS 102 221 [1].

· The access rule is referenced in the FCP using tag '8B'. The TLV object contains the file ID (the file ID of EFARR) and record number, or file ID (the file ID of EFARR), SEID and record number, pointer to the record in EFARR where the access rule is stored. Each SEID refers to a record number in EFARR. EFs having the same access rule use the same record reference in EFARR. For an example EFARR, see TS 102 221 [1].

Change 16: New Annex E.5
E6 How to support a BSIM and USIM implementing BCAST functionality on the same Smartcard
As described in E.1, BCAST Smartcard Functionality can be implemented as a dedicated application on the Smartcard – the BSIM (see Section E.4 Editor please insert dynamic link), or as part of a USIM application (see Section E.3 Editor please insert dynamic link). 

BCAST 1.0 mandates Terminal and Smartcard support for implementations based on the USIM application. Support for the BSIM is optional for both Terminals and Smartcards. Terminals and Smartcards MAY support both implementations. 

To address the case in which a Smartcard supports both implementations and is used with a new Terminal, resulting in the addition or removal of Terminal support for the selection of the BSIM, the Smartcard SHALL ensure that the BCAST data used by one Smartcard application is synchronised with the data used by the other application, e.g. the data accessed by the BSIM and USIM is the same. How this is achieved is implementation specific. 
How to deal with multiple BSIMs and USIMs?


�The OMA BCAST AID needs to be specified somewhere and OMA needs to apply for an AID using ISO/IEC 7816-5


�ISIM not relevant for BCAST Smartcard profile


�In working on the Smartcard definitions it appears that ISIMs cannot be used for BCAST without further specification work


�Based on new definition there is no need to repeat this text in multiple places


�Change reversed - no change to existing specification text


�Is this the right place for this text?


�Text deleted as repeated below but with more explanation


�Text is moved, changes shown


�Text moved from E.3


�Recording functionality is optional to implement


�Recording functionality is optional to implement


�Recording functionality is optional to implement


�Text moved to section on Parental control E.2.1.2 (previously E.1.2.2)


�Text moved to section on Parental control


�Not sure if it is needed as


1:  the function is in USIM. But BSIM supports GBA related commands as these commands are sent by the terminal to BSIM.


 2: This is mandatory for the BSIM application to support these commands and the service table lists the optional features that are supported by the application.


�Same comment as the previous one.


�This signalling could have an interest but in this case we should also have the EF BST in DF BCAST


�Idem previous comment.


�Is this the right way to put it?
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