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1 Reason for Change

In the context of Web-based service provisioning for Smartcard profile, Input Contribution OMA-BCAST-2008-0087R02 demonstrated that the inclusion of Smartcard Profile Trigger in the last HTTP response of a Webshop purchase had many flaws and was hardly implementable.
One suggested direction was to use BSM solicited pull message (initiating a registration) as a trigger, instead of Smartcard Profile Trigger. The annoying point was the dual registration case that could occur if BCAST client is shut down at the time of Web purchase: when launching later on BCAST client, the terminal would have sent a registration request for the services it knows, and then the BSM would has sent a trigger to register to all services including the new ones, thus two registrations in a row. This problem has been solved by OMA-BCAST-2008-0168R01, that mandates registration request to be for “oma-bcast-allservices” on BCAST client start, and that permits to include in the registration response some MBMS User Service IDs not known to the terminal (like the ones purchased at the Webshop).
0168R01 being agreed, the CR consists in removing the Smartcard Profile Trigger from BCAST spec, and replace it when relevant by the BSM solicited pull message.
Companion CRs are : CR OMA-BCAST-2008-0352 against TS Services and CR OMA-BCAST-2008-0354 against AD.

2 Impact on Backward Compatibility

None, as previous design was deemed to be not implementable.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST to review and agree the proposed bug fix.
6 Detailed Change Proposal

Change 1:  In section 6.6, remove reference to Smartcard Profile Trigger
6.6
Layer 2: Service Provisioning and LTKM Delivery
To access a protected service a terminal must obtain the necessary LTKM(s). To receive the LTKM(s) the terminal must subscribe to or purchase a BCAST purchase item. Subscription MAY be achieved using one of the following Service Provisioning messages, as defined in [BCAST10-Services]:

· “Service Request”

· “Token Purchase Request”

Alternatively, subscription MAY be achieved via other channels, e.g. the user may subscribe to the service via a web portal/shop (see Section ‎6.10.3 for more details). 
The BSM SHALL authenticate the sender of the Service Provisioning and/or Registration message(s) sent by the terminal, by following the HTTP DIGEST authentication procedure defined in section 6.3.2.1A of [3GPP TS 33.246 v7], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. If authenticated is successful the request SHALL be acknowledged using an HTTP 200 OK message. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

The Smartcard profile procedures for which this HTTP DIGEST authentication applies SHALL be: Pricing Information, Service Request, Subscription Renewal, Unsubscription, Token Purchase, Account Inquiry, LTKM Request, Registration and De‑registration. 

The terminal SHALL authenticate itself to the BSM in the first request of the concerned procedure, whenever it assumes to hold the valid authentication credentials for the realm in scope. In this case, the terminal SHOULD use in digest-response of Authorization header the nonce provided by “nextnonce” directive in last Authentication-Info response received for this realm, or if “nextnonce" directive not present or not supported, SHALL use the nonce provided by “nonce” directive in last digest-challenge received for this realm.
HTTP DIGEST authentication directives SHALL be specified as follows:

· the “realm” directive in digest-challenge SHALL contain two parts delimited by the "@" sign. The first part is the constant string "3GPP-bootstrapping" (when SMK and SRK where established using GBA_ME) or "3GPP-bootstrapping-uicc" (when SMK and SRK where established using GBA_U), and the latter part shall be the FQDN of the BSM (NAF).

· the “stale” directive SHALL be included in digest-challenge and set to “TRUE” to indicate to terminal that the request digest in digest-response (and consequently also the username B-TID/NAI and password SRK) is valid  but the nonce used for this digest is stale.  The terminal SHOULD then retry to send the request using in the digest-response the nonce value provided in digest-challenge. 

· the “qop-options” directive SHALL always be specified in digest-challenge, with possible values “auth” and/or “auth-int”. Consequently, “cnonce” and “nonce-count” directives SHALL always be specified in digest-response.

· the “nextnonce” directive MAY be specified in Authentication-Info header.

Following a successful service registration, the LTKMs corresponding to the services to which the terminal is subscribed SHALL be delivered by the BSM to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246 v7]. This provides support for the scenarios described below:

· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion, e.g. the BSM determines when the LTKM is pushed to the terminal.
The “Registration” message, as defined in [BCAST10-Services], SHALL be sent by the terminal after the application is started and the terminal re-establishes connectivity to the interactive network associated with its service provider. In addition, the “Registration” message SHALL be sent by the terminal in response to a BSM Solicited Pull Procedure where the BM-SC Solicited Pull message is formatted according to Section ‎6.6.3 below. This message indicates to the BSM that the terminal is available to receive any LTKMs that it may have missed while it was unreachable. Note that when a terminal establishes connectivity with an interactive network that is not associated with its service provider, e.g. in the case of roaming between cellular networks, the terminal MAY send the Registration message.

The sending of the “Registration” message also ensures that the terminal establishes the necessary IP connectivity required to enable the BSM to push the LTKM(s) over UDP. Note that the “Registration Request” message corresponds to the MBMS “User Service Registration” message, as defined in [3GPP TS 33.246 v7].
When the BSM wishes to push an LTKM, if the network is able to retrieve a valid IP address for the terminal, the LTKM can be pushed over UDP. Otherwise, the BSM can use the BSM Solicited Pull Procedure Initiation over SMS Bearer feature described below to deliver the LTKM.

Change 2:  Update section 6.10.3 on Web Portal
6.10.3
Web Portal used as Entry Point

While the Service Guide can provide all the information to obtain information on available services as well as information relating to acquisition of LTKMs, as explained above, another possibility for terminals having access to an interaction channel is to use a Web Portal.

If the PortalURL in the PurchaseChannel fragment linked to a PurchaseItem indicates that the PortalURL should be contacted to obtain further information and subscribe to services, the terminal SHOULD contact the PortalURL.  The supportedService value under PortalURL element of the PurchaseChannel fragment indicates the expected  behaviour of the terminal regarding service provisioning.  Furthermore, while initiating the access to the Portal, provided that  the following information is available to the terminal (e.g from the Service Guide), the terminal MAY send the GlobalPurchaseItemID, and MAY include the idRef of the PurchaseData fragment, to the web portal associated with the PortalURL to indicate to the portal the PurchaseItem (or PurchaseData) of interest.  The (optional) sending of the PurchaseData idRef enables the user to identify a specific pricing option for the purchase item of interest, obtained from the Service Guide.  For example, that could represent the lowest among different price offers from multiple broadcast service providers with which the user maintains business relationships.
When the user attempts to subscribe to a service via the portal, 
the portal is unable to determine whether or not the Smartcard/Terminal has established a valid SMK and SRK with the BSM (e.g. whether or not the bootstrapping procedure has been run in the case of (U)SIM, or whether TK and Auth-Key have been derived from the pre-provisioned RK in the case of (R‑)UIM/CSIM). Once the terminal has completed the web-based purchase, the portal informs the BSM of the completed transaction (via means that are outside the scope of this specification), and  the BSM then sends the Terminal a BSM solicited pull message as defined in section 5.1.8 of [BCAST10-Services] to force the terminal to run the Registration procedure, which in turn requires that the bootstrapping procedure has been run in the case of (U)SIM. The message flow for this scenario is described in section 5.4.7.3.2 of [BCAST10-Architecture].
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