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1 Reason for Change

INP 0385 (“To be or not to be registered in Smartcard profile) demonstrated that it was not suitable for the BSM to send a trigger (BSM solicited pull message to initiate registration, or BSM solicited pull procedure message to initiate LTKM request procedure) to a non-registered terminal.
In this perspective, CR 0414 (‘When to send and process Smartcard profile triggers”) proposes to forbid BSM to send triggers to non-registered terminals, and forbids non-registered terminals to process such triggers.

INP 0385 showed also that terminal registered state seen from BSM standpoint, could not be synchronized with actual BCAST application running state in terminal, due to certain state transitions:

(a) Terminal being deregistered and BCAST application stopped, terminal cannot perform registration on BCAST application start (cause: point-to-point network not available)

(b) Terminal being registered and BCAST application running, terminal cannot perform deregistration on BCAST application end (cause: point-to-point network not available)

(c) Terminal being registered and BCAST application running, terminal cannot perform deregistration due to uncontrolled power down.
Recovering from Case (a) is already addressed in TS Services: 
The Registration procedure is invoked by the terminal when the BCAST Client is started or re-activated and upon re-establishing connectivity to the interactivity network after having lost coverage or in response to a Smartcard Profile Trigger Message (see Section 5.1.8.1) or in response to a BSM Solicited Pull Procedure where BM-SC Solicited Pull message is formatted according to Section 6.6.2 of [BCAST10-ServContProt].

Recovering from Cases (b) and (c) is not addressed in TS Services: 

The Deregistration procedure is invoked by the terminal upon termination or suspension of the BCAST Client, or whenever the terminal wishes to indicate that it is not anymore available to receive LTKMs.
This CR therefore proposes to recommend the terminal to perform a deregistration when possible if it could not do it upon termination or suspension of the BCAST client. This change is denoted “CHANGE 3” in INP 0385.
R01:

This revision brings a new change so to satisfy the configuration “SMS + UDP + very short term PDP context”, while maintaining “SMS + UDP + PDP context till deregistration” as the default.
A new <PDPContextLifetime> element is added in Registration Request and Response, to signal the lifetime of terminal PDP context after the completion of each MBMS-based procedure and Service Provisioning procedure. When this element is set to zero, the terminal may release its PDP context immediately (suitable setting for SMS + HTTP configurations). When this element is absent, the terminal must not release the PDP context until next Deregistration, which was previous behavior. 
The CR also allows terminals to release the PDP context immediately for the configuration “SMS + HTTP”. This statement was missing in the spec. 
In combination with 0414R01, this CR therefore achieves the following:

· Semantics of deregistration is maintained: it signals to BSM that terminal is no longer available/willing to receive keys (including triggers sent to perform key updates).
· BCAST registration and deregistration still mapped to BCAST client start/end. 
· If <PDPContextLifetime> is not included, “SMS + UDP + PDP context till deregistration” remains the default.

· If <PDPContextLifetime> is included, “SMS + UDP + very short term PDP context” configurations can be safely signalled..
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST to review and agree the proposed bug fix.
6 Detailed Change Proposal

Change 1:  Update the rule on PDP context liveliness
5.1.5.2
Service Request Message

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item(s), and is applicable to both the DRM Profile and Smartcard Profile.  This message is used strictly for the subscription/purchase of purchase item(s) which is(are) not associated with token-based payment.  The Smartcard Profile also uses this message to submit a request for a SEK/PEK associated with a specific Key Validity period (range of STKM Time Stamp values), when the SEK/PEK required  to enable play-back of protected recording is not available on the Smartcard (see Section 6.9.1 of [BCAST10-ServContProt]). 

Note that for the (U)SIM Smartcard Profile, the terminal shall not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Service Request" until a "De-registration" procedure has been performed or minimal PDP context lifetime signalled by terminal in Registration Request has expired. This is to ensure that the BSM is aware of the correct terminal IP address as well as the lifetime of terminal PDP context for the purpose of performing LTKM deliveries over UDP. The network may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on the number of active PDP contexts that it can maintain.
[…]
5.1.5.5
Token Purchase Request Messages

5.1.5.5.1
Token Purchase Request

This message is sent by the terminal to the BSM to request the purchase of tokens, or credits, to enable future consumption of broadcast services/content. The quantity of which is identified by the requested token amount.  This message is applicable to both the DRM Profile and Smartcard Profile.

Note that for the (U)SIM Smartcard Profile, the terminal shall not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Token Purchase Request" until a "De-registration" procedure has been performed or minimal PDP context lifetime signalled by terminal in Registration Request has expired. This is to ensure that the BSM is aware of the correct terminal IP address as well as the lifetime of terminal PDP context for the purpose of performing token deliveries over UDP. The network may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on the number of active PDP contexts that it can maintain.
[…]
5.1.6.7
Registration Procedure

The Registration procedure is invoked by the terminal when the BCAST Client is started or re-activated and upon re-establishing connectivity to the interactivity network after having lost coverage or in response to a BSM Solicited Pull Procedure where BM-SC Solicited Pull message is formatted according to Section 6.6.2 of [BCAST10-ServContProt].

The Registration procedure is used by the terminal to notify the BSM that it is available to receive LTKMs. The Registration procedure is not used in OMA BCAST to request any change in the subscription/ purchase status of the terminal. This functionality is provided by the Service Provisioning messages, e.g. Service Request. For the (U)SIM Smartcard Profile terminal, this procedure is the MBMS User Service Registration procedure as defined by [3GPP TS 33.246], in which one single MBMS User Service ID is indicated in the Registration Request: the value is  “oma-bcast-allservices”. The Registration Response returned by the BSM SHALL indicate the total list of  (PurchaseItem, PurchaseData) for which the terminal is authorized to receive the related LTKMs (including LTKMs to invalidate SEKs/PEKs). More specifically, the response SHALL contain one Response element per MBMS User Service ID, where each MBMS User Service ID identifies a (PurchaseItem, PurchaseData) pair, encoded as the concatenation of GlobalPurchaseItemID and PurchaseDataReference values. Items that are unsubscribed but still valid due to the presence of the “subscribedUntil” attribute in the “Unsubscribe Response” message SHALL be also included in the Registration Response. This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.

Note that for the (U)SIM Smartcard Profile, the terminal SHALL not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Registration" until a "De-registration" procedure has been performed or a deactivation procedure has been initiated by the network as defined in [3GPP TS 23.060] or minimal PDP context lifetime signalled by terminal in Registration Request has expired . This is to ensure that the BSM is aware of the correct terminal IP address as well as the lifetime of terminal PDP context for the purpose of performing LTKMs, triggers and and Parental Control messages deliveries over UDP. Deactivation procedure can be initiated from the network in the case that there is a limit on the number of active PDP contexts that it can maintain.
The terminal MAY include in the registration request one RegistrationRequestExtension in order to:

· indicate the LTKM delivery mechanisms it supports starting from the time of this request. This mechanism is defined in sections 5.1.6.7.1 and 5.1.6.10.1.

· indicate the minimal intended lifetime of terminal PDP context after the completion of MBMS-based and Service Provisioning HTTP procedures. This mechanism is defined in section 5.1.6.7.1.
The BSM MAY include in the registration response one RegistrationResponseExtension in order to:

· indicate the LTKM delivery mechanisms it plans to use for further LTKM deliveries to the terminal. This mechanism is defined in sections 5.1.6.7.2 and 5.1.6.10.1.
· specify the minimal guaranteed lifetime of terminal PDP context after the completion of MBMS-based and Service Provisioning HTTP procedures. This mechanism is defined in section 5.1.6.7.2.
The BSM can also include in the registration response one or several RegistrationResponseServiceExtensions in order to:

· deliver the LTKMs the terminal is authorized to receive. This information MAY be included. The underlying mechanism is defined in sections 5.1.6.7.2 and 5.1.6.10.3.
· indicate the subscription start and end times of  the PurchaseItem/PurchaseData pairs for which the terminal is authorized to receive the related LTKMs. For time-based subscriptions, this information SHALL be. For pay-per-view, this information MAY be included.

The following is an informative example illustrating the BCAST extensions (printed in boldface) possibly present in a Registration Response:

<?xml version="1.0" encoding="UTF-8"?>

<mbmsSecurityRegisterResponse

    xmlns="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse"    

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xmlns:bcast="urn:oma:xml:bcast:pr:orderqueries:1.0">

    <Response>

        <serviceID>urn:3gpp:mbms:example:service:identification:123456789abcdef</serviceID>

        <ResponseCode>200 OK</ResponseCode>

        <bcast:RegistrationResponseServiceExtension>

            <LTKM>...</LTKM>



<SubscriptionWindow startTime="3408134400" endTime=”3410812800”/>
        </bcast:RegistrationResponseServiceExtension version="0">
    </Response>

    <Response>

        <serviceID>urn:3gpp:mbms:example:service:identification:fedcba987654321</serviceID>

        <ResponseCode>200 OK</ResponseCode>

        <bcast:RegistrationResponseServiceExtension>

            <LTKM>...</LTKM>

            <LTKM>...</LTKM>



<SubscriptionWindow startTime="3408134400" endTime=”3410812800”/>
        </bcast:RegistrationResponseServiceExtension>
    </Response>
   <bcast:RegistrationResponseExtension version="0">

       <LTKMDelivery>

           <Trigger>1</Trigger> <!-- indicates ‘SMS’ -->

           <Type>1</Type>      <!-- indicates ‘HTTP’ -->

       <LTKMDelivery>
       <PDPContextLifetime>0</PDPContextLifetime> 

   </bcast:RegistrationResponseExtension>

</mbmsSecurityRegisterResponse>
5.1.6.7.1
Registration Request Extension

The Registration Request payload is an “mbmsSecurityRegister” message defined according to XML schema “urn:3GPP: metadata:2005:MBMS:securityRegistrationRequest” specified in section 11.4.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at <mbmsSecurityRegister> level of Registration Request payload, a RegistrationRequestExtension element is defined in the namespace “urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XMLSchema-orderqueries]. When included, this element SHALL be present exactly once, as a child of <mbmsSecurityRegister> element matching the <xs:any> wildcard defined there.

The RegistrationRequestExtension element is structured as follows:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	RegistrationRequestExtension
	E
	
	0..1
	Defines a container for the inclusion of BCAST-specific information at the <mbmsSecurityRegister> level of Registration Request payload defined in section 11.4.1 of [3GPP TS 26.346 v7].

Contains the following attributes:


version

Contains the following elements:


LTKMDelivery
	

	version
	A
	NM/

TM
	1
	Version of this extension element.
0x00 identifies BCAST 1.0

	unsignedByte

	LTKMDelivery
	E1
	NO/

TO
	0..1
	This element lists all the LTKM delivery mechanisms the terminal will support from this registration request till next registration request. 

Detailed use of this element is further specified in section 5.1.6.10.1.

Contains the following elements:

   Trigger

   Type
	

	Trigger
	E2
	NM/TM
	1..N
	Specifies the trigger delivery mechanisms supported by the terminal at the time of registration request (triggers designating: messages to initiate BSM solicited pull procedure, and BSM solicited pull messages to initiate registration). Allowed values are: 

0 – UDP

1 – SMS as per section 5.1.6.10.2

2 – 127 - reserved for future use

128 – 255 - reserved for proprietary use


	unsignedByte

	Type
	E2
	NM/

TM
	1..N
	Specifies the LTKM delivery mechanisms supported by the terminal at the time of registration request. Allowed values are:

0 – UDP 

1 – HTTP as per section 5.1.6.10.3
2-127 - reserved for future use

128-255 - reserved for proprietary use
	unsignedByte

	PDPContextLifetime
	E1
	NM/

TM
	0..1
	Approximate minimal lifetime in seconds during which terminal intends to maintain its PDP context alive, after the completion of each MBMS-based procedure (registration, deregistration, LTKM request) and Service Provisioning procedure (Service Request, Token Purchase, Unsubscription), whether these procedures are initiated by terminal or triggered by BSM. 
This information is especially useful for the BSM to determine if and when it can use this PDP context to deliver to the terminal the following messages over UDP: LTKMs, triggers (BSM solicited pull messages, BSM solicited pull procedure initiation messages) and Parental Control messages.
This number of seconds SHALL be counted starting from the approximate time of sending/reception of the last message of the HTTP procedure (Registration Response, Service Response, etc).
The terminal SHOULD NOT set this number of seconds to zero, as the BSM may not support other means than UDP for the delivery of LTKMs, triggers and Parental Control messages.
When the element is absent,  the lifetime spans till the completion of next De-registration procedure wih this BSM.
	unsignedInt


Table 20: Structure of RegistrationRequestExtension 
5.1.6.7.2
Registration Response Extension

The Registration Response payload is an “mbmsSecurityRegisterResponse” message defined according to XML schema “urn:3GPP: metadata:2005:MBMS:securityRegistrationResponse” specified in section 11.7.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at <mbmsSecurityRegisterResponse> level of Registration Response payload, a RegistrationResponseExtension element is defined in the namespace “urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XMLSchema-orderqueries]. When included, this element SHALL be present once as a child of <mbmsSecurityRegisterResponse> element matching the <xs:any> wildcard defined there.

This RegistrationResponseExtension element is structured as follows:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	RegistrationResponseExtension
	E
	
	0..1
	Defines a container for the inclusion of BCAST-specific information at the <mbmsSecurityRegisterResponse> level of Registration Response payload defined in section 11.7.1 of [3GPP TS 26.346 v7].

Contains the following attributes:


version

Contains the following sub-elements:


LTKMDelivery
	

	version
	A
	NM/

TM
	1
	Version of this extension element.
0x00 identifies BCAST 1.0

	unsignedByte

	LTKMDelivery
	E1
	NO/

TO
	0..1
	This element lists all the LTKM delivery mechanisms the BSM plans to use from this registration response (included) till next terminal registration request occurs.

Detailed use of this element is further specified in section 5.1.6.10.1.

Contains the following elements:
             Trigger             Type
	

	Trigger
	E2
	NM/TM
	1..N
	Specifies the delivery mechanisms which the BSM intends to use to deliver triggers to the terminal till next registration request (triggers designating: messages to initiate BSM solicited pull procedure, and BSM solicited pull messages to initiate registration). Allowed values are:
0 – UDP

1 – SMS as per section 5.1.6.10.2

2 – 127 - reserved for future use

128 – 255 - reserved for proprietary use
	unsignedByte

	Type
	E2
	NM/

TM
	1..N
	Specifies the delivery mechanisms which the BSM intends to use to deliver LTKMs to the terminal, till next registration request. Allowed values are:

0 – UDP 

1 – HTTP as per section 5.1.6.10.3
2-127 - reserved for future use

128-255 - reserved for proprietary use
	unsignedByte

	PDPContextLifetime
	E1
	NM/

TM
	0..1
	Approximate minimal lifetime in seconds during which terminal SHALL maintain its PDP context alive, after the completion of each MBMS-based procedure (registration, deregistration, LTKM request) and Service Provisioning procedure (Service Request, Token Purchase, Unsubscription), whether these procedures are initiated by terminal or triggered by BSM. 

This information is especially useful for the BSM to determine if and when it can use this PDP context to deliver to the terminal the following messages over UDP: LTKMs, triggers (BSM solicited pull messages, BSM solicited pull procedure initiation messages) and Parental Control messages.
This number of seconds SHALL be counted starting from the approximate time of sending/reception of the last message of the HTTP procedure (Registration Response, Service Response, etc).

The BSM SHOULD set this number of seconds to zero, when UDP bearer is not a negotiated mechanism for the delivery of LTKMs, triggers and Parental Control messages. In this case, the terminal MAY release the PDP context immediately after completion of each MBMS-based and Service Provisioning procedure.
When the terminal indicates in Registration Request a PDP context lifetime in seconds greater than zero, the BSM SHOULD replicate this number of seconds in the returned <PDPContextLifetime> element.
When the element is not included by the BSM, the lifetime SHALL default to “next De-registration”, i.e. the terminal SHALL NOT release the PDP context used for the HTTP procedure till completion of De-registration with this BSM.
	unsignedInt


Table 21: Structure of RegistrationResponseExtension 
5.1.6.9
Deregistration Procedure

The Deregistration procedure is invoked by the terminal upon termination or suspension of the BCAST Client, or whenever the terminal wishes to indicate that it is not anymore available to receive LTKMs.
It may happen that the terminal is unable to perform a Deregistration procedure upon termination of the BCAST Client, due to uncontrolled power down or loss of coverage of interaction channel network. In this case, the terminal should perform a Deregistration procedure on the first occasion,  i.e. upon next availability of  interaction channel network while BCAST Client is besides not running (since otherwise the terminal would perform a Registration procedure).

The Deregistration message SHALL contain the IDs of all  the purchase items to which the terminal has currently purchased or the single parameter “oma-bcast-allservices”. If the message contains list of purchase items, items that are unsubscribed but still valid because of presence subscribedUntil attribute in Usubscribe Response message SHALL be also included.

Note: If any subscription becomes invalid while terminal is registered, terminal SHOULD perform the deregistration procedure followed by the new registration procedure which reflects the change in the list of currently valid purchase items in terminal to BSM.

For the Smartcard Profile, this procedure is the MBMS User Service Deregistration procedure as defined by [3GPP TS 33.246], in which the MBMS User Service IDs is given by the concatenation of GlobalPurchaseItemID and the PurchaseDataReference.  This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.
The BSM MAY include in the deregistration response one or several DeregistrationResponseServiceExtensions, in order to:

· deliver LTKMs corresponding to the services that the terminal has deregistered to. This mechanism is defined in sections 5.1.6.9.1 and 5.1.6.10.3. The LTKMs contained in the deregistration response MAY be used to invalidate SEKs/PEKs, e.g. by carrying invalid Key Validity Data.
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