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1 Reason for Change

The existing Service and Content Protection specification makes statements about the use of the protection_after_reception bits for signalling broadcast streams and files that need content protection consumption rules in Smartcard Profile, e.g.:

“The DCF format defined in Section ‎6.8.2.1 above can also be used for content protection for the Smartcard Profile.  Content protection rules are identified to the terminal by the protection_after_reception value in the STKM, and to the Smartcard by the security_policy_extension value in the LTKM.” (from section 6.8.2.2)

“However, certain broadcast content may have premium value and recording may be allowed only in protected form. This is achieved by using the protection_after_reception parameter of the STKM, as explained in Section ‎7.3. Both cases are explained below.” (from section 8.1).
Assuming that consumption right is only governed by LTKM delivery by the BM-SC, it appears that the implicit "Unlimited playback of protected recordings of this service or program or protected files" when the protection_after_reception parameter equals to 0x02 as defined in section 7.3 (table 43) is not relevant for Smartcard Profile terminals. Further, the direct rendering is also constrained by the entitlements the terminal has gained.
This CR provides such clarifications for use in Smartcard Profile. In addition, we indicate that these protection_after_reception bits are only processed by the terminal and ignored by the Smartcard. 
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST are kindly asked to consider the following changes for inclusion in BCAST 1.1
6 Detailed Change Proposal

7.3 Coding and Semantics of Attributes

protocol_version – indicates the protocol version of this STKM.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x0 (i.e. the original format). 

Note: If set to 0x0 the format specified in this version of the specification is used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

protection_after_reception – 2-bit field defining the required protection beyond  the service protection.These bits are only processed by the terminal and are ignored by the Smartcard. The coding of these bits is defined in the following table:
Table 43: Protection_after_Reception Values
	Value
	Description

DRM Profile
	Description

Smartcard Profile

	0x00
	Content Protection

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, unless such access is explicitly permitted by the GRO / permissions_category.

Only the explicitly allowed types of consumption as defined in Generalized Rights Objects (GROs) that the device has for this service or program are permitted (taking also into account the impact of permissions_category value, if included in the STKM). 

An example permission in GROs is‘'Acces’' for the immediate rendering of the service or program.
If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	same as 0x01 described below



	0x01
	Content Protection with Implicit Direct Rendering Permission

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, unless such access is explicitly permitted by the GRO / permissions_category, but: 
· Direct rendering is implicitly allowed.

No Generalized Rights Object is required in the device for direct rendering; a GRO with only the service or program key but without any permissions is sufficient.

The device needs to have an GRO with the appropriate permissions (and possibly constraints) for any other type of consumption.
If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	Content Protection with no possible use of digital output links 
Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear. 

Two types of consumption are allowed, if appropriate SEK/PEK is present in the secure function:

· Direct rendering 

· Playback of protected recordings of this service or program or protected files
The above two types of consumption SHALL NOT be made available over digital output links.
LTKMs provide keys for access to live content, broadcast files and recordings.

Recordings SHALL include STKMs. These SHALL be sent to the Secure Function for processing during playback.

	0x02
	Content Protection with Implicit Direct Rendering Permission and Playback of Protected Recording

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, unless such access is explicitly permitted by the GRO / permissions_category, but implicitly, two types of consumption are allowed:

· Direct rendering, and
· Unlimited play back of protected recordings of this service or program or protected files
The above two types of consumption may also be made available over appropriately protected digital output links (see ‎Appendix D for examples).

If the protection_after_reception flags are not available for a protected recording, the device SHALL assume that they have the value 0x1 for that recording.
If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	Content Protection and possible use of protected digital output links 
Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear. Two types of consumption are allowed, if appropriate SEK/PEK is present in the secure function:

· Direct rendering 
· Playback of protected recordings of this service or program or protected files
The above two types of consumption may also be made available over appropriately protected digital output links (see ‎Appendix D for examples).

LTKMs provide keys for access to live content, broadcast files and recordings.

Recordings SHALL include STKMs. These SHALL be sent to the Secure Function for processing during playback.


	0x03
	Service Protection

Content available to terminals with the Service Protection or Content Protection function.

This specification does not impose any protection measures for the content after the removal of service protection.

If a permissions_category value is included in the STKM, it SHALL be set to 0xFF to allow exporting in plaintext.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.

GROs provide keys for access to live content and broadcast files.
	Service Protection

Content available to terminals with the Service Protection or Content Protection function. 

This specification does not impose any protection measures for the content after the removal of service protection.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.

LTKMs provide keys for access to live content and broadcast files.

	Note: the creation of protected recordings, except for the protected format specified by the SAVE permission for the DRM Profile, is always allowed, because the play-back (or any consumption in general) is governed by GROs or LTKMs, or by the implicit play-back of protected recordings right when the protection_after_reception field has the value 0x02 (DRM Profile only).


traffic_protection_protocol – defines the protocol used for the encryption and authentication of traffic:

	TKM_ALGO_IPSEC
	IPsec ESP (transport mode; encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-96 [key length 160] or NULL).

	TKM_ALGO_SRTP
	SRTP (encryption: AES_128_CTR [key length 128]; authentication: HMAC-SHA1-80 [key length 160] or NULL).

	TKM_ALGO_ISMACRYP
	AU encryption (encryption: AES_128_BYTE_CTR [key length 128] (refer to [XBS DRM extensions-v1.0] for details); SRTP authentication: HMAC-SHA1-80 [key length 160] or NULL).

	TKM_ALGO_DCF
	DCF encryption (encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-80 [key length 160])

	Other values
	Reserved for future use


Whether or not authentication is used depends on <traffic_authentication_flag>.

traffic_authentication_flag – defines whether or not the traffic is authenticated:

	TKM_FLAG_FALSE
	Traffic authentication is not used.

	TKM_FLAG_TRUE
	Traffic authentication is used, and the algorithm depends on <traffic_protection_protocol>.


access_criteria_flag – indicates whether or not access criteria are defined for the program:

	TKM_FLAG_FALSE
	No access criteria are defined, implying that the terminal is allowed to access program without further restrictions (provided the necessary keys are available to the terminal).

	TKM_FLAG_TRUE
	Access criteria are defined, implying that the terminal is allowed to access the program only if the specified access criteria are met.


Access criteria cannot change during a program, i.e. as long a PEK is valid.
traffic_key_lifetime – is the lifetime of the Traffic Encryption Key, relative to the first occurrence of an SPI or MKI.

If <traffic_key_lifetime> is n, then the actual lifetime is 2n seconds.

Note: Although the allowed values for the traffic_key_lifetime span from seconds to hours, service providers should not use TKM key material to realize long term key functionality. The TKM messages should be considered and used strictly for short-term key signalling.  Also, the lifetime of traffic keys should be considerably shorter than the lifetime of service keys and program keys, to avoid users receiving the service or PPV event (encrypted with traffic keys) even after their service key or current program key has expired.
The following scenario may help in explaining the note.  The field "next_encrypted_traffic_key_materia" maybe present in the STKM.  The field is encrypted with the current Service Key or current Program Key.  If someone subscribes to a service, or someone purchases a PPV event, then the person obtains both the current TEK and the next TEK.  At the end of the service period, or the end of a PPV event, this means that the person has also a TEK for the next service period or the next PPV event.  If the person stops subscription at the end of the current service period or the end of the current PPV event, then the person still has access to the first TEK of the next service period or next PPV event.  When the maximum TEK lifetime is 1.5 minutes, a subscriber can at most have 1.5 minutes of unauthorized content, which may not be considered to be excessive.  If the traffic_key_lifetime becomes 2 hours, then the subscriber may have excessive access to unauthorized content, especially in the case of PPV events, because the person now may have 2 hours of unauthorized content.

The TEK can be changed frequently to mitigate the risk of end-users posting the key via the interactive channel so that non-members can download that key.  The cost of the attack, i.e., extracting the key, and uploading and downloading the key should be made to be more expensive than the cost of BCAST service/content.  The frequency of change depends on the value of the BCAST service/content.  For high-value PPV content, the TEK SHOULD be changed frequently whereas for low-value content, the TEK MAY be changed infrequently.  The exact frequency is a configurable value and does not have impact on interoperability.  The option to include two consecutive keys into one STKM, using next_encrypted_traffic_key_material, should be executed with care, since it allows the end user in any case to access service for 2*traffic_key_lifetime.

In the case when a Program Event is available either through subscription or as a PPV event, a STKM containing the next TEK at the end of a PPV program would allow a PPV user to view part of the next PPV event that corresponds to the next TEK.  In this case, if next_encrypted_traffic_key_material is used, it SHOULD be utilized with sufficiently short Traffic Key lifetimes so as not to provide PPV users with free access to a PPV event that has not yet been purchased.
The actual duration of the crypto period SHALL be strictly shorter than the defined lifetime of the traffic key material. Typically, an SPI or MKI appears for the first time implicitly, when the “next” traffic key material is included in a STKM. Any safety margins to cope with network and transmission delays SHALL be added by the network. A typical value for the lifetime could be three times the crypto period.

The maximal value for the crypto period duration is in practice slightly shorter than the TEK lifetime, because the TKM will include the “current” and “next” traffic key material before a change of crypto period, to allow the devices to set up the security associations.

After the lifetime has expired, the security association containing the TEK can be safely deleted by the terminal. This may help managing the security association database in the terminal or enable other optimizations.

The maximum value for the TEK lifetime is defined mainly in order to have a strict upper bound for the effect of the “sneak post view” problem: the next traffic key material is distributed under the current PEK, and allows viewers to view a program during the next crypto period. Should this possibility still be of a concern, the network MAY choose a shorter crypto period than the maximum value, or, during the crypto period where the current program ends and a new program starts, choose to distribute the current and the next traffic key material in separate STKMs, encrypted with their respective PEKs.

number_of_access_criteria_descriptors – indicates the number of Access Criteria Descriptors.
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