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1 Reason for Change

 This contribution describes the concept of Client Aware cloud computing and its functionalities.  
2 Impact on Backward Compatibility

No impact

3 Impact on Other Specifications

No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that changes be discussed, accepted and incorporated into the white paper.

6 Detailed Change Proposal

Change 1:  Add Chapter 7.2.1 Client Aware
7.2.1  Client Awareness
Today’s implementation of the cloud is heavily weighted based upon the cloud’s capabilities and the data center’s abilities to deliver content to user devices.  Cloud computing has evolved from the data center and server consolidation and virtualization (IaaS…), and relatively little effort or innovation was done in defining the role of the device accessing the services. This has resulted in a sort of “dumbing” down of service delivery where device functionality is not recognized nor taken advantage by the cloud service. This tends to drive least common denominator or one-size-fits-all approach to the delivery of cloud services, assuming that all devices are treated similarly regardless of particular capabilities of phone, tablet, PC or an embedded device.  

This traditional view is being challenged by the following market trends:
· Increasingly Sophisticated End Customers: Today’s employees are users of technology - more tech savvy than ever.  They embrace new apps and devices in their personal life, and expect the same at work. In a world where rich media based applications are increasingly pervasive, employees expect the same experience at work that they enjoy at home. Any benefit from moving to cloud can be quickly overshadowed by poor user experience. To succeed cloud providers must deliver service that address user needs and expectations.
· Device Proliferation: Explosive growth in demand and capabilities of mobile devices like smart phones and tablets. The growth of these devices along with PCs is driving a significant build-out of cloud services.  

· Growth of Rich Content: The content users are accessing via their devices will be based on increasingly rich media like video, audio and pictures.

· Increasing Device Performance: Whether a PC, a tablet or a phone, the entire spectrum of devices is seeing increases both in the computing performance and energy efficiency of devices.

Today’s cloud services have the ability to recognize certain attributes of the device accessing those services, but these capabilities are limited. The ability to a cloud service to take full advantage of client based capabilities is based on a deeper understanding of the device accessing those services which is a key to enabling a balanced approach to cloud. This understanding can be divided in three areas defined as device compute, context and capabilities:
· Compute refers to the local performance of the device accessing the cloud service. Cloud services that are client aware can determine local compute of the device accessing the cloud service. Compute comprehends primarily the CPU and Graphics. Remote devices with higher performing CPU’s or faster graphics increase the opportunity for cloud services to take advantage of local performance to optimize application delivery.  

· Context relates to understanding the current operating environment for the client. Context awareness allows a cloud service to understand the currently available resources to support a given application including available bandwidth, remaining battery life, free memory and CPU load. Context awareness is also dynamic. As conditions related to the platform change, the service can make a different decision on where to run. For example, the user trying to access a cloud based application but connecting from a location with a slower network, or remaining battery life is low. In that case the application can make a different decision about where to run.

· Capabilities comprehend the ability of the cloud service to understand the security features supported by the device accessing a cloud service. For example, while a tablet may be fine for consuming content, most current tablets lack security features commonly available on PCs. This can mean that application requiring security be driven from the cloud data center. Even within the PC category, devices vary in their support for security features.   

With a balanced approach to cloud computing, attributes and capabilities of the client device are exposed to the cloud.  Cloud based applications use this information to determine how best to execute a given application.  For example, with a less capable device such as a smart phone, the cloud may detect limited local capabilities and choose to run an application entirely from a cloud based server with little support from the device. Alternatively with a more capable device that meets security policies or offers greater performance, the cloud service may choose to take advantage of local device capabilities to optimize application delivery. End users benefit from a better overall experience across a range of devices. IT can benefit from improved resource utilization, while ensuring applications are delivered in the most secure and efficient way. Examples of usages include.

· Multi Factor Authentication (MFA): Platform based capabilities obtain multiple assertions of user presence and to attest to the cloud service provider that the authentication occurred correctly on the client. MFA policies are provisioned over-the-air by the service provider.
· Enhanced Image Processing: Cloud applications can intelligently utilize the power and performance of the client platform to improve the user experience by processing and displaying media locally, and reduce the time to upload media. Additionally, use of the client can reduce the processing load on the servers and reduce bandwidth usage. 

· Cloud Backup: Cloud services are becoming an attractive option for offsite backup, however security and availability remain a challenge. Windows agents implementing these service today allow encryption before sending to the service (for security and privacy), but managed in the OS encryption keys are and are vulnerable. Platform based capabilities can improve the ability to ensure human presence when enrolling, and ensure backup encryption keys are tied to the user’s platform. These capabilities can also be used to ensure restore is both initiated from authorized system and a present user.  

· Optimized experience: Cloud applications can use client-side scripting like JavaScript embedded in web pages to get information about the configuration and state of the platform and determining what features/capabilities are available on the platform. This information allows the cloud application to deliver a different version of the application tailored for the specific platform or condition.
Powerful trends in the marketplace and technology are driving the need for an alternative more balanced approach than traditional view of the clouds. Benefits to be realized from a more balanced approach to cloud computing can be both cloud service providers and end users: increased infrastructure efficiency, optimized delivery of cloud based services, improved end user experience.

Change 2:  Add new changes

Change 3:  Add new changes
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