Common Boxes

1.1.1 The Common Headers Box

aligned(8) class OMADRMCommonHeaders extends FullBox('odhe', version, 0) {


unsigned int(8)
ContentVersion;
// Version of Content 


unsigned int(16)
EncryptionMethod;
// Encryption method


unsigned int(16)
EncryptionPadding;
// Padding type


unsigned int(32)
PlaintextLength;
// Plaintext content length in bytes


unsigned int(16)
ContentIDLength;
// Length of ContentID field in bytes


unsigned int(16)
RightsIssuerURLLength;
// Rights Issuer URL field length in bytes


unsigned int(16)
ContentURLLength;
// Content URL field length in bytes 


unsigned int(16)
TextualHeadersLength;
// Length of the TextualHeaders array in bytes


char


ContentID[];

// Content ID string


char


RightsIssuerURL[];
// Rights Issuer URL string

char


ContentURL[];

// Content URL string


string


TextualHeaders[];
// Additional headers as Name:Value pairs


Box


ExtendedHeaders[];
// Extensible headers, to the end of the box

}

The Common Headers box defines a structure for the required headers. This box MUST appear in both DCF and PDCF. This box includes the mandatory headers as fixed fields and provides a mechanism to insert additional headers as arbitrary name value pairs. For application in DCF and PDCF, see sections Error! Reference source not found. and Error! Reference source not found. for details.

A Device SHOULD NOT edit any of the fields in the Common Headers box.

1.1.1.1 Common Headers Version

The version field of the FullBox defines which version of DRM Content Format specification was used by the author of the content object. The value for version MUST be 0 for objects conforming to this specification.
1.1.1.2 ContentVersion Field

The ContentVersion field defines the version of the content.  This field can be used to uniquely identify the incarnation of this DRM protected content object.

1.1.1.3 EncryptionMethod Field

The EncryptionMethod field defines how the encrypted content can be decrypted. Values for the field are defined in the table below.

Table 1. Algorithm-id values
Algorithm-id
Value
Semantics

NULL
0x0000
No encryption for this object

AES_128_CBC
0x0001
AES symmetric encryption as defined by NIST.

128 bit keys.

Cipher block chaining mode (CBC).

128 bit initialization vector prefixing the ciphertext.

Padding according to RFC 2630, unless overridden by the PaddingScheme field.


AES_128_CTR
0x0002
AES symmetric encryption as defined by NIST.

128 bit keys.

Counter mode (CTR).

128 bit IV is constructed using a unique counter that prefixes the ciphertext.


Rights Issuers MUST take care in using NULL EncryptionMethod because, given a null-encrypted element within a DCF, the following statements hold true:

· Null-encrypted elements do not have any Confidentiality protection.

· Null-encrypted elements can be used without an associated Rights Object.

· Null-encrypted elements may not have any integrity protection, because the hash for integrity check is included in the associated Rights Object. 

1.1.1.3.1 PaddingScheme Field

The PaddingScheme parameter defines how the last block of ciphertext is padded.

Values of the PaddingScheme field are defined in the table below:

Table 2. PaddingScheme values
Padding-Scheme
Value
Semantics

NULL
0x0000
No padding. 

This padding-scheme MUST only be used if the PlaintextLength parameter is greater than zero.

RFC_2630
0x0001
Padding according to RFC 2630.

If this padding scheme is used, PlaintextLength MUST be zero.

1.1.1.4 PlaintextLength Field

The PlaintextLength field defines the length of the original plaintext. Some simple padding schemes may require that the plaintext length is explicitly defined. If the field is not used, it MUST be set to zero.

1.1.1.5 ContentIDLength Field

The ContentIDLength field defines the number of bytes occupied by the ContentID field.

1.1.1.6 RightsIssuerURLLength Field

The RightsIssuerURLLength field indicates the number of bytes occupied by the RightsIssuerURL field.

1.1.1.7 ContentURLLength Field

The ContentURLLength field indicates the number of bytes occupied by the ContentURL field.

1.1.1.8 TextualHeadersLength Field

The TextualHeadersLength field indicates the number of bytes occupied by the TextualHeaders field. Although it is possible with this version of the parent box to implicitly determine the TextualHeaders field length from the box length, this might not be the case in future versions. Thus, conforming tools MUST use the TextualHeadersLength field.

1.1.1.9 ContentID Field

The ContentID field MUST contain a unique identifier for this DRM protected content object.  The value MUST be associated with a CEK. The value MUST be encoded using US-ASCII encoding.

The value MUST be a URI according to [RFC2396]. It is the responsibility of the content author to guarantee the uniqueness of the ContentID. URI schemes like “cid:local-part@domain” as defined in [RFC2392] MAY be used.

If the content object is referenced from a DRM rights object, the value of the ContentID field MUST match the value of the referencing element of the rights object as defined in [DRMREL].

1.1.1.10 RightsIssuerURL Field

The RightsIssuerURL field defines the Rights Issuer URL. The Rights Issuer URLs MAY be used by the consuming device to obtain rights for this DRM protected content object. The mechanism is defined in OMA DRM specification [DRM-v2]. The value of the RightsIssuerURL field MUST be encoded using US-ASCII encoding. The length of this field is indicated by the RightsIssuerURLLength field.

The value of the RightsIssuerURL MUST be a URL according to [RFC2396].
1.1.1.11 ContentURL Field

The ContentURL field defines the Content URL. In the case where the consuming device does not support the format of the DRM protected content object, the consuming device MAY use the ContentURL to try to obtain an alternative version of the DRM protected content object in a format that the consuming device supports. It should be noted that there is no guarantee that an alternative version of the DRM protected content will be available. 

The consuming device MAY provide the option to forward the ContentURL to other users, this is an alternative form of superdistribution. 

The mechanism is defined in OMA DRM specification [DRM-v2]. The value of the ContentURL field MUST be encoded using US-ASCII encoding. The length of this field is indicated by the ContentURLLength field.

The value of the ContentURL MUST be a URL according to [RFC2396].

1.1.2 Extended Headers

There are two mechanisms to extend the mandatory header information. The TextualHeaders and ExtendedHeaders fields MAY contain additional information about the content. 

Textual headers are represented by name value pairs, where name and value are separated with a colon ‘:’ and the pair is terminated with a NULL character. A header (name value pair) MUST NOT include leading or trailing whitespace (such as \r\n). Further, a header name MUST NOT include a colon (‘:’) character, as the first instance or the character will stop scanning for the header name. Header value MAY include colon characters as the value is always assumed to continue after the first colon until a NULL character is reached. 

The next header name MUST begin immediately after the terminating NULL character of the previous header, if TextualHeadersLength is greater than the current scanning position. All headers MUST have a value, i.e. an empty value is not permitted.

The extended headers field continues until the TextualHeadersLength offset or the end of the box is reached. The TextualHeadersLength field MUST be used to determine the TextualHeaders field length.

An example representation of the extended textual headers:

Content-Vendor:GreatCompany\0Icon-URI:http://www.greatcompany.com:8080/contenticon.png\0

Each supported header is defined using augmented Backus-Naur Form (BNF) [RFC2234]. The extended headers are encoded using UTF-8 encoding.

The ExtendedHeaders array is used for future additions, and it can nest e.g. binary data. The array MAY have zero or more sub-boxes, and it spans until the end of the OMADRMCommonHeaders box is reached. The TextualHeaders field SHOULD NOT be used for large strings, such as encoded binary data, the ExtendedHeaders field SHOULD be used instead. A Device MAY ignore the extended headers it does not support.

User Data Box

1.1.2.1 InfoURL Field

The InfoURL field defines the Info URL. The consuming device MAY use the InfoURL to start a browsing session in order to provide up-to-date information on this DRM protected content object.

The value of the InfoURL MUST be a URL according to [RFC2396].
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