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1 Reason for Contribution

For some subscription services, allowing each RO to only grant access to one piece of content is restrictive. This is particularly true of services where the content is frequently updated. This contribution considers the benefits of allowing an RO to grant access to more than one piece of content and proposes a method to achieve this, which keeps ContentURIs unique. 

2 Summary of Contribution

This contribution proposes that the concept of allowing one RO to be used to grant access to several pieces of content should be allowed. It further proposes that a sensible way to achieve this is to add an optional SubcriptionURI to the DCF. A SubscriptionURI is a group identity that would be included in all DCFs for content in that subscription.

3 Detailed Proposal

The current proposed method of enabling a subscription RO involves having a RO that contains the CEK for each piece of content and a subscription RO, which contains the permissions to use the content. To update the rights for all the content only requires the update of the subscription RO. 

3 believes that this is a useful feature but does not cover all the possible subscription cases. Another case is to have one RO that can be applied to several pieces of content. This enable the following type of subscription based service. There could be a news service with the news updated 4 times a day and also when particularly important item of news occurs. If all the new updates can be accessed using the same RO then a subscriber would only need to download the content to be able to access it. This process is a lot simpler and much quicker than having to download a RO for each piece of content. The savings here could be particularly valuable when the service is particularly busy, e.g. after the subscribers have been informed of important pieces of news and many of them want access to the content simultaneously. Also for this type of service, content would be downloaded often and this would mean the DRM Agent would need to regularly download and store many ROs (even if the ROs would only need to kept for a short time) if an RO only relates to one piece of content.

At the Atlanta meeting, it was proposed that this type of subscription service could be enabled by removing the restriction that ContentURI are unique, i.e. each separate piece of content has a unique ContentURI. This proposal could not be agreed. Having several pieces of content accessed by one RO provides a valuable way to enable a subscription service and hence 3 propose a different way to allow one RO to apply to many pieces of content. It is proposed to add an optional field to the DCF called SubscriptionURI (or some other suitable name). If the DCF contains a SubscriptionURI, then this as well as the ContentURI could be used to link a RO to the piece of content.

This proposal has the additional advantage that access to a piece of content could be granted by either an RO specifically for that piece of content or by an RO for the whole subscription. A disadvantage of the proposal is that all the content in the subscription would have to be protected by the same CEK. Using unique IVs for each piece of content ensures that using one CEK to protect may pieces of content does not weaken the security, although compromising that CEK means all the content can be accessed. The risk of this would need to be balanced by a CI/RI against the clear advantages of using the SubscriptionURI for particular types of services. 

In summary we believe that allowing one RO to be used to grant access to several pieces of content is a valuable method to enable certain types of subscription services and neatly complements the subscription RO method that has been previously proposed. There are clear benefits in that an RO would not need to be fetched for every piece of content that a user downloads. This allows that content to be accessed by a user more quickly and with less effort by the RI and DRM Agents. These benefits are particularly large with real-time services, where the content may change over time or large numbers of users may wish to access and permission the content simultaneously. This scales better than the existing proposal, as there is no need to issue ROs at the peak load of the service. For these reasons, 3 proposes that the DRM group accept the concept of allowing several pieces of content to be accessed with one RO. Further 3 believe that this functionality could easily be added by including an optional SubscriptionURI in the DCF as described above. If the proposal is acceptable to the group then 3 will draft text for the relevant specifications. 

4 Intellectual Property Rights Considerations

None

5 Recommendation

This contribution proposes that one RO should be allowed to grant access to several pieces of content. If further proposes that adding an optional SubscriptionURI to the DCF is a sensible way to achieve this functionality. If the proposal is accepted, then 3 will draft text for the relevant specifications. 
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