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1 Reason for Change

The current description of the group feature in the DCF V2 specification does not correspond to the actual semantics of this feature. The description implies that each media object in the group is encrypted using the same key, called the group key, and that a second key is used to encrypt that group key and place the resulting value in the group key field of the OMA DRM container for this media object. Group ROs would then have to contain multiple CEKs, one for each media object in the group. 

In fact the mechanism is that each media object is encrypted using a different media encryption key and then a single common key is used to encrypt that media encryption key. The resulting value is placed in the Group key field of the OMA DRM container for each media object. The group RO then only needs to contain the single key required to decrypt all media encryption keys for the group. 

The specifications currently give the impression that group ID information corresponds to a single DCF in a similar way to transaction information. In fact, the group ID box is part of an OMA DRM container and therefore each OMA DRM container in a multipart DCF can contain its own group information. In addition, the REL spec implies (section 5.7.1) that if a DCF contains a Group ID box, then it can only be Group content and not have an individual Rights Object, whereas this is not the case. 
This change request suggests some changes to the specification text which should clarify these issues.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

This input explains the usage of the group elements of the DCF specified in the OMA DCF V2 specification, document no. OMA-DRM-DCF-V2_0-20040715-C and also impacts on the REL specification document no. OMA-DRM-REL-V2_0-20041210-C
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Change the description of the group feature to clarify its usage and semantics.

6 Detailed Change Proposal

Modify the normative text in Section 5.2.3.1 in the DCF version 2.0 specification describing the group ID feature as follows: 

Generally each media object in a group will be encrypted with a different media object encryption key while a single additional key (used for the whole group) is used to encrypt each media encryption key for storage in the GroupKey field. This single key will also be used as the value of the CEK in the RO. Therefore the GroupKey field stores the binary value obtained by encrypting the media encryption key with the CEK stored in the associated Rights Object. The GKEncryptionMethod field defines the algorithm used to encrypt this key, as defined in Section 5.2.1.2. Note that since the Group ID fields are part of the OMA DRM container box, each element of a multipart DCF may have its own group information. 
In addition the text in section 5.7.1 of the REL specification describing the group ID feature should also be updated as follows: 

Note that the CEK might also be used to wrap another (intermediate) key that in turn encrypts the Content. The DRM Agent can determine whether the CEK was used to encrypt the content or encrypt another key when it attempts to apply a Rights Object to a corresponding DRM content object. If the ContentID contained in the <asset> element matches ContentID stored in the Common Headers Box of the DRM Content object (see [DRMCF-v2]), then the CEK contained in the Rights Object was used to encrypt the content directly. If the ContentID matches the GroupID value stored in the OMADRMGroupID box, then the CEK in the Rights Object was used to encrypt a media encryption key. The DRM agent can then retrieve the media encryption key by using the CEK to decrypt the value in the GroupKey field of the OMA DRM container containing this content object.
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