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1 Reason for Change

To address the following two comments:
	B004
	2007.06.20
	T
	5.7.2.1.1
	Source: Ericsson

Form: OMA-DRM-2007-0294

Comment: In the AuthenticationResponse, it would be more efficient to send a hash value of Supported Algorithms (instead of the list of algorithm identifiers).

Proposed Change: 


	Status: OPEN 

	B006
	2007.06.20
	T
	5.7.2.2.1
	Source: Ericsson

Form: OMA-DRM-2007-0294

Comment: The KeyExangeRequest should include the Selected Algorithms (hash of it) if that parameter was present in the AuthenticationResponse. 

Proposed Change: 


	Status: OPEN 


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR. 
6 Detailed Change Proposal 

Change 1
5.7.2.1
5.7.2.1      Authentication Message
The DRM Agent sends the AuthenticationRequest to the SRM Agent, in order to select one of the trust anchors, and negotiate security algorithms used by the DRM Agent and SRM Agent. This request expresses Device information and preferences. The AuthenticationResponse expresses SRM information and preferences. The DRM Agent and SRM Agent also exchange their certificate chains and verify them.
5.7.2.1.1
Message Description

The DRM Agent sends the AuthenticationRequest to initiate a MAKE process. The parameters of the request are defined in Table 8.
Table 8: Parameters of AuthenticationRequest
	Parameters
	Protection Requirement
	Description

	Trust Anchor
	No
	Trust Anchor preferred by the DRM Agent. This is selected from Trusted Authorities in Table 6.
Trust anchors are identified as the hash of the public key of the root certificate in the Device Certificate Chain (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the root certificate). The default hash algorithm is SHA-1.

	Device Certificate Chain
	No
	A certificate chain including the Device Certificate. The chain MUST NOT include the root certificate. The Device Certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it. Refer to Appendix E.1.
If the Peer Key Identifier List parameter is present in the HelloResponse and the List contains the Device ID corresponding to the Device Certificate Chain, then this parameter need not be sent in the AuthenticationRequest.

	Supported Algorithms
	No
	Supported Algorithms identifies the cryptographic algorithms (hash algorithms, MAC algorithms, signature algorithms, asymmetric encryption algorithms, symmetric encryption algorithm, and key derivation functions) that are supported by the DRM Agent. Algorithms are identified using common URIs as specified in section 5.2. The algorithms and associated identifiers MUST be supported by all DRM Agents and SRM Agents.

Use of other algorithms is optional. Since all DRM Agents and all SRM Agents must support the default algorithms, they need not be sent in this parameter. Only identifiers for algorithms that are not one of the defaults needs to be sent in the AuthenticationRequest.


Upon receiving the AuthenticationRequest, the SRM Agent verifies the Device Certificate Chain if present. When the Device Certificate Chain is not present even if the HelloResponse doesn’t include Peer Key Identifier, the SRM Agent returns Device Certificate Chain Verification Failed in the Status of the response.
After this action, the SRM Agent sends the AuthenticationResponse to carry the result of the action. The parameters of the response are defined in Table 9. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Status parameter of the AuthenticationResponse contains the error cases as specified in Table 10.
Table 9: Parameters of AuthenticationResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the AuthenticationRequest is successfully handled or not. The Status value is specified in Table 10.

	SRM Certificate Chain
	No
	A certificate chain including the SRM Certificate. The chain MUST NOT include the root certificate. The SRM Certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it. Refer to Appendix E.1

	Encrypted AuthResp Data
	No
	E (PuKeyD , M) where M = RNS | Version | H(Supported Algorithms) | Selected Algorithms
RNS: A random number generated by the SRM Agent

Version is identical to Version received by the SRM Agent in the HelloRequest.
H(Supported Algorithms) is the hash of the Supported Algorhtms received by the SRM Agent in the AuthenticationRequest
Selected Algorithms specify the cryptographic algorithms selected by the SRM Agent. If the DRM Agent indicated support of only mandatory algorithms (i.e. left out the Supported Algorithm parameter in the AuthenticationRequest, or the DRM Agent only supports the mandatory algorithms), then the SRM Agent need not include this parameter. Otherwise, the SRM Agent MUST provide this parameter and MUST identify one algorithm of each type. 

M is encrypted with the Device’s public key (PuKeyD).


Table 10: Status of Authentication Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Trust Anchor Not Supported
	Trust Anchor in the request is not supported by the SRM Agent

	Device Certificate Chain Verification Failed
	The SRM Agent fails to verify the Device Certificate Chain.

	Unknown Error
	Other errors


Upon receiving the AuthenticationResponse and Status is Success, the DRM Agent verifies the SRM Certificate Chain. After the verification, the DRM Agent decrypts RNS, Version, H(Supported Algorithms) and Selected Algorithms with the Device’s private key (PrKeyD).
Then the DRM Agent compares Version to the Version parameter sent in the HelloRequest, and also compares H(Supported Algorithms) to the hash of the Supported Algorithms sent in the AuthenticationRequest. If both are identical and it is sure that the Selected Algorithms are from the Supported Algorithms, the DRM Agent continues with section 5.7.2.2.
5.7.2.1.2 Message Format
The message format (MessageBody) of the AuthenticationRequest is specified as follows. The messageType and protectedFlag are set to ‘0’.
TrustAnchor() {

    OctetString8()

}

DeviceCertificateChain() {

    CertificateChainString()

}

SupportedAlgorithms() {

    Algorithms()

}

MessageBody() {

    deviceCertificateChainPresent
1
bslbf
    supportedAlgorithmsPresent
1
bslbf
    rfu

6
bslbf
    TrustAnchor()

    if ( deviceCertificateChainPresent ) {

        DeviceCertificateChain()

    }

    if ( supportedAlgorithmsPresent ) {

        SupportedAlgorithms()

    }

}

The fields are defined as follows:

· deviceCertificateChainPresent - if ‘1’, then DeviceCertificateChain is present in this message

· supportedAlgorithmsPresent - if ‘1’, then SupportedAlgorithms is present in this message
· TrustAnchor – Trust Anchor parameter in Table 8
· DeviceCertificateChain – Device Certificate Chain parameter in Table 8
· SupportedAlgorithms – Supported Algorithms parameter in Table 8
The message format (MessageBody) of the AuthenticationResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘0’.
RandomNumber() {

    RandomNumberString()

}

Version() {

    VersionString()

}

SupportedAlgorithms() {

    Algorithms()

}
HashedSupportedAlgorithms() {

    HashedString()

}

SelectedAlgorithms() {

    Algorithms()

}

SrmCertificateChain() {

    CertificateChainString()

}

AuthRespData() {

    hashedSupportedAlgorithmsPresent
1
bslbf
    selectedAlgorithmsPresent


1
bslbf
    rfu


6
bslbf
    RandomNumber()

    Version()

    if ( hashedSupportedAlgorithmsPresent ) {

        HashedSupportedAlgorithms()

    }

    if ( selectedAlgorithmsPresent ) {

        SelectedAlgorithms()

    }

}

EncryptAuthRespData() {

    EncryptedString()

}

MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        SrmCertificateChain()

        EncryptAuthRespData()

    }

}

The fields are defined as follows:

· AuthRespData – M value of Encrypted AuthResp Data parameter in Table 9
· hashedSupportedAlgorithmsPresent – if ‘1’, then HashedSupportedAlgorithms is present in AuthRespData
· selectedAlgorithmsPresent – if ‘1’, then SelectedAlgorithms is present in AuthRespData
· RandomNumber – RNS value of Encrypted AuthResp Data parameter in Table 9
· Version –Version value of Encrypted AuthResp Data parameter in Table 9
· SupportedAlgorithms – Supported Algorithms value of Encrypted AuthResp Data parameter in Table 9
· HashedSupportedAlgorithms – hashed SupportedAlgorithms
· SelectedAlgorithms – Selected Algorithms value of Encrypted AuthResp Data parameter in Table 9
· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· SrmCertificateChain – SRM Certificate Chain parameter in Table 9
· EncryptedAuthRespData –  Encrypted AuthRespData with the Device’s public key
Change 2
5.7.2.2
5.7.2.2 Key Exchange Message

This step performs key exchange and key confirmation.

5.7.2.2.1 Message Description

The DRM Agent generates a random number (RND), and encrypts it with the SRM’s public key. At this step, the DRM Agent also encrypts the hash of the SRM Random Number (RNS) and the hash of the Selected Algorithms received in the AuthenticationResponse.

Then the DRM Agent sends the KeyExchangeRequest to exchange keys with the SRM Agent. The parameters of the request are defined in Table 11.
Table 11: Parameters of KeyExchangeRequest
	Parameters
	Protection Requirement
	Description

	Encrypted KeyEx Data
	No
	E (PuKeyS , M) where M = RND | H(RNS) | H(Selected Algorithms) | Selected Version
H(Selected Algorithms) is the hash of the Selected Algorithms received by the DRM Agent in the AuthenticationResponse
Selected Version is identical to the Selected Version received by the DRM Agent in the HelloResponse
M is encrypted with SRM’s public key (PuKeyS).


Upon receiving the KeyExchangeRequest, the SRM Agent decrypts Encrypted KeyExData with the SRM’s private key. 

The SRM Agent compares respectively the decrypted H(RNS) and the decrypted H(Selected Algorithms) to the hash of the random number (RNS) and to the hash of the Selected Algorithms that the SRM Agent has sent in the AuthenticationResponse. The SRM Agent also compares the decrypted Selected Version to the Selected Version parameter sent in the HelloResponse.

After this action, the SRM Agent sends the KeyExchangeResponse to carry the result of the action. The parameters of the response are defined in Table 12. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Status parameter of the KeyExchangeResponse contains the error cases as specified in Table 13.
Table 12: Parameters of KeyExchangeResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the KeyExchangeRequest is successfully handled or not. The Status value is specified in Table 13.

If the Status contains any error, only this parameter is present in the KeyExchangeResponse.

	Hashed RanNum Data
	No
	H(M) where M = RND | RNS. M is hashed by using SHA-1.


Table 13: Status of Key Exchange Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	SRM Random Number Mismatched
	The SRM Random Number from the DRM Agent is not identical to its original value in the SRM.

	Selected Algorithms Mismatched
	H(Selected Algorithms) received in the KeyExchangeRequest is not identical to the hash of the Selected Algorithms sent in the AuthenticationResponse

	Version Mismatched
	The Selected Version received in KeyExchagenRequest is not matched with the original value sent in the HelloResponse.

	Unknown Error
	Other errors


Upon receiving the KeyExchangeResponse and Status is Success, the DRM Agent confirms whether the hashed Device Random Number (RND) and SRM Random Number (RNS) are matched with the random numbers exchanged in the AuthenticationResponse and KeyExchangeRequest.

After the key exchange and key confirmation are successfully finished, the DRM Agent and SRM Agent generate security elements by using the Key Derivation Function as specified in section 5.7.3.1.

5.7.2.2.2 Message Format

The message format (MessageBody) of the KeyExchangeRequest is specified as follows. The messageType and protectedFlag are set to ‘0’.
DeviceRandomNumber() {

    RandomNumberString()

}

SrmRandomNumber() {

    RandomNumberString()

}

HashedSrmRandomNumber() {

    HashedString()

}
SelecedAlgorithms() {

    Algorithms()

}
HashedSelectedAlgorithms() {

    HashedString()

}
KeyExData() {
    hashedSelectedAlgorithmsPresent


1
bslbf
    rfu



7
bslbf
    DeviceRandomNumber()

HashedSrmRandomNumber()

    If ( hashedSelectedAlgorithmsPresent ) {

        HashedSelectedAlgorithms()

    }
    SelectedVersion()

}

EncryptedKeyExData() {

    EncryptedString()

}

MessageBody() {

    EncryptedKeyExData()

}

The fields are defined as follows:

· KeyExData – M value of Encrypted KeyEx Data parameter in Table 11
· DeviceRandomNumber – RNH value of Encrypted KeyEx Data parameter in Table 11
· SrmRandomNumber – RNS value of Encrypted KeyEx Data parameter in Table 11
· SelectedAlgorithms – Selected Algorithms of Encrypted KeyEx Data parameter in Table 11
· Selected Version – Selected Version value of Encrypted KeyEx Data parameter in Table 11
· HashedSrmRandomNumber – Hashed SrmRandomNumber
· HashedSelectedAlgorithms – Hashed SelectedAlgorithms
· EncryptedKeyExData –  Encrypted KeyExData with the SRM’s public key
The message format (MessageBody) of the KeyExchangeResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘0’.
DeviceRandomNumber() {

    RandomNumberString()

}

SrmRandomNumber() {

    RandomNumberString()

}

RanNumData() {

    DeviceRandomNumber()

    SrmRandomNumber()

}

HashedRanNumData() {

    HashedString()

}

MessageBody() {

    status

16
uimsbf

    if ( status == 0 ) {

        HashedRanNumData()

    }

}

The fields are defined as follows:

· RanNumData – M value of Hashed RanNum Data parameter in Table 12
· DeviceRandomNumber – RND value of Hashed RanNum Data parameter in Table 12
· SrmRandomNumber – RNS value of Hashed RanNum Data parameter in Table 12
· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· HashedRanNumData –  Hashed RanNumData
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