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1 Reason for Change

The CR provides message details and formats for LRM-RI Create RO protocols.
R01:
Cease reusing ROPayload,
Remove seqId

Encrypted the encryptedCEK with publicKey of the RI (As David’s proposal)
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG members to review and agree the proposal
6 Detailed Change Proposal

Change 1:  Modify section 6.1.2 as below
6.1.2 LRM-RI Create RO Protocol
The 2-pass LRM-RI Create RO Protocol is the protocol by which an LRM enlists the services of a Rights Issuer to Import Rights associated with some DRM Content imported by the LRM from upstream DRM system to a designated DRM2.x Device, so that backward compatibility regarding Import function is achieved, i.e. an LRM can import RO into a DRM2.x Device. This protocol assumes that the LRM and the DRM2.x Device each have a valid RI context for the associated Rights Issuer.
This protocol includes securely transferring of imported Rights and REK to the Rights Issuer whereas ensures that the REK is not exposed to the Rights Issuer. This protocol MAY involve OCSP protocol between Rights Issuer and OCSP Responder for checking status of Rights Issuer’s certificate chain. After successful 2-pass LRM-RI CreateRO Protocol execution, the Rights Issuer MUST conduct RO Acquisition Protocol including optional ROAP-ROAcquisition Trigger as per [DRMDRM2.0], with the designated DRM2.x Device to issue the imported RO. But the RO Acquisition Protocol itself is not part of this protocol.
[TBD4: how is the LRM going to get the DRM2.x Device’s public key]
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Figure 3 – The 2-pass LRM-RI Create RO Protocol
6.1.2.1 LRM-RI Create RO Request

An LRM sends the LRM-RI Create RO Request message to an RI to request creating one or more ROs for a designated DRM2.x Device. The request message is an element of type gen:Request, in which the elements are present:
	element / attribute
	usage
	value

	reqID
	M 
	Default, as specified in [SCE-GEN], section xyz

	resID
	M
	Default, as specified in [SCE-GEN], section xyz

	nonce
	M
	Default, as specified in [SCE-GEN], section xyz

	time
	M
	Default, as specified in [SCE-GEN], section xyz

	certificateChain
	O
	Default, as specified in [SCE-GEN], section xyz

	reqInfo
	M
	Specified below

	signature
	M
	Default, as specified in [SCE-GEN], section xyz


Table 1: LRM-RICreateRORequest Message Parameters
The “xsi:type” attribute of <reqInfo> element in LRMRICreateRORequest message MUST be set as “lrm:CreateROReqInfo”. The type of “lrm:CreateROReqInfo” is defined as below.


<element name=”lrmRICreateRORequest” type=”gen:Request” />

<complexType name="CreateROReqInfo">
<complexContent>

  <extension base=”gen:RequestInformation”>



<sequence maxOccurs=”unbounded”>                   



<element name="rights" type="o-ex:rightsType"/>
                   <element name="encKey" type="xenc:EncryptedKeyType"/>
                   <element name=”encyptedMacKey” type=”base64Binary”/>


</sequence>
       </extension>

    </complexContent>


</complexType>

The <reqInfo> element in LRMRICreateRORequest message includes one or more sequences of <rights>element, <encKey> element and <encryptedMacKey> element. It conveys the information about the Rights that the LRM is attempting to import to the designated DRM2.x Device. Based on it, the RI will issue a DRM2.x compatible Device RO to the designated DRM2.x Device via RO Acquisition protocol specified in [DRM2.x]. The included elements are specified as below:
· The <rights> element

The <rights> element is of type o-ex:rightsType specified in [DRM2.x-REL]. Within it, only the ContentID indicated by the value of [rights / agreement / asset / context / uid] element, the DCF Hash value indicated by the [rights  / agreement / asset / digest / digestValue] element, the encryptedCEK indicated by the value of [rights / asset / KeyInfo / EncryptedKey / CipherData / CipherValue] element, the permissions and constraints indicated by the content of [rights / agreement / permission] elements MUST be provided by the LRM, while the  [rights / context / uid] element that represents the ROID MUST NOT be provided by the LRM. But in order to meet the requirement of the schema of o-ex:rightsType type, the [rights / context / uid] element  MUST be present but with an arbitrary value. The RI is expected to replace the arbitrary value with a concrete ROID.
 To prevent the designated DRM2.x Device which is compromised, from getting the CEK, the encryptedCEK in the <rights> element is further encrypted by the public key of the RI.
 [TBD-1: to generate a symetric key and then use it to encrypt the encryptedCEK furtherly]
[TBD-2:The RI ShALL be allowed to reject an otherwise LRM-RICReate RO Request message if the number of allowed recipient DRM Agents for that LRM has been exceeded]
· The <encKey> element

The <encKey> element is of xenc:EncryptedKeyType type. Within it, the Device ID of the designated DRM2.x Device indicated by the value of [encKey/keyInfo/X509SPKIHash/hash] element and the encapsulated concatenation of Krek and Kmac indicated by the value of [encKey/CipherData/CipherValue] MUST be provided by the LRM. The Krek and Kmac are both generated by the LRM and the concatenation of Krek and Kmac MUST be encapsulated by the public key of the designated DRM2.x Device in the same way as specified in section 7.1 in [DRM2.x].
· The <encryptedMacKey> element
The <encryptedMacKey> is of type base64Binary. It is the result of RSA.ENCRYPT(public key of the RI,Kmac) (see section 7 in [DRM2.x]). The encryptedMacKey is intended to be used by the RI to provide integrity protect over the <roPayload> in ROResponse message in subsequent ROAcquisition protocol.
Upon receiving the LRM-RICreateRORequest message, the RI MUST verify the signature of the LRM. If the verification is well, then the RI MUST issue an RO by a subsequent ROAcquisiton Protocol, based on the information about the Rights indicated by the <reqInfo>, to the designated DRM2.x Device. 
[TBD-3: how to create the RO for the recipient DRM Agent. The RI SHALL not include the <signature> element over the <rights> element in the RO Payload]




6.1.2.2 LRM-RI Create RO Response

An RI sends the LRM-RI Create RO Response message to an LRM to indicate the result of creating one or more RO for a designated DRM2.x Device. The 



 response message is an element of type gen:Response, in which the elements are present:
	element / attribute
	usage
	value

	status
	M
	Default, as specified in [GEN], section xyz

	errorMessage
	O
	Default, as specified in [GEN], section xyz

	errorRedirectURL
	O 
	Default, as specified in [GEN], section xyz

	reqID
	M
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	ocspResponse
	O
	Default, as specified in [GEN], section xyz

	rspInfo
	M
	Specified below

	signature
	M
	Default, as specified in [GEN], section xyz


 Table 2: LRM-RICreateROResponse Message Parameters
The “xsi:type” attribute of <rspInfo> element in LRMRICreateROResponse message MUST be set as “lrm:CreateRORspInfo”. The type of “lrm:CreateRORspInfo” is defined as below:
 <element name=”lrmRICreateROResponse” type=”gen:Response” />

<complexType name="CreateRORspInfo">
<complexContent>

    <extension base=”gen:ResponseInformation”>



<sequence maxOccurs=”unbounded”>



                         <choice>

                           <element name="success"/>
                           <element name= "failureReason" type= "string"/>

</choice>



</sequence>
      </extension>

    </complexContent>


</complexType>
The <rspInfo> element in LRMRICreateROResponse message includes one or more sequences of  choice between <success> element and <failureReason> element.
The <success> element indicates the <reqInfo> corresponding to the sequence was successfully processed and the corresponding RO can be issued to the designated DRM2.x Device.

The <failureReason> element indicates the reason why the <reqInfo> corresponding to the sequence was not successfully processed.
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