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1 Reason for Change

A user can transfer his/her own rights to another user through the procedure of move via the Rights Issuer. However, in some cases (e.g., a recipient device can be in out of service area) rights fail to be delivered to a recipient device. Moreover, if the RI is holding rights with time-based constraints both a source device and destined device lose their chances to consume the corresponding content for a while. 

This CR proposes to add a new element ‘holding-time’ to define a period of time - how long the RI holds the rights for delivery of rights to a recipient device to overcome the above problem.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Samsung recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Change section 5.5.4 as follows:
5.5.4 Move RI Rights Protocol

The ROAP Move RI Rights Protocol enables a DRM Agent to move its remaining Rights that was originally created by a Rights Issuer to other DRM Agent through the interaction with the Rights Issuer. Since it extends existing ROAP protocol, the physical distance between two DRM Agents does not matter.

While DRM 2.1 RO Upload Protocol transfers Rights which had been issued from RI to the requesting DRM Agent, the ROAP Move RI Rights Protocol transfers Rights which was originally created by the RI. The Rights may come directly from not only RI but also other DRM Agents.

5.5.4.1 Move RI Rights Request
The ROAP-MoveRightsRequest message is sent from the Device to the Rights Issuer for transferring Rights. The message is an element of type gen:Request, in which the element are present:
	element / attribute
	usage
	value

	reqID
	M 
	Default, as specified in [SCE-GEN], section xyz

	resID
	M
	Default, as specified in [SCE-GEN], section xyz

	nonce
	M
	Default, as specified in [SCE-GEN], section xyz

	Time
	M
	Default, as specified in [SCE-GEN], section xyz

	certificateChain
	O
	Default, as specified in [SCE-GEN], section xyz

	reqInfo
	M
	Specified below

	signature
	M
	Specified below


Table 1: MoveRIRightsRequest Message Parameters
Signature is a digital signature on this message (besides the Signature element itself). The signature method conforms to [DRMDRM].
The “xsi:type” attribute of <reqInfo> element in Move RI Rights Request message MUST be set as “roap:MoveRIRightsReqInfo”. The type of “roap:MoveRIRightsReqInfo” is defined as below.


<complexType name="MoveRIRightsReqInfo">
<complexContent>

  <extension base=”gen:RequestInformation”>



<sequence>




<element name="rcptDevID" type="gen:Identifier" minOccurs=”0”/>




<element name="rightsInfo" type="roap:RightsInfo" maxOccurs=”unbounded”/>



<element name="extensions" type="gen:Extensions" minOccurs=”0”/>


</sequence>
       </extension>

    </complexContent>


</complexType>

The <reqInfo> element in Move RI Rights Request message includes optional <rcptDevID> element, one or more <rightsInfo> element and optional <extensions> element, besides the elements defined in the type gen:RequestInformation.

The <rcptDevID> element represents the identifier of Recipient Device.
The <rightsInfo> element contains information about Rights being transferred to Rights Issuer.
The <extensions> element contains following extensions which are defined for the ROAP-MoveRIRightsRequest message:

Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored RI ID, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.
Expire Time: A period of time for the RI to hold the Rights temporary before delivery of the Rights to the Recipient Device. After the specified time, the RI SHOULD return the Rights back to the source Device using RO acquisition protocol [DRMDRM].
The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key corresponding to the stored RI ID. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI’s certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI. 

The following schema fragment defines the Expire Time extension:
<complexType name="ExpireTime">
  <complexContent>

    <extension base="roap:Extension">

      <sequence>

        <element name="et" type=”datetime” maxOccurs=”1”/>

      <sequence>

    </extension>

  </complexContent>

</complexType>
If there was preceding ROAP-MoveRIRights Trigger and its roRequested attribute value was ‘true’, or the request message is sent without preceding ROAP-MoveRIRights Trigger, the <rightsInfo> element within <moveRIRightsRequest> element SHALL include one <rights> element and one <signature> elements. If there was no preceding ROAP-MoveRIRights Trigger or the trigger doesn’t include <recipientInfo> element, the <moveRIRightsRequest> element SHALL include one <recipientDeviceID> element. If the trigger includes <recipientInfo> element, since the Rights Issuer already knows the ID of the recipient device, the <moveRIRightsRequest> element SHALL NOT include any <recipientDeviceID> element. For the detail of RightsInfo type, please refer to section 5.4.1.

5.5.4.2 MoveRIRightsResponse

The ROAP-MoveRIRightsResponse message is sent from the the Rights Issuer to the Device as a response against ROAP-MoveRIRightsRequest message. This message expresses if RI assures received Rights Object will be successfully stored. The message is an element of type gen:Response, in which the element are present:

	element / attribute
	usage
	value

	Status
	M
	Default, as specified in [GEN], section xyz

	errorMessage
	O
	Default, as specified in [GEN], section xyz

	errorRedirectURL
	O 
	Default, as specified in [GEN], section xyz

	reqID
	M
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	Nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	ocspResponse
	O
	Default, as specified in [GEN], section xyz

	rspInfo
	M
	Specified below

	signature
	M
	Specified below


Table 2: MoveRIRightsResponse Message Parameters
Signature is a digital signature on this message (besides the Signature element itself). The signature method conforms to [DRMDRM].
The “xsi:type” attribute of <rspInfo> element in Move RI Rights Response message MUST be set as “roap:MoveRIRightsRspInfo”. The type of “roap:MoveRIRightsRspInfo” is defined as below:

<complexType name="MoveRIRightsRspInfo">
<complexContent>

    <extension base=”gen:ResponseInformation”>



<sequence>




<element name="extensions" type="gen :Extensions" minOccurs=”0”/>



</sequence>
      </extension>

    </complexContent>


</complexType>
The <rspInfo> element in Move RI Rights Response message includes optional <extensions> element, besides the elements defined in the type gen:ResponseInformation.

The <extensions> element contains following extensions which are currently defined for ROAP-MoveRIRightsResponse message.

Post Response URL: This allows an RI to have post-interaction with the user of Source Device using a browsing session. In the browsing session, the RI may conduct e.g. billing/charging per amount of transferred Rights, screening of Content and Rights. But the details in the browsing session are beyond the scope of this specification.
Expire Time: A period of time for the RI to hold the Rights temporary before delivery of the Rights to the Recipient Device. After the specified time, the RI SHOULD return the Rights back to the source Device. This can be the same with the Expire Time of the moveRIRightsRequest set by the source Device or by the RI based on its own policy.
Signature is a digital signature on this message (besides the Signature element itself). The signature method conforms to [DRMDRM].

5.5.4.2.1 Message syntax

The <moveRIRightsResponse> element specifies the ROAP-MoveRIRightsResponse message. It has complex type roap:MoveRIRightsResponse, which extends the roap:Response type.

<!--MoveRIRightsResponse -->

 <element name="moveRIRightsResponse" type="roap:MoveRIRightsResponse" />
 <complexType name="MoveRIRightsResponse">

  <annotation>

   <documentation xml:lang="en">

    Message sent from RI to Device in response to a MoveRIRightsRequest message.

   </documentation>

  </annotation>

  <complexContent>

   <extension base="roap:Response">

    <sequence minOccurs="0">

     <element name="deviceID" type="roap:Identifier" />

     <element name="riID" type="roap:Identifier" />

     <element name="nonce" type="roap:Nonce" minOccurs="0" />
     <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

     <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

     <element name="signature" type="base64Binary" />

     <element name="extensions" type="roap:Extensions" />

    </sequence>

   </extension>

  </complexContent>

 </complexType>
The following schema fragment defines the Post Response URL extension:

<complexType name="postResponseURL">

  <complexContent>

    <extension base="roap:Extension">

      <sequence>

        <element name="prURL" type=”anyURI”/>

      <sequence>

    </extension>

  </complexContent>

</complexType>
The prURL element specifies a URL.  The value of the <prURL> element MUST be a URL according to [RFC2396]. The processing of the <prURL> element is as described in section 6.4.

The critical attribute SHALL be present and the value of the attribute SHALL be “true” and this extension MUST be supported by the Device.
Change 2:  Change section 6 as follows:
6. Moving Rights via Rights Issuer

All Connected Devices SHALL support Moving Rights via Rights Issuer. The protocol implementation is required only for the Source Device, and the Recipient Device simply uses existing RO Acquisition Protocol in [DRMDRM]. Moving Domain Rights Object and Parent Rights Object is beyond the scope of this protocol.

6.5 Installation of Movable Rights Object

A Rights Issuer can specify if the Rights Object can be moved via the Rights Issuer. Such Rights Object MUST include “move” permission in the <rights> element as specified in [SCE-REL], and MUST include digital signature, <signature> element, which is calculated over the <rights> element inside.

During installation of the Rights Object, if “move” permission is present in <rights> element, DRM Agent SHOULD store the <ro> element and RO Encryption Key, KREK into secure storage. The DRM Agent MUST be able to restore <rights>, <signature> elements and RO Encryption Key. It is RECOMMENDED for the DRM Agent to store a binary equivalent of the <roap:protectedRO> element into the Rights Object container box of the corresponding (P)DCF.

6.6 Sending MoveRightsRequest

MoveRights Protocol can be initiated either by receiving ROAP-MoveRightsTrigger or by user interaction with the Device e.g. the user of the Source Device can select Rights to move using built-in menu in the phone.

For sending ROAP-MoveRightsRequest message, the DRM Agent MUST:

· Let the user select Rights Objects to move. This step is beyond the scope of this specification.

· Make the selected Rights Objects disabled state.

· Construct <rightsInfo> element. (For detail, see the section 5.4.1)
· Construcut <extensions> using <ExpireTime> when it is needed (For detail, see the section 5.5.4.1.)
· Generate the request message using the <rightsInfo> element, and attach <signature> element which is generated according to [DRMDRM].

The DRM Agent sends the request message generated in above step to the roapURL in the previous trigger message. If there was no previous trigger, the DRM Agent sends the requested messge to the riURL which is stored in the RI Context.

If any error occurred during sending the request message, the DRM Agent MAY resend the message in best effort manner. How many times the DRM Agent retries is left to implementation. In case of final failure, the DRM Agent must set the Rights Object enabled state.

If any error occurred during sending the request message, the DRM Agent MUST make the Rights Object enabled state and MAY resend the message in best effort manner.
6.7 Processing MoveRightsRequest

If the RI receives a MoveRightsRequest message, the RI MUST process the request message and respond with an appropriate MoveRightsResponse message. To process the MoveRightsRequest message, the RI MUST:

· Check if it has valid Device Context with the Device sending the request message by checking the value of <deviceID> element of the ROAP-MoveRightsRequest message. If the Device Context is unavailable or invalid e.g. expired, the RI MUST respond with NotRegistered error.

· Verify the <signature> element in the request message. The signature verification conforms to [DRMDRM]. If the verification is not successful, the RI MUST respond with appropriate error i.e. SignatureError, NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent. 

· Check the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRMDRM]. If the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error.

· Verify the <rightsInfo> element in the request message. (For detail, see the section ‎5.3.1)
· Check the value of <ExpireTime> for the maximum allowed date to move the Rights to the recipient Device.
· If all above steps were successful, respond with a MoveRightsResponse message that contains the <status> element that has “success” value.
· Generate Rights Object(s) cryptographically bound to the Recipient Device, based on the received Rights Objects and their corresponding State Informations.
When the RI generates the Rights Object(s) for the recipient Device, the RI SHALL modify constraints value from the received Rights Object, with incorporating state information in the request message. If the Rights Object has “count” constraint under “move” permission, the RI SHALL decrease the value of the <o-dd:count> element under “move” permission by 1. After modifying constraint values in the <rights> element in the received Rights Object, the RI MUST add a <signature> element which contains signature value over the <rights> element. The Rights Issuer SHALL use new RO Encryption Key to encrypt Content Encryption Key when the Rights Issuer generates the Rights Object for the Recipient Device.

· Conducts a typical 1-pass or 2-pass RO acquisition protocol ([DRMDRM]). In case of 2-pass RO acquisition protocol, the RI sends an ROAP trigger to the recipient device in order to instruct the recipient device to notify to download the Rights Object generated by RI which is based on the one previously transferred from the source device.
If RI failed to issue the Rights Objects to the Recipient Device, RI may re-generate the Rights Object(s) for the Source Device as same way to generate Rights Object for the Recipient Device.
6.8 Processing MoveRightsResponse

When a DRM Agent receives a MoveRightsResponse message, the DRM Agent MUST:

· Check if <deviceID>, <riID>, <nonce> elements are same with previous request message. If any of these does not match, the DRM Agent regards error condition is met.

· Verify <signature> element in the message. If the verification is failed, the DRM Agent regards error condition is met.

If the status in the response message is success, the DRM Agent MUST:

· In case of move of full Rights, remove the corresponding Rights Objects and (and their State Information if present) which were identified in the request message.

· In case of move of partial Rights, enable the corresponding Rights Objects and update their State Information by amount of transferred rights. E.g. if 3 counts were originally remained and 1 count was transferred to RI, then the DRM Agent decrements the State Information to be 2 counts.

· If the Post Response URL extension is present, the DRM Agent MUST send an HTTP GET request to the URL specified in the value of the <prURL> element of this extension at the first available opportunity. If the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time.
If the status in the response message is error or underlying transport protocol has error, the DRM Agent MUST:

· Make the corresponding Rights Objects enabled state.

· Handle error according to [DRMDRM], in case where the status in the response message is error.
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