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1 Reason for Change

This CR provides addresses SCE A2A CONR comments QC0034 and F051.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Qualcomm recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Change Section 10 as follows:

10. Security Considerations








    (Informative)



In addition to the Security Considerations of [DRM-v2.1], several additional factors have to be considered when allowing the features of this specification, as described below. This list is not claimed to be exhaustive.

10.1 Entity Compromise

10.1.1 DRM Requestor Compromise
A compromised DRM Requestor may result in any of the following:

· Duplication of Rights Objects – the DRM Requestor does not remove Moved Rights Objects or allows the restoration of Rights Objects that have been Moved. This may not require actual restoration of the Rights Object, i.e. only resetting of state, in the case of Partial Rights Moves.
· Move of Duplicated Rights Objects – Rights duplicated as above are Moved by an unknown-compromised DRM Requestor. Because of the allowance of Partial Rights Move, multiple Moves (even to the same DRM Agent) may not be considered suspicious. 
10.1.2 DRM Agent Compromise

A compromised DRM Agent may result in any of the following:

· Duplication of Rights Objects – the DRM Agent does not remove Shared or Lent Rights Objects after the Sharing or Lending time has expired.

10.1.3 Render Agent Compromise

A compromised Render Agent may result in any of the following:

· Disclosure of the CEK.

· Disclosure of Protected Content – the Render Agent releases the plaintext DRM Content to a compromised rendering application on the Render Client.
10.2 DRM Time
Although Devices implementing this specification are required to support DRM Time, there is no explicit checking of DRM Time between a DRM Requestor and a DRM Agent. Since Devices are not trusted sources of time, it is possible that the DRM Requestor’s DRM Time and the DRM/Render Agent’s DRM Time will be different when A2A functionality is performed.
10.3 CRL Distribution

Revocation status checking depends on the timely distribution of CRLs. Without such distribution, Devices and Render Clients may not be aware that an entity has been revoked. Note that an entity may have a valid and current CRL but not be aware that a new CRL is available.
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