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1. Scope

Open Mobile Alliance (OMA) specifications are the result of continuous work to define industry-wide interoperable mechanisms for developing applications and services that are deployed over wireless communication networks.

The scope of OMA "Digital Rights Management" [DRM-v2] is to enable the consumption of digital content in a controlled manner. The content is consumed on authenticated devices per the usage rights expressed by the content owners. The OMA DRM work addresses the various technical aspects of this system by providing appropriate specifications for content formats, protocols, and the rights expression language.

The scope of the OMA "Digital Rights Management extension for Broadcast Support" [DRM20-Broadcast-Extensions]  specification is the application of the OMA "Digital Rights Management" specifications in a typical broadcast environment in which devices might only be capable of receiving information broadcast over a shared medium. It refers to the general OMA "Digital Rights Management" [DRM-v2] documents as its foundation. The causes create a broadcast interpretation of the OMA Digital Rights Management standard.

The “Secure Removable Media” [SRM-v1] specification enables the use of the Secure Removable Media based on the OMA DRM version 2.0. That specification defines mechanisms and protocols necessary to implement the Secure Removable Media and the extended part of the OMA DRM version 2.0 system to enable the use of the Secure Removable Media.
The scope of this specification is the application of the OMA "Secure Removable Media" specification in a BCAST environment. This specification defines mechanisms and protocols necessary to involve the Secure Removable Media in protecting the access to, and control the consumption of, BCAST content in either streaming or file delivery format.

This specification is used by the OMA BCAST enabler in conjunction with [BCAST10-ServContProt].

2. References

2.1 Normative References

	[BCAST11-Distribution]
	"File and Stream Distribution for Mobile Broadcast Services ", Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_1, 
URL:http://www.openmobilealliance.org/

	[BCAST11-Ser vices]
	"Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_1, 
URL:http://www.openmobilealliance.org/

	[BCAST10-ServContProt]
	"Service and Content Protection for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_0, 
URL:http://www.openmobilealliance.org/

	[BCAST11-SG]
	"Service Guide for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_ServiceGuide-V1_1, 
URL:http://www.openmobilealliance.org/

	[DRM20-Broadcast-Extensions]
	"OMA DRM v2.0 Extensions for Broadcast Support", Open Mobile Alliance™, OMA-TS-DRM-XBS-V1_1, 
URL:http://www.openmobilealliance.org/

	[DRM20-Broadcast-Extensions-OMADD-XSD]
	"Mobile Broadcast Services - XML schema for OMA DRM 2.0 Extensions for BCAST (XBS) - Data Dictionary", Open Mobile Alliance™, OMA-SUP-XSD_drm_dd_xbs-V2_0, 
URL: http://www.openmobilealliance.org

	[DRM20-Broadcast-Extensions-RISD-XSD]
	"Mobile Broadcast Services - XML schema for OMA DRM 2.0 Extensions for BCAST (XBS) - Rights Issuer Service Data", Open Mobile Alliance™, OMA-SUP-XSD_drm_risd_V1_0, 
URL: http://www.openmobilealliance.org

	[DRM20-Broadcast-Extensions-ROAP-XSD]
	"Mobile Broadcast Services - XML schema for OMA DRM 2.0 Extensions for BCAST (XBS) - ROAP", Open Mobile Alliance™, OMA-SUP-XSD_drm_roap_extensionhooks-V2_0, 
URL: http://www.openmobilealliance.org

	[DRMCF-v2]
	"DRM Content Format", Open Mobile Alliance(, OMA-DRM-DCF-V2_0, 
URL: http://www.openmobilealliance.org/

	[DRMREL-v2]
	"DRM Rights Expression Language", Open Mobile Alliance™, OMA-DRM-REL-V2_0, 
URL: http://www.openmobilealliance.org/

	[DRM-v2]
	"Digital Rights Management", Open Mobile Alliance(, OMA-DRM-DRM-V2_0, 
URL: http://www.openmobilealliance.org/

	[SRM-v1]
	"Secure Removable Media", Open Mobile Alliance™, OMA-SRM-V1_0, 
URL: http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	SRM
	Secure Removable Media

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion. (From [OMADRMv2])

	Device
	A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications. The Device may include a smartcard module (e.g. a SIM) or not depending upon implementation.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device. (From [OMADRMv2])

	Local Rights Consumption
	Operations in which Rights stored in SRMs are transferred for use by the recipient Device for a limited period of time for rendering purposes.

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object (From [OMADRMv2])

	Move
	To make Rights existing initially on a source Device or SRM fully or partially available for use by a recipient Device or SRM, such that the Rights or parts thereof that become usable on the recipient Device or SRM can no longer be used on the source Device or SRM.

	Handle
	A random number generated by the DRM Agent, which is stored in the SRM and in the Operation Log (kept in the Device) used for associating the DRM Agent to specific Rights for the Move or Local Rights Consumption operation.

	Operation Log
	A secure file, kept in a Device, in which entries containing transaction information (e.g. ROID, Handle) are stored until corresponding transactions are completed. The information in an entry is relevant for the recovery procedures used by a DRM Agent when a transaction is not completed.

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content. (From [OMADRMv2])

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object. (From [OMADRMv2])

	Rights
	Rights are the collection of permissions and constraints defining under which circumstances access is granted to DRM Content. For the purposes of this document, Rights consist of a Rights Object, its associated state, and other related information.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM conformant Devices. (From [OMADRMv2])

	Rights Object
	A collection of Permissions and other attributes which are linked to DRM Content. (From [OMADRMv2])

	Secure Authenticated Channel
	A logical channel that provides message integrity and confidentiality.

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. (e.g. secure memory card, smart card)

	SRM Agent
	A trusted entity embodied in Secure Removable Media. This entity is responsible for storing and removing Rights Objects in Secure Removable Media, for delivering Rights Objects from/to a DRM Agent in a secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights. The SRM Agent is a part of Secure Removable Media.

	User
	The human user of a Device.  The User does not necessarily own the Device. (From [OMADRMv2])


3.3 Abbreviations

4. Introduction
(Informative)

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 1_0 History
	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS_SRM-XBS_V1_0

	n/a
	n/a
	Initial Document Template approved

	
	
	
	

	Candidate Version

OMA-TS_SRM-XBS_V1_0
	n/a
	n/a
	

	
	n/a
	n/a
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].
a. SCR for Client
	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	


b. SCR for Server
	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	


c. SCR for SRM Agent
	Item
	Function
	Reference
	Status
	Requirement
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