Doc# OMA-DRM-2008-0206-CR_Proposal_for_Resolving_CONR_Comment_DRM054.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2008-0206-CR_Proposal_for_Resolving_CONR_Comment_DRM054.doc
Change Request



Change Request

	Title:
	Proposal for Resolving CONR Comment DRM054
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DRM

	Doc to Change:
	OMA-TS-SCE_DRM-V1_0-20080506-D 

	Submission Date:
	9 May 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Zhipeng Zhou, Huawei, zhouzp@huawei.com
Yi Cheng, Ericsson, yi.cheng@ericsson.com

	Replaces:
	none


1 Reason for Change

This CR addresses the following consistency review comment:
	DRM054
	10.04.2008
	T
	5.5.5.1
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Meaning of <enc_REK> description unclear: "The value of [enc_REK / keyInfo / X509SPKIHash / hash] element is the hash of the public key of the RI, and the value of  [enc_REK / CipherData / CipherValue] is C specified below:"

Proposed Change: Clarify text.
	Status: OPEN
AP Zhipeng to make CR to address this comment 


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal
5.5.4.1 Move LRM Rights Request
· The <enc_REK> element
The <enc_REK> is of type xenc:EncryptedKeyType from [XML-Enc] and contains a RO Encryption Key, KREK.
According to the syntax of xenc:EncryptedKeyType element, the <encKey> element owns a <ds:KeyInfo>child element and a <CipherData > child element which further contain a <CipherValue> child element. Currently, as the request message is delivered to RI, the child of the <ds:KeyInfo> element SHALL be the <roap:X509SPKIHash> element, identifying RI's public key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in its certificate(please refer to section 5.3.10 of [DRMDRM2_1]). Meanwhile, the KREK is wrapped in the <CipherValue> element which is the grandchild of <enc_REK> element. The value of that <CipherValue> element is specified as C below:

L=AES-WRAP(pairingKey, REK)
K = pairingKeyID | pairingKeyUpdateNumber | L
KEK = KDF(I2OSP(Z, mLenRI), NULL, kekLen) 
C2 = AES-WRAP(KEK, K) 

C1 = I2OSP(RSA.ENCRYPT(PubKeyRI, Z), mLenRI)
C = C1 | C2
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