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1 Reason for Change

Based on the result of AP 988, several TS documents have to be changed. This CR provides a version of the DOM TS with the changes needed for the converged key management system (KMS).

This CR assumes that CR 0334R03 will be agreed and fills in portions that were not completed in CR 0334R03. This CR also incorporates Change 2 of agreed CR 0357.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Qualcomm and Motorola recommend that the DRM group NOTE this revision of this CR.

6 Detailed Change Proposal

Change 1:  Change section x as follows:

7.2.2
 Get User Domain Authorization Request
The Get User Domain Authorization Request message is sent from the RI/LRM to the DEA to initiate the 2-pass Get User Domain Authorization protocol. The message MUST be a <rdpGetUserDomainAuthorization> element as defined by the following XML schema fragment:

<element name=”rdpGetUserDomainAuthorization” type=”gen:Request”/>

A Get User Domain Authorization Request MUST be formatted as specified in the table below:
	element / attribute
	usage
	Value

	triggerNone
	O
	Default, as specified in [SCE-GEN]

	sessionId
	O
	Default, as specified in [SCE-GEN]

	reqID
	M 
	RI/LRM’s ID

	resID
	M
	DEA’s ID

	Nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	reqInfo
	M
	Specified below

	signature
	M
	Specified below


Table 10 - Get User Domain Authorization Request Message Parameters
The Get User Domain Authorization Request message contains a <reqInfo> element as defined by the following XML schema fragment:
<element name="reqInfo" type="gen:GetUserDomainAuthorizationRequestInformation"/>

<complexType name="GetUserDomainAuthorizationRequestInformation">


<sequence>



<element name="userDomainID" type="dom:UserDomainIdentifier" maxOccurs=”unbounded”>



<attribute name=”domainID” type=”roap:DomainIdentifier”/>



</element>


<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>

</complexType>

userDomainID: This element contains the identification of the User Domain the RI wants the User Domain Authorization for. This element MAY have a domainID attribute. This attribute, if present, indicates that the RI wants to map the Domain identified by the attribute’s value to the User Domain. If this attribute is not present, then the DEA MUST not allow the Proxy Join User Domain protocol for this User Domain.
signature: This element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ResContext for the DEA.
Upon receipt of a Get User Domain Authorization Request and processing the message, the DEA MUST return a Get User Domain Authorization Response.

Change 2:  Change sections 7.4.1 and 7.4.2 as follows:

7.4.1
 Proxy Join User Domain Request
The Proxy Join User Domain Request message is sent from a RI to a DEA as the first message of the 2-pass Proxy Join User Domain protocol. The message MUST be a <rdpProxyJoinUserDomainRequest> element as defined in the following XML schema fragment:

<element name=" rdpProxyJoinUserDomainRequest " type="gen:Request"/>

A Proxy Join User Domain Request message MUST be formatted as specified in the table below:
	element / attribute
	usage
	value

	reqID
	M 
	RI’s ID

	resID
	M
	DEA’s ID

	Nonce
	M
	Default, as specified in [SCE-GEN]

	
	
	

	reqInfo
	M
	Specified below

	Signature
	M
	Specified below


Table 15 - Proxy Join User Domain Request Message Parameters

The Proxy Join User Domain Request message contains a <reqInfo> element as defined by the following XML schema fragment:

<element name="reqInfo" type="dom:ProxyJoinUserDomainRequestInformation"/>

<complexType name="ProxyJoinUserDomainRequestInformation"> 


<sequence>


<element name="joinDomainRequest" type="roap:DomainRequest"/>



<element name="deviceCertificateChain" type="roap:CertificateChain" minOccurs="0"/>



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>

</complexType>
joinDomainRequest: this element contains the joinDomainRequest message as received by the RI from the DRM Agent.

deviceCertificateChain: this element, if present, contains the certificate chain for the Device. If the joinDomainRequest message does not include the <certificateChain> field, this element MUST be present. The value of the <deviceCertificateChain> element SHALL be a certificate chain including the Device's certificate. The chain SHALL not include the root certificate. The Device certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it.

signature: This element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ResContext for the DEA.
After reception of the Proxy Join User Domain Request message, the DEA MUST perform the default processing, as specified in [SCE-GEN], and MUST execute the following procedure:

· Verify the validity of the Device's certificate chain. This certificate chain is contained in either the <certificateChain> element in the <joinDomainRequest> element, or in the <deviceCertificateChain> element in the <ProxyJoinUserDomainRequest> message. The certificate chain validation includes verification of the revocation status. If the certificate chain validation fails, the DEA MUST send to the RI a Proxy Join User Domain Response message with the status attribute set to "InvalidCertificateChain".
· The DEA MUST check that the Device certificate includes the oma-kp-drmAgent -keypurpose, but does NOT include the oma-kp-sceDrmAgent -keypurpose. If this check fails, the DEA MUST send to the RI a Proxy Join User Domain Response message with the status attribute set to "InvalidCertificateChain".
· Verify the signature in the <signature> element in the <joinDomainRequest> element. If the signature verification fails, the DEA MUST send the RI a Proxy Join User Domain Response message with the status attribute set to "SignatureError".

· If the <roap:domainID> in the joinDomainRequest is unknown to the DEA, the DEA MUST send to the RI a Proxy Join User Domain Response message with the status attribute set to "InvalidDomain".

· If the DRM Agent cannot be joined to the User Domain because the User Domain has already reached the maximum number of Devices, the DEA MUST send to the RI a Proxy Join User Domain Response message with the status attribute set to "DomainFull". Note: a DRM Agent MUST only be counted once against the maximum number of Devices in a User Domain, no matter how many times it appears in a Proxy Join User Domain Request message.
· If the DEA wants to reject the DRM Agent joining the User Domain for any other reason than the ones stated above, the DEA MUST send to the RI a ProxyJoinUserDomainResponse message with the status attribute set to "DomainAccessDenied".

When the DEA allows the DRM Agent to join the User Domain, it MUST return a Proxy Join User Domain Response message to the RI to convey the User Domain Information including the Domain Keys and the lifetime of the Domain. The DEA SHOULD record the association of the DRM Agent and the User Domain and the RI.
7.4.2
 Proxy Join User Domain Response 
The Proxy Join User Domain Response message is sent from the DEA to the RI as the last message of the 2-pass Proxy Join User Domain Request protocol. The message MUST be a <rdpProxyJoinUserDomainResponse> element as defined in the following XML schema fragment:
<element name="rdpProxyJoinUserDomainResponse" type="gen:Response"/>

If the processing of the Proxy Join User Domain Request message was not successful, then the response MUST be formatted as specified in [SCE-GEN]. Otherwise the response MUST be formatted per the table below:

	element / attribute
	usage
	value

	Status
	M
	“Success”

	reqID
	M 
	RI’s ID

	resID
	M
	DEA’s ID

	Nonce
	M
	Default, as specified in [SCE-GEN]

	
	
	

	resInfo
	M
	Specified below

	Signature
	M
	Specified below


Table 1 - Proxy Join User Domain Response Message Parameters
The Proxy Join User Domain Response message MUST have a <resInfo> element as defined by the following XML schema fragment:

<element name="resInfo" type="dom:ProxyJoinUserDomainResponseInformation"/>

<complexType name="ProxyJoinUserDomainResponseInformation"> 


<sequence>        


<element name="domainInfo" type= "roap:DomainInfo" minOccurs="0"/>



<element name="deviceID" type="roap:Identifier" minOccurs="0"/>


<element name=”hashChainSupport” type=”gen:Empty” minOccurs=”0”/>

</sequence>

</complexType>
domainInfo: this element contains is described below in section 7.4.2.1.
deviceID: this element contains the ID of the v2.x Device, copied from the Proxy Join User Domain Request.
hashChainSupport: this element, if present, indicates that the DEA will use the hash chain mechanism (see [DRM-DRM-v2.1]) for managing the UDK of the User Domain. This element MUST only be present if the <joinDomainRequest> element> of the Proxy Join User Domain Request message contains the “Hash Chain Support” extension (see [DRM-DRM-v2.1]).
signature: this element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ReqContext for the RI.

· 
· 
· 
· 
· 
7.4.1.1 <domainInfo> Element
The <domainInfo> element is defined in [DRM-DRM-v2.1] and contains the following child elements: <notAfter> and <domainKey>. These are described below.
notAfter: this element expresses, in UTC, the expiry time of the User Domain Context. The value "Infinite" indicates infinite lifetime of the User Domain Context.

domainKey: this element contains the following child elements: <encKey>, <riID> and <mac>. These are described below.
encKey: this element contains a MAC key, KMAC, and the UDK associated with the current generation of the User Domain, and the RI over which the Proxy Join User Domain protocol is performed. The keys are wrapped as specified in the Key management of [DRM-DRM-v2.1], where KD is replaced by the UDK. The value of the <encKey> element's "Id" attribute MUST be equal to the value of the <domainID> element in the <joinUserDomainRequest> element in the ProxyJoinUserDomainRequest message, save for the Domain Generation part. If the DRM Agent does not support hash chains or the DEA does not use hash chains, then all UDKs for all User Domain Generations MUST be included (including their domain identifiers as Id attributes). If the DEA uses Hash Chains and the DRM Agent supports Hash Chains, only the UDK associated with the latest generation MUST be included. The child of the <ds:KeyInfo> element inside the <encKey> element SHALL be the <roap:X509SPKIHash> element, identifying the public key of the DRM Agent through the hash of the subjectPublicKeyInfo in its certificate.

riID: this element MUST contain the same value as the <reqID> element in the Proxy Join User Domain Request message.

mac: this element provides key confirmation via a MAC on the canonical version according to [DRM-DRM-v2.1] of the <domainKey> element (excluding the <mac> element itself) using the MAC key KMAC wrapped in the <encKey> element. The MAC algorithm to use is defined by the DEA
.



· 
· 

7.4.1.2 Sending JoinDomainResponse

When receiving a Proxy Join User Domain Response message, the RI MUST verify the included signature. If the signature verification fails, the RI MUST send a ROAP-JoinDomainResponse message with only the <status> field, which is set to "DomainAccessDenied". If the status attribute in the Proxy Join User Domain Response message contains "Success", and the signature verification did not fail, the RI MUST return a ROAP-JoinDomainResponse to the v2.x DRM Agent to convey the User Domain information in the ProxyJoinUserDomainResponse message. The ROAP-JoinDomainResponse message, defined in [DRM-DRM-v2.1] contains the following fields;

status: this value of this attribute MUST be "Success".

deviceID: this element MUST contain the same value as the <deviceID> field in the Proxy Join User Domain Response message.

riID: this element MUST contain the RI ID from the sending RI.

nonce: this element MUST contain the same value as the <nonce> field in the ROAP-JoinDomainRequest message.

domainInfo: this element MUST contain the same value as the <domainInfo> element in the associated Proxy Join User Domain Response message.

certificateChain: this element MUST be present unless a preceding ROAP-JoinDomainRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI
, and its value identified the RI's current key. When present, the value of a Certificate Chain element SHALL be as described for the Certificate Chain element of the ROAP-RegistrationResponse message (see [DRM-DRM-v2.1]).

ocspResponse: this element MAY be present. When present, it SHALL contain a complete set of valid OCSP responses for the RI's certificate chain. This element will not be sent if the DRM Agent sent the extension "No OCSP Response" in the preceding JoinDomainRequest (and the RI did not ignore that extension
).

extensions: if the Proxy Join Request Response message contained a <hashChainSupport> element (as a child element of the <resInfo> element), then the RI must add the “Hash Chain Support” extension (see [DRM-DRM-v2.1]).

signature: this element MUST contain the RI signature on this message. The signature is calculated as defined in [DRM-DRM-v2.1].

If the <status> field in the ProxyJoinUserDomainResponse does not contain "Success", but the signature verification over the ProxyJoinUserDomainResponse did not fail, the JoinUserDomainResponse message SHALL only contain the <status> field, which MUST contain the same value as the <status> field in the associated ProxyJoinUserDomainResponse message.

Change 3:  Change sections 7.5.1 and 7.5.2 as follows:

7.5.1 Proxy Leave User Domain Request

The Proxy Leave User Domain Request message is sent from a RI to a DEA as the first message of the 2-pass Proxy Leave User Domain protocol. The message MUST be a <rdpProxyLeaveUserDomainRequest> element as defined in the following XML schema fragment:

<element name=" rdpProxyLeaveUserDomainRequest " type="gen:Request"/>

A Proxy Leave User Domain Request message MUST be formatted as specified in the table below:
	element / attribute
	Usage
	value

	reqID
	M 
	RI’s ID

	resID
	M
	DEA’s ID

	nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	reqInfo
	M
	Specified below

	signature
	M
	Specified below


Table 18 - Proxy Leave User Domain Request Message Parameters

The Proxy Leave User Domain Request message contains a <reqInfo> element as defined by the following XML schema fragment:

<element name="reqInfo" type="dom:ProxyLeaveUserDomainRequestInformation"/>

<complexType name="ProxyLeaveDomainRequestInformation"> 


<sequence>        


<element name="leaveDomainRequest" type="roap:DomainRequest"/>



<element name="deviceCertificateChain" type=" roap:CertificateChain " minOccurs="0"/>


</sequence>

</complexType>
leaveDomainRequest: this field MUST contain the leaveDomainRequest message as received by the RI from the DRM Agent.

deviceCertificateChain: if the leaveDomainRequest message does not include the <certificateChain> field, this parameter MUST be present. The value of the <deviceCertificateChain> parameter SHALL be a certificate chain including the Device's certificate. The chain SHALL not include the root certificate. The Device certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it.

signature: This element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ResContext for the DEA.
After reception of the ProxyLeaveUserDomainRequest message, the DEA MUST perform the default processing, as specified in [SCE-GEN], and MUST perform the following checks:
· Verify the validity of the Device's certificate chain. This certificate chain is contained in either the <certificateChain> element in the <leaveDomainRequest> element, or in the <deviceCertificateChain> element in the <ProxyLeaveUserDomainRequest> message. The certificate chain validation includes verification of the revocation status. If the certificate chain validation fails, the DEA MUST send to the RI a Proxy Leave User Domain Response message with the status attribute set to "InvalidCertificateChain". 
· The DEA MUST check that the Device certificate includes the oma-kp-drmAgent -keypurpose, but does NOT include the oma-kp-sceDrmAgent -keypurpose. If this check fails, the DEA MUST send to the RI a Proxy Leave User Domain Response message with the status attribute set to "InvalidCertificateChain". 

· Verify the signature in the <signature> element in the <leaveDomainRequest> element. If the signature verification fails, the DEA MUST send the RI a ProxyLeaveDomainResponse message with the status attribute set to "SignatureError".
· If the UserDomainIdentifier is unknown to the DEA, the DEA MUST send to the RI a ProxyLeaveUserDomainResponse message with status attribute set to "InvalidDomain".

· 
When the DEA allows the DRM Agent to leave the User Domain, it MUST return a Proxy Leave User Domain Response message to the RI to convey its reaction to the request. Before sending the Proxy Leave User Domain Response message the DEA MUST delete the association of this DRM Agent to the User Domain if the DRM Agent is NOT associated with another RI for the same User Domain. 

7.5.2 Proxy Leave User Domain Response

The Proxy Leave User Domain Response message is sent from the DEA to the RI as the last message of the 2-pass Proxy Leave User Domain Request protocol. The message MUST be a <rdpProxyLeaveUserDomainResponse> element as defined in the following XML schema fragment:
<element name="rdpProxyLeaveUserDomainResponse" type="gen:Response"/>

If the processing of the Proxy Leave User Domain Request message was not successful, then the response MUST be formatted as specified in [SCE-GEN]. Otherwise the response MUST be formatted per the table below:

	element / attribute
	Usage
	value

	Status
	M
	“Success”

	reqID
	M 
	RI’s ID

	resID
	M
	DEA’s ID

	Nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	resInfo
	M
	Specified below

	Signature
	M
	Specified below


Table 2 - Drop User Domain Response Message Parameters
The Proxy Join User Domain Response message MUST have a <resInfo> element as defined by the following XML schema fragment:
<element name="resInfo" type="dom:ProxyLeaveUserDomainResponseInformation"/>

<complexType name="ProxyLeaveDomainResponseInformation">

<sequence>        



<element name="userDomainId" type="roap:DomainIdentifier"/>


<element name="deviceId" type="roap:Identifier"/>


</sequence>

</complexType >
userDomainId: This element contains the identifier of the User Domain being dropped.

deviceID: This element contains the ID of the v2.x Device dropping from the User Domain.

signature: this element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ReqContext for the RI.
7.6.8.1 

· 
· 
· 
· 

	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	











· 
· 
· 
7.5.2.1 Sending LeaveDomainResponse

After receiving a Proxy Leave User Domain Response, the RI MUST return a ROAP-LeaveDomainResponse to the v2.x DRM Agent to forward the reaction from the DEA.

If the status attribute in the Proxy Leave User Domain Response does not contain "Success", the LeaveDomainResponse message SHALL only contain the status attribute, which MUST be set to the same value as the status attribute in the associated Proxy Leave User Domain Response message.

When receiving a Proxy Leave User Domain Response including the status attribute set to "Success", the RI MUST verify the included DEA signature. If the signature verification fails, the RI MUST send a ROAP LeaveDomainResponse message including only the status attribute, which MUST be set to "DomainAccessDenied". If the signature verification was successful, the parameters in the ProxyLeaveUserDomainResponse message SHALL be set to the following value:

status: this field MUST contain the value "Success".

nonce: this field MUST contain the same value as the <nonce> field in the LeaveDomainRequest message.

domainIdentifier: this field MUST contain the same value as the <UserDomainIdentifier> field in the preceding ProxyLeaveUserDomainResponse message.

extensions: there are currently no extensions defined.

Change 4:  Change section 7.6 as follows:

7.7 DEA Indirectly Triggers a v2.x DRM Agent to Leave a User Domain

A DEA can indirectly trigger a v2.x DRM Agent to leave a User Domain as indicated by Figure 1.

The DEA sends a Proxy Leave User Domain Trigger message to the RI, so that the RI knows to trigger which DRM Agent to leave which User Domain. After some necessary process on the trigger, the RI subsequently sends a ROAP Trigger {LeaveDomain} to the v2.x DRM Agent. Then the v2.x DRM Agent conducts a procedure as indicated by [DRM-DRM-v2.1] to leave indirectly the target User Domain.
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Figure 1 - DEA indirectly triggers v2.x DRM Agent  leave a User Domain

7.6.1 Proxy Leave User Domain Trigger
The trigger message MUST be a <gen:trigger> element as defined by the following XML schema fragment:

<element ref=”gen:trigger”/>

A Proxy Leave User Domain Trigger MUST be formatted as specified in the table below:












	Proxy Leave User Domain Trigger

	element / attribute
	usage
	value

	id
	O
	Default, as specified in [SCE-GEN]

	type
	M
	“rdpProxyLeaveUserDomain”

	version
	M
	“1.0”

	
	
	

	resID
	M
	DEA’s ID

	resAlias
	O
	Default, as specified in [SCE-GEN]

	nonce
	M
	Default, as specified in [SCE-GEN]

	reqURL
	M
	Default, as specified in [SCE-GEN]

	body
	M
	Specified below

	
	
	

	
	
	

	signature
	O
	Speficied below


Table 4: Proxy Leave User Domain Trigger






The Proxy Leave User Domain Trigger contains a <body> element that MUST have a <trgInfo> child element which is defined by the following XML schema fragment:

<element name=”trgInfo” type="dom:ProxyLeaveUserDomainTrgInformation"/>
<complexType name=”ProxyLeaveUserDomainTrgInformation”>


<sequence>        


<element name="domainID" type= "dom:UserDomainIdentifier"/>



<element name="deviceID" type="roap:Identifier" maxOccurs="unbounded"/>



<any minOccurs=”0” maxOccurs=”unbounded” processContents="lax"/>


</sequence>

</element>
domainID: This element identifies the User Domain, see section 4.1.


deviceID: this element contains the Device ID of the v2.x Device that is to leave the User Domain.
signature: this element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ReqContext for the RI.
7.6.2 Sending ROAP Trigger {leaveDomain}
Upon reception of a Proxy Leave User Domain Trigger from the DEA, the RI subsequently sends a ROAP Trigger {leaveDomain} (see [DRM-DRM-v2.1]) to the v2.x DRM Agent indicated by the <deviceID> element in the Proxy Leave User Domain Trigger to trigger the v2.x DRM Agent to leave the Domain indicated by the <domainID> element in the Proxy Leave User Domain Trigger. When the v2.x DRM Agent receives the ROAP Trigger {LeaveDomain}, it indirectly leaves the target User Domain as specified in section 7.5
.
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