Doc# OMA-DRM-2009-0118-CR_SRMv1_1_TS_SRM_to_SRM_Rights_Move.doc[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2009-0118-CR_SRMv1_1_TS_SRM_to_SRM_Rights_Move.doc
Change Request



Change Request

	Title:
	SRM to SRM Rights Move
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM WG

	Doc to Change:
	OMA-TS-SRM-V1_1-20090608-D

	Submission Date:
	18 Jun 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Youn-Sung Chu, LG Electronics, yschu@lge.com
Tehyun Kim, LG Electronics, Tehyun@lge.com

	Replaces:
	n/a


1 Reason for Change

This Change Request proposes detailed protocol for SRM to SRM Rights Move.
In this proposal, the InstallationSetup protocol and RightsRemoval protocol was defined in SRM 1.0 was reused during the Rights was moved from the source SRM Agent to the destination SRM Agent. The messages and protocol for S2SRightsMoveSetup and S2SRightsInstallation are newly defined in section 6.x.1 and section 6.x.3 for SRM to SRM Rights Move transaction.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Add the SRM to SRM Rights Move protocol to section 6.x
6.x
SRM to SRM Rights Move

Rights are Moved from an SRM-1 to an SRM-2 as illustrated in 6.x. As shown in Figure x, this transaction is comprised of four request/response message pairs: S2S Rights Move message pair, Installation Setup message pair, S2S Rights Installation message pairs and Rights Removal message pair. The Installation Setup message pair SHOULD be followed by the S2S Rights Move message pair. The S2S Rights Installation message pair SHOULD be followed by the Installation Setup message pair. The Rights Removal message pair SHOULD be followed by the S2S Rights Installation message pair.
Before starting the SRM to SRM Rights Move transaction, DRM Agent SHALL execute the S2S Hello transaction and establish the SAC Context in two SRM Agents as specified in section x.x and S2S MAKE transaction as specified in section x.x. After the S2S MAKE process is completed, both Source SRM Agent (SRM Agent-1) and Destination SRM Agent (SRM Agent-2) have mutually authenticated each other and have exchanged secret random numbers that are used in generating key materials (Session Key and MAC Key). The S2S Session Key (SK) and S2S MAC Key (MK) are used in the S2S SAC.
The important information in S2SRightsMoveResponse message and the S2SRightsInstallationRequest message SHALL be protected with the S2S SK and the S2S MK. The information SHALL include the REK, LAID, Rights Information.

(TBD: the S2S Hello transaction and the S2S MAKE transaction will be defined in SRM 1.1 TS)
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Figure x: SRM to SRM Rights Move

Before sending the S2SRightsMoveSetupRequest message, the DRM Agent SHALL check the entity ID and the Trust Anchor for Source SRM Agent (SRM-1) and Destination SRM Agent (SRM-2).
The description for overall flow is as follows:
1. The transaction starts from a Source SRM Agent sends an S2SRightsMoveSetupRequest to a Destination SRM Agent. If the Source SRM Agent receives an S2SRightsMoveSetupRequest message, it processes the S2SRightsMoveSetupRequest message, as specified in the section 6.x.1.

2. The DRM Agent SHALL execute InstallationSetup protocol with the Destination SRM Agent, as specified in the section 6.x.2.

3. The DRM Agent SHALL execute S2SRightsInstallation protocol with the Destination SRM Agent, as specified in the section 6.x.3.

4. The DRM Agent SHALL execute RightsRemoval protocol with the Source SRM Agent, as specified in the section 6.x.4.

6.x.1 S2S Rights Move Setup
6.x.1.1 Action Description
The DRM Agent sends the S2SRightsMoveSetupRequest to initiate the SRM to SRM Rights Move transaction. The S2SRightsMoveSetupReqeust message shall include the Destination SRM ID indicates the Rights will be moved from Source SRM Agent to Destination SRM Agent. 
6.x.1.2 Description of Messages

The fields of the request are defined in Table 1.

Table 1: Fields of S2SRightsMoveSetupRequest
	Fields
	Protection Requirement
	Description

	Destination SRM ID
	No
	This identifies a Destination SRM. The Rights shall be moved to the Destination SRM.

	Handle
	Integrity
	This identifies Rights that will be Moved from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.


Upon receiving the S2SRightsMoveSetupRequest, the Source SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields
2. Check the Destination SRM ID
3. Find Rights corresponding to the Handle
4. If found, then decrypt the New Handle with the Session Key
5. Check if the SRM already has the same Handle with New Handle. If yes, the SRM Agent sets Status to Duplicate Handle. If no, overwrite the Handle in the SRM with the New Handle, and disable the Rights.
The SRM Agent sends the S2SRightsMoveSetupResponse to carry the result of the procedure. The fields of the response are defined in Table 1.
Table 1: Fields of S2SRightsMoveSetupResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the S2SRightsMoveSetupRequest message. The Status values are specified in Table 2.
This is integrity protected with SK established between DRM Agent and Source SRM Agent.
If Status contains any error, only this field is present in the S2SRightsMoveSetupResponse.

	Source SRM ID
	No
	This identifies a Source SRM. It indicates the Rights shall be moved from the Source SRM.

	Destination SRM ID
	No
	This identifies a Destination SRM. The Rights shall be moved to the Destination SRM.

	REK
	Integrity & Confidentiality
	The REK is encrypted with S2S Session Key (SK).

	LAID
	Integrity
	This contains the hash value of AssetIDs that are associated with the Rights.
The LAID is integrity protected with the S2S MAC Key (MK).

	Rights Information
	Integrity
	The Rights Information is integrity protected with the S2S MAC Key (MK).


Table 2: Status of S2S Rights Move Init Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Duplicate Handle
	The SRM already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of fields in the response

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.x.2.
6.x.1.3 Format of Messages

The message format (MessageBody) of the S2SRightsMoveSetupRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

MessageBody() {
DestinationSRMID()

// Defined in Appendix E.2.x
    Handle()

// Defined in Appendix E.2.4
    EncryptedNewHandle()

// Defined in Appendix E.2.5.5
}
DestinationSRMID() {

    EntityId()

}

The fields are defined as follows:

· DestinationSRMID- DestinationSRMID field in Table 1
· Handle –Handle field in Table 1
· EncryptedNewHandle – New Handle field in Table 1 encrypted with the current Session Key (SK)

The message format (MessageBody) of the S2SRightsMoveSetupResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
    if ( Status == 0 ) {
SourceSRMID()

// Defined in Appendix E.2.x

DestinationSRMID()

// Defined in Appendix E.2.x

EncryptedRek()

// Defined in Appendix E.2.7
Laid()

// Defined in Appendix E.3
RightsInformation()

// Defined in Appendix E.2.5.4
    }

}

The fields are defined as follows:

· Status - Status field in Table 2
· SourceSRMID- SourceSRMID field in Table 2
· DestinationSRMID- DestinationSRMID field in Table 2
· EncryptedRek – REK field in Table 1 (Rek in Appendix E.2.5.5) encrypted with the S2S Session Key (SK)

· Laid – LAID field in Table 2 integrity protected with the S2S MAC Key (MK)
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table 2 (Refer to Appendix E.2.5.4) integrity protected with the S2S MAC Key (MK)
6.x.2 Installation Setup
6.x.2.1 Action Description

The InstallationSetup transaction is same as defined in section 6.5.1. Also the description of InstallationSetupRequest message and InstallationSetupResponse message are same as defined in section 6.5.1.2.

6.x.3 S2S Rights Installation
6.x.3.1 Action Description

The DRM Agent sends the S2SRightsInstallationRequest to install the Rights in the SRM. The fields of the request are defined in Table 3.

Table 3: Fields of RightsInstallationRequest
	Fields
	Protection Requirement
	Description

	Source SRM ID
	No
	This identifies a Source SRM. It indicates the Rights shall be moved from the Source SRM.

	Destination SRM ID
	No
	This identifies a destination SRM. The Rights shall be moved to the destination SRM.

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the InstallationSetupRequest in Table 31. Refer to section 5.1.3.

	REK
	Integrity & Confidentiality
	The REK is encrypted with S2S Session Key (SK).

	LAID
	Integrity
	This contains the hash value of AssetIDs that are associated with the Rights.
The LAID is integrity protected with the S2S MAC Key (MK).

	Rights Information
	Integrity
	The Rights Information is integrity protected with the S2S MAC Key (MK).


Upon receiving the S2SRightsInstallationRequest, the Destination SRM Agent installs the Rights in the Destination SRM. For the installation, the Destination SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle and REK with the S2S Session Key
3. Compare the Handle with the Handle in the S2SInstallationSetupRequest
4. Install the Rights Information and REK at a space associated with the Handle.
The SRM Agent sends the S2SRightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table 4.

Table 4: Fields of S2SRightsInstallationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the S2SRightsInstallationRequest message. The Status values are specified in Table 5.

	Source SRM ID
	No
	This identifies a Source SRM. It indicates the Rights shall be moved from the Source SRM.

	Destination SRM ID
	No
	This identifies a destination SRM. The Rights shall be moved to the destination SRM.


Table 5: Status of S2S Rights Installation Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Handles In-consistent
	The Handle in this request is different from the Handle in the InstallationSetupRequest.

	Not Enough Space
	The size of Rights Information exceeds Size of Rights in Table 3.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.x.4.
6.x.3.2 Format of Messages

The message format (MessageBody) of the RightsInstallationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

SourceSRMID()

// Defined in Appendix E.2.x

DestinationSRMID()

// Defined in Appendix E.2.x

EncryptedRek()

// Defined in Appendix E.2.7
    Laid()

// Defined in Appendix E.3
    RightsInformation()

// Defined in Appendix E.2.5.4
}

The fields are defined as follows:

· SourceSRMID- SourceSRMID field in Table 3
· DestinationSRMID- DestinationSRMID field in Table 3
· EncryptedHandle – Encrypted Handle with the current Session Key (SK) that was established between the DRM Agent and the Destination SRM Agent.
· EncryptedRek – REK field in Table 1 (Rek in Appendix E.2.5.5) encrypted with the S2S Session Key (SK)

· Laid – LAID field in Table 3 integrity protected with the S2S MAC Key (MK)
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table 3 (Refer to Appendix E.2.5.4) integrity protected with the S2S MAC Key (MK)
The message format (MessageBody) of the RightsInstallationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 5 
6.x.4 Rights Removal
6.x.4.1 Action Description

The Rights Removal transaction is same as defined in section 6.6.3. Also the description of RightsRemovalRequest message and RightsRemovalResponse message are same as defined in section 6.8.6.2.
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