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1 Reason for Change

This CR is to give some editorial changes based on the SRM TS version 20090904, including:
1) modify some description in section 5.5;

2) remove the highlighted yellow colour in section 6.9 and 6.10;
3) several editorial fixes in section 6.9 and 6.10, e.g. the arrow direction of S2SMoveInitiationResponse is corrected 
4) for editor: please insert the reference for the section numbers in the text which have missed being referenced, thanks.
R01: Revise in the CC on Sep 10.
2 Impact on Other Specifications

None.

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Huawei recommends that the DRM group approves this CR.

5 Detailed Change Proposal

Change 1:  modification to section 5.5:
5.5 Recovery Procedures

This section defines the process of exception handling.

5.5.1 Exception Handling

During the execution of access protocols between the DRM Agent and SRM Agent as specified in sections 6.5 to 6.10, exception handling may become necessary. Exceptional cases are, for example, the unexpected unplugging of the SRM or Device power-off. In particular, during Move or Local Rights Consumption various exceptions can occur that must be handled properly. The appropriate recovery steps are explained in the subsections of sections 6.5 to 6.10. This section defines an Operation Log and the Handle concept, which are needed for the recovery process.

This specification makes the following assumptions:

· If any exception occurs during the Local Rights Consumption in section 6.7, then the Device will stop using the associated DRM Content.

· In some cases, recovery may involve User interaction.

5.5.2 Operation Log

An Operation Log is a secure file, that MUST be kept by the Device, in which entries containing information about a transaction are stored until the transaction is completed. It is used for recovery procedures.

A “transaction” is a complete set of message pairs that must be exchanged between a DRM Agent and an SRM Agent in order to perform a particular SRM operation. The following transactions are defined:

· Movement of Rights from a Device to an SRM (section 6.5)

· Movement of Rights from an SRM to a Device (section 6.6)

· Local Rights Consumption (section 6.7)
· SRM Rights Upgrade (section 6.9)
· S2S Rights Move (section 6.10)
After a Secure Authenticated Channel is established as specified in section 6.2, the DRM Agent checks whether there is an entry in the Operation Log associated with the SRM Agent.

If any Operation Log entry exists, recovery procedures may be necessary. The DRM Agent analyses all Operation Log entries (associated with the SRM Agent) in order to determine appropriate recovery actions. Details on the recovery procedure are part of the description of each function in sections 6.5 to 6.10.

If no Operation Log entry exists, the DRM Agent MUST create an entry upon starting a Move or Local Rights Consumption transaction with the SRM as specified in sections 6.5 to 6.10. When a transaction is successfully completed, the DRM Agent SHOULD remove the entry.

An entry in the Operation Log is specified in Table 1.

Table 1: Operation Log Entry

	Log
	Description

	SRM ID
	This identifies an SRM that the Device is interacting with.

	ROID
	This identifies the Rights Object that is the target of a transaction. Refer to section 5.1.4

	Handle
	This is generated by the DRM Agent and identifies Rights in the SRM.

	Transaction Identifier
	This identifies the transaction that the DRM Agent and SRM Agent are performing. This field is fixed for the duration of the transaction. It SHALL be possible to use this field to determine which entry is the oldest in the Operation Log.

	Current Step 
	This represents the current execution step of a transaction as identified by the function identifier and also records whether the transaction is successfully completed or not. 
If the function identifier refers to “Movement of Rights from Device to SRM”, then the DRM Agent makes a record after starting one of the following steps: 

· Installation Setup Message
· Rights Disablement in Device
· Rights Installation Message
· Rights Removal in Device

If the function identifier refers to “Movement of Rights from SRM to Device”, then the DRM Agent makes a record after starting one of the following steps: 

· Rights Retrieval Message 

· Rights Installation in Device 

· Rights Removal Message
If the function identifier refers to “Local Rights Consumption”, then the DRM Agent makes a record after starting one of the following steps:

· REK Query Message 

· Rights Enablement Message
If the function identifier refers to “SRM Rights Upgrade”, then the DRM Agent makes a record after starting one of the following steps:

· Upgrade Rights Retrieval 
· RO Upgrade
If the function identifier refers to “S2S Rights Move”, then the DRM Agent makes a record after starting one of the following steps:

· S2S Move Initiation
· Installation Setup
· Rights Installation
· Rights Removal



If the Operation Log is full, before a new entry is added, the oldest entry, based on the Transaction Identifier, SHALL be removed. Note that removing an entry will prevent any recovery procedure associated with the entry. While the size of the Operation Log is not specified in this document, it should be large enough to minimise the effect of removing entries for incomplete transactions.
5.5.3 Operation Log Extensions for BCAST

The operations described in section 5.5.2 apply to SRM extensions for BCAST. This section defines necessary extensions to support the following transactions and procedures:

· Movement of Token from Device to SRM (section 6.11.1)

· Movement of Token from SRM to Device (section 6.11.2)

· Local Token Consumption (section 6.11.3)
· Token Upgrade on the SRM procedure (section 6.11.6)
The DRM Agent MUST create an Extended Operation Log entry upon starting any of these transactions. When a transaction is successfully completed, the DRM Agent SHOULD remove the entry.

An entry in the Extended Operation Log is specified in Table 2.
Table 2: Extended Operation Log Entry
	Log
	Description

	Entry Type
	This indicates a type of log entry. Two types are currently defined:

· Rights Object Transaction Log Entry

· Token Transaction Log Entry

	Entry Contents
	If Entry Type field indicates “Rights Object Transaction Log Entry” contents of this field will be operation log entry defined in section 5.5.2.

If Entry Type field indicates “Token Transaction Log Entry” contents of this field are defined in Table 3.


Table 3: Token Transaction Log Entry
	Log
	Description

	SRM ID
	This identifies an SRM that the Device is interacting with.

	RI ID
	This identifies the Rights Issuer that issued Token under consideration

	Token Delivery ID
	This together with RI ID uniquely identifies Token stored on the SRM.

	Transaction Identifier
	This identifies the transaction that the DRM Agent and SRM Agent are performing. This field is fixed for the duration of the transaction. It SHALL be possible to use this field to determine which entry is the oldest in the Operation Log.

	Current Step 
	This represents the current execution step of a transaction as identified by the function identifier and also records whether the transaction is successfully completed or not. 
If the function identifier refers to “Movement of Token from Device to SRM”, then the DRM Agent makes a record after starting one of the following steps: 

· Token Disablement in Device
· Token Installation Request
· Token Installation Response
If the function identifier refers to “Movement of Token from SRM to Device”, then the DRM Agent makes a record after starting one of the following steps: 

· Token Retrieval Request
· Token Installation in Device 

· Token Removal Request
If the function identifier refers to “Local Token Consumption”, then the DRM Agent makes a record after starting one of the following steps:

· Token Consumption Request
· Token Enablement Request

If the function identifier refers to “Token Upgrade”, then the DRM Agent makes a record after starting one of the following steps:

· Token Upgrade Request
· Token Disablement in Device


Change 2:  modification to section 6.9 and 6.10
6.9 SRM Rights Upgrade
The protocols specified in this section provide necessary functions that are used for SRM Rights Upgrade.

To upgrade the Rights in SRM, DRM Agent should request RI to issue the upgrade rights for SRM. As shown in Figure , this transaction is comprised of OMA SCE-DRM RO Upgrade protocol and two SRM request / response message pairs: Upgrade Rights Retrieval message pair and Rights Upgrade message pair. In this transaction when using the RO Upgrade protocol, the <newRO> element in the RO Upgrade response message contains the RO with the upgraded permissions and/or constraints from the RI for the SRM.
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Figure 17: Sequence Diagram – SRM Rights Upgrade

6.9.1 Trigger

The SRM Rights Upgrade transaction MAY be initiated by the RO Upgrade Trigger sent from RI. The definition of RO Upgrade Trigger refers to [SCE-DRM TS].

In the definition of RO Upgrade Trigger, the roID element which specifies the RO to be upgraded is optional. For SRM Rights Upgrade transaction, the roID element SHALL be mandatory in the RO Upgrade Trigger. 

When DRM Agent receives the RO Upgrade Trigger with the roID element, DRM Agent SHALL check whether the RO specified by the roID element is installed locally or in SRM. If DRM Agent fails to find the Rights indicated by the roID element, DRM Agent just ignores the trigger without any further operation.

If the RO Upgrade Trigger received by DRM Agent does not contain the roID element, DRM Agent continues to execute the ROUpgrade protocol defined in [SCE DRM TS].
6.9.2 Upgrade Rights Retrieval 
 Before DRM Agent executes the RO Upgrade protocol, DRM Agent SHALL retrieve the Rights installed in SRM Agent through the Upgrade Rights Retrieval message pair, and then select the Rights that need to be upgraded.
The selected rights will be set disabled (i.e. the Rights in SRM Agent stay in a disabled state. The disabled Rights cannot be used for the other purposes except the current SRM Rights Upgrade transaction.)
Through the UpgradeRightsRetrievalResponse message, the DRM Agent will get the necessary information for RO Upgrade service from the “RightsInformation” field .All the Rights information received from the UpgradeRightsRetrievalResponse will be stored in local context and set in the transfer state. (The information in transfer state cannot be used or deleted for the other purposes except the current SRM Rights Upgrade transaction.)
On proposing the UpgradeRightsRetrieval request message, SRM SHALL reserve the storage space for the upgraded rights. Since in SRM specification, the length of “length” element in StateInformation () datastructure is 16 bits, the reserved storage for upgraded rights is set as 65536 bytes.

Generally the message format of Upgrade Rights Retrieval protocol is same to Rights Retrieval protocol except that when the SRM fails to reserve enough storage space for the upgraded rights the Status value of Upgrade Rights Retrieval response message SHALL be set as “Storage reservation Failed”.  The value of status of UpgradeRightsRetrieval Response is defined in Table .
Table 54: Status of Upgrade Rights Retrieval Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Duplicate Handle
	The SRM already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Storage reservation Failed

	SRM can not reserve enough storage space for the upgraded rights.

	Unknown Error
	Other errors


 If the status value of Rights Retrieval Response is not equal to ‘Success’, the transaction is terminated.
For details of Rights Retrieval protocol, refer to section 6.6.1.

6.9.3 RO Upgrade
DRM Agent executes SCE-DRM RO Upgrade protocol to request upgraded Rights for the Rights of SRM. Based on the  “RightsInformation” field in Rights Upgrade Retrieval session, DRM Agent sends RI the necessary information of the SRM Rights and the additional rights wanted  via the RO Upgrade request message; DRM Agent gets the upgraded Rights   via the RO Upgrade Response message (i.e. the <newRO> element in the RO Upgrade Response message). As for details of RO Upgrade protocol, please refer to SCE DRM TS specification.

To create the RO Upgrade request message, the DRM Agent should perform as follows:

1. DRM Agent parses the “RightsInformation” field received in the RightsUpgradeRetrieval response message to create the <existingRights> element for RO Upgrade request message. 
2. DRM Agent creates the <ROUpgradeInfo> element according to the User’s desire of additional rights for that SRM Rights.

The SRM Rights Upgrade can be initiated via the RO Upgrade Trigger issued by RI.

In the trigger of RO Upgrade, the <roID> element should equal to the RO Id that DRM Agent gets from SRM via parsing the Rights Information. And the ‘roRequested’ attribute for the RO Upgrade request message should be set as ‘true’, so DRM Agent will send the whole protected RO with its state Information to RI to request the upgrade Rights for the SRM.

If no errors or exceptions in the RO Upgrade session (Status = Success), DRM Agent will receive the RO that contains the upgraded permissions and/or constraints from the RI for the SRM. Especially, the RO is issued towards the SRM and the symmetric-key material encapsulated in the RO is protected under SRM’s RSA public key. Then DRM Agent continues with section 6.9.4.

If the RO Upgrade operation fails for some reason (Status does not equal to Success), the DRM Agent can terminate the transaction or re-execute the RO Upgrade protocol again in terms of the error reason of RO Upgrade Response.
6.9.4 Rights Upgrade
6.9.4.1 Description of Messages

The DRM Agent sends the RightsUpgradeRequest to SRM to upgrade the Rights in SRM Agent using the upgraded Rights (the <newRO> element) received in RO Upgrade response. The fields of the request are defined in Table .
Table 55: Fields of RightsUpgradeRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the New Handle transmitted by the UpgradeRightsRetrievalRequest message. 

	Third Handle
	Integrity & Confidentiality
	Third Handle is a 10 byte random value generated by the DRM Agent for this Rights Upgrade session.

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs the SRM Agent the size of Rights that will be installed in the SRM .

Size of Rights = Length of RightsInformation. .

	REK
	Integrity & Confidentiality
	Refer to section 5.1.1.4


	LAID
	Integrity
	Refer to section 5.1.7.
 This contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity
	Refer to section 5.1.6



Before sending RightsUpgradeRequest, DRM Agent parses the protected RO received in RO Upgrade response, gets the information to compose the Rights Object Container, State Information, and  REK  that to be delivered to SRM in RightsUpgradeRequest message for SRM Rights Upgrade.

Upon receiving the RightsUpgradeRequest , SRM Agent installs the Rights in the SRM at the storage space that is reserved in the Upgrade Rights Retrieval session. For the installation, SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle with the current Session Key
3. Compare the Handle with the New Handle in the UpgradeRightsRetrievalRequest
4. Decrypt the Third Handle with the current Session Key
5. Install the Rights at the reserved space described in the Upgrade Rights Retrieval session. Since the reserved storage space MAY be larger than the actual occupied space, the vacant part of the reserved storage SHALL be released and the occupied storage by the installation SHALL be associated with the Third Handle
6. Remove the disabled Rights Information that is associated with the Handle from SRM
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table .

Table 56: Field of RightsUpgradeResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsUpgradeRequest message. The Status values are specified in Table .


Table 57: Status of Rights Upgrade Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent.

	Handles In-consistent
	The Handle in this request is different from the Handle in the UpgradeRightsRetrievalRequest.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.
If no errors or exceptions (Status = Success), the DRM Agent should remove the Rights Information that is saved in local context and set in transfer state when executing the RightsUpgradeRetrieval session in this transaction.
6.9.4.2 Format of Messages

The message format (MessageBody) of the RightsUpgradeRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

EncryptedHandle()

// Defined in E.2.4 

EncryptedThirdHandle()

// Defined in E.2.4 

EncryptedREK()    

// 
sizeOfRights

// 16 uimsbf
    RightsInformation()

// Defined in Appendix E.2.5.4
}

The fields are defined as follows:

· Handle – Handle fields in Table 
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· EncryptedThirdHandle – Encrypted ThirdHandle with the current Session Key (SK)
· EncryptedREK–  Encrypted Rek with the current Session Key 
· sizeOfRights –Size Of Rights field in Table 
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table  (Refer to Appendix E.2.5.4)
The message format (MessageBody) of the RightsUgradeResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 
6.9.4.3 Exception Handling

Refer to section 6.5.3.3
.

6.10 S2S Rights Move
The protocols specified in this section provide necessary functions that are used for SRM to SRM Rights Move.

Rights in one SRM can be directly Moved to another SRM as illustrated in Figure . As shown in Figure , this transaction is comprised of four request/response message pairs: S2S Move Initiation message pair, Installation Setup message pair, Rights Installation message pair and Rights Removal message pair. Before executing the Installation Setup session, the DRM Agent should update the count value of move permission that is contained in the StateInformation for the Moved Rights. 

The Installation Setup message pair SHOULD be followed by the Rights Installation message pair. If SRM Agent-2 receives any request message other than the RightsInstallationRequest following receipt of the InstallationSetupRequest, SRM Agent-2 SHOULD return Unexpected Request in the Status field of the response message.

In this section, call the session key between SRM Agent-1 and DRM Agent as S1 session key (SK1); call the session key between SRM Agent-2 and DRM Agent as S2 session key (SK2).
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Figure 18: Sequence Diagram – SRM to SRM Move
6.10.1 S2S Move Initiation
6.10.1.1 Description of Messages

The DRM Agent sends the S2SMoveInitiationRequest to initiate the Move of Rights from the source SRM (SRM Agent-1) to the target SRM (SRM Agent-2). Before DRM Agent initiate the S2S Move, DRM Agent can retrieve the Rights installed in SRM Agent-1 through the Rights Retrieval message pair that is defined in the transaction of “Movement of Rights from SRM to Device” in section 6.6.

The fields of the S2SMoveInitiationRequest are defined in Table.

Table 58: Fields of S2SmoveInitiationRequest
	Fields
	Protection Requirement
	Description

	Target SRM Id
	Integrity
	Target SRM Id contains the SRM ID of SRM Agent-2 in the S2S Move transaction.

	Handle
	Integrity
	This identifies Rights that will be Moved from SRM Agent-1 to SRM Agent-2. Refer to section 5.1.3.


	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.


Upon receiving the S2SMoveInitiationRequest , SRM Agent-1 MUST perform the following procedure:

1. Verify the integrity of the request fields
2. Verify the secure status of SRM Agent-2 through CRL 
3. If SRM Agent-2 is reliable, find Rights corresponding to the Handle
4. If found, then decrypt the New Handle with the S1 Session Key
5. Check if the SRM already has the same Handle with New Handle. If yes, the SRM Agent sets Status to Duplicate Handle. If no, overwrite the Handle in the SRM with the New Handle, and disable the Rights. (i.e. the Rights in SRM Agen-1  stay in a disabled state. The disabled Rights cannot be used for the other purposes except the current S2S Move transaction. )
The SRM Agent-1 sends the S2SMoveInitiationResponse to carry the result of the procedure. The fields of the response are defined in Table .
Table 59: Fields of S2SMoveInitiationResponse
	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the S2SMoveInitiationRequest message. The Status values are specified in Table .
If Status contains any error, only this field is present in the S2SMoveInitiationResponse.

	Rights Information
	Integrity
	Refer to section 5.1.6. 


	REK
	Integrity & Confidentiality
	Encrypted with the S1 Session Key.
Refer to section 5.1.1.4.



Table 60: Status of S2SMoveInitiation Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent-1.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent-1.

	Duplicate Handle
	SRM Agent-1 already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of fields in the response
2. Save the information received from the S2SMoveInitiationResponse in local context and set them in the transfer state. The information in transfer state cannot be used or deleted for the other purposes except the current S2S Move transaction. )
If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.10.2.

6.10.1.2 Format of Messages

The message format (MessageBody) of the S2SMoveInitiationRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.
TargetSRMId(){
    Hash()

// Defined in Appendix E.1
}

MessageBody() {

TargetSRMID()  

Handle()

// Defined in Appendix E.2.4
    EncryptedNewHandle()

// Defined in Appendix E.2.9
}

The fields are defined as follows:

· TargetSRMID– Target SRM ID field in Table
· Handle –Handle field in Table
· EncryptedNewHandle – New Handle field in Table 55 encrypted with the current Session Key (SK1)
The message format (MessageBody) of the S2SMoveInitiationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
if ( Status == 0 ) {
        RightsInformation()

// Defined in Appendix E.2.5.4
        EncryptedRek()

// Defined in Appendix E.2.7

    }

}

The fields are defined as follows:

· Status - Status field in Table 
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table  (Refer to Appendix E.2.5.4) 
· EncryptedRek – REK field in Table  (Rek in Appendix E.2.5.5) encrypted with the current Session Key (SK1)

6.10.1.3 Exception Handling

 Refer to section 6.6.1.3 except that the message name is different to the counter part in section 6.6.1.3.
6.10.2 Move Count Decrease
6.10.2.1 Action Description

The DRM Agent performs the following procedure:

1. The DRM Agent verifies whether there is a count constraint for the Move permission. If not, the DRM Agent proceeds to step 4. 
2. Check whether the count constraint for Move permission is less than 1. If not, decreases the value of Move count in StateInformation by 1. 
3. If the Move count equals to 0, DRM Agent removes the move permission from the StateInformation field, else updates the value of Move count in StateInformation field with the new value that equals to the original value minus 1.
4. Check whether SRM Agent-2 is still on the connection. If not, terminate the S2S Move transaction.
After updating the “StateInformation”field and confirming that SRM Agent-2 is on the connection, the DRM Agent continues with section 6.10.3.

6.10.3 Decrypt & Encrypt REK
6.10.3.1 Action Description

DRM Agent decrypts the EncryptedRek which is got in S2SMoveInitiationResponse message with the S1 session key and then encrypts the REK with S2 session key creating a new EncyptedRek that will be filled in the RightsInstallationRequest message.

After the new EncryptedRek is produced, DRM Agent SHALL delete the plain REK immediately and continue with section 6.10.4. 

6.10.4 Installation Setup

6.10.4.1 Description of Messages

The DRM Agent sends the InstallationSetupRequest to verify whether SRM Agent-2 has enough space to install Moved Rights. The fields of the request are defined in Table .

Table 61: Fields of InstallationSetupRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	The Handle identifies the Rights that to be Moved to SRM Agent-2. The Handle is identical to the New Handle in the previous S2SMoveInitiation specified in section 6.10.1.

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs SRM Agent-2 the size of Rights that will be installed in SRM Agent-2 as specified in section 6.10.5.

Size of Rights = Length of RightsInformation. RightsInformation is specified in section 6.10.5.2.


Upon receiving the InstallationSetupRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the fields

2. Decrypt the Handle with the S2 Session Key (SK2)
3. SRM Agent-2 MUST check if SRM Agent-2 already has the same Handle. If yes, the SRM Agent sets Status to Duplicate Handle and the SRM Agent sends the InstallationSetupResponse as described below.

4. The SRM Agent checks if the SRM has space for the new Rights. If not, the SRM Agent sets Status to Not Enough Space. Otherwise, the SRM Agent stores the Handle in the SRM securely. The Handle is not included in the Handle List until the Move transaction is completed.

The SRM Agent sends the InstallationSetupResponse to carry the result of the procedure. The fields of the response are defined in Table .

Table 62: Fields of InstallationSetupResponse
	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the InstallationSetupRequest message. The Status values are specified in Table .


Table 63: Status of Installation Setup Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent-2.

	Duplicate Handle
	SRM Agent-2 already has the Handle and its corresponding Rights.

	Not Enough Space
	SRM Agent-2 does not have enough space to store Rights having the same size as the Size of Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.10.5
6.10.4.2 Format of Messages

The message format (MessageBody) of the InstallationSetupRequest and InstallationSetupResponse refers to section 6.5.1.2.

6.10.4.3 Exception Handling

Refer to section 6.5.1.3
.
6.10.5 Rights Installation
6.10.5.1 Description of Messages

The DRM Agent sends the RightsInstallationRequest to install the Rights in SRM Agent-2. The fields of the request are defined in Table .
Table 64: Fields of RightsInstallationRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the InstallationSetupRequest in Table . 

	REK
	Integrity & Confidentiality
	Encrypted with the S2 Session Key.
Refer to section 5.1.1.4


	LAID
	Integrity
	Refer to 5.1.7
. This contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity
	Refer to section 5.1.6



Upon receiving the RightsInstallationRequest, SRM Agent-2 installs the Rights in the SRM. For the installation, SRM Agent-2 MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle and REK  with the S2 Session Key(SK2)
3. Compare the Handle with the Handle in the InstallationSetupRequest
4. Install the Rights Information and REK at a space associated with the Handle.
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table .

Table 65: Fields of RightsInstallationResponse
	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsInstallationRequest message. The Status values are specified in Table .


Table 66: Status of Rights Installation Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent-2.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent-2.

	Handles In-consistent
	The Handle in this request is different from the Handle in the InstallationSetupRequest.

	Not Enough Space
	The size of Rights Information exceeds Size of Rights in Table 64

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.10.6.
6.10.5.2 Format of Messages

The message format (MessageBody) of the RightsInstallationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

EncryptedHandle() {

    // Contains the encrypted Handle and REK

    EncryptedData()

// Defined in E.1
}

MessageBody() {

    EncryptedHandle()
EncryptedRek()

// Defined in E.2.5.5
    Laid()

// Defined in Appendix E.3
    RightsInformation()

// Defined in Appendix E.2.5.4
}

The fields are defined as follows:

· Handle – Handle fields in Table 
· EncryptedHandle – Encrypted Handle with the current Session Key (SK2)
· EncryptedRek– Encrypted REK with the S2 Session Key (SK2)
· Laid – LAID field in Table 
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table (Refer to Appendix E.2.5.4)
The message format (MessageBody) of the RightsInstallationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 
6.10.5.3 Exception Handling

Refer to section 6.5.1.3
. except that the message name is different to the counterpart in section 6.5.1.3
.

6.10.6 Rights Removal
6.10.6.1 Description of Messages

The DRM Agent executes the Rights Removal Message processing as specified in section 6.12.6 in order to remove the original Rights from the SRM Agent-1. 

The Handle in the RightsRemovalRequest MUST be identical to the New Handle in the previous S2SMoveInitiation specified in section 6.10.1.
When the Rights Removal Message processing is completed (Status = Success), the S2S Move is terminated and the entry for the S2S Move transaction is removed from the Operation Log.
The DRM Agent also removes from local context the information received in S2SMoveInitiation response message in this S2S Move transaction.

6.10.6.2 Format of Messages

Refer to section 6.12.6.2.
6.10.6.3 Exception Handling

Refer to section 6.12.6.3
 .
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