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1 Reason for Change

In SRM v1.0, a length field in the RightsMetaData structure specifies the length of the MetaData structure that follows. This field can be used for extensibility of the MetaData structure, but it is unspecified how this should work.
This CR specifies how a DRM/SRM agent should respond to a MetaData structure that contains fields that are not known.

2 Impact on Backward Compatibility

This proposal has no direct impact on backward compatibility; the actual bits in the messages are not modified (The newly MetaDataExtensions field has length 0). However, should the extension mechanism be used in the future, the future extensions might lead to compatibility problems with SRM v1.0, since there the problem that is fixed here remains.
3 Impact on Other Specifications

Future enablers that use SRM v1.1 could use the extensibility mechanism without breaking SRM v1.1 compatibility.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to discuss whether the problem with the extensibility of the MetaData structure problem should be resolved in SRM v1.1. If the WG considers the problem worthwhile to solve, it is recommended to agree the CR.
6 Detailed Change Proposal

5.6.5.1 Application of Extensibility in Future Specifications (informative)

Future specifications can use the ExtensionsContainer mechanism to expand messages. When an extension is specified in a future specification, it can either be included in all messages independent of the version of the involved SRM/DRM Agents or only included when communication between agents of appropriate versions occurs. The decision on where and when a certain extension is to be included is to be taken when the new specification is made.

Extensions can be mandated in future specifications. This means DRM/SRM Agents conformant to those specifications must include the extensions, even though older SRM/DRM Agents will ignore it. The extensions have to be designed in such a way that this does not open an attack opportunity.
In SRM v1.1, extensibility of the MetaData structure has been specified (see section E.2.5.1). The extensibility is based on the difference in the calculated length of the MetaData structure, and the value of the length field in the RightsMetaData structure. Even though SRM v1.0 supports the length field in the RightsMetaData structure, it is not specified if and how the DRM and SRM Agents behave when it receives an extended MetaData structure. Therefore, using MetaData extensions in the future could lead to incompatibilities with SRM v1.0.
E.2.5.1 Rights Meta Data

A data structure for a Rights Meta Data (RightsMetaData) is described as follows:

RightsObjectVersion() {

    major

4
uimsbf

    minor

4
uimsbf

}

RoAlias() {

    OctetString16()

// Defined in Appendix E.1
}

RiId() {

    OctetString8()

// Defined in Appendix E.1
}

RiUrl() {

    OctetString16()

// Defined in Appendix E.1
}

RiAlias() {

    OctetString16()

// Defined in Appendix E.1
}

MetaData() {

    roAliasPresent

1
bslbf

    riUrlPresent

1
bslbf

    riAliasPresent

1
bslbf

    riTimeStampPresent

1
bslbf

    rfu

4
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    RightsObjectVersion()

    if ( roAliasPresent ) {

        RoAlias()

    }

    RiId()

    if ( riUrlPresent ) {

        RiUrl()

    }

    if ( riAliasPresent) {

        RiAlias()

    }

    if ( riTimeStampPresent ) {

        riTimeStamp

40
uimsbf

    }

}

RightsMetaData() {

    length

16
uimsbf

    MetaData()
    MetaDataExtension

variable
}

The fields are defined as follows:

· roAliasPresent - if ‘1’, then RoAlias is present in this message
· riUrlPresent - if ‘1’, then RiUrl is present in this message
· riAliasPresent - if ‘1’, then RiAlias is present in this message
· riTimeStampPresent – if ‘1’, then RiTimeStamp is present in this message

· RightsObjectVersion – Rights Object Version in section 5.1.1.1
· RoAlias – RO Alias in section 5.1.1.1
· RiId – RI Identifier in section 5.1.1.1
· RiUrl – RI URL in section 5.1.1.1
· RiAlias – RI Alias in section 5.1.1.1
· riTimeStamp – Rights Issuer TimeStamp in UTC (RITS, see [OMADRMv2]). The coding is as follows:
RiTimeStamp = Y << 26 + M << 22 + D << 17 + H << 12 + M << 6 + S where

Y is the year minus 2000, e.g. for the year 2007 Y=7;
M is the month, where M=0 corresponds to January;
D is the day, where M=0 corresponds to the first day of the month;
H is the hour (0-23);
M is the minute (0-59);
S is the second (0-59).
· length – Length of MetaData
· MetaData – Containing data of Rights Meta Data
MetaDataExtension - The MetaData structure could be extended in the future. The field MetaDataExtension serves as a placeholder for these future extensions. The length of the MetaDataExtension field can be determined by subtracting the (calculated) length of the MetaData structure from the length field.
In SRM v1.1, the length of the MetaDataExtension field is 0.
When a (DRM or SRM) Agent receives a message which includes a RightsMetaData field, and it could forward the field to another Agent in the future, it MUST store the MetaDataExtension field. When it forwards the RightsMetaData field, the MetaDataExtension field MUST be included in unmodified form.
The reason for this is illustrated by the following example: if in a future enabler SRM vX the RightsMetaData field is extended, and an SRM vX DRM Agent transfers the RightsMetaData field to an SRM v1.1 compliant SRM Agent through Move, and subsequently the RightsMetaData is Moved from the SRM Agent to another SRM vX DRM Agent, then the SRM vX DRM Agent can still use the information in the RightsMetaData field, even though the SRM v1.1 SRM Agent did not understand it.
Note: in SRM v1.0 it is not specified how the Agents react to unknown MetaData extensions, i.e. if the calculated length of MetaData does not match the value of the length field. Extending the MetaData field can therefore lead to incompatibilities with SRM v1.0 implementations.
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