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IV. Document change log

Version Date Comments

1.0 12/02/2011 Version ready for release to GSMA
Version ready for release to GSMA. This is a
draft version published for general review.

1.1-final draft-1 11/03/2011 Please note the final 1.1 version will not
contain major functionality additions or
changes of the existing one compared to this
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Version ready for release to GSMA
incorporating the comments received on the
previous draft. This version is again published
for general review.

1.1-final draft-2 23/03/2011
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contain major functionality additions or
changes of the existing one compared to this
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commercializations.
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V. Scope and summary of changes respect to
the previous version

The present version of the specification, 1.2, supersedes the previous version 1.1 which is
now considered as deprecated. Consequently, all the commercial RCS-e deployments
happening from August 2011 onwards should follow this version of the specification until
a new version, superseding the present one, is published.

The main motivation behind publish this version is, based on the feedback provided by
vendors and the experience acquired during the initial I0Ts, to both:

e Correct the errors present in the version 1.1 of the specification, and,

e Elaborate in those areas where the specification did not provide enough
information to those working on providing a RCS-e version 1.1 compliant
implementation, potentially leading to interoperability issues.

As a reference, the main deltas between the RCS-e specification versions 1.1 and 1.2 are
listed in the following table:

Section Title Change description
Scope and summary of Table introduced to explain the main
V. changes respect to the differences compared to version 1.1 issued
previous version April 08, 2011

- IP:port and FQDN:port removed from
configuration parameters SIP proxy and
XDM server
-Configuration Parameter ‘IM SESSION
START’ introduced to control the 200 OK’
feedback message
Requirements added for the configuration
mechanism via OMA DM:
e Multiple management authorities
e Active operator DM account
selected by SIM card change
e Setting protection by ACL
Autoconfiguration e Need to define management object
mechanisms for operator
e Setting status after successful
configuration
Detailing the alternative configuration
mechanism via http/https:
e Hot swap use case added for
http/https request

First time registration and
2.1 client configuration
provisioning

2.2.2.1.2
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e Initial http request and follow up
switch to https by using a cookie
e List of https request GET
parameters
e Configuration URL to be accessed
via http
e Response details incl. changed
settings for disabling further
autoconfiguration boot queries
e Optional user messages delivered
within autoconfiguration incl.
message parameter definition and
use case review
Table of possible response scenarios and
security considerations added
IP OPTION
SIPO . ONS message Case of several IARI tags included in an
2.3.1.1 extension to support . .
e 1 option request defined
capability discovery
Reference to the list of preferred options
for the transport and security for the
2.8 RCS-e protocols signalling and media protocols, which is
included in the configuration parameters
(Annex A section A.2.7)
5991 Device incoming SIP request / | Further rule exception for P-asserted-
R From/P-Asserted-ldentity identity added
5933 Device outgoing SIP request / | Further clarifications of the use of alias
R User alias information
LTE capability discovery using
2.12.2 | the RCS-e mmtel tag reused
Differences between RCS-e and RCS
Release 2 on functional level are described:
e Store notifications (delivered and
Delta between RCS-e and RCS dlsp.la?yec?) n 1M ser.ver-
e C(larification for delivering
Release 2 on the IM e . .
3.2.2.1 ) ) notifications outside a session
functionality / ) i
. e Multimedia messages out of scope
Functional level )
in RCS-e due to store and forward
complexity; transference of files to
take place in a separate session
Clarification on chat rejection mechanism
Diff bet RCS- d RCS
Delta between RCS-e and RCS lrerences be wegn ean
Release 2 on technical/protocol level are
Release 2 on the IM .
3.2.2.2 functionality/ described:
. y e Clarification for identification of
Technical/Protocol level
stored messages
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e Delivery notification field used to
confirm successful display of
message

e No need for RCS-e clients to
request MSRP reports

Additional requirement for sender to set
display-name in the SIP From and CPIM
From header

3.2.23

Delta between RCS-e and RCS
Release 2 on the IM
functionality/

Delivery notifications

Differences between RCS-e and RCS
Release 2 on delivery notifications topic
are described:

e C(larification about store and
forward of delivery notifications in
case the recipient is not available

Description of use case the message is
marked as spam

3.2.2.4

Delta between RCS-e and RCS
Release 2 on the IM
functionality /

Display notifications

Differences between RCS-e and RCS
Release 2 on display notifications topic are
described:

e C(larification of display notifications
delivery within or outside of a
MSRP session
Clarification about store and forward of
displayed notifications in case the recipient
is not available

3.24.1

Initiating a chat

Further failure conditions included

3.24.2

Answering a chat

Detailed description of handling the new
configuration parameter IM START
SESSION

3.24.6

’Is Composing’ notification

Clarification about ’'Is Composing’
notification in relation to CPIM header

3.24.9

Chat abnormal interruption

Further clarification included in case
message was not sent

3.2.4.10

Re-Opening a chat

Clarification of sending outstanding
displayed notifications

3.24.15
to
3.2.4.19

New chapters:
Spam/Blacklist filter,
Emoticons, chat message size
limitations, race conditions,
store & forward notification
handling

New chapters contain information about:

e Details on SPAM transaction
handling

e Handling of emoticons

e Recommendation for chat message
size limit

e Handling of simultaneous invites

e Handling of late invites (previous
one has already been accepted)
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Handling of multiple notifications in short
time periods
Clarifications on the fact spam filter applies
to both IM and file transfer
3251 Clarifications on groupal chat | Added remarks on UX requirements
experience regarding participants list
3254 New chapter: Chat message Recommendation for chat message size
size limitations limit
3318 New chapter: Call Clarification about restrictions in case a
divert/forwarding user has call divert/forwarding activated
Management objects IM SESSION START configuration
A.l1.3 parameter additions /
. . parameter added
IM related configuration
A24 IM MO sub tree addition “imSessionStart” parameter added to IM
sub tree
Further configuration parameters defining
. . the transport protocol used to carry
A2.7 ?rf:eer RCS-e configuration sub signalling and media data for different
access types are included to sub tree Other
MO under ‘transportProto’ node
A3.1 OMA-CP configuration XML Configuration structure updated
structure
New chapter:
A4 Autoconfiguration XML XML example file included
sample
Annex B ”\./I Store and forward Call flows updated
diagrams
Annex C RCS-? IM/Chat and Call flows updated
multidevice
Table 2. Document change log
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VL. Definitions and terms

Type Description
2G Second generation of Global System for Mobile Communications (GSM)
AS Application server
AVC Advanced video codec
CS Circuit switched
DHCP Dynamic Host Configuration Protocol
DTM Dual transfer mode
FQDN Fully Qualified Domain Name
GIBA GPRS-IMS-Bundled Authentication
GSMA GSM Association
HD high-definition voice
HTTP Hyper-Text Transfer Protocol
HTTPS HTTP Secure
M Instant messaging. The term chat is also applied in this document to the
same concept.
IM-AS IM application server
IMDN Instant Message Disposition Notification
IMEI International Mobile Station Equipment Identity
IMS IP Multimedia System
IMSI International Mobile Subscriber Identity
IMS AKA | IMS Authentication and Key Agreement
IP Internet Protocol
LTE Long term evolution
MNO Mobile network operator
MSISDN Mobile Subscriber Integrated Services Digital Network Number
MSRP Message Session Relay Protocol
NAT Network Address Translation
OEM Original Equipment Manufacturer
OFDM Orthogonal frequency division multiplex
OMA-CP | OMA Client Provisioning
OMA-DM | OMA Device Management
PCO Protocol Configuration Options
P-CSCF Proxy-Call Session Control Function
PDP Packet Data Protocol
PS Packet switched
RADIUS Remote Authentication Dial In User Service
RCS Rich Communication Suite
RTP Real-Time Transport Protocol
SDP Session Description Protocol
SIP Session Initiation Protocol
SMS Short message service
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SSO Single sign on (type of IMS authentication)

TCP Transmission Control Protocol

TLS Transport Layer Security

UDP User Datagram Protocol

URI Uniform Resource Identifier

UX User Experience
VoLTE Voice over LTE

Wi-Fi Synonym for WLAN, Wireless Local Area Network
XCAP XML Configuration Access Protocol

XDM XML Document Management
XDMS XML Document Management Server

XML Extensible Markup Language

Table 3. Abbreviations and acronyms
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VIl. Document cross-references
Ref Name Document reference
3GPP TS 24.167 version 10.2.0 (2011-03), 3rd Generation
1 [3GPP TS 24.167] | Partnership Project; Technical Specification Group Core
Network and Terminals; 3GPP IMS Management Object (MO)
3GPP TS 24.229 version 10.3.0 (2011-03), 3rd Generation
Partnership
2 [3GPP TS 24.229] | IP multimedia call control protocol based on Session
Initiation Protocol (SIP) and Session Description Protocol
(SDP)
3 suEICEgFFa-EI?Eé\EF;z] IETF SIP Core keep IETF draft version 12
[IETF-DRAFT-
4 SIMPLE-MSRP- IETF Simple MSRP seesmatch draft version 10
SESSMATCH10]
GSMA PRD IR.92 - “IMS Profile for Voice and SMS” 1.0
> [PRD-IR.92] 18 March 2010
Rich Communication Suite Release 1 Functional Description
6 [RCS1-FUN-DESC] | Version 2.0
14 February 2011
Rich Communication Suite Release 1 Technical Realization
7 [RCS1-TEC-REAL] Version 2.0
14 February 2011
Rich Communication Suite Release 2 Functional Description
8 [RCS2-FUN-DESC] | Version 2.0
14 February 2011
Rich Communication Suite Release 2 Management Objects
9 [RCS2-MO] Version 2.0
14 February 2011
Rich Communication Suite Release 2 Technical Realization 2.0
10 [RCS2-TEC-REAL] 14 February 2011
Rich Communication Suite Release 2 Endorsement of OMA
11 [RCS2-SD] Service Defintion Version 2.0
14 February 2011
[RCS2-OMA- Rich Communication Su_ite Release 2 Endorsement of OMA
12 SIMPLE-ENDORS] SIP/SIMPLE IM 1.0 Version 2.0
14 February 2011
Rich Communication Suite Release 4 Technical Realization 1.0
13 [RCS4- TEC-REAL] 14 February 2011
14 [RCS4-IR92- GSMA RCS Release 4 Endorsement of [PDR-IR92]
ENDORS] 14 February 2011
15 [RFC3261] SIP (Session Initiation Protocol) IETF RFC
16 [RFC3711] The Secure Real-time Transport Protocol (SRTP) IETF RFC
Version 1.2 Page 17 of 183



GSMA Association

Draft Version 1.2-preview

Non Confidential

RCE GEN 001 RCS-e - Advanced Comms: Services and client specification

17 [RFC3966] The TEL-URI for Telephone Numbers IETF RFC
The Session Timers in the Session Initiation Protocol (SIP)
18 [RFC4028] IETE REC
The Universally Unique IDentifier (UUID) URN Namespace
19 [RFC4122] IETE REC
20 [RFC4961] Symmetric RTP / RTP Control Protocol (RTCP) IETF RFC
21 [RFC5438] Instant Message Disposition Notification (IMDN) IETF RFC
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1. Introduction

The purpose of this document is to provide the detailed specifications that shall
complement the current RCS Release 2 specification in order to set the initial reference
implementation of the RCS-e services.

This initial implementation has been named RCS-e Advanced Communications as it
focuses on the communications service aspects of the GSMA RCS Release 2 specification.
Building on established interoperability principles within the mobile operator ecosystem,
this specification provides further optimisation of the RCS Release 2 specification in order
to accelerate time to market and simplify the customer proposition, Figure 1. This
renewed focus is based on results from customer trials to date and a better understanding
of where operators can further enhance their data network offering to deliver more value
to customers and complement established 3™ party services.

The current document does not detail the “social information via presence” functionality
described in the RCS Release 2 specification. However, an operator can decide to launch
RCS-e service including both the RCS social presence information defined in RCS Release 2
specification in addition to the advanced communications services defined in the present
document. Both parts shall co-exist within a device implementation if requested by an
operator.

RCS-e reference

RCS Release 2 Specification implementation

Communication
Services information

Social profile
information

¢ Picture (Portrait) * IM/Chat
Not gacrétgthe ! * Icon * File transfer ) n
compliance | * Status text (Free text) * Image share ?:ftc?ver?b:j &
| * Availability * Videon share eroperable
1

\V 4

'

Additional technical
To be incorporated specifications

into the standard

contained in this
document

‘RCS-e is a simple interoperable service extension to voice & text today’

Figure 1. RCS-e positioning

As a headline, RCS-e provides a ‘simple interoperable extension to voice and text today.’
The services are designed to run over data and can stand alone (e.g. | share a picture from
the media gallery) or used in combination with voice (e.g. see-what-I-see video).

! By this term we are referring to the set of functionalities defined in the RCS Release 1 and 2 specifications
and presented in [RCS1-FUN-DESC] in sections from 2.1.2 to 2.1.6.
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Future RCS-e services

Image and video share (+voice)

File transfer (+IM/chat)

IM/chat

Messages (SMS/MMS)

Voice

PIMOM d| @Y1 Ul IB3S SWW0d 3y} Sulpuaixd

Figure 2. RCS-e Industry Proposition — ‘extending the communications stack’

1.1 RCS-e Principles

The fundamental mechanism that enables RCS-e is service or capability discovery. For
example, when a user, User A, scrolls through his/her Address Book and selects a RCS-e
contact, the client performs an instant service capability check, being able to display the
services which are available to communicate.

This mechanism is implemented using SIP OPTIONS. SIP OPTIONS is a peer-to-peer
request routed by the network that will generate one of 2 types of response:

1) The contact is registered for service and the contact’s service capabilities, at this
point in time, are received and logged by User A, or,

2) The contact is either not registered (they are provisioned but not registered) or
Not Found (they are not provisioned for service).

This discovery mechanism is important in that it allows User A to determine what services
are available before they are called and allows operators to roll-out new agreed services
to their own schedule. RCS-e therefore provides an adaptive framework for new service
deployment.

RCS-e implementation allows operators to also use SIP OPTIONS as the preferred
mechanism to initially discover (and/or periodically check) the service capabilities of all
the contacts of his/her address book when he/she first registers for service.
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Figure 3. RCS-e capability discovery

1.2 OEM Integration

This specification is independent from any specific device operating system and is not
intended to prescribe the supplier user experience. However, where appropriate key
service logic is illustrated through wireframes to aid the reader. It is fully expected that
each handset supplier will map the basic service principles defined in this document
within their own products and drive innovative and differentiated experiences.

1.3 Conformance

The minimum conformance to the RCS-e specification can be achieved by a terminal
providing the necessary functionality to support both the capability and new user
discovery based on SIP OPTIONS message (covered in detail in sections 2.3.1 and 2.4.1
respectively) plus the IM/chat functionality (covered in detail in section 3.2).

The rest of services covered in the present specification are optional, ensuring that RCS-e
can target low end devices and, therefore, boost the market penetration curve.

The terminal conformance to RCS-e specification can be summarized in the following
terms’:
e All the necessary procedures to provision and register with the core network
elements (e.g. IMS, RCS AS, etc.) SHALL? be supported
e Capability/service and new user discovery via SIP OPTIONS and ANONYMOUS fetch
mechanism (covered in detail in sections 2.3.1, 2.3.2 and 2.4.1) SHALL’ be
supported
e IM/chat functionality (covered in detail in section 3.2) SHALL? be supported
e File transfer, image share and video share functionality (covered in detail in
sections 3.3 and 3.4) MAY? be supported.
o The motivation behind making these services optional is to facilitate the
penetration of RCS-e services in all the handset tiers and, ultimately, a RCS-
e handset SHALL? try to support all the feasible RCS-e services taking into
account the relevant hardware and software limitations.
Please note that in any case a MNO implementing RCS-e SHALL? provide the RCS
file transfer, image share and video share functionality at network level.

2 please note the terms SHALL and MAY contained in the conformance summary are used as described in
IETF RFC2119 (http://www.apps.ietf.org/rfc/rfc2119.html)
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Please also note that although outside the conformance and consistently with section 1.1,
a RCS-e terminal MAY? also be supplemented with the “social information via presence”®
features as defined in the GSMA RCS Release 2 specifications.

1.4 Scope and future evolution

This document establishes the core principles and services framework of RCS-e through
the initial, RCS Release 2 defined, set of functionality. However, the framework is
designed to be extensible and support new services going forward.

New services and features will include, but are not limited to:
e RCS Home Services (fixed line, PC and mobile)
e Additional capabilities and services (e.g. HD voice, advanced geolocation services,
etc.)
e Enhanced network address book services

It is intended to ensure backward compatibility when introducing new/extended services.

Finally, it should be noted that the aim of the present document is to only specify
functionality which can be validated in standard IMS/RCS Release 2 pre-production and
production environments without any need for major customisation or changes apart
from those MNOs may introduce to optimise or differentiate their networks.

3 By this term we are referring to the set of functionalities defined in the RCS Release 1 and 2 specifications
and presented in the RCS Release 1 Functional Realization document (version 1.1) in sections from 2.1.2 to
2.1.6.
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2. Registration and capabilities discovery process

2.1 First time registration and client configuration provisioning

The RCS-e registration process can only take place once the client is configured and the
user (uniquely identified by the relevant IMS identity [TEL-URI or SIP-URI]) is correctly
provisioned to access the RCS-e services.

In order to give the end user the impression that the new services are working out of the
box and to minimise the operational impact on mobile network operators, both processes
are performed automatically.

A mobile network implementing RCS-e should be able to detect when a user attaches to
the network with a RCS-e capable handset for the first time. This event triggers two
processes:

e Service provisioning: The relevant configuration is performed in the network to
make the RCS-e services available to the user (e.g. provisioning an account on
the IMS core and relevant application servers).

e Client configuration: The network pushes the client configuration using one of
the mechanisms described in section 2.2.2.1.2. The configuration document
comprises a set of configuration parameters, some required to operate and
others to configure the client behaviour.

The minimum set of client settings is presented in the following tables: The first table
covers the parameters referring to the IMS registration while the second focuses in RCS-e
specific parameters. Please note all the parameters described the configuration can be
only modified by the MNO (via MNO customization settings or one of the procedures
described in section 2.2.2.1.2) and it is not accessible to the terminal user:

Mandator
SIP proxy P-CSCF address y
Parameter
Mandatory parameter
XDM server XDMS address (It is mandatory and becomes relevant only if USE
PRESENCE is set to 1)
TEL-URI User’s TEL-URI Optional parameter
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SIP-URI User’s SIP-URI Mandatory parameter®
SIP For alternative digest Mandatory
USER/PASSWORD | authentication to SSO/GIBA parameter
Table 5. Summary of IMS registration related configuration parameters
Note 1:
This is the parameter containing the URI for the IM
M server. The parameter is optional and if not

CONFERENCE configured, means that the MNO is no.t .deploying an Optional

EACTORY UR| IM server. Consequently features requiring IM server Parameter
(i.e. 1-to-many chat) will not be available for those
customers.
This parameter configures the client to support store
and forward when presenting the IM capability
status for all the contacts. If set to 1, the IM
capability for all RCS-e contacts will be always Optional

IM CAP reported as available. Otherwise (0), the capability parameter
ALWAYS ON | will be reported based on the algorithm presented in | (itis mandatoryifiM
CONFERENCE FACTORY

section 2.7. URI is set)
For example, this can be used in MNOs that are
implementing the store and forward functionality
for IM

* When using GIBA, the temporary public identity used for IMS registration is built according to the
procedure defined in 3GPP TS 24.229 (it does not rely on the SIP-URI and TEL-URI configuration parameters).
Only one of the SIP-URI or TEL-URI configuration parameter must be configured. The configured parameter
is used to select the URI which must be used by the RCS-e client during non-REGISTER transactions. If both
TEL-URI and SIP-URI are defined, the TEL-URI should be used.
When using Digest, a SIP-URI must be configured. This URI is used for REGISTER and non-REGISTER

transactions.
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IM WARN SF

In case, IM CAP ALWAYS ON is set to enabled (use of
store and forward), a new parameter is used called
IM WARN SF for Ul purpose only.

If IM WARN SF parameter is set to (1) then, when
chatting with contacts which are offline (Store and
Forward), the Ul must warn the user of the
circumstance (e.g. message on the screen).
Otherwise (0), there won’t be any difference at UX
level between chatting with an online or offline
(Store and Forward) user.

Optional

pa rameter
(It is mandatory if IM
CONFERENCE FACTORY
URI is set and IM CAP
ALWAYS ON is set to 1)

IM SESSION
START

This parameter defines the point in a chat when the
receiver sends the 200 OK back to the sender so the
MSRP session can be established:0 (RCS-e default): The
200 OK is sent when the receiver consumes the
notification opening the chat window.

1 (RCS default): The 200 OK is sent when the receiver
starts to type a message back in the chat window.

2: The 200 OK is sent when the receiver sends a message
(i.e.the message will not generate an invite but instead
will be buffered in the client until the MSRP session is
established.

Mandatory
parameter

POLLING
PERIOD

This is frequency in seconds to run a periodic
capabilities update for all the contacts in the phone
address book whose capabilities are not available
(e.s. non-RCS-e users) or are expired (see
CAPABILITY INFO EXPIRY parameter.

Please note that if set to 0, this periodic update is no
longer performed.

Mandatory
parameter

CAPABILITY
INFO EXPIRY

When using the OPTIONS discovery mechanism and
with the aim of minimizing the traffic, a timestamp
will be kept together with the capability information
fetched using options. When performing a whole
addressbook capability discovery (i.e. polling), an
OPTIONS exchange takes place only if the time since
the last capability update took place is greater than
this expiration parameter

Optional

pa rameter
(It is mandatory if
POLLING PERIOD is set to
a value greater than 0)

USE PRESENCE

This parameter allows enabling or disabling the
presence related features on the device. If set to 0,
presence is disabled, if set to 1, presence is enabled
and the parameters related to presence defined in
[RCS2_MO] apply.

Mandatory
Parameter
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This parameter allows enabling or disabling the
usage of capabilities discovery via presence. If set to

consequently influence the inclusion of the
associated tag to social information via presence in
OPTIONS exchanges.

. . . Optional
0, the usage of discovery via presence is disabled. If P
PRESENCE . . . parameter
DISCOVERY set to 1, the usage of discovery via presence is | i mandatory and
enabled. This parameter will consequently influence | becomes relevant only if
the inclusion of the associated tag to presence | “SF REsENCEissettod)
discovery in OPTIONS exchanges.
This parameter allows enabling or disabling the
usage of the social information via presence. If set to
0, the usage of the social information via presence Optional
PRESENCE feature is disabled. If set to 1, the social information parameter
PROFILE via presence feature is enabled. This parameter will | (Itis mandatoryand

becomes relevant only if
USE PRESENCE is set to 1)

As described in section 2.10, the user shall be able
configure to allow or disallow RCS-e and/or internet

confirmation request.

ENABLE RCS-E trafﬁ_c in the handsgt settings. o Mandatory
SWITCH If this parameter is set to 1, the setting is shown Parameter
permanently. Otherwise it may (MNO decision) be
only shown during roaming.
This is the reference/identifier to the APN
configuration which should be used to provide PS Mandatory
RCS-E ONLY .. . . .
connectivity ONLY to RCS-e as described in section Parameter
APN
2.10.
This is a file transfer size threshold in KB to warn the
user that a file may end up in significant charges. Mandatory
FT WARN SIZE | Please note that if set to O, the user will not be Parameter
warned.
This is a file transfer size limit in KB. If a file is bigger
than FT MAX SIZE, the transfer will be automatically Mandatory
FT MAX SIZE | cancelled. Parameter
Please note that if set to 0, this limit will not apply.
END USER L . . Optional
CONF REQ ID This is identity used for sending the end user Parameter

Table 6. Summary of RCS-e client configuration parameters

Please note the detailed information on the extended managed objects for RCS-e is
covered in ANNEX A: Extensions to the data model.

After configuration, the client is ready to register with the network for the first time. Once
this registration is completed, the user is able to access the RCS-e services. These
configuration options could also be updated afterwards by the MNO by pushing new
configuration document using OMA DM.
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Finally, please note that with the aim of reducing the complexity, the P-CSCF address used
by the RCS-e client is selected from the list in the IMS Management Object. The other
auto-configuration mechanisms (e.g. based on DHCP; based on the PCO info received
during PDP context activation) are left out of the scope of this specification. An MNO may
request an OEM to implement such functionality as a customization, however, the
validation of this functionality will remain outside of the RCS-e compliance.

2.1.1 RCS-e client configuration storage

The RCS-e and, to extend, the IMS configuration should be stored securely in the handset
and should not be accessible to the user unless express requirement of a particular MNO.

It should be noted that a precondition to provide access to the RCS-e functionality should
be that all the mandatory parameters described in section 2.1 (Table 6) must be correctly
configured. In the case any of the parameters is not configured or configured with an
unexpected value, the RCS-e functionality should be disabled and in any case presented or
accessible to the user (i.e. the phone behaves as it would be a non-RCS-e enabled phone).
In this state, the RCS-e functionality can be only restored by completing the first-time
registration procedure (see section 2.2.2.1; the first-time registration includes the RCS-e
client configuration using one of the procedures described in section 2.2.2.1.2).

If a RCS-e configured device is reset, the RCS-e client should securely back up the
configuration in the device together with the associated IMSI prior to the reset. Please
note that this also applies in the event of swapping SIM cards. The configuration
associated to the old SIM should also be securely backed up before triggering a first time
registration.

The motivation behind the RCS-e configuration backup is to facilitate the scenario where
following a reset or after a SIM swap, the original SIM card is re-introduced in the device.
Instead triggering a first time registration, the RCS-e configuration is restored.

In those terminals where the processes mentioned in the previous paragraphs (reset, SIM
card swap), the terminal also deletes the contacts (e.g. for example a particular MNO is
enforcing this sort of policy where a SIM swap causes the deletion of the contacts), the
associated RCS-e information (i.e. cached capabilities per contact and RCS-e contact list)
should be also removed. Please note that in this case, the RCS-e information associated to
contacts is not backed up.

2.2 Registration process

The RCS-e registration process uses the standard IMS registration procedure. The client
sends a SIP REGISTER message to the network using the configuration parameters (SIP
proxy as presented in Table 5). If supported, the network shall authenticate the message
using single sign-on (SSO/GIBA) authentication.

When SSO/GIBA authentication fails (e.g. the MNO equipment does not support it or it is
not supported over Wi-Fi), then digest authentication will be performed. This
authentication mechanism is based on a challenge which the network sends to the client
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and which needs to be responded using the configured username/password pair (see
Table 5 for reference).

Please note that in the flow diagrams contained in this document which involve a
registration, we have assumed that:

e SSO/GIBA authentication takes place first

e If it fails (e.g. MNO network equipment does not support it) digest authentication
is then tried

As part of the registration process, the network provides a validity period for the
registration (SIP expire time). If the client is to remain registered after the registration
validity period expires, it must register again.

Finally note that a precondition to register is that all the mandatory parameters presented
in Table 5 and Table 6 should be correctly configured. In addition to this and if RCS-e is the
only IMS based functionality available on the phone (i.e. no other IMS services like VolP
are incorporated), the precondition is extended to also have all the mandatory parameters
presented in Table 6 correctly configured.

2.2.1 Additional message authentication

Depending on the network configuration, other SIP messages (apart from SIP REGISTER)
may also require authentication. There are several authentication mechanisms that can be
considered:

e SSO/GIBA authentication (transparent to the terminal as it is handled by the MNO
core network)

e |IMS AKA authentication
e Digest (user/password authentication)

For simplicity the present specification does only require terminals to implement digest
authentication (required for some Wi-Fi scenarios) and SSO/GIBA (due to the lower impact
on the terminal/client side). An MNO may request to add additional authentication
mechanisms as a customization, however this functionality is outside the scope of this
specification and, consequently, the associated verification is outside the RCS-e
conformance.

It should be noted that in the following sections diagrams and with the aim of increasing
the readability, we have assumed that SSO/GIBA authentication is successful when
accessing through the PS network and, as mentioned before, digest authentication is used
when accessing over a non-PS network (i.e. Wi-Fi scenarios).

In addition to the SIP messages, XCAP exchanges between the client and the XDMS server
may also require authentication. For simplicity, mobile operator networks may use the
same user credentials and authentication mechanism for both XCAP and SIP messages.
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2.2.2 Registration process and scenarios

2.2.2.1 First-time registration

The assumptions in this case are that user A has been already provisioned to access the
RCS-e services (e.g. the tariff includes the service) however he/she has never used a RCS-e
enabled phone before.

Prior to the registration, it is necessary to provision the user on the network (known as
auto provisioning) and to configure the client with the right settings. Once the auto
provisioning and client configuration has completed, the first time registration procedure
takes place. Once the client is provisioned, the first step is register and to find the subset
among the existing contacts (if any) who are also RCS-e users.
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MNO IMS Core
MNO Core RCS AS

Phone Client NW ﬁm
Logic Logic P> XDMS

A1UTOPR0VISIONING AND CONFIGURATION PROCESS

Attaches to the MNO network The

alternative is
The network detects the pair (MSISDN to use HTTP
and IMEI), verifies that it is a RCS autoconfigur

provisioned (i.e. tariff) user and that the ation as
IMEI is a RCS enabled phone described in

section

Provision IMS and RCS AS accounts 2.2.2.1.2

Send client configuration via OMA-DM/OMA-CP |

SIP REGISTER
restart re. SIP 200 OK expiry value o e o
registration | provided hy the IMS-Cere The publication only
timer happens if the USE
SIP PUBLISH (capabilities) PRESENCE parameter is set
. » 1 (see Table 6)
OPTIONS message L >IP 200 OK o
mechanism. We
are assuming User
B is REGISTERED,
User Cis NOT
REGISTERED and
User D is NOT an SIP OPTIONS: (user B) Y . Routed
RCS-e user. User C to/Fom
and D are not Ahiliti
- dded o the list of - SIP 200 OK (capabilities user B) TeT B
RCS-e users SIP OPTIONS (user C)
\

ERRDR 480 TEMPORARILY UNAVAILABLF/40 UEST TIMEOUT,
SIP OPTIONS (user D)

ERROR 404 NOT FOUND

Start polling timer

Figure 4. First time registration sequence diagram

Note that if the terminal is configured to handle presence related functionality (USE
PRESENCE set 1 as presented in Table 6), this process will be used to identify those
contacts supporting the “social information via presence” and the capability discovery via
presence functionalities. Additionally, and provided the capability discovery via presence
functionality is enabled (see PRESENCE DISCOVERY parameters in Table 6), the terminal
should also update the XDMS list of RCS-e contacts supporting this functionality as
presented in Figure 16.
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In the previous diagram we have referenced service provisioning and configuration.

When the handset is powered on, the network may be able to identify that the
user/handset pair shall use RCS-e services and, as a consequence, trigger the relevant
handset configuration. The triggering process is network specific and outside the scope of
this specification.

An alternative to this automated mechanism could be a manually triggered configuration
(e.g. requested by an operator in a store).

2.2.2.1.1 Additional first time configuration scenarios

In addition to the scenario described in the previous section (first time the user registers
with the IMS network), there are several additional scenarios where same sequence
applies:

e When the customer changes to another RCS-e enabled device: In this case, the
sequence is identical with the only difference that the IMS provisioning (i.e.
provision IMS and RCS AS accounts) is not required as it was performed before.

e When the customer changes the SIM card: In this case, the sequence is identical to
the one described in the previous section.

e Configurations update implying changes in the user’s IMS identity (i.e. TEL-URI
and/or SIP-URI).

e A configuration update implying changes in the capability discovery mechanism:
As presented later in the document, switching the capability discovery mechanism
parameter automatically triggers the same process described in Annex A (section
A.2) as a complement to the RCS Release 2 managed objects.

2.2.2.1.2 Autoconfiguration mechanisms

This specification contemplates three alternative mechanisms in order to perform the
autoconfiguration of the RCS-e functionality in terminals:

e OMA-DM®: This is the same mechanism proposed for RCS and based on the
managed object configuration proposed in Annex A, section A.2. All RCS-e capable
handsets (incl. open-market devices) shall support following requirements for
OMA-DM:

o Multiple management authorities where operator DM accounts are
persistent, not editable and not visible by the user (e.g. SW updates don’t
delete/overwrite DM accounts) and accessible by the respective active
operator DM account only (protected by OMA DM ACL mechanism).

o Active operator DM account needs to be selected and activated on SIM
card change.

o The settings are protected against non-operator authorities (by OMA DM
ACL mechanism).

o Each operator should have its own RCS-e management sub-tree and the
DM account does have access to the device settings (e.g. for the purpose of
access settings configuration if needed).

° Consistently with RCS Release 2 specifications, the OMA-DM version which shall be implemented for RCS-e
device configuration is OMA-DM version 1.2.
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o Active operator RCS-e management sub-tree needs to be visible, selected
and activated on SIM card change.
o Settings are active/updated and used on RCS-e client after successful
configuration.
e OMA-CP°: This is an alternative mechanism (considering  OMA-DM as
the preferred standard mechanism for RCS-e) based on the OMA-CP specific
configuration proposed in Annex A, sections A.2 and A.3

Although the previous mechanisms are preferred, the RCS-e specification proposes an
alternative optional mechanism which can be requested by a MNO (i.e. during
customization) with the following main goals:

e Enabling a configuration procedure transparent to the user (OMA-CP drawback)
e Reducing autodetection mechanism complexity on network infrastructure

The new mechanism is based on a HTTP (HTTPS) request made by the handset to a
configuration server to get the configuration data:

e Every time the handset boots (or when the SIM is swapped without rebooting the
terminal [hot swap]), there is an initial HTTP request to the RCS-e configuration
server to get the current configuration settings version

e In case the versions do not match, the server will include a configuration XML with
all the settings. This configuration XML will be identical to the one used in OMA-CP
(contents are covered in detail in Annex A, sections A.2 and A.3).

e If it is necessary to force a reconfiguration (e.g. SIM card swap), the handset will
reset the version value to 0 (the server configuration shall always have a value
bigger than 0).

e If the MNO has to disable the RCS-e functionality from a handset/client, the
response will be an empty XML setting the version to 0.

e The detailed on the exchanges (e.g. format employed for the requests) are covered
below:

This alternative configuration mechanism works on the following pre-assumptions:

e As a security measure and to make sure the network can implement the necessary
procedures to resolve the user’s MSISDN (i.e. RADIUS requests, header enrichment,
etc.), the configuration can only take place if connected using an MNO PS’ data
network and, therefore, the handset should have the necessary APN configuration
to perform the connection.

e Because some of those mechanisms presented in the previous paragraph require
an initial HTTP request, the proposal is first to perform an HTTP request:

® The OMA-CP version which shall be implemented for RCS-e device configuration is OMA-CP version 1.1.
" Please note that if a device does not have a PS connection, the autoconfiguration can also happen over
WiFi. The decision to implement this mechanism is up to the discrection of each MNO.
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o The handset/client performs a HTTP request to the RCS-e autoconfiguration
server qualified domain name. In this initial request the relevant GET
parameters (e.g. version) should not be included.

o As a result of this request, the autoconfiguration server returns an HTTP OK
response. Then the client will then perform a second request, this time
HTTPS (same URL, only the protocol change). Note that the RCS-e
configuration server should be able to correlate both http and https
requests on the server side. In order to achieve this, the server will setup a
cookie in the response to the initial HTTP request (Set-Cookie header) and it
will expect to receive that cookie in the subsequent HTTPS request (Cookie

header).

e From the UX point of view, the customer is not aware of the configuration process
(i.e. background process with no pop-ups or notifications shown on the screen).

It should also be noted that this mechanism also contributes to reduce the complexity of
the auto-detection mechanism because the handset will proactively request an update of
the configuration settings every time the handset is rebooted.

RCS-e Initial configuration request:

Figure 5. RCS-e alternative configuration: Initial request

UE User/Client A MNO CoreNW

Phone Client RCS-e

Logic Logic config server
Boot-up completed
and PS connection HTTP REQUEST

available (http://config.<mcc><mnc>.rcse >

HTTP 200 O
HTTPS REQUEST
(https://config.<mcc><mnc>.rcse?ﬁ%‘rams)

e Parameters: The following information is passed as GET parameters:
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This is either -1, 0 or a positive integer. 0
indicates that the configuration must be
updated (e.g. configuration is damaged, non-

vers existent or follows a SIM change). A positive Y Injct.(—l,.Otor a )
value indicates the version of the static positive integer
parameters (those which are not subscriber
dependent) so the server can evaluate whether
N
if th
If available, the subscriber’s IMSI should be (if the OS . -
IMSI sent as a parameter platform allows | String (15 digits)
P it, it shall be
included)
client vendor String that.ldentlfles the vendor providing the v String (4)
- RCS-e solution.
client_version String that identifies the RCS-e solution version. Y String (10 max)
terminal_vendor String that identifies the terminal OEM. Y String (4)
terminal_model String that identifies the terminal model. Y String (10 max)
terminal_sw_version \Slterrlginthat identifies the terminal software v String (10 max)
If available, the subscriber’s IMElI should be
sent as a parameter. The idea is that for those ) N
MNOs supporting a comprehensive handset (if the OS . o
IMEI database, the terminal_X parameters can be | Platformallows | String (15 digits)
then ignored and the IMEI used instead, of 'tf It shall be
course, if available to the RCS-e included)

Table 7. RCS-e alternative configuration: HTTPS request GET parameters

Please note that the client and terminal vendor, model and version parameters format
and values should be agreed with the relevant MNO prior to any handset or client
commercialization or update.

e The configuration server URL will follow the RCS-e specification version 1.1

standard:

o http://config.<mcc><mnc>.rcse (e.g. http://config.21401.rcse)
e The application then will check MCC and MNC in the IMSI and complete the
prior name depending on the MNO.
e Please note this URL is only routable from the PS domain so the
autoconfiguration can only happen via PS.

In case a handset is employed in an MNO that does not support RCS-e, this domain
will not be resolved, so the application will take it as a client not valid scenario.
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RCS-e configuration server response:

UE User/Client A MNO CoreNW
Phone Client RCS-e
Logic Logic config server

Current vlersion is
different from the
one provided by the
clignt

HTTPS 200 OK
“4(contains config XML)

Parse XML, apply
configuration

Figure 6. RCS-e alternative configuration: Server response

e The server first validates the client and terminal parameters and then checks if
the version provided by the client matches the latest version of the
configuration available on the server.

o The response will always contain two parameters:
= The configuration version
= The validity of the configuration in seconds
o If the version matches (i.e. no new configuration settings required), the
configuration XML will be empty except for the version and the validity

parameters:
= The version parameter will be set to the same value sent in the
request
= The validity parameter will be reset to the server configured
value

<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version” value="X"/>
<parm name="validity” value="X"/>
</characteristic>
</wap-provisioningdoc>

Table 8. RCS-e alternative configuration empty XML (no configuration changes required)

e If the MNO would like to disable the RCS-e functionality from a handset/client, the
response will be a XML containing only the version set to O:

<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version” value="0"/>
<parm name="validity” value="0"/>
</characteristic>
</wap-provisioningdoc>

Table 9. RCS-e alternative configuration empty XML (reset RCS-e client)
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Please note that even RCS-e is disabled on the phone, the phone should still
perform the autoconfiguration query every time the phone is booted up.

o If the MNO would like to disable the RCS-e functionality from a
handset/client including the autoconfiguration query performed at
boot, the response will be a XML containing only the version and the
validity set to -1:

= Note that if the SIM is swapped or the terminal resetted, the
terminal should again query for configuration settings on every
boot.

<?xml version="1.0"?2>

<wap-provisioningdoc wversion="1.1">
<characteristic type="VERS">
<parm name="version” value="-1"/>
<parm name="validity” value="-1"/>
</characteristic>
</wap-provisioningdoc>

Table 10. RCS-e alternative configuration empty XML (reset RCS-e client and stop autoconfiguration query)

If the case the server has an updated configuration, the response will contain a
configuration XML (i.e. content-type text/xml) configuration that the client
needs to parse and apply:

o The XML format is identical to the one use for OMA-CP configuration
(see Annex A, sections A.2 and A.3) with a new parameter addition to
include the version, the validity and the message section. A sample of
the complete autoconfiguration XML is provided for reference in
section A.4.

Any other response different from the ones described in this section (i.e. an HTTP error)
should trigger the handset/client to try to get the configuration settings the next time the
handset boots (or the client is started) and in the particular case of a 403 error, the
handset/client implementation shall also remove the current configuration (as a
validity=version O response is received).

User messages delivered within autoconfiguration

As an optional addition (i.e. the new tag may not be present), the XML can be used to
convey a user message associated to the result of an autoconfiguration server response.
The additional XML section is displayed below:
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<?xml version="1.0"72>
<wap-provisioningdoc version="1.1">

<characteristic type="MSG">
<param name="title” value="Example”/>
<param name="message” value="Hello world”/>
<param name="Accept btn” value="1"/>
<param name="Reject btn” value="0"/>
</characteristic>

</wap-provisioningdoc>

Table 11. RCS-e alternative configuration: User notification/message sample

The meaning of the different parameters is the following:

e Title: The window title where the message is displayed.

e Message: This is the message which has to be displayed to the user. Please
note the message may contain references to HTTP addresses (websites) that
need to be highlighted an converted into links by the terminal/client.

e Accept_btn: This indicates whether the “Accept” button is shown underneath
the message box. The action associated to the Accept button on the
terminal/client side is always to clear the message box.

e Reject_btn: This indicates whether the “Decline” button is shown underneath
the message box. The action associated to the Reject button on the
terminal/client side is always to disable the RCS-e switch setting in the handset.

The MSG characteristic is optional and will be only present in two kind of responses:
e The one containing the full configuration settings.
e The one disabling the RCS-e configuration on the phone (version and validity
set to 0).

The handset should display the message and the relevant/configured buttons in the
following scenarios:
e After receiving the full configuration settings, only if:
o No working configuration was available before
o Following a terminal reset
o Following a SIM swap no working configuration was available (backup) for
that SIM
e After receiving the disabling RCS-e configuration response.

Finally, it should be noted that the RCS-e handset/client needs to send the language locale
settings to the server as the language the message is served depends on this parameter. In
order to do so, the client should use the HTTP Accept-Language header in all the requests
and set the value consistently with the handset locale.
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Figure 7. Autoconfiguration server notification example

Use cases review:

Although it has been already introduced, in this chapter we try to compile the different
use cases so we have a clear picture of what will be the device behaviour on each scenario.

1 First detection: is the first time a client is using an RCS-e device. If the process goes
well the device will receive the proper configuration XML. One of the parameters
sent is the validity period. If the device has no problem in the registration process,
it won’t ask the server again until the validity has expired. As it has been
mentioned, this process could require some retries until the provisioning in IMS is
performed.

Please note that for those RCS-e embedded implementations, the handset RCS-e
related UX should remain disabled (i.e. vanilla behaviour) until a valid
configuration is received.

2 Version checking: no changes. If the validity has expired, or the client has been
asked to retry again the device will send a request in order to check if the
configuration it has is the proper one. If the version it has is the last one, the client
will receive a XML containing only the same version with the validity reset to the
value specified in the server. That means that the configuration the handset/client
currently has is correct and, consequently, the validity is renewed.

3 Version checking: new version available. If a new version of some of the fixed
parameters (i.e. registration IP) or if the client has asked for a reconfiguration
through Customer Care, the user will receive a new configuration XML the next
time it asks for a new version

4 Validation process is not OK. If either the RCS-e handset/client or customer are
not (longer) allowed to access the RCS-e service, the device will receive an XML
with the version and validity set to 0. Consequently, the handset/client must
remove the existing configuration and remove the RCS-e specific UX (i.e. vanilla
behaviour).

5 SIM change: If the SIM changes, the previous configuration should be backed up
and the handset/client should behave as not configuration is available (i.e. first-
time configuration) and, therefore, make a request for new configuration. Please
note that the exception that if there was already a configuration backup associated
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to the new SIM available on the handset/client, the validity should be checked and,
if still valid, it should be used instead making a new request.

6 User with different RCSe devices. If the client is using different RCS-e devices, the
same configuration will be valid for all. The described process will ensure the
device he/she is currently using has the last version.

7 User asks Customer Care to disable the RCS-e service. In this case the user will be
unprovisioned on IMS network, and the following times the application asks for a
reconfiguration it will always receive an XML with version and validity set to 0. The
process will be that way until the time the user requests Customer Care to be re-
provisioned. Consequently, the handset/client must remove the existing
configuration and remove the RCS-e specific UX (i.e. vanilla behaviour).

Please notice that all the scenarios described fit with one of the following behaviours of
the application on the device:

e The first time the RCS-e handset/client implementation, if does not have the
proper configuration (version 0 or it is not able to complete registration process),
will send a request every time a boot sequence is completed (or when the client is
restarted).

e If it has received the proper configuration it won’t ask for a new version unless:

o the validity period has expired, or,

o itis not able to complete IMS registration

e If the response of the server is 503 Retry-After, it will retry the request after the
time specified in the “Retry-After” header.

e If any other error occurs (e.g. not able to resolve the URL or getting an error from
the autoconfiguration server) the application will retry the next time it reboots:

o In the particular case of a 403, the existing configuration should be
removed from the handset implementation/client.

o In other error case scenarios (e.g. a 500 Internal Error is issued by the
autoconfiguration server or the autoconfiguration server is not reachable),
if there is valid configuration, the terminal/client should keep using it even
expired.

o The following notes apply to both 403 and other errors:

= Please note that to cover that scenarios where a handset migrates
to a network without RCS-e support, the number of unsuccessful
consecutive retries is set to 20.

= |f the error persists, the RCS-e behaviour is disabled (both general
RCS-e behaviour if valid configuration still available and the
autoconfiguration sequence at boot).

= Again, if the SIM is swapped or the terminal resetted, the terminal
should again query for configuration settings on every boot.

Finally and to complete all the possible responses scenarios (including error cases), please
find the possible responses in the following table:
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200 OK Initial HTTP request The cIie.nt sen_ds the HTTP§ No
response request including the cookie
Th i . ey
€ sef"er 1S Retry after the time specified in
503 Retry after processing the " V) No
. the “Retry-After” header
request/provision.
Process configuration, try to Only if no
200 OK + XML with full New configuration register and if successful, not working
configuration sent to the terminal try reconfiguration until the configuration
validity period is expired before
200 OK + XML with R v af i od
version and validity No update needed etry only after validity perio No
period only
. Cust devi - .
200 OK + XML with ustomer c.>r evice Retry only after validity period
. . are not valid or the . . .
version and validity If a configuration was available,
. customer has been . Always
period only and both . it should be removed from the
et t0 0 unprovisioned from client
RCS-e )
The client should no longer
200 OK + XML with Customer (?r device retry 'autoconfiguration until
. . are not valid or the SIM is changed or a factory
version and validity
. customer has been reset performed. Always
period only and both . ) . .
setto -1 unprovisioned from | If a configuration was available,
RCS-e it should be removed from the
client.
500 Internal Server Internal error during | Retry on next reboot (validity is
error (or any other configuration/provisi ignored), next time the client N/A
HTTP error except 403) on starts
The configuration is removed in
. the handset and version is set
Invalid request (e.g. 00
403 Forbi issi ’ N/A
03 Forbidden mliiLZipigimztfrs’ Retry on next reboot, next time /
& the client starts (ignoring
validity)
A f - R lidity
The autoconfiguration utocon |.gu.rat|on 'etry on next ret')oot (va |d'|ty is
. server missing or ignored), next time the client N/A
server is not reachable
down starts

Table 12. Summary of RCS-e autoconfiguration responses and scenarios

Security considerations:

The current design relies on the fact that it is not possible to perform a man-in-the-middle
attack where a 3" party can impersonate the configuration server because we are

connecting over PS.

To secure interoperability between MNOs and to reduce the complexity on the
handset/client implementation, the usage of public root certificates issued by a
recognized CA is encouraged (such as those used by standard webservers which are widely
recognized by browsers and web-runtime implementations both in PCs and handsets).
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2.2.2.2 Registration

User A is provisioned for service and the first/time registration has already taken place.
The user was not registered is now trying to perform a registration using PS, and therefore
assuming that SSO/GIBA authentication is available:

UE User/Client A MNO IMS Core
MNO Core RCS AS

Phone Client NW
Logic Logic [ P> ][ XDMS ]

Phone connected to
Internet via PS and it is
not RCS registered

............................ > SlP REG';TER

SIP 200 OK (expiry value
provided by the IMS Core)

Restart re-registration timer

ONLY IF ENABLED VIA
CONFIGURATION
The publication only happens if
the USE PRESENCE parameter is

SIP PUBLISH (capabilities) set 1 (see Table 6)

SIP 200 OK Pa—

Registration completed

Figure 8. Registration from offline over PS (assuming SSO/GIBA)

If the initial authentication (SSO/GIBA) fails (i.e. the MNO equipment does not support it
or the user is trying to register via Wi-Fi), the client must then retry using digest
authentication (USER + PASSWORD).
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UE User/Client A MNO IMS Core
Wi-Fi or PS
. RCS AS
Phone Client NW
Logic Logic [ i ][ XOMS ]
Phone connected to
Internet via Wi-Fi SIP REGISTER

SIP 401 UNAUTHORISED (challenge)

SIP REGISTER (sec.iheader: USER

and PASSWORD)
SIP 200 OK (expiry value

d

Restart re-re

gistration timer

CONFIGURATION
The publication only
happens if the USE

set 1 (see Table 6)

provided by the IMS Core)

ONLY IF ENABLED VIA

SIP PUBLISH (c

apabilities)

PRESENCE parameter is

............ »
SIP 401 UNAUTHORISED &

SIP PUBLISH (capabilities, sec.
header) ............ N
SIP 200 OK P—

Registration completed

Figure 9. Registration from offline over Wi-Fi or PS networks without SSO/GIBA authentication support

Please note that in the same scenarios and provided the terminal is configured to handle
presence related functionality (USE PRESENCE set 1 as presented in Table 6), it should be

noted that:

e The publication shall follow the procedures defined in [RCS1-TEC-REAL]® and
[RCS2-TEC-REAL] ° (e.g. use of the defined Service-descriptions and the
PublishTimer expiry timer) .

e XCAP exchanges shall anyway support XCAP exchanges according to the procedure
defined in [RCS1-TEC-REAL] and [RCS2-TEC-REAL] and authentication parameters
defined in [RCS2-TEC-REAL]). In addition to this, the XDMS exchanges may also use
the same security mechanism based on digest authentication using the same

parameters as for SIP messages:

® Rich Communication Suite Release 1 Technical Realization 2.0, 14 February 2011
? Rich Communication Suite Release 2 Technical Realization 2.0, 14 February 2011
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UE User/Client A MNO IMS Core

Phone Client NW
Logic Logic [ Ps ][ XDMS ]

XCAP can be also T XCAP XXX
authenticate.d. The \\\b
recommendationisto ey XCAP 401 UNAUTHORISED

use the same <
USER+PASSWORD (challenge)

used for SIP %}((Authreader user+pwd)

| T e N
XCAP 200 OK

Figure 10. XCAP exchanges when using digest authentication

2.2.2.3 Re-registration

User A is already registered, however registration expires (timer since last registration
reaches the expiry value provided by the network). In this case, the client needs to re-
register following the flow presented below. Please note for simplicity, in the following
diagram we have assumed that SSO/GIBA authentication is available.

UE User/Client A MNO IMS Core
MNO Core RCS AS

Phone Client
NW [ l[ ]
Logic Logic i XDMS

Registration time
expires

SIP REGISTER

SIP 200 OK (expiry value
provided by the IMS Core)

Registration completed, restart
re-registration timer

Figure 11. Re-registration
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2.2.2.4 Deregistration

User A is registered however based on the phone logic, the connexion to the service is no
longer possible. Among the possible reasons, we have listed the most relevant:
e powering down, battery low,...

UE User/Client A MNO IMS Core
MNO Core
Phone Client NW RCS AS
Logic Logic PS XDMS
I
OS detects relevant
condiFion
CIient. is notified
(event) detects
relevant condition
SIP REGISTER (exp=0)
SIP 200 OK
Client send
.| termination signal
« to 0S
I

Figure 12. Deregistration

2.2.2.5 Registration status and available capabilities

In case the registration process is not successful or following a deregistration, the user
should not be able to access any RCS-e service and all RCS-e contacts services/capabilities
shall be reported to the user as not available independently of any setting (e.g. the IM CAP
ALWAYS ON setting presented in Table 6 is ignored).

2.2.2.6 Registration frequency optimization

RCS-e client shall not send more register request than what is needed to maintain the
registration state in the network. When the IP connectivity is lost and restored with the
same IP address, the RCS-e client shall:
e only send a register refresh upon retrieval of IP connectivity if the duration for
sending a register-refresh since the last register has been exceeded,
e only send an initial register upon retrieval of IP connectivity if the registration has
expired, and,
e not send de-register request upon imminent loss of IP connectivity.

2.3 Capability discovery

The capability or service discovery mechanism is key to RCS-e. The capability discovery is a
process which enables a user to understand the subset RCS-e services which are available
to access and/or communicate with other contacts at certain point of time.
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2.3.1 Capability discovery process through OPTIONS message

The primary and mandatory method for capability discovery is based on the SIP OPTIONS
message, a peer-to-peer message exchanged between clients.

When a SIP OPTIONS message is sent from User A to User B, User A will receive one of 3
types of response:

1) User B is Registered and the response from User B’s client will comprise
CAPABILITY STATUS — the set of services currently available (using tags as
described in section 2.3.1.1).

e Note the response must contain, at least, the RCS-e IM tag (+g.3gpp.iari-
ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im"). If it is not
contained there, the response will be equivalent to the case presented
below in bullet 3.

2) If User B is currently not registered (e.g. phone is off), then the network will
respond with one of the following message error: 480 TEMPORARILY UNAVAILABLE
(graceful deregistration took place) or 408 REQUEST TIMEOUT.

3) If User B is not provisioned for RCS-e the network will respond with a message
error: 404 NOT FOUND',

Note that from a user experience perspective response 2) 1 and 3) are the same and no
RCS-e services will be shown to User A as available to communicate with User B.

The SIP OPTIONS message shall be sent in the following scenarios:

e post first time registration to obtain the registration state and default set of
capabilities for each contact in the phone address book (note one SIP OPTIONS is
sent per IMS identity [i.e. TEL-URI/MSISDN or SIP-URI] stored in the address
book)*?,

e when a new contact is added to the phone address book,

e periodically (frequency determined by the POLLING PERIOD parameter as
presented in section 2.1 Table 6) to all the contacts in the phone address book
whose capabilities are not available (e.g. non-RCS-e users) or are expired (see
CAPABILITY INFO EXPIRY parameter in section 2.1 Table 6 for reference),

19 please note that the response provided may depend on the network configuration. A better approach for
the terminal is to parse the response and if it is not either a 200 OK containing the capabilities as feature
tags, a 480 TEMPORARILY UNAVAILABLE or a 408 REQUEST TIMEOUT, the target user should be considered
as non-RCS. For simplicity, the present document assumes in the following sections that the response
provided by the MNO core network is always 404 NOT FOUND, however, the previous statement should be
taken into account.

1 please note that in this case if IM CAP ALWAYS ON (see Table 6) is enabled, the IM/chat should still be
reported to the user as available even the other end is not registered.

'2 please note a contact may have several MSISDNs or associated SIP-URIs. The client will use ALL the user’s
MSISDNs/SIP-URIs to send SIP OPTIONS messages. If it is discovered that more than one of the associated
TEL-URIs/SIP-URIs are IMS provisioned, each will be treated as a separate RCS-e user. For example, if
displaying the list of RCS-e contacts, two or more entries for a user will be shown (“John Smith mobile” and
“John Smith home”), so the user can choose.
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e when a contact’s primary MSISDN is modified or a new MSISDN is added (where
users have several subscriptions and each subscription is potentially associated
with a RCS-e account),

e when checking the available RCS-e services/capabilities to communicate with
another user (e.g. from the address book and call-log),

e after the establishment voice call to obtain the real-time capabilities for the call or
IM session provided this has not been performed before (see previous bullet),

e during a voice call, file transfer or IM session when the relevant available
capabilities change, and,

e when there is a communications event (text, email, call or IM) with another user in
the address book.

Please note that in some cases it is not required because the options exchange just
happened shortly before the communication takes place (e.g. to send the SMS, the
user went to the addressbook, selected a user [options exchange takes place] and
chooses to send a SMS).

UE User/Client A MNO IMS Core
MNO Core RCS AS

Phone Client NW
Logic Logic [ P> ][ XDMS ]

OPTIONS message
mechanism. We
are assuming User
B is REGISTERED,

User Cis NOT SIP OPTIONS: (user B)
REGISTERED and >
User D is NOT an SIP 200 OK (capabilities user B)

RCS-e user
SIP OPTIONS (user C)

4

[

ERROR 480 TEMPORARILY UNAVAILABLE/408 REQUEST[TIMEOUT Routed
SIP OPTIONS (user D) to/from
> user B

ERROR 404 NOT FOUND

Figure 13. Capabilities discovery via SIP OPTIONS message

2.3.1.1 SIP OPTIONS message extension to support capability discovery

The RCS (Release 1 and 2) specifications only provide a mechanism to exchange the
capability status (based in SIP OPTIONS exchange) regarding to image and video share
services during a call. This mechanism is based in the use of tags contained transported in
the Accept-contact and Contact headers for the SIP OPTIONS and its responses:
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e The tags corresponding to the set of functionalities supported by the requesting
terminal at the time this request is made are carried in both the Contact and
Accept-contact headers of the SIP OPTIONS message.

e The tags corresponding to the subset of the functionalities that are supported by
the receiver are included in the Contact header of the 200 OK response.

Consequently with the RCS Release 2 specification, the following tags can be employed to
identify image and video share service capabilities:

RCS-e service Tag

Image share +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.gsma-is"

Video share +g.3gpp.cs-voice
Table 13. Standard RCS Release 2 SIP OPTIONS tags

In order to support the full service discovery functionality consistently presented in this
document, it is necessary to extend the tag mechanism by performing the following
changes:

e There is one unique tag (+g.oma.sip-im) traditionally assigned to two services (IM
and file transfer). Nevertheless and in order to both uniquely identify RCS-e clients
and provide per service capability granularity the following changes are
introduced:

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im" tag is
used ONLY to identify the RCS-e IM service®®, and,

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.ft" tag is
defined to uniquely identify file transfer service

RCS-e
. Tag
service
IM/Chat +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im"

File transfer +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.ft"
Table 14. Additional tags to cover the remaining RCS-e services

e For those clients supplementing the RCS-e functionality with the “social
information via presence” 14 functionality (i.e. the PRESENCE PROFILE parameter is
set to 1; see Table 6), a new tag is defined to represent such features:

13 Although the RCS-e IM service is based and endorses the OMA-IM definition, it comes with some
customizations and additional functionalities which make the potential interaction with standard OMA-IM
clients non-ideal from the UX point of view. Consequently, a new tag has been defined to signal that
differences and distinguish the RCS-e IM service for non-RCS-e clients supporting the standard OMA-IM
functionality.

1 By this term we are referring to the set of functionalities defined in the RCS Release 1 and Release 2
standards and presented in [RCS1-TEC-REAL] in sections from 2.1.2 to 2.1.6.
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o The +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.sp"
tag identifies the contacts supporting the “social information via presence”
features.

e For those clients willing to implement a discovery mechanism based on presence
(i.e. the PRESENCE DISCOVERY parameter is set to 1; see Table 6), independently
on whether the “social information via presence” functionality is supported or not,
a new tag is defined:

o The +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.dp"
tag identifies the contacts supporting capability discovery via presence.

RCS-e service Tag

IM/Chat +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im"

File transfer +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.ft"

Image share +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.gsma-is'

Video share +g.3gpp.cs-voice

Social presence

PSR, 20 "
information +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.sp

Capability
discovery via +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.dp"
presence

Table 15. Complete SIP OPTIONS tag proposal for RCS-e

Please note that the new tags defined in this section should be ONLY employed for SIP
OPTIONS exchanges and that the standard tags should be used to identify the services in
the rest of relevant SIP transactions (i.e. +g.oma.sip-im for chat/IM). Note also that the
+g.oma.sip-im feature tag may also be listed during this OPTIONS exchange.

Finally, it should be taken into account that when several IARI tags are included in an
option request, and consistently with [RCS4- TEC-REAL] section 3.2, IARI tags shall be
concatenated using commas as described in the example below:

+g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im,urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.ft"

Table 16. IARI tag concatenation format example

2.3.1.2 Future extensions to the mechanism

In addition to the mentioned additions and to allow a MNO (or group of MNOs) to deploy
additional services which can also benefit from the RCS-e discovery mechanism, an
additional tag format is defined:
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e +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-

application.ims.iari.rcse.<operatorlD>.<service name>"""

e Valid examples are:

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.
rcse.OR.serviceA"

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.
rcse.TEL.serviceB"

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.
rcse.Tl.serviceC"

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.
rcse.DT.serviceD"

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.
rcse.VF.serviceE"

Please note the operator/D and the serviceName are up to each MNO choice. The only
requirement for a MNO following this approach is to include these tags in the relevant
interoperability agreements with other MNOs to avoid any interoperability issues.

RCS-e service

Operator +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.
specific service rcse.<operatorlD>.<service name>"
Table 17. SIP OPTIONS tag proposal for future lines of work

Please also note a set of LTE specific tags have been defined as part of the RCS-e
specification and are covered in detail in section 2.12.2.

2.3.1.3 SIP OPTIONS exchange optimisations

As presented in section 2.3.1, there are several scenarios where the SIP OPTIONS message
has to be used to update the capabilities. Depending on the circumstances and use cases,
there could be occasions where the OPTIONS message exchange may happen relatively
often (i.e. very frequent GPRS bearer changes).

To avoid the overhead and increase the efficiency, the client may implement a mechanism
to those situations where the OPTIONS message exchange happens too often. Examples of
how this mechanism can be achieved are listed below:

e Introduce a degree of hysteresis (i.e. a capabilities update is sent/requested only
when the circumstances which led to the change remain stable for a certain period
of time).

e Implement a validity timer (i.e. if the latest capabilities we have were fetched less
than X seconds ago, they are still considered as valid).
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Please note this spec does not specify the specific mechanisms which should be
implemented leaving space to OEMs and third parties to drive innovative and
differentiated solutions, which differentiates their products from competitors.

2.3.1.4 Ul integration optimisations

In addition to the optimizations to minimize the traffic generated by the SIP OPTIONS
exchanges when possible, there are two additional optimizations related with the
discovery mechanism integration on the Ul that should be taken into account:

e The round trip time for a SIP OPTIONS exchange (send and receive response) is
expected to range values under 1 second. Taking this into account, the Ul has to be
optimized to minimize the impact of this exchange delay.

e When sending the SIP OPTIONS messages to several users (e.g. first time
registration or when polling), it is recommended to employ a non-aggressive
strategy and allowing time between each exchange to:

o Minimize potential network impact
o Avoid any impact on the user experience (e.g. slower Ul, blockings, etc.)

Please note that again in this case this spec does not specify the specific mechanisms
which should be implemented leaving space to OEMs and third parties to drive innovative
and differentiated solutions, which differentiates their products from competitors.

2.3.1.5 SIP OPTIONS and multidevice support

Ultimately, the choice of supporting multidevice is up to each individual MNO. The
considerations contained in this section will only apply to those operators willing to
include RCS-e multidevice support in their networks.

In @ multidevice scenario, when the user is registered on the IMS CORE with different
devices using the same IMS identity (i.e. TEL-URI or SIP-URI), the OPTIONS exchange will
return incomplete information:

e The capabilities contained in the OPTIONS message refer only to the originating
device (i.e. the originating user may be logged in with the same TEL-URI in several
devices).

e The IMS Core, depending on the configuration, either sends the OPTIONS message
to the first registry in the IMS CORE or forks the OPTIONS to all the registered
devices. In any case, only the first response is passed back to the requester,
discarding the others. In other words, the capabilities returned in the OPTIONS
response will be the ones from only one of the devices of the user.

The preferred implementation for handling the OPTIONS in a multidevice environment is
left up MNO discretion with the only requirement that it should not have impact on the
terminal side (i.e. no changes on the client side). A possible solution for extending the
OPTIONS mechanism to a multidevice scenario is to include a custom Application Server
implementing the following logic:

e Atrigger will be setup in the IMS CORE to send all the OPTIONS from an RCS-e user
to the AS.
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e The AS will fork the OPTIONS request to all the user registered devices and will
aggregate all the capabilities returned into one OPTIONS response message in case
the forking is not already implemented by the IMS core network.

e Once the responses from the different multidevices are received, the AS will
aggregate all the capabilities from the replies and sent them back to the caller.

e Even not all the replies have been received in less than a configurable amount of
time (note the recommendation is to set the value to optimise the UX on the
terminal) the AS will return the aggregated information received so far.

In order to implement this feature, an application server should be able to uniquely
identify each user device to perform the forking of the OPTIONS message and to intercept
and process the responses. The mechanism to have these individual identities (GRUU) is
covered in section 2.14.

While multidevice support is an item left to each MNO to decide whether it is supported
or not, the RCS-e capability discovery mechanism based on the SIP OPTIONS message is a
mandatory requirement and the behaviour will be the one specified before to ensure
seamless interworking between MNOs.

2.3.2 Capability discovery via presence®®

In addition to the SIP OPTIONS mechanism defined in section 2.3.1, the MNO deploying a
presence server may provide the capability discovery mechanism via presence as defined
in section 4 of [RCS1-TEC-REAL] and section 6 of [RCS2-TEC-REAL].

This mechanism can be used by a client whose PRESENCE DISCOVERY parameter has been
set to 1, and only with contacts who have been identified as RCS-e capable as per the
procedure defined in section 2.4.1, and who have indicated the support of discovery via
presence (i.e. the +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.dp" tag
was included either in the OPTIONS message or response).

e Please note the contact will be also added to an XDM list of contacts supporting
this feature so it is possible to optimize future capability polling as described in
section 2.3.2.1.

Effectively, the RCS-e client needs to have the necessary functionality to distinguish
between contacts who support the presence capability discovery and those who do not
(e.g. storing it as a property in the addressbook).

As a reference, the capability discovery mechanism via presence (based on capabilities
publication and anonymous fetch) is presented below:

e Each client supporting the capability discovery via presence will publish its
capabilities on the presence server (SIP PUBLISH) when registering

%1t is assumed that the operator implementing this mechanism has a policy where the RCS service
capabilities can be fetched via anonymous subscribe. Otherwise, this mechanism cannot be implemented.
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e When querying, the client polls each one or more contacts (list) capability status
using the SIP ANONYMOUS SUBSCRIBE requests with an expiry time of 0 and
processing the NOTIFY responses.

e The NOTIFY response contains the capabilities as described in the RCS Release 2
data model’.

UE User/Client A MNO IMS Core
MNO Core
] RCS AS
Phone Client NW ﬁ[—]
[ Logic 1 [ Logic } i XoMS

SIP OPTIONS (user B)

SIP 200 OK (tapabilities user B,

Includes +g.3gpp.app_rref="urn%3Aurn-743A3gpQ
< apptication.i ns.lari.rcse.im"tag‘

Next time User B
capabilities are
checked

SIP ANONYMOUS SUBSCRIBE
(userB, exp=0) P N

SIP 20D OK Y

SIP NOTIFY (User B capabilities) g

Figure 14. Capabilities discovery via PRESENCE

2.3.2.1 Enhancing ANONYMOUS SUBSCRIBE mechanism with XDMS lists

The standard mechanism can be enhanced by using a XDMS list of all the contacts
supporting the presence based capability discovery mechanism in the Address Book and
subscribing once to the list instead of one SUBSCRIBE per contact. This will return an
aggregated NOTIFY message instead of several message making the mechanism more
efficient, particularly in those scenarios where the whole contact list status/capabilities
must be queried.

In this particular scenario, it is relatively likely that the terminal address book may already
contain several contacts, therefore, generating a XDMS list at this time and use it to query,
reduces the amount of messages exchanged with the presence server.

For the scope of this document it is considered that the XDMS list mechanism
enhancement is implemented and used.

7 [RCS2-TEC-REAL], Section 4.2
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2.4 New user discovery mechanism

With the main aim of optimising the UX and minimising the unnecessary traffic generated
by an RCS-e client, a list containing the subset of RCS-e contacts should be generated and
maintained by the client. This list should include both registered and not registered
contacts; in contrast, it does not include not provisioned contacts.

In addition to this, the first view of the address book shall clearly identify the RCS-e
capable contacts thanks to the list, with a visual RCS-e flag.

In order to keep this list updated, when a new contact is added to the phonebook it is
necessary to evaluate whether is an RCS-e contact using the standard capability discovery
based on SIP OPTIONS.

Finally note that a new contact may come from different sources and, therefore, the
mechanism described in the following sections applies to all the scenarios presented
below:

e Added manually by the user
e Synchronized via 3™ party servers or PC

e Received via Bluetooth or handling a VCARD file received, for example via e-mail

2.4.1 Discovery via OPTIONS message

The SIP OPTIONS message can be employed not only to determine the capabilities but also
to identify whether a contact is or not an RCS-e user, independently whether he/she is
registered at the time the query is performed.

When a SIP OPTIONS message is sent from User A to User B, User A will receive one of 6
types of response:

1) User B is Registered and the response from User B’s client will comprise
CAPABILITY STATUS — the set of services currently available (based on tags as
described in section 2.3.1.1). Therefore, if this response is received and at least the
RCS-e IM service tag (+g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcse.im") is included, the user is identified as a RCS-e user.

2) If User B is currently not registered (e.g. phone is off, out of coverage or roaming
with data services disabled), then the network will respond with one of the
following error messages: 480 TEMPORARILY UNAVAILABLE (graceful
deregistration took place) or 408 REQUEST TIMEOUT. From the user discovery
point of view, this response is ignored:

e [f user B was previously identified as an RCS-e user (i.e. options message or
a complete 200 OK response with the capabilities was received from
him/her before), it will remain like that.

e Otherwise, the user will remain as a non-RCS-e user
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3) If User B is not provisioned for RCS-e the network will respond with a message
error: 404 NOT FOUND®. Therefore, if this message is received, the user is
identified as a non-RCS-e user.

4) In addition to this, if a SIP OPTIONS is received and at least the RCS-e IM service tag
(+g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im") is included,
the sender is identified as an RCS-e user. In this particular case, when user B
receives the OPTIONS message with capabilities from user A, user B identifies user
A as an RCS-e user.

5) If User B was identified as a RCS-e user and the response to the OPTIONS message
indicates that User B is no longer a RCS-e user (no longer provisioned as described
in the previous bullet point 3 or the RCS-e IM tag [+g.3gpp.iari-ref="urn%3Aurn-
7%3A3gpp-application.ims.iari.rcse.im"] is no longer included), user B should be
identified as a non-RCS-e user and, consequently, removed from the list of RCS-e
which is maintained in the handset or device.

6) Please note there is a possibility a RCS-e user who is not within the addressbook
contacts may send OPTIONS messages or responses (e.g. when receiving a call or
making a call using a MSISDN not included in the contacts). In this case the
capabilities shall be stored temporarily in the terminal for one of the following
purposes:

e Use the value during a subsequent IM/chat, file transfer or call
(image/video share), and,

e To add the information to the new contact (both the fact that it is a
RCS-e user and the cached capabilities) in case the user decides to add a
new addressbook entry following a communication.

To illustrate the behaviour, the following example is provided. User A is registered and
decides to add or modify a new contact which results in a new IMS identity for the contact
(e.g. new MSISDN which implies a new TEL-URI). As a consequence, the client needs to
verify whether the contact is an RCS-e user and, therefore, add it to the list the terminal
maintains.

'8 please note that the response provided may depend on the network configuration. A better approach for
the terminal is to parse the response and if it is not either a 200 OK containing the capabilities as feature
tags, a 480 TEMPORARILY UNAVAILABLE or a 408 REQUEST TIMEOUT, the target user should be considered
as non-RCS. For simplicity, the present document assumes in the following sections that the response
provided by the MNO core network is always 404 NOT FOUND, however, the previous statement should be
taken into account.
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UE User/Client A MNO IMS Core UE User/Client B
MNO RCS AS

Phone Client Core ﬁm Client
Logic Logic NW i Xoms Logic

New or updated contact

Check capabilities/status
SIP OPTIONS

— SIP OPTION
(user A capabiﬁ@*\
D

If the new contact is an RCS/IMS
provisioned and he/she is registered,
we receive the capabilities

SIP200OK: ... ‘ ........................................................................

Otherwise we receive an error. In
this case the user is initially not
identified as a RCS user

SIP 480 TEMPORARILY UNAVAILABLE/SIP.408 REQUEST

Figure 15. Adding/Editing a contact

As part of the capabilities, this process will identify those contacts supporting the “social
information via presence” and the "capability discovery via presence" functionalities.
Please note that:

e if the PRESENCE DISCOVERY is set to 1 (see Table 6), the client should also update
the XDM list of RCS contacts supporting this functionality with the newly identified
contacts supporting the capability discovery via presence functionality.

e if the PRESENCE PROFILE is set to 1 (see Table 6), the client may use the
procedures related to the exchange of "social information via presence" defined in
[RCS1-TEC-REAL] with the newly identified contacts supporting the "social
information via presence" functionality.
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UE User/Client A MNO IMS Core
MNO RCS AS

Phone Client Core NW
Logic Logic [ PS ]

XCAP GET (userA_contact_list)
XCAP 200 OKi(contact_list)
or 404 NOT FOUND
XCAP PUT (usefA_contact_list)

XCAP 200 OK or
< 404 NOT FOUND
Figure 16. Updating the XDMS list of contacts supporting “social information via presence” functionality

Additionally, it should be noted that if User A is NOT registered at the time the new
contact(s) are added, the terminal should keep the necessary information in the phone so
the next time the RCS-e client completes the registration process described in Figure 15
and, if applicable, Figure 16.

2.5 Capability polling mechanism

In order to enhance the discovery of new users and, ultimately, keep the list of RCS-e
contacts up to date, the present specification proposes a mechanism, capability polling,
consisting in polling the status/capabilities of all the contacts contained in the
addressbook whose capabilities are not available (e.g. non-RCS-e users) or are expired
(see CAPABILITY INFO EXPIRY parameter in section 2.1 Table 6 for reference),

It should be noted that the capability polling mechanism is optional and will be only
performed if the right configuration is in place (i.e. if the POLLING_PERIOD parameter
presented in Table 6 is set to 0, this polling mechanism will not take place).

Assuming the POLLING_PERIOD is configured to be greater than 0 and after the polling
timer expires, the client will perform the following mechanism to update the list of RCS-e
contacts and update their capabilities.

Please note it should be taken into account that when using OPTIONS, the capability
polling is only performed on:

e those contacts without capability information (non-RCS-e users and RCS-e users
with unknown capabilities), and,

e the rest of RCS-e contacts, provided the associated capability information is older
that the CAPABILITY_INFO_EXPIRY parameter (see Table 6 for further reference)™.

19 please note this is a traffic optimization to reduce the amount of SIP OPTIONS messages generated by
capability polling
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UE User/Client A

Phone Client
Logic Logic

Polling timer expires

OPTIONS message
mechanism. We
are assuming User

Non Confidential

MNO Core
NW

MNO IMS Core

PS XDMS

B is REGISTERED,

SIP OPTIONS: (user B)

User Cis NOT
REGISTERED and

User Dis NOTan SIP 200 OK (capabilities user B)

RCS-e user
dl

SIP OPTIONS (user C)

ERROR 480 TEMPORARILY UNAVAILABLE/4Q

SIP OPTIONS (user D)

Royted

to/from

QUEST

ERROR 404 NOT FOUND

user B

Restart polling timer
(Only if POLLING TIMER > 0)

Figure 17. Capabilities polling via OPTIONS message

We previously mentioned that for clients/terminals configured with PRESENCE DISCOVERY
set to 1 (see Table 6) , an XDM list may be maintained containing those contacts
supporting the capability discovery via presence. This list can be used to employ the
anonymous fetch (ANONYMOUS SUBSCRIBE) mechanism instead of OPTIONS.
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UE User/Client A

Phone
Logic

Client
Logic

MNO Core
NW

Polling timer expires

Note the list previously
stored in the XDMS is
used for this query

SIP ANONYMOUS SUBSCRIBE

Non Confidential

MNO IMS Core
RCS AS

PS XDMS

P(userA_contact list, exp=0)

Restart polling timer
(Only if POLLING TIMER > 0)

........... IN
(userA_contact_list) SIP 200 OK —
<
SIP NOTIFYs (RLS response)  lg--
RLS response (cached)
SIP 200:0K
= I
SIP NOTIFYs (capabilities per
Both the RLS response RCS registered user; aggregated
and subsequent resporise) g
response(s) should be <
combined to get the
complete response
SIP 2060K P »

Figure 18. Capabilities polling via anonymous fetch

Please note that an RCS-e client should support both individual and aggregated NOTIFY

2
responses 0.

20 Depending on the network configuration, only the first notification (RLS) may be the only one received
will be received by the RCS-e client with a subscription with Expiry Header value set to 0. The dialog in this
IMS core is suppressed so the second notification will not be received by the RCS-e client. So if the first
notification is partial and if we don't receive the second notification, we potentially lost capabilities contacts

information.

This problematic requires further study and will be addressed in future versions of the specification.
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Finally, and as a summary of the capability and new user discovery mechanism
composition the following diagram is provided.

FIRST TIME REGISTRATION (performed only
following an OMA-DM/OMA-CP reconfiguration)
USE PRESENCE=0 | USE PRESENCE=1

REGISTER

REGISTER

PUBLISH <CAPABILITIES>
Send OPTIONS to all contacts

==

CREATE XDMS LIST <list>

Send OPTIONS to all
contacts

STANDARD REGISTRATION (rest of registration scenarios)
USE PRESENCE=0 USE PRESENCE=1

REGISTER

REGISTER

PUBLISH <CAPABILITIES>

ADDING/MODIFIYNG A CONTACT
USE PRESENCE=0 | USE PRESENCE=1

Send OPTIONS to
new/modified contacts

Send OPTIONS to
new/modified contacts

-I

UPDATE XDMS <list>
(PRESENCE DISCOVERY ="1" and
for contacts with discovery
presence tag in OPTIONS)

PERIODIC CAPABILITY POLLING (POLLING PERIOD > 0)
USE PRESENCE=0 USE PRESENCE=1

OPTIONS (for contacts not supporting
capability discovery via presence and
not in a social presence relationship,

I
|
1
1
OPTIONS to all contacts : and provide capabilities have not been
|
|
|
|
|

whose capabilities have
not been recently updated

recently)

<L

ANON. SUBSCRIBE <list>
(PRESENCE DISCOVERY ="1")

LIVE CAPABILITY/SERVICE DISCOVERY (Performed when a communication is

likely to happen or to update status within an existing communication))
OPTIONS <contact>

_____________ o= ==

21 . .
The green boxes represent mandatory procedures, meanwhile the clear boxes represent optional
procedures.
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2.6 Management of supplementary RCS functionality

As presented in the introduction, a RCS-e deployment (terminal and network) can be
supplemented with the “social information via presence”” functionality (i.e. presence
invitation and social information sharing features) included in RCS Release 2 specifications,
however, this does not form part of the RCS-e compliance. For those clients implementing
this set of functionalities, the following procedure is proposed to ensure interoperability23:

e Prior to be able to send an invitation to a contact (e.g. from the addressbook), the
terminal will use the OPTIONS mechanism to determine if the other end also
supports this set of features (i.e. both ends include the +g.3gpp.iari-
ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.sp” tag in the relevant
headers).

e If both clients support the “social information via presence” functionality, then the
user is presented with the possibility of inviting the contact to share the social
presence information. If not, the terminal should not present this possibility to the
user for that contact.

The management of contacts supporting the "social information via presence" shall follow
the procedures defined in [RCS2-TEC-REAL] and [RCS1-TEC-REAL]. As such, the contacts
with whom the user has established a social presence relationship shall be added to the
"rcs" list defined in section 4.4.2 of [RCS1-TEC-REAL]. As capabilities are already provided
via presence for the members of the "rcs" list, they should be excluded from the XDM list
defined in section 2.4.1

2.7 RCS-e and capabilities

The RCS-e capabilities represent the list of services that a RCS-e user/client can access at
certain point of time. The capabilities depend on four factors:

e User MNO provisioning status: An operator may choose to limit service to
customers depending on payment status (i.e. chat and file share, but not video)

e The terminal HW: A terminal with limited HW (i.e. no capability to process video)
may not be able to access all the RCS-e

22 please note that by the term “social profile information®, we are referring to all the related features
present in RCS Release 2 which allow a user to create a social profile information, invite users to share,
declare hyperability state and receive updates based on RCS presence functionality. Please note this
functionality is covered in the RCS Release 1 specs, Functional Description v2.0 ([RCS1-FUN-DESC]), sections
2.1.2,2.1.3 and 2.14.

23 please note that the present specification allows the deployment of RCS communication services without
the need for a presence server and the associated XDM servers, therefore, the present specification provide
the necessary guidance to secure interoperability.
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Non Confidential

e The terminal status: Even if a terminal HW supports all the services, it could be that

the device status introduces a limitation (e.g. receiving files is not possible when
the file storage is full)

e Connectivity status: Certain services may require certain level of network QoS. For

example, streaming video over a 2G GPRS does not provide the adequate user
experience.

As a summary, please find the table below:

chat

None

file transfer
(FT)

Minimum threshold of
free space to store files

MNO
choice

MNO
choice

Image share

Minimum threshold of
free space to store files.

The terminal should be
on an active call** with
the user the image is

willing to be shared with.

Not available in
multiparty calls.

MNO
choice

MNO
choice

Video share
(separate
en/decoding)

Support video profile
(encoding /decoding).

The terminal should be
on an active call®® with
the user the video is

willing to be shared with.

It is not available in
multiparty calls.

One
way
only

2 In this context, the term active call is used to indicate that a voice call is taking place with the user the
image is shared with and that this call is not on-hold, waiting or forwarded/diverted.
% |n this context, the term active call is used to indicate that a voice call is taking place with the user the
video is shared with and that this call is not on-hold, waiting or forwarded/diverted.
% |n this case both ends may share video simultaneously meaning that there is a possibility to have a bi-
directional flow of video (see the other party’s video while | am also sharing video with him/her). The
meaning is that if a user is already sharing video with the other end, the other user may decide to also share
video simultaneously, not that the two-ways video share can start simultaneously.

Version 1.2

Page 61 of 183



GSMA Association Non Confidential
Draft Version 1.2-preview
RCE GEN 001 RCS-e - Advanced Comms: Services and client specification

Table 18. RCS-e services HW and data bearer requirements

When referring to bidirectional video share, we mean that once user A is sharing video
with user B and provide the right coverage conditions are in place, user B could also start
to share video with A simultaneously. In this case each video share session is independent
and should be handled separately.

Please note in the table before and for all the services it is assumed that:
e The phone is working adequately. In the event the terminal detects an issue that
prevent one or more services from operating, the relevant capabilities should be
reported as not available.

e There is enough battery: Some phones may prevent using some or all the services
when the battery level achieves certain level. In this situation, basic and
emergency functionality should be prioritised.

e The phone is registered and is able to access IMS/RCS-e core network and relevant
servers.

For clarification purposes and in addition to the previous ones, the following assumptions
are made for the image and video share cases:

e Both the sharing and receiving end are in a call (CS) between them

e The call is not a multiparty call

e The callis not on hold

e The call is not waiting

e Acall forward or divert is not in place

In other words, the relevant image and video share tags described in section 2.3.1.1 SHALL
be included only if:

1. the OPTIONS exchange happens when the user is on an active call, and,
2. the destination (sending OPTIONS) or the requester (receiving an OPTIONS
message which has to be replied with a response) is the other end of the active call.

As a consequence of the information presented above, a RCS-e client which is registered
will at least support chat. Note that while capability exchange is reciprocal, User A and
User B’s capabilities may be different and services shall be made available accordingly (e.g.
A may support video encode and B may support decode, but both need to be under 3G or
better data coverage for the service to work).

In addition to the information presented above, we should take into account that some
terminals do not support 2G DTM (dual-transfer mode). For that devices and provide they
are using a 2G data coverage (meaning that no services are available during the call), the
PS connection will automatically drop once they engage on a CS call.

2.7.1 Capability Extensions

The default set of RCS-e capabilities is described in section 2.3.1.1 (one per tag described
in Table 15), however, given the extensibility of the service framework further capabilities
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may be added (i.e. following the proposal given in Table 17 or agreeing more common
services and the associated tags in future versions of the specification).
2.7.2 IM store and forward

As presented in Table 6 (IM CAP ALWAYS ON), there is the possibility to configure the
client to assume that the MNO will be providing the IM store and forward functionality,
which basically consist on storing the messages which are sent to users who are offline (i.e.
no data connectivity or phone off) at the time the chat message is sent.

If this parameter is enabled, there is an impact from the IM capability which is presented
to the user.

As a consequence, we have 4 different types of contacts for IM capability:

Targeted Provider MNO  Targeted contact

contactis RCS- supports Store& is connected to Impact on starting IM
e IM capable ? Forward ? the network ?

IM never possible with

1 NO N/A No relevant
that contact
5 VES NO NO Not possible to §tart an
IM at that time
Possible to send an IM
that will be delivered
3 VES VES NO later by the Store and

Forward server as soon
as the Contact is
connected

IM is possible and
4 YES No relevant YES messages are
immediately delivered

Table 19. Store and forward possible scenarios

The store and forward functionality and behaviour on the client is controlled by a couple
of configuration parameters (see Table 6 for further reference):

e |M CAP ALWAYS ON:

o When an operator implements store and forward, all its RCS-e customers
will have the IM CAP ALWAYS ON is set to enabled. This means that all RCS-
e contacts (currently registered or not) are presented with the IM service as
available (3 and 4 according to Table 19).

o When store and forward is not implemented by the MNO, all its RCS-e
customers will have the IM CAP ALWAYS ON configuration parameter is set
to disabled (2 and 4 according to Table 19).

As a summary: IM_CAP ALWAYS ON is enabled when store and forward is used,
otherwise it is disabled
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e Additionally and assuming IM CAP ALWAYS ON is enabled, there is an second
parameter, IM WARN SF, which can be used to control the UX behaviour:

o If IM WARN SF parameter is enabled: In scenarios 3 and 4, the user shall be
aware that messages delivered to unregistered users will be only delivered
once the other party is back online (e.g. switches the phone on or gets back
in coverage).

o If IM WARN SF parameter is disabled, there shall not be any visible
difference between scenarios 3 and 4 from the UX point of view. In other
words, the user shall not be aware on whether the messages are being
stored or directly delivered to the other party.

2.7.3 Video interoperability

As presented in section 2.7, the video share service availability is mainly dependent on the
network coverage. This is based on the assumption that both ends (source and
destination) share the ability of handling a common video format and specific profile.

In order to guarantee the interoperability of all RCS-e during the video share scenario, all
RCS-e devices supporting the video share service shall, at least, support the following
video format:

e Video format: H.264/MPEG-4 Part 10 // AVC (Advanced Video Coding)
o H.264 Profile: Baseline Profile (BP)
o H.264 Level: 1b

Please note that it is recommended to support additional video formats providing
different levels of quality and to use them in an adaptive fashion depending both on the
terminal status and the network conditions/coverage.

In case a RCS-e terminal supports several profiles, the final choice should be based in the
outcome of the SDP media negotiation where both ends (sender and receiver) will present
the supported video formats at that particular point in time (i.e. taking each device and
network/connectivity status).

2.8 RCS-e protocols

The following table summarises the list of protocols employed by RCS-e clients. It must be
noted that the choice will not impact MNO interoperability:

Session
initiation
protocol (SIP)
Media Session chat messages, media
Relay Protocol (pictures) and file TCP/IP MSRP over TLS or IPSec

(MSRP) exchange protocol

Client-IMS core UDP/IP or

signalling protocol TCP/IP SIPover TLS or IP Sec
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Real-time o Secure RTP (SRTP)* or
orotocol (RTP) Media (video) exchange UDP/IP IPSec

Table 20. RCS-e recommended protocols

It is recommended that RCS-e clients support both SIP/UDP and SIP/TCP as the choice of
the SIP transport protocols used to transport the signalling data belongs to each MNO.

Regarding the impact of NAT traversal in the different protocols involved in RCS-e, the
following considerations shall be taken into account:

e Regarding SIP protocol:
o CRLF keep-alive [IETF-DRAFT-SIPCORE-KEEP]*® support is MANDATORY when
SIP/TCP or SIP/TLS is used by the RCS-e client.
o STUN keep-alive [IETF-DRAFT-SIPCORE-KEEP] support is RECOMMENDED when
SIP/UDP is used by the RCS-e client as it allows network capacity optimization.
o RCS-e client using SIP/UDP and not supporting sipcore-keep:
= SHALL support symmetric signalling (i.e. IP/port used to send SIP
messages is the same as the one used to receive SIP messages).
= SHALL perform TCP switchover for large SIP messages.

e MSRP sessions, the RCS-e client SHALL support:
e [RFC6135]%
° [IETF—DRAFT—SIMPLE—MSRP—SESSMATCH]30

e Regarding NAT traversal of RTP sessions, the RCS-e client should implement the
mechanism described in section 2.8.1.

The support of TLS based or IP Sec based protocols to secure the signalling and media
exchanges is RECOMMENDED particularly for those scenarios where the data has to be
carried over a network outside the MNO domain (i.e. Wi-Fi access). At the time this spec is
published, this functionality is left as optional and how interoperability between RCS-e
client and MNO can be achieved is left for further studies.

Finally, please note that to secure interoperability of devices across different MNO
networks (i.e. when porting devices across networks or using open market devices/clients),
the list of preferred options for the transport and security for the signalling (SIP) and
media (RTP and MSRP) protocols is included in the configuration parameters (see Annex A,
section A.2.7). Consequently, a MNO will provide this information as part of the
configuration (first-time or re-configuration scenarios as described in section 2.2.2.1).

%’ Secure RTP as per IETF RFC 3711 [RCF 3711] available at http://www.ietf.org/rfc/rfc3711.txt

28 Sipcore keep functionality is described in the following IETF draft: http://tools.ietf.org/html/draft-ietf-
sipcore-keep-12

% The Alternative Connection Model for the Message Session Relay Protocol (MSRP) IETF RFC is available at
http://tools.ietf.org/html//rfc6135.

%0 Simple MSRP seesmatch as described in the following IETF draft: http://tools.ietf.org/html/draft-ietf-
simple-msrp-sessmatch-10
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2.8.1 RTP and NAT traversal

As presented in the previous section, a RCS-e client has to implement several mechanisms
to avoid the negative impact of NAT traversal, which can both occur when connecting
over:

e PS: Mainly due to the scarce of IPv4 public addresses and proxying performed at
APN level, or,

e  Wi-Fi: In this case due to the fact the network topology between the access point
and the Internet may vary between deployments.

In order to combat the negative effects of NAT traversal on the RTP protocol, the RCS-e
client should implement the following mechanisms:

e SHALL support a keep-alive mechanism in order to open and maintain the NAT
binding alive regardless of whether the media stream is cu