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1 Reason for Contribution

303r01: Removed change to  6.8.7.6 SLP address not provisioned into the SET

Consistency Review Comments Resolution for CONRR ID# 125 on SUPL 1.0 AD

	125
	2005-5-18
	T
	6.8 (global for network initiated cases)
	6.8.1: E. Remove the highlighted text, “and the same address is also provisioned in the SET by the Home Network,”

In addition it would be much more clear if it is stated that SLP address is only allowed to be sent with SUPL_INIT in non-proxy case and in proxy case the provisioned address must always used. This way you are also able to remove one extra field from SUPL_INIT messages. This also makes security view more clear.


2 Summary of Contribution

Consistency Review Comments on SUPL 1.0 AD

In all network initiated cases where proxy mode is used, the H-SLP address that is provisioned in the SET must be used when establishing the secure IP connection, similarly like it is done in non-proxy mode. If SET does not possess the H-SLP address, it must terminate the related session. Otherwise, if the SLP address would be taken from the SUPL INIT, there is possibility to get fooled with faked SUPL INIT and SET would start to talk to some un-trusted outsider SLP. See for example section 6.8.1 E.


The fundamental principle for all Network initiated scenarios (both proxy mode and non-proxy mode) must be such, that the SLP address contained in the SET (provisioned or otherwise configured) must be used when establishing the secure IP connection. It is already specified this way for non-proxy cases, but not for proxy cases.

If current AD specification is followed, there are security issues if H-SLP address contained in the SUPL INIT would be used in cases where a) either SUPL INIT contains different H-SLP address than what is provisioned or otherwise configured in the SET, or b) no H-SLP address is provisioned or otherwise configured in the SET and hence SET would rely on the H-SLP address contained in the SUPL INIT. If current AD specification were followed, it would be rather easy for some un-trusted outsider “SLP look-alike” to send faked SUPL INIT message where its own address would be specified to be used by SET, instead of the correct H-SLP address. This would cause SET to reveal its Location ID to some un-trusted party.

To eliminate that security risk, SUPL must operate also in proxy mode in such a way, that the SLP address must be provisioned or otherwise configured in the SET before Network initiated scenarios are accepted by the SET, and that the SLP address contained in the SET must be used when establishing the secure IP connection to the H-SLP.

This means that following change must be adopted in 6.8.1 E, 6.8.3 I, 6.8.5 G:

Replace the old text 

“In this case proxy mode is used and the SET SHALL establish a secure IP connection to the SLP. If an SLP address is provided by the SLP in the SUPL INIT message and the same address is also provisioned in the SET by the Home Network, the SET SHALL use the received address when establishing the secure IP connection. If no SLP address is provided in the SUPL INIT message the SET SHALL use the default SLP address, provisioned by the Home Network, when establishing the secure IP connection.” 

with this new text 

“In this case, proxy mode is used, and the SET SHALL establish a secure IP connection to the H-SLP using SLP address that has been provisioned by the Home Network to the SET.”

Also, a new exception procedure needs to be added to the section 6.8.7 that describes the situation where SET does not possess SLP address information. Following wording is proposed: 

6.8.7.6
SLP address not provisioned into the SET

If SET does not possess H-SLP address information at the time when it receives SUPL INIT, the SET SHALL release all resources related to this transaction, and SLP SHALL send (after the timer ST2/PT1 has expired) “targetSETnotReachable” status code back to the SUPL Agent by means of the MLP SLIA message and the SLP SHALL release all resources related to this session.

3 Detailed Proposal

6.8 SUPL Collaboration Network Initiated

For Network Initiated applications, an SLP and SET SHALL support SUPL INIT, SUPL POS INIT, SUPL POS and SUPL END.

6.8.1 Non-Roaming Successful Case – Proxy mode
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Figure 2 – NW Initiated Non-Roaming Successful Case – Proxy Mode 


(Note:  See section 8 for timer descriptions.  )

A. SUPL Agent issues an MLP SLIR message to the SLP, with which SUPL Agent is associated. The SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. Further, based on the received ms-id the SLP shall apply subscriber privacy against the client-id.

If a previously computed position which meets the requested QoP is available at the SLP and no notification and verification is required, the SLP SHALL directly proceed to step H. If notification and verification or notification only is required, the SLP SHALL proceed to step B. 

B. The SLP verifies that the target terminal is currently not SUPL roaming.

The SLP MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside the scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.

C. The SLP initiates the location session with the SET using the SUPL INIT message, which MAY be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP, address of the SLP, a Key Id, and a MAC. If the result of the privacy check in Step A indicates that notification or verification to the target subscriber is needed, the SLP SHALL also include Notification element in the SUPL INIT message. Before the SUPL INIT message is sent the SLP also computes and stores a hash of the message.

If in step A the SLP decided to use a previously computed position, the SUPL INIT message SHALL indicate this in a ‘no position’ posmethod parameter value and the SET SHALL respond with a SUPL END message carrying the results of the verification process (access granted, or access denied). If no explicit verification is required (notification only) the SET SHALL respond with a SUPL END message. The SLP SHALL then directly proceed to step H. Note: before sending the SUPL END message the SET SHALL perform the data connection setup procedure of step D and use the procedures described in step E to establish a secure IP connection to the SLP.

D. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection. If a Key Id and a MAC is present in the received SUPL INIT message and the SET supports these parameters, the SET MAY use these parameters to determine if the SUPL INIT message is authentic.

E. The SET will evaluate the Notification rules and follow the appropriate actions. The SET also checks the proxy/non-proxy mode indicator to determine if the SLP uses proxy or non-proxy mode. In this case, proxy mode is used, and the SET SHALL establish a secure IP connection to the H-SLP using SLP address that has been provisioned by the Home Network to the SET. The SET then sends a SUPL POS INIT message to start a positioning session with the SLP. The SUPL POS INIT message contains at least session-id, SET capabilities, a hash of the received SUPL INIT message (ver) and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, IS-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SLP. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.
If a coarse position calculated based on information received in the SUPL POS INIT message is available that meets the required QoP, the SLP SHALL directly proceed to step G and not engage in a SUPL POS session.

F. The SLP SHALL check that the hash of SUPL INIT matches the one it has computed for this particular session. Based on the SUPL POS INIT message including posmethod(s) supported by the SET the SLP SHALL then determine the posmethod. If required for the posmethod the SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 

The SET and the SLP MAY exchange several successive positioning procedure messages. 

The SLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the SLP (SET-Based).  

G. Once the position calculation is complete the SLP sends the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET SHALL release the secure IP connection to the SLP and release all resources related to this session.

H. The SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message and the SLP SHALL release all resources related to this session.
 …

6.8.3 Roaming Successful Case – Proxy mode with V-SLP

SUPL Roaming where the V-SLP is involved in the positioning calculation.  
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Figure 4 - NW Initiated Roaming Successful Case – Proxy mode with V-SLP


(Note:  See section 8 for timer descriptions.  )

A. SUPL Agent issues an MLP SLIR message to the R-SLP, with which SUPL Agent is associated. The R-SLP SHALL authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received.

B. The R-SLP determines the H-SLP based on the received msid. If the R-SLP determines that the SUPL Agent is not authorized for this request, Step O will be returned with the applicable MLP return code.

Note: The specifics for determining the H-SLP are considered outside scope of SUPL. However, there are various environment dependent mechanisms.

C. The R-SLP then forwards the location request to the H-SLP of the target subscriber, using RLP protocol. If a previously computed position which meets the requested QoP is available at the H-SLP and no notification and verification is required, the H-SLP SHALL directly proceed to step N. If notification and verification or notification only is required, the H-SLP SHALL proceed to step G after having performed the SET Lookup and Routing Info procedures of step D.

D. Based on the received ms-id the H-SLP SHALL apply subscriber privacy against the client-id. The H-SLP verifies that the target terminal is currently SUPL roaming. In addition the H-SLP MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside the scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope

E. The H-SLP sends an RLP SSRLIR to the V-SLP to inform the V-SLP that the target SET will initiate a SUPL positioning procedure.

F. The V-SLP acknowledges that it is ready to initiate a SUPL positioning procedure with an RLP SSRLIA back to the H-SLP.

G. The H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP, address of the H-SLP, a Key Id, and a MAC. If the result of the privacy check in Step D indicates that notification or verification to the target subscriber is needed, the H-SLP SHALL also include Notification element in the SUPL INIT message. This step MAY be performed immediately after step D. Before the SUPL INIT message is sent the SLP also computes and stores a hash of the message.

If in step C the H-SLP decided to use a previously computed position the SUPL INIT message SHALL indicate this in a ‘no position’ posmethod parameter value and the SET SHALL respond with a SUPL END message to the H-SLP carrying the results of the verification process (access granted, or access denied). If no verification is required (notification only) the SET SHALL respond with a SUPL END message to the H-SLP. The H-SLP SHALL then directly proceed to step N. Note: before sending the SUPL END message the SET SHALL perform the data connection setup procedure of step H and use the procedures described in step I to establish a secure IP connection to the H-SLP.

Step G MAY be performed immediately after step D. 

H. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection. If a Key Id and a MAC is present in the received SUPL INIT message and the SET supports these parameters, the SET MAY use these parameters to determine if the SUPL INIT message is authentic.

I. The SET will evaluate the Notification rules and follow the appropriate actions. The SET also checks the proxy/non-proxy mode indicator to determine if the SLP uses proxy or non-proxy mode. In this case, proxy mode is used, and the SET SHALL establish a secure IP connection to the H-SLP using SLP address that has been provisioned by the Home Network to the SET. The SET then sends a SUPL POS INIT message to start a positioning session with the H-SLP. The SET then sends a SUPL POS INIT message to start a positioning session with the H-SLP. The SUPL POS INIT message contains at least session-id, SET capabilities, a hash of the received SUPL INIT message (ver) and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, IS-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SLP. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT. 
J. The H-SLP SHALL check that the hash of SUPL INIT matches the one it has computed for this particular session. The H-SLP then tunnels the SUPL POS INIT message to the V-SLP. 

K. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the V-SLP SHALL determine the posmethod.  If required for the posmethod, the V-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 

If the V-SLP already calculated a position satisfying the requested QoP the V-SLP terminates the positioning session  and informs the H-SLP about the termination and position by sending a SUPL END to the H-SLP tunnelled over RLP. The H-SLP proceeds to step M and returns the positioning result. 

The V-SLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the V-SLP via H-SLP (SET-Based).

L. Once the position calculation is complete the V-SLP sends the SUPL END message towards the SET, which is tunnelled over RLP via the H-SLP. The V-SLP SHALL release all resources related to this session.

M. The H-SLP forwards the SUPL END to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET SHALL release the secure IP connection to the H-SLP and release all resources related to this session.

N. The H-SLP sends the position estimate back to the R-SLP by means of the RLP SRLIA message. The H-SLP SHALL release all resources related to this session.

O. The R-SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message.

…

6.8.5 Roaming Successful case – Proxy mode with H-SLP

SUPL Roaming where the H-SLP is involved in the positioning calculation. 
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Figure 6 - NW Initiated Roaming Successful case – Proxy mode with H-SLP


(Note:  See section 8 for timer descriptions.  )

A. SUPL Agent issues an MLP SLIR message to the R-SLP, with which SUPL Agent is associated. The R-SLP SHALL authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. 

B. The R-SLP determines the H-SLP based on the received msid. If the R-SLP determines that the SUPL Agent is not authorized for this request, Step M will be returned with the applicable MLP return code.

Note: The specifics for determining the H-SLP are considered outside scope of SUPL. However, there are various environment dependent mechanisms.

C. The R-SLP then forwards the location request to the H-SLP of the target subscriber, using RLP protocol. If a previously computed position which meets the requested QoP is available at the H-SLP and no notification and verification is required, the H-SLP SHALL directly proceed to step L. 

D. Based on the received ms-id the H-SLP SHALL apply subscriber privacy against the client-id. The H-SLP verifies that the target terminal is currently SUPL roaming. In addition the H-SLP MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.

E. The H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP, address of the H-SLP, a Key Id, and a MAC. If the result of the privacy check in Step D indicates that notification or verification to the target subscriber is needed, the H-SLP SHALL also include Notification element in the SUPL INIT message. Before the SUPL INIT message is sent the SLP also computes and stores a hash of the message.

If in step C the H-SLP decided to use a previously computed position the SUPL INIT message SHALL indicate this in a ‘no position’ posmethod parameter value and the SET SHALL respond with a SUPL END message to the H-SLP carrying the results of the verification process (access granted, or access denied). If no verification is required (notification only) the SET SHALL respond with a SUPL END message to the H-SLP. The H-SLP SHALL then directly proceed to step L. Note: before sending the SUPL END message the SET shall follow the data connection setup procedure of step F and use the procedures described in step G to establish a secure IP connection to the H-SLP

F. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection. If a Key Id and a MAC is present in the received SUPL INIT message and the SET supports these parameters, the SET MAY use these parameters to determine if the SUPL INIT message is authentic.

G. The SET will evaluate the Notification rules and follow the appropriate actions. The SET also checks the proxy/non-proxy mode indicator to determine if the H-SLP uses proxy or non-proxy mode. In this case, proxy mode is used, and the SET SHALL establish a secure IP connection to the H-SLP using SLP address that has been provisioned by the Home Network to the SET. The SET then sends a SUPL POS INIT message to start a positioning session with the H-SLP.The SUPL POS INIT message contains at least session-id, SET capabilities , a hash of the received SUPL INIT message (ver) and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SLP. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.
H. The H-SLP SHALL check that the hash of SUPL INIT matches the one it has computed for this particular session. The H-SLP then decides that the H-SLP will provide assistance/position calculation and the H-SLP sends a plain RLP SRLIR request to the V-SLP to determine a coarse position for further exchange of SUPL POS messages between SET and H-SLP. The RLP request contains at least the msid and the location identifier (lid). Optionally the H-SLP MAY forward NMR provided by the SET to the V-SLP.

I. The V-SLP returns a RLP SRLIA message. The RLP SRLIA message contains at least the position result (e.g., coarse position for A-GPS positioning). If the computed position meets the requested QoP, the H-SLP proceeds directly to step K.
J. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the H-SLP SHALL determine the posmethod.  If required for the posmethod, the H-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message.

The SET and the H-SLP MAY exchange several successive positioning procedure messages. 

The H-SLP calculates the position estimate based on the received positioning measurements (SET assisted) or the SET calculates the position estimate based on assistance obtained from the H-SLP (SET based).

K. Once the position calculation is complete the H-SLP sends the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET SHALL release the secure IP connection to the H-SLP and release all resources related to this session.

L. The H-SLP forwards the location estimate to R-SLP if the position estimate is allowed by the privacy settings of the target subscriber. The H-SLP SHALL release all resources related to this session.

M. The R-SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message.

…

6.8.7.5 SUPL timer expiration

When either a SLP or a SET timer expires, the procedure described in section Error! Reference source not found. shall be followed.  



4 Intellectual Property Rights
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5 Recommendation

Approve comments and update specifications. 
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