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1 Reason for Change

This CR corrects that the reference used for a number of conditions child element in incorrect. It also proposes that the <is-list-member> condition child element is reuse from the Group XDMS instead of defining a new <is-member> element in a new XML schema.
R01. Remove the <is-list-member> element and use the <external-list> element instead.
2 Impact on Backward Compatibility

The change has no impact on Backward Compatibility.
3 Impact on Other Specifications

TS OMA-TS-XDM_Group-V1_1-20090925-D and TS OMA-TS-XDM_List-V2_1-20091007-D must be aligned with this change.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree to the proposed changes to the XDM 2.1 core TS and update the document as described below.
6 Detailed Change Proposal

Change 1:  Modify sections 5.2.2.1 to 5.2.2.4 as below
5.2.1.1 Structure

The <conditions> element within a rule in an authorization policy: 

1) MAY include the <identity> condition element as defined in [RFC4745];

2) MAY include the <external-list> condition element;
3) MAY include the <anonymous-request> condition element;

4) MAY include the <other-identity> condition element;

5) MAY include the <media-list> condition element; and
6) MAY include the <service-list> condition element;

7) MAY include the <validity> condition element as defined in [RFC4745];
8) MAY include the <invited-identities> condition element;
9) MAY include the <activities> condition element;
10) MAY include the <qoe-list> condition element;
11) MAY include the <country-region-list> condition element;
12) MAY include the <location-list> condition element.

NOTE:
According to [RFC4745], a rule is applicable to a request only if all <conditions> child elements of the rule evaluate to TRUE. Therefore, if a rule contains a <conditions> child element from a namespace that the Application Server does not understand or support, then that rule is not applicable.
The <conditions> element of a rule SHALL contain no more than one of <identity>, <external-list>, <anonymous-request> or <other-identity>, but it MAY contain other elements (e.g. a <media-list> element and a <service-list> element).

The <external-list> element MAY include the <entry> element.  If present, the <entry> element SHALL include the “anc” attribute, whose value SHALL be percent-encoded as defined by [RFC4825] section 6 before it is inserted into a document.

The <media-list> element SHALL include one of:

1) an <all-media-except> element or;

2) a list of one or more media elements selected from the list of possible media elements below.

List of possible media elements:

1) The <message-session> media element indicating session based messaging as defined in [RFC4975];

2) The <pager-mode-message> media element indicating pager mode message requests as defined in [RFC3428];

3) The <file-transfer> media element indicating file transfer as defined in [IM_TS];

4) The <audio> media element indicating a streaming media type as defined in [RFC3840];

5) The <video> media element indicating a streaming media type as defined in [RFC3840];

6) The <poc-speech> media element indicating a PoC speech media type as defined in [PoC_CP];
7) The <group-advertisement> media element indicating a group advertisement as defined in [XDM_Group] “Extended Group Advertisements”;

8) The <media-streaming-control> media element indicating a PoC media streaming control media type as defined in [PoC_CP];

9) The <text> media element indicating a discrete media type as defined in [RFC2046];
10) The <image> media element indicating a discrete media type as defined in [RFC2046];
11) The <binary-data> media element indicating a discrete media type of arbitrary binary data as defined in [RFC2046]; and
Editor's note: The appropriate element name of “binary-data” and whether this is the same as application/octet-stream defined in [RFC2046] is FFS.
12) Any elements from any other namespaces defining a media element.

The <all-media-except> element MAY include a list of one or more media elements selected from the list of possible media elements above.

The <audio>, <video> and <message-session> elements:

1) MAY include the <full-duplex> element indicating that media can be exchanged in both directions simultaneously; or
2) MAY include the <half-duplex> element indicating that media can be exchanged in only one direction at a time; or

3) MAY include any element from any other namespace for the purpose of extensibility; and

4) MAY include attributes from any other namespaces for the purpose of extensibility.
The <pager-mode-message>, <file-transfer>, <poc-speech>, <group-advertisement>, <text>, <image> and <binary-data> elements:

1) MAY include any element from any other namespace for the purpose of extensibility; and

2) MAY include attributes from any other namespaces for the purpose of extensibility.
The <service-list> element SHALL include one of:

1) a list of one or more <service> elements or any elements from any other namespaces for the purpose of extensibility;  or

2) an <all-services-except> element.

The <all-services-except> element MAY include a list of one or more <service> elements or any elements from any other namespaces for the purpose of extensibility.

The <service> element:

1) MAY include an attribute “enabler” including a string defining an Enabler ;

2) MAY include attributes from any other namespaces for the purpose of extensibility to have other service identification definitions than using the “enabler” attribute; and
3) MAY include any other elements from any other namespaces for the purpose of extensibility to have other service identification definitions than using attributes.

The <invited-identities> element SHALL include the same elements and sub-elements as defined for the <identity> element in [RFC4745].

The <activities> element SHALL include a list of one or more activity-describing elements as defined in [RFC4480].

The <qoe-list> element SHALL include a list of one or more <qoe> elements indicating a Quality of Experience profile as defined in [XDM_Group].

The <country-region-list> element SHALL include a list of one or more <civicAddress> elements as defined in [RFC4119] but restricted to include only a subset of the subelements defined in [RFC4119].

The <civicAddress> element:

1) MAY include a <country> element as specified in [RFC4119];

2) MAY include a <A1> element as specified in [RFC4119];

3) MAY include a <A2> element as specified in [RFC4119].

The <location-list> element SHALL include a list of one or more <location-info> elements as defined in [RFC4119].
5.2.1.2 Data Semantics

If present in any rule, the <external-list> element SHALL match those identities that are part of a URI List or part of an XDM Document Part as described by the Application Usage defining an authorization policy according to this section. .

If present in any rule, the <anonymous-request> element SHALL match those incoming requests that have been identified as anonymous.

NOTE 1: 
In certain cases, the <identity> condition can also match anonymous requests.  For example, the <many/> child element of the <identity> condition matches any authenticated identity, either anonymous or not.  However, any rules matching the <anonymous-request> condition would have precedence as described in section ‎5.2.1.4 “Combining Permissions”

When the SIP/IP Core corresponds to 3GPP IMS or 3GPP2 MMD, an AS SHALL use the procedures as defined in chapter 5.7.1.4 in [3GPP-TS_24.229]/[3GPP2-X.S0013-004] to identify the source of the anonymous request.

NOTE 2: 
If the authorization policy document includes a rule having an <anonymous-request> condition element, an XDMC should not specify another rule containing an <identity> condition element with a <many/> child element and the same <actions> and/or <transformations> element(s) as the rule with the <anonymous-request> condition element.

If present in any rule, the <other-identity> element, which is empty, SHALL match all identities that are not referenced in any rule. It allows for specifying a default policy.

If present in any rule, the <media-list> element SHALL match incoming requests associated with particular media types.  A <media-list> element with a list of media elements SHALL be used to specify allowed media types.  A <media-list> element with an <all-media-expect> element SHALL be used to specify that all media types are allowed apart from those listed as child elements. The <media-list> condition SHALL be considered TRUE if any of its child media elements evaluate to TRUE, i.e., the results of the individual child elements are combined using a logical OR.  The <media-list> condition SHALL also be considered TRUE if all of the child media elements to an <all-media-except> element evaluate to FALSE. 

If neither a <full-duplex> nor <half-duplex> duplex specific sub element is included, it means that the access rule is applicable to both cases (i.e. half-duplex and full-duplex).

If a child element of a media element is not known or not supported, the child element SHALL be ignored and evaluated as FALSE.

NOTE 3:
How the AS determines the media type of the incoming request (i.e. in order to evaluate if a match exists for a rule containing the <media-list> condition) must be specified by the individual enabler.

If present in any rule, the <service-list> element SHALL match incoming requests associated with a particular service.  A <service-list> element with a list of <service> element SHALL be used to specify allowed services.  A <service-list> element with an <all-services-expect> element SHALL be used to specify that all services are allowed apart from those listed as child elements.  A <service-list> element with an <all-service-expect> element without any child element SHALL be used to specify that all services are allowed.  The <service-list> element SHALL be evaluated to TRUE if one of its child <service> elements evaluates to TRUE. The <service-list> element SHALL also be evaluated to TRUE if all of the child <service> elements to an <all-services-except> element evaluate to FALSE. The <service-list> element SHALL be evaluated to TRUE if it contains an <all-services-except> element without any child elements.

The <service> element SHALL be used to define a service.

The attribute “enabler” SHALL specify the enabler defining the service. The “enabler” attribute SHALL be used only for Open Mobile Alliance defined Enablers. The Enabler SHALL use the OMNA registered Enabler XML schema domain token as the value of the “enabler” attribute (e.g. “poc” for the Push to talk over Cellular Enabler and “im” for the IM SIMPLE Enabler).

NOTE 4: Usage of the <service> element outside OMA can be done by extending the <service> element.

The enabler specifies how an Application Server can use the information in an incoming request to recognize a request for a service. A <service> element SHALL be evaluated to TRUE if the incoming request to the Application Server contains the information defined and to FALSE if not.
If present in any rule, the <invited-identities> element SHALL match identities of Users being invited to communications sessions.

If present in any rule, the <activities> element SHALL match invited identities with particular activities.

If present in any rule, the <qoe-list> element SHALL match incoming requests associated with particular Quality of Experience profiles.

If present in any rule, the <country-region-list> element SHALL match invited identities with particular countries or regions of their home network.

If present in any rule, the <location-list> element SHALL match either inviting or invited identities with particular geographical locations.
5.2.1.3 XML Schema

The authorization policy document SHALL conform to the XML schema described in [RFC4745] Section 13 with the extensions described in [XSD_commPol], in [XSD_commPol-V1_1], in [XSD_ext], XDM unique extensions to [RFC4745] and in enabler unique extensions to [RFC4745].
Editor's note: Reference to the XML schema for XDM V2.1 extensions is FFS

5.2.1.4 Combining Permissions 

When evaluating any authorization policy document based on [RFC4745] together with the extensions described in section ‎5.2.1.1 against a URI value, the algorithm for obtaining the different rules that are applicable SHALL be as follows:

1. Those rules matching the URI value against the <anonymous-request> element SHALL take precedence over those rules based on matching it against an <identity> element. That is, if there are applicable rules based on <anonymous-request> matches, only those will be used for the evaluation of the combined permission

2. Those rules matching the URI value against the <identity> element SHALL take precedence over those rules based on matching it against an <external-list> or an <other-identity> element. That is, if there are applicable rules based on <identity> matches, only those will be used for the evaluation of the combined permission.

3. Those rules containing an <other-identity> element SHALL be used for the evaluation of the combined permission only if there are no other matching rules.

NOTE: 
The above algorithm for obtaining all the applicable rules differs from that described in [RFC4745].

After the applicable rules have been derived based on the above algorithm, the evaluation of the combined permission SHALL be based on [RFC4745] Section 10.2. 

Change 2:  Modify section 5.6 Access Permissions Document 
6.5 Access Permissions Document

Access Permissions Document defined in any Application Usage SHALL comply with the specification defined in this section.
Editor’s note:  <transformations>, <conditions> and <actions> child element to be coordinated with new XDM 2.1 operations.

6.5.1 Structure
The structure of an Access Permissions Document SHALL be as follows:

The document SHALL include one root element <ap-rules>.

The <ap-rules> element

a) SHALL include one <access-permissions-document-rule> element as described in section ‎0.6.56.5.1;

b) SHALL include one <directory-rule> element as described in section 5.6.7; and

c) MAY include one or more <document-rule> elements as described in section 5.6.7.

The <access-permissions-document-rule> element SHALL include one <rule-set> element conforming to [RFC4745].

The <rule-set> element SHALL consist of one or more <rule> elements conforming to [RFC4745].

The <rule> element SHALL contain one <conditions> and one <action> element but NOT a <transformations> element. 

The <conditions> element SHALL include one <identity> element as described in [RFC4745].

The <identity> element SHALL  include one or more <one> elements as described in [RFC4745]. Other child elements of the <identity> element SHALL NOT be allowed.

The <actions> element:

a) SHALL include one <allow-any-operation> element as described in section 5.6.7; or

b) SHALL include one <allow-retrieve> element as described in section 5.6.7.

The <directory-rule> element SHALL include a <rule-set> element conforming to [RFC4745].

A <rule-set> element SHALL consist of one or more <rule> elements conforming to [RFC4745].

The <rule> element SHALL contain one <conditions> and one <action> element but NOT a <transformations> element.

The <conditions> element in the <rule> element:

a) SHALL include one <identity> element as described in [RFC4745]. The <identity> element SHALL include one or more <one> elements as described in [RFC4745]. Other child elements of the <identity> SHALL NOT be allowed; or

b) SHALL include one <external-list> element as defined in section ‎5.2.1.1
The <actions> element in the <rule> element SHALL include one <allow-any-operation> element as described in section 5.6.7or SHALL include one or more of the following elements:

a) the <allow-retrieve> element as described in this section 5.6.7;

b) the <allow-modify> element as described in section 5.6.7;

c) the <allow-create> element as described in section 5.6.7; and

d) the <allow-delete> element as described in section 5.6.7.

The <document-rule> element SHALL include an attribute named “path” specifying the User Directory Document Selector of the document for which the rule applies to and it SHALL include a <rule-set> element conforming to [RFC4745].

The <rule-set> element SHALL contain one or more <rule> elements conforming to [RFC4745].

The <conditions> child element of the <rule> element SHALL include one of the following child elements:

a) the <identity> element as described in [RFC4745] and in section 5.2.2.2. 

b) the <external-list> element as defined in section ‎5.2.1.1; and
c) the <other-identity> element as defined in section ‎5.2.1.1. 

The <conditions> element MAY also include one <node-selectors> element as defined in section 5.6.7
The <node-selectors> element SHALL have one or more <node-selector> elements as defined section 5.6.7.

The <actions> child element of the <rule> element SHALL include one <allow-any-operation> element as described in section ‎5.6.7or SHALL include one or more of the following elements;

a) the <allow-any-operation-own-data> element as described in section 5.6.7;

b) the <allow-retrieve> element as described in section 5.6.7;

c) the <allow-modify> element as described in section 5.6.7;

d) the <allow-create> element as described in section 5.6.7;

e) the <allow-delete> element as described in section 5.6.7;

f) the <allow-forwarding> element as described in section 5.6.7; and

g) the <allow-restore> element as described in section 5.6.7.

The <transformations> element MAY be included. If included it SHALL include one of the following elements

a) <provide -all> element; and

b) elements from a namespace defined by a particular Application Usage.

6.5.1 Application Unique ID

An Application Usage MAY require the use of an Access Permission Document in order to control access to XDM Resources. The Access Permissions Document SHALL share the Application Unique ID with the XDM documents it controls access to. 

6.5.1  Default Namespace

The default namespace SHALL be “urn:ietf:xml:params:ns:common-policy”.
6.5.1 XML Schema

The Access Control Document SHALL conform to the XML schema defined in [XSD_XDM2_AP] and the XML schemas described in section 5.2.2.3.
6.5.1 MIME Type

The MIME Type for the document is “application/vnd.oma.xdm-apd+xml”.
6.5.1 Validation Constraints

The Access Permission Document SHALL conform to the XML schema described in section 5.6.4 “XML Schema” with the following clarifications given in this section.

The <document-rule> element attribute “path” SHALL contain the path to an existing document in the directory. Only one <document-rule> element per document in the directory SHALL be allowed.

A <rule> element SHALL not contain an <actions> element with child elements having the Boolean value “false”.

A <conditions> element SHALL not contain more than one <node-selector> child element. 

An <access-permissions-document-rule> element SHALL always contain at least one <rule> element that grants at least one Principal access to all operations.

A <directory-rule> element SHALL always contain at least one <rule> element that grants at least one Principal access to all operations.
6.5.1 Data Semantics

The <access-permissions-document-rule> element SHALL contain the Access Permissions to grant access to the Access Permissions Document itself. An <access-permissions-document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <directory-rule> element SHALL contain the access permissions rules to grant access to the Application Usage User Directory. This element SHALL enumerate Principals allowed to create and delete documents in the User Directory and allowed to perform management operations on existing documents. The element SHALL NOT define permissions for the Access Permissions Document.
This element SHALL be checked on every access to the User Directory. 
A <directory-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <document-rule> element SHALL contain the Access Permissions for a particular document in the Application Usage’s User Directory. This element SHALL be checked when the <directory-rule> element does not grant a Principal access to the particular document for a particular management operation. The “path” attribute SHALL include the User Directory Document Selector of the document. 
The <document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

Each Application Usage SHALL define how the <external-list> element is used and what XDM Document Parts this element is allow to reference. 
One example of such use is: 
The Group Application Usage contains an element <list>. The <external-list>> element may both be used to reference an URI List in List XDMS or a <list> element inside the Group Application Usage XDM Document.  If an <external-list> element is referencing a <list>  element, the XDMS shall match a received identity against any  “uri” attributes obtained from <entry> child elements of the <list> element and against a list of identities obtained as results of resolving any <external> child element of the <list> element. 

The <node-selectors> element SHALL be a child element to the <conditions> element. The element SHALL be used to grant access to particular XML nodes in a document in the directory. A rule that contains a <node-selectors> element SHALL grant access to one or more XML nodes including their child XML nodes.  Each <node-selector> child element SHALL give access to one XML node and the “id” attribute of the <node-selector> element SHALL contain the actual Node Selector. 

The <allow-any-operation> element SHALL be a child element to the <actions> element. This element SHALL grant access to any operation when the <conditions> element of a <rule> element is validated to true.

The <allow-retrieve> element SHALL be a child element to the <actions> element. This element SHALL grant access to the retrieve and subscribe operations when the <conditions> element of a <rule> element is validated to true.
The <allow-create> element SHALL be a child element to the <actions> element. This element SHALL grant access to create a new document in the directory when the <conditions> element of a <rule> element is validated to true.
The <allow-modify> element SHALL be a child element to the <actions> element. This element SHALL grant access to modify a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true. The element SHALL also granted access to the retrieve and subscribe operations 
The <allow-delete> element SHALL be a child element to the <actions> element. This element SHALL grant access to delete a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true.
The <allow-forwarding> element SHALL be a child element of the <actions> element. This element SHALL grant access to the forwarding of a document operation for a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true. The element SHALL also grant access to the retrieve and subscribe operations.

The <allow-restore> element SHALL be a child element of the <actions> element. This element SHALL grant access to the restore operation of a document when the <conditions> element of a <rule> element is validated to true.

The <allow-any-operation-own-data> element SHALL be a child element of the <actions> element. This element SHALL grant access to XML nodes containing information related to the requesting Principal when the <conditions> element of a <rule> element is validated to true. Which such XML nodes are and how to determine which element or attribute that contain the requesting Principal’s identity is defined per Application Usage. This element is used to allow authorized Principals to administer data related to themselves in other Principals’ documents. This element for example can be used together with the <conditions> child elements <identity> <many> and <except> to control that all Principals apart from the ones in the <except> element are allowed to modify data related to themselves.
 Editor’s note: How to handle Access Permissions to the history information is FFS.
6.5.1 Naming conventions

There is only one Access Permissions Document per Application Usage and XUI in each XDMS. The Access Permissions Document SHALL be addressed using the User Directory Document Selector “/oma_ap/access-permissions”, i.e. the Document Selector to the document SHALL be “[auid]/users/[xui]/oma_ap/access-permissions” and the document name SHALL be “access-permissions”.

6.5.1 Global Documents

No global documents are defined.
6.5.1 Resource interdependencies

The XDMS SHALL create the document as soon as a User Directory for the corresponding Application Usage is created for a Primary Principal.

The XDMS SHALL delete the document only when the User Directory for the corresponding Application Usage is deleted.

The XDMS SHALL, when an document and its History Information in the User Directory is deleted, check if there is a <document-rule> element for this document and delete such element.

The XDMS SHALL, when an XML node in an document in the User Directory is deleted, check if there are any <node-selector> elements in the Access Permission Document that gives access to the deleted node only and delete such elements.

The XDMS SHALL maintain a History document for the Access Permission document. Access Permissions to the History document SHALL be controlled by the <access-permissions-document> rule element in the Access Permissions document.

Editor’s note: The text about History Information needs to be coordinated with the history function.

6.5.1 Authorization Policies

The XDMS SHALL check the <access-permissions-document-rule> element in the Access Permissions Document before allowing any XDM operation towards an Access Permissions Document. 
If the operation is not allowed the XDMS SHALL reject the operation with an HTTP “403 Forbidden” response if it is an XCAP operation or with a SIP “403 Forbidden” response if it is a SIP operation.
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