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1 Reason for Contribution

The intention of this contribution is to propose a use case for the EPEM requirements document.

2 Summary of Contribution

· This contribution is about policy enforcement, in an scenario where user A wants to locate user B through a 3rd party’s application. Users A and B belong to different network operators, but both network operators rely on the same service provider for location services.

3 Detailed Proposal

5.17 Location Application. MultiNetwork scenario
5.17.1.  ASK  \* MERGEFORMAT Short Description

User A uses his mobile terminal to obtain User B location through a 3rd party application. 

User A belongs to network provider A, and user B belongs to network provider B.

Both network providers share the same service provider (for location services at least).

Network Providers A and B, as well as Service Provider, are part of the same Mobile Operator (Multinetwork Mobile Operator).

Application belongs to a 3rd party, which offers it through the Service Provider.
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5.17.2. Actors

· User A 

· User B 

· Multinetwork Mobile Operator (MMO or Mobile Operator from now on)  – acting as network provider and service provider for both end users.

· Network Provider A 

· Network Provider B

· Service Provider

· 3rd party service provider

· 3rd Party Location application

5.17.2.1.
Actor Specific Issues

· The MMO is the Service Provider for end-user A and end-user B;

· The MMO is the owner of the resource:

· Enforcing the execution policies;

· Providing access to its resource;

· Enforcing the SLA between the Third Party Service Provider and itself;

· Negotiates (possibly as part of SLA) billing and interconnect charges between the Third Party Service Provider and itself;

· Coordinates with the Third Party Service Provider the correct charging of events.

· Mobile Operator offers services through different network providers

· The Third Party Service Provider is the owner of the Location Application;

· Uses MO resources to get user B’s location

· Providing necessary credentials to access the resource;

· End-user A subscribes to the Location Application through the Mobile Operator. His subscription is paid to the Mobile Operator.

· The two network providers could be a 2G and a 3G networks operating in the same country and belonging to the same mobile operator, or it could be two 2G mobile networks operating in different countries, but belonging to the same global operator.

5.17.2.2.
Actor Specific Benefits

· The Mobile Operator:

· Can offer access to resource and its use while enforcing conditions of usage expressed in execution policies;

· Knows that resource is appropriately protected;

· Make available a wider range of Applications to their customer base;

· Share policy infrastructure when delivering services through various network providers.

· Third Party Service Provider:

· Can access MO resources to use for their Applications;

· Can simplify and automate the way to use a resource belonging to the Mobile Operator: need only to know what credential to pass and how.

· End Users

· End User B sees its privacy policies successfully applied

· End User A can access properly the services he’s authorized to use

5.17.3. Pre-conditions

· End User A is subscribed to Network Operator A.

· End User B is subscribed to Network Operator B.

· End-user A and B are subscribed to the same service provider;

· Service Provider is delivering services to both network providers

· End-user A and B may either have a post-paid or prepaid subscription with the Mobile Operator;

· End-user A must have a subscription with the Location Application. Both End-user A and B are identified via a valid address (MSISDN) or an Alias ID or session ID;

· Third Party Service Provider has a contractual agreement with the Mobile Operator. This contractual agreement covers aspects such as terms and conditions, establishing payment method for application consumption and establishing privacy settings if applicable;

· Third Party Service Provider Application is registered with the Mobile Operator and is allowed to submit a "location_request" containing an end-user’s identity, e.g. Alias ID;

· The location being requested must be that of a network attached mobile end-user terminal;

· Privacy preference for the targeted end-user (end-user B), and local government legislation must be maintained by the Mobile Operator;

· If end-user A and B are roaming, service experience is not impacted. However, possibly extra charging for message reception must done with the methods employed in the same situation as those described below, i.e. different scenarios should not require special functionality;

· The submission of the message is charged (in real time) to the third party and the end-users.

· User B tells the operator (i.e., via call cantre or a web interface) to set and enforce a policy saying that, if somebody asks for his location, he must be asked explicitly for permission (i.e. via a SMS)

· Service Provider manages policies for its subscribers.

5.17.4. Post-conditions

· End-user A is presented with the location of end-user B;

· End-user A is correctly charged with the service event;

· Mobile Operator and Third Party Service Provider are able to fulfil their SLA agreements, i.e. charging and billing between the two parties is correctly handled.

· Privacy policies of user B have been properly applied.

5.17.5. Normal Flow
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(1) User A accesses the  Network A in order to access the Service through the Service Provider.

· MO’s network authenticates the user (normally done formerly in the attach procedure).

· MO’s network sends the basic user identity to the service layer.

(2) MO’s Service Provider receives the request via the Network A. At this point MO has to:

· Obtain user A Identity.

· Obtains user A Profile.

· Obtains Access & Authorization info for the location application.

· Check user A is allowed to access the location application.

· Gives user A authorization to access the location application.

(3) MO forwards request to the 3rd party location application. 

· In order to be able to fulfil the request from User A, 3rd party application must know the position of User B.

(4) 3rd party application requests MO the location of User B. At this moment Service Provider has to:

· Check the identity of the 3rd party.

· Obtain his profile.

· Check 3rd party application is allowed to access the Location Capability.

· Check if User B location information is allowed to be accessed by user A through the location application.

i. Check user B privacy policies

ii. Check regulatory policies

iii. Check operator policies

(5) MO requests User B location to network B

a. Network B calculates position of user B

(6) Network B gives the location information of User B to the MO Service Provider. MO generates Billing and Accounting Info.

(7) MO gives the location of User B to the 3rd party application.

(8) (9) and (10) 3rd party application gives the location information of User B to User A through the MO via its Network A

5.16.6 Alternative Flow

5.16.7 Operational and Quality of Experience Requirements

· The Mobile Operator is able to set different levels of authorisation for accessing different levels of their resource

· 'The user shall have full control over his personal data' 

· The Mobile Operator shall adhere to local government legislation

· User A experience MUST NOT be degraded by the policy enforcement mechanisms or charging mechanisms.

4 Intellectual Property Rights Considerations

There is no known IPR in this contribution.

5 Recommendation

To analyse the interaction diagram and to agree and include the changes, with required modifications,  as proposed in section 3 in the EPEM RD.
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