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Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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1. Scope

This whitepaper will provide best practices on the creation of Management Objects (MO) and Application Characteristics
(ACs). This whitepaper will also provide information on how to work with OMA on the registration of names and identifiers

of MOs and ACs.
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3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

Management Authority An entity that has the right to perform a specific Device Management function on a Device or manipulate

a given data element or parameter. For example, the Network Operator, handset manufacturer, enterprise,
or Device owner may be the authority or share authority for managing the Device. One Management
Authority may own all Device resources or may share or delegate all or parts of these with/to other
Management AuthoritiesA DM Server with the appropriate authority to gain access to a DM Client.

Management Object A data model for information which is a logical part of the interfaces exposed by DM components.

3.3 Abbreviations

AC Application Characteristic

CP Client Provisioning

ConnMO Connectivity MO

DCMO Device Capability MO

DDF Device Description Framework
DDS Data Definition Specification
DiagMon Diagnostics and Monitoring
DM Device Management

DSO Document Support Officer
DTD Document Type Definition
ERELD Enabler Release Definition
FUMO Firmware Update MO

TANA Internet Assigned Numbers Authority
LAWMO Lock and Wipe MO

MO Management Object

MoI Management Object Identifier
OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority
RRELD Reference Release Definition
SC Smart Card

SCOMO Software Component MO

Sup Support Document

URI

Uniform Resource Identifier

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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XML Extensible Markup Language

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

This whitepaper was created to document the best practices for creation of new Management Objects (MO) and Application
Characteristics (AC). In addition to the best practices, this whitepaper will give some guidance of the processes and structures
associated with the MOs and ACs, as well as the object registration process in OMA.

OMA DM specifications define the syntax and semantics of the OMA DM protocol, as well as the syntax for MOs. OMA CP
[CP] specifications define the syntax for ACs. It is worth noting that the usefulness of ACs and MOs would be limited if
different devices required different data formats and displayed different behaviours.

The creation of MOs and ACs allows Management Authorities to configure and update many settings in a device. To avoid
the situation where each mobile device vendor defines a specialized and non-standard arrangement for managing device
parameters, this specification tries to present some guidance on the process of creating Management Objects and Application
Characteristics to permit the standardized representation of device parameters in mobile devices.

Creating a standardized MO will allow the market to have a standardized way to present the information when using DM.
This will avoid interoperability problems, since the information will be presented in a consistent way through the different
devices.

4.1 Introduction to DM

OMA Device Management consists of two stages:

*  Stage One - Bootstrap

Bootstrap can move a device from an un-provisioned, empty state, to a state where it is able to initiate a
management session to a DM Server. DM clients that have already been bootstrapped can be further bootstrapped to
enable the device to initiate a management session to new DM servers. In addition to basic connectivity
information, device and User Application settings can also be configured during the bootstrap process.

This can be done in three primary ways:
*  Factory Provisioning: The manufacturer includes the device management Server configuration at the time
the device is manufactured.

* DM Profile: In this case the Server sends to the device directly a Management Object, or the device reads
the bootstrap information from the DM message on the available smartcard.

*  OMA CP Profile: In this case the Server sends to the device an AC, which can later be mapped into a MO,
or the device reads the bootstrap information from the AC on the available smartcard.

*  Stage Two — Continous Provisioning and Management

Continuous provisioning and management is the process by which the device is provisioned, via the OMA DM
Server, with further information or management after the device is bootstrapped.

Currently, DM technology allows a device to present the information stored on the device to an external Server, in case the
external Server has sufficient rights to access the information.

This can be seen in the following picture:

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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At the left side of the picture we can find the device, with its internal resources. The device presents part of this information
to the Server that is on the right part. The way to do this is through Management Objects at the DM Tree.

A Management Object is a subtree of the management tree which is intended to be a (possibly singleton) collection of nodes
which are related in some way, e.g. all the possible connectivity information for one application.

4.2 Introduction to Enablers in DM Working Group

DM Working Group develops some MO Enablers and Reference Releases that will use fundamental functions provided by
the DM Enabler and that will provide new functions to address specific needs in the market. The following is a brief
description of these MO Enablers that will give the reader some ideas of the possible contents that an application MO may
have:

e Connectivity MO Reference Release (ConnMO):

o A Reference Releasethat provides a set of MOs representing variety connectivity settings that will be
used in devices to connect to the different network (GSM, GPRS, UMTS, WLAN, CDMA, etc.).

*  Device Capability Enabler (DCMO):
o An enabler that provides mechanisms to manage device capability components in the device.
o Allow the Management Authority to enable or disable hardware-related device capabilities in devices.
o Allow the Management Authority to discover removable hardware in devices.

*  Diagnostic and Monitoring Enabler (DiagMon):

o  An enabler that provides framework and mechanisms for Management Authority to run diagnostics
and monitoring of devices. The specific diagnostic and monitoring functions are not specified in 1.0
release of this MO enabler.

o Allow the Management Authority to collect diagnostic data of devices in order to avoid or solve
possible problems in the device.

o Allow the Management Authority to set traps to monitor the device.
e  Firmware Update Enabler (FUMO):

o  An enabler that provides mechanism for Management Authority to update the firmware in the device.
*  Lock and Wipe Enabler (LAWMO):

o An enabler that provides mechanism for Management Authority to lock/unlock the device or wipe user
data in the device.

*  Scheduling Enabler:

o An enabler that provides mechanisms to schedule management operations in the device for offline
processing, when certain time or event is satisfied.

o

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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*  Smartcard Enabler (SC):

o

An enabler that provides DM dynamic provisioning based on smart cards. It includes a set of
Management Objects as well as security extensions for DM based enablers.

»  Software Component Enabler (SCOMO):

o

An enabler that provides mechanisms for Management Authority to manage software components in
the device.

Allow the Management Authority to manage the software components and their status in devices.

Allow the Management Authority to get inventory of software components in the device.

The above MO Enablers and Reference Releases can be classified as follows:

Data Model - MO enablers that only provide one or more MOs but do not specify associated functions,
e.g. ConnMO Reference Release.

Functional - MO enablers that provide one or more MOs and specify associated functions with well
defined behaviour, e.g. SCOMO Enabler, DCMO Enabler.

In addition to MO Enablers and Reference Releases, DM Working Group also develops some other enablers as follow:

*  Device Management Enabler (DM):

o

o

o

o

o

An enabler that provides management of device configuration and other managed objects of devices.
Setting of initial provisioning information in devices.

Subsequent updates of persistent information in devices.

Retrieval of management information from devices.

Processing of events and alerts generated by devices.

*  Client Provisioning Enabler (CP):

o

An enabler that allows for the setting of provisioning information in devices.

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Which to create? AC or MO or both?
5.1 AC Creation

Application Characteristic (AC) files provide a mechanism to declare configuration elements associated with an enabler or
other control entity as supported by the OMA Client Provisioning enabler. The AC information is made available through the
OMNA registry (where the APPID values are registered).

The AC registry can be found at:

http://www.openmobilealliance.org/tech/omna

5.2 MO Creation

MOs allow a device to present the configuration of the device in a standardized way, allowing a Server to be able to retrieve
and manage the configuration of a device (the parameters included in the MO).

5.2.1 Introduction to Management Objects

Management Objects are the data model for information that can be manipulated by management operations carried over the
OMA DM protocol. A Management Object node can represent information as small as an integer or as large and complex as
a background picture, screen saver or security certificate. The OMA DM protocol is neutral about the contents of the
Management Objects and treats the node values as opaque data.

5.2.2 MO General Recommendations

Management Objects are processed by the Device Management enabler, and are useful for devices with DM Clients. MOs
can be used for initial settings (as with ACs). Additionally, MOs can be used for a Server to be able to proceed with later
management of the existing device settings.

When creating a MO for an enabler that requires the use of Generic Alert or any new feature in OMA DM 1.2, the DM
version to be used must be OMA DM 1.2 [DMPROTOL1.2] or later compatible version. For all other MOs, the DM version to
be used must be OMA DM 1.1.2 [DMPROTOI1.1.2] or later compatible version.

5.2.3 Conversion from AC to MO

Do not simply copy the format and data. For example, there is no need to include the AC’s AppID in a MO since this
information will be included in the MO Type.

The conversion from AC to MO is a good time to reorganize the data (i.e. ACs do have nesting capability, although it is
rarely taken advantage of).

Make sure that the data in the AC will not conflict with the MO — this will be a cause of concern during deployment.

Determine what data will be useful for writing only, and what data will be useful for read/write. Try to segregate write-only
from read-write data.

5.3 AC and MO Creation

One should create both an AC and an MO when you wish to deal with parameters that will reside on devices where it is
unclear if the device will have DM, CP or DM and CP.

When sending both an AC and a MO, the decision of which information to use will be left to the implementation, therefore
Management Authorities and developers should make sure that the information included in both AC and MO is not
contradictory.

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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6. AC Creation
6.1 OMNA Registration Iltems for OMA AC Files

The OMNA registration for AC files is based on the assigned AppID value and includes a derived namespace. The
namespace value is structured on the AppID and enabler names.

Due to the lack of versioning information in the AC file itself, it is not possible to differentiate different versions with a
single assigned AppID value. Therefore, new AppID values need to be registered when changes to the AC are needed to
support a new version. This will permit the elements to have awareness of the specific configuration set being used. Thus,
though the namespace value includes version - that is not intended to differentiate but merely assist with the version
awareness.

The format of these namespaces is

urn:oma:ac: {AppId}_{EnablerName}: {VersionText}

Example namespaces are:

urn:oma:ac:ap0094 foo:1.0
urn:oma:ac:ap0121 bar:1.0

6.2 Guidance for AC Creation within OMA
6.2.1 Naming of AC docs

The public reachable AC file names are generally shorter and simpler than the names of the OMA permanent documents used
for change management. There is generally no need to have superfluous text in the public file names and it is quite expected
to avoid constructs like date strings and status values as well. As a consequence, the following file name construction scheme
is used for the 'SUP' files in the permanent document area and public file names.

Perm Doc - OMA-SUP-AC_{AppID}_{enablerName}-V{versionNumbers}-{DateStr}-{State}.txt
Public - ac_{AppID}-{enablerName}-v{versionNumbers}.txt

Examples:

OMA-SUP-AC_ap0094_ foo-V1_0-20060123-C.txt ==> ac_ap0094_ foo-vl_0.txt

OMA-SUP-AC_ap0121 bar-V1 0-20060321-C.txt ==> ac_ap0121 bar-vl 0.txt

6.2.2 Handling of AC docs

The AC SUP file is maintained in the OMA Portal Permanent Document area as with the specifications in the enabler. It is
subject to revision using the normal CR process. Application of CRs to the AC SUP file will result in an updated file with the
appropriate date associated.

The AC SUP file should be treated as if it has the ".txt" file extension.

References to OMA defined ACs in specifications should be done to the developed SUP file. This will permit easy reference
and retrieval of current or past versions using the normal PD file mechanisms. An example reference would look like:

[FOO_AC] “AC for FOO Enabler, Version 1.0”, Open Mobile Alliance™,
OMA-SUP-AC_ap0094_foo-V1_0,
URL:http://www.openmobilealliance.org/
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6.2.3 AC docs in Enabler Releases

As with specifications, ACs may be deliverable of an Enabler Release or a Reference Release. So, similar to how
specifications are released, ACs are packaged in the Enabler Release Package or Refrence Release Package to be made
available. This packaging also includes appropriate linkages in the ERELD or RRELD.

The following is an example AC entry in the ERELD:

Supporting Files

[FOO_AC] OMA-SUP-AC ap0094 foo-V1 0-20060123-C This AC describes the configuration for the FOO Enabler.
Working file in OMNA AC directory:

file: ac_ap0094_foo-v1 0.txt

path: http://www.openmobilealliance.org/tech/omna/dm_ac/

6.2.4 Getting AC docs into Public Directory

The primary means of publishing the AC file into the public directory is the advancement of the enabler release to Candidate.
At that time, the DSO will review the ERELD and if an AC file is listed, copy the material in the listed SUP file to the named
version of the public AC file. This will also result in the OMNA AC registry getting a link to this file if it had not been
present in a previous release.

6.2.5 Additional Guidance

Do try to make the node names readable and understandable. Shorten the names only when absolutely needed.

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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7. MO Creation

7.1 Content Guidance

When creating a MO, the creators should take into account that the aim is to have a standardized way to manage the
information present in the device.

It should also be noted that not all the parameters of a standardized MO have to be mandatory. Some information may be
relevant for a substantial number of actors, and irrelevant for others. For this case, allowing optional elements lets both
groups use the MO without undue burden.

It should also be noted, that in order to decrease interoperability problems, it is better to make sure all the relevant parameters
are in the lowest versions of the MO (if there is more than one of this), even if they are optional, since incrementing the
number of parameters in a later version could break backward compatibility. When in doubt about a node, add it in.

When creating a MO there are some fields that are recommended.

*  Parameters to be used by an application on the device, but that may be changed by the Management Authority.
*  Date or Version of the data

o Information of when the data was last set (this will allow the Management Authority and the device to
know which ones are the most updated parameters).

»  Connectivity parameters.

o Connectivity parameters should reuse, if possible, other already existing ConnMOs that may be on the
device. This means that in order to allow more than one application the use of the same connectivity
parameters (for example in case of using the same Server), the MO should point, as an example, to existing
instances of [ConnMO].

o QoS Parameters

=  These parameters are typically bearer specific. The MO should reference already existing bearer
specific QoS parameters that are specified by [ConnMO]. If insufficient, the additional
information specific QoS parameters may have to be specified as well.

e Application information.

o Information of the application that may later be interesting for trouble shooting (by diagnosis and
monitoring, customer care, etc).

o Information of the application that may be interesting to be accessed remotely (by customer care).
*  Behaviour: It is also possible to indicate in the MO description part of the behaviour associated to the MO.
*  Nodes to be targeted with commands.

o Itis possible to relate a node that would be used to start an action in the device, eg: start a firmware
download, install a software component on the device.

o  When possible, it is recommended to group such related nodes under (one or more) Operations parent
node(s).

e Proprietary Extensions:

o  All MO should have a sub-node allowing a vendor to include any proprietary sub-nodes in order to include
any vendor specific extentions. The name of this node should be “Ext”.
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7.2 Definition and description of Management Objects

OMA DM Management Objects are defined using the OMA DM Device Description Framework [DMTND]. The use of this
description framework produces detailed information about the device in question. However, due to the high level of detail in
these descriptions, they are sometimes hard for humans to digest and it can be a time consuming task to get an overview of a
particular object’s structure.

In order to make it easier to quickly get an overview of how a Management Object is organized and its intended use, a
simplified graphical notation in the shape of a block diagram is used in this document. Even though the notation is graphical,
it still uses some printable characters, e.g. to denote the number of occurrences of a node. These are mainly borrowed from
the syntax of DTDs for XML. The characters and their meaning are defined in the following table.

Character Meaning

+ one or many oCCurrences
* Z€ro Or more occurrences
? Z€ro Oor onc occurrences

If none of these characters is used, then the default occurrence is exactly once.

There is one more feature of the DDF that needs to have a corresponding graphical notation, the un-named block. These are
blocks that act as placeholders in the description and are instantiated with information when the nodes are used at run-time.
Un-named blocks in the description are represented by a lower case character in italics, e.g. x.

Each block in the graphical notation corresponds to a described node, and the text is the name of the node. If a block contains
an x, it means that the name is not known in the description and that it will be assigned at run-time. The names of all ancestral
nodes are used to construct the URI for each node in the Management Object. It is not possible to see the actual parameters,
or data, stored in the nodes by looking at the graphical notation of a Management Object.

For a further introduction to this graphical notation, please refer to [DMStdObj].

7.3 Access Type Guidance

When deciding upon access type guidance, the recommendation from OMA DM is as a GENERAL RULE to grant only GET
access type on the standardized MOs, except in some special cases, where higher access type may be required.

Granting only GET access type on the standardized MOs does not restrict an implementation to give more access type, since
the standardized MO only specifies the MINIMUM access type required. If there is a requirement for other types of access,
such as EXEC, then they will need to be specified as well.

In case of security information, such as User and Password, these sub nodes must have NO GET access type.

7.4 Status and Occurrence Guidance

When creating a MO, the creators need to decide on the value of the Status and Occurrence of each node. For that purpose,
this section describes the definitions and some examples on how Status and Occurrence work:
- Status:
o Definition:
= The Status definition in the node definitions indicates if the Client must support that node or not.

= [Ifthe Status is “Required” even though the node may not be present at that time, the Server can
expect the Client to be able to support it.
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= [fthe Status is “Required” then the Client must support that node in the case the Client supports
the parent node. If the Status is “Optional” then this should be reflected in DDF file to show
whether the node is supported. If the Status is “Required” then the Client must support that node
in the case the Client support the parent node.

= When creating the Status of an MO, the child may be Required, while the parent node may be
Optional. This would mean that all those elements would be Optional, but in case the parent node
is present, then those child nodes would be Required.

o Possible Values: The value of this parameter can be "Required" or “Optional”.
- Occurrence:

o Definition: Whether or not a node actually exists and the allowed number of its instances is controlled by
Occurrence element.

o Possible Values:
= ZeroOrOne
= ZeroOrMore

= ZeroOrN
=  One
= OneOrN

=  OneOrMore

7.5 Format Guidance

When creating a MO, the creators need to decide on the Format of each node.

The Format property always maintains information about the data format of the current node value. The possible Format
values are listed as below: b64 | bin | bool | chr | int | node | null | xml | date |time
|float.

Note that interior nodes must have “node” as the Format value.

If a leaf node has no content information and it will never have any value, the Format value can be set as “null”. For example,
when a leaf node serves only as the target of an Exec command, the Format value can be set as “null”. That is, it is never
intended to have a value.

7.6 MO Generation

Management Objects are created on the device in one of three ways:

e Fully static MOs — the Server cannot create or delete these MOs. The MOs are fully specified in static form by the
Client vendor. Node values within the MOs can be replaced, but nodes within the MOs can not be added or removed.

e Fully dynamic MOs are created node-by-node typically by the Server (but could sometimes be by the Client, with
notification to the Server) at run-time.

*  Hybrid MOs— after the dynamic creation of a parent node by the Server, the device automatically creates a factory-
provisioned set of sub-nodes, and may fill in some default data as well. The static parts of these MOs are the
automaticaly created sub-nodes and the default data (which is up to the implementation). This model may also be used
within an MO to provide for repeating groups of related nodes.

Devices will likely employ all three models.

Device manufacturers will decide if they implement nodes as static or dynamic. They will publish which method they have
used in the corresponding DDF file for all nodes. It is common to specify the minimum access type to only GET since the
commands REPLACE, ADD and DELETE are dependent of the device manufacturers implementation choice.
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Some examples of these models:

*  DevInfo/DevDetail is probably fully static for most vendors.

» DataSync is an example of a fully dynamic sub-tree — servers create each node and set the proper values in order
for the device to make use of the configuration.

* E-Mail and DMAcc are examples where the hybrid model makes most sense: A Server adds a new e-mail account
dynamic node and the device automatically creates all sub-nodes with appropriate default values. Server then uses
Replace commands to adjust the values as needed.

7.7 OMNA Registration Iltems for MO DDF Files

The OMNA registration for MO DDF files records the name for the MO in two of three name schemes. The three defined
name schemes are:

MO Label Description

Assignments of values to MOs defined by OMA Work Groups

oma_label These will have namespaces assigned by OMNA (see below)

Assignments of values to MOs defined by external entities

ext_label These will have namespaces assigned by the external group

Values that are used for testing or private use

x_label These will not be recorded by OMNA

The format of the namespaces registered by OMA Work Groups is:
urn:oma:mo:oma_{Label}:{VersionText}
Example namespaces are:

urn:oma:mo:oma foo:1.0
urn:oma:mo:oma_bar:1.0

7.8 Guidance for MO Creation within OMA
7.8.1  Naming of MO DDF docs

The public reachable MO DDF file names are generally shorter and simpler than the names of the OMA permanent
documents used for change management. There is generally no need to have superfluous text in the public file names and it is
quite expected to avoid constructs like date strings and status values as well. As a consequence, the following file name
construction scheme is used for the 'SUP' files in the permanent document area and public file names.

Perm Doc - OMA-SUP-MO_oma_{Label}-V {versionNumbers}-{DateStr}-{State}.txt
Public - oma {Label}-v{versionNumbers}.ddf
Examples:

OMA-SUP-MO_oma foo-V1 0-20070123-C.txt ==> oma_foo-vl 0.ddf
OMA-SUP-MO_oma bar-V1 0-20070321-C.txt ==> oma_bar-vl 0.ddf
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7.8.2 Handling of MO DDF docs

The DDF file is maintained in the OMA Portal Permanent Document area as with the specifications in the enabler. It is
subject to revision using the normal CR process. Application of CRs to the DDF file will result in an updated file with the
appropriate date associated.

The DDF permanent document file should be treated as if it has the ".txt" file extension. When the public reachable file is
loaded, it will be loaded with the ".ddf" extension.

References to OMA defined DDF files in specifications should be done to the developed supporting file. An example
reference would look like:

[FOO_MO_DDF] | “MO DDF for FOO Enabler”, Version 1.0, Open Mobile Alliance™,
OMA-SUP-MO_oma_foo-V1 0,
URL:http://www.openmobilealliance.org/

7.8.3 MO specifications and DDF Files in Enabler Releases

As with specifications, MO specifications and DDF files may be deliverable of an Enabler Release or a Reference Release.
So, similar to how specifications are released, MO specifications and DDF files are packaged in the Enabler Release Package
or Refrence Release Package to be made available. This packaging also includes appropriate linkages in the ERELD or
RRELD.

The reference release procedure will be used to develop Data Model MO enablers. The enabler release procedure will be used
to develop Functional MO Enablers.

The following is an example MO DDF file entry in the ERELD:

Supporting Files

[FOO_MO_DDF] OMA-SUP-MO_oma_foo-V1_0-20070123-C | This MO DDF describes the configuration for the FOO Enabler.
Working file in OMNA MO directory:

file: oma_foo-v1_0.ddf

path: http://www.openmobilealliance.org/tech/omna/dm_mo/
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8. OMA Registration
8.1 AC Registration

OMNA (Open Mobile Naming Authority) maintains a registry of ACs that are registered by OMA, Primarily there registered
values used for APPID, used to identify Application Characteristic (AC) descriptions. These APPID registrations may be
made by OMA Working Groups or External entities. In all cases, the registry provides for allocation of the needed "APPID"
value and serves as a repository for the AC descriptions. These AC descriptions are for information.

The APPID registry is divided into four sets of labels: three named collections which are managed by OMNA and one in
support of IANA ports. These labels are described in the following table:

Range Description

ap0001-

Assignments of APPIDs for Enablers defined in OMA
ap1999

ap2001-ap5999 |Assignments of APPIDs for Externally defined Application entities

wl-wA Legacy assignments of APPID from the former WAP Forum (based on earlier assignment rules)

numeric Assignments associated with registered ports (JANA)

For each registered APPID, an informative copy of the AC description is linked on the OMNA website. Users of this type of
information are reminded that the appropriate normative descriptions are associated with the enablers.

To request an APPID registration, it is necessary to make a request and provide a copy of the AC that would be associated to
the APPID. The description will be reviewed by the Device Management (DM) Working Group to make sure that it conforms
to the defined format. If this passes, it will be assigned an APPID and registered on the OMNA page. A form for submitting a
request may be found on the OMNA pages of the OMA website.

8.2 MO Registration

OMNA also maintains a registry of MOs. The MO registry can be found at:

http://www.openmobilealliance.org/tech/omna

Registering a MO is an important task. It allows a party to associate a Management Object identifier (MOI) to a specific MO
and to let the rest of the world know about that MO. The MOI registrations may be made by OMA Working Groups or
external organizations.

Registering consists in gathering all information relevant to a MO in a document that will later be referenced that will later be
posted in the OMNA website.

In order to register a MO there is a process that needs to be followed. Please note that vendors registering MOs need only to
do step 6:

1. OMA Working Groups must use the latest support document template as the baseline for the MO DDF (OMA-
Template-SUPgeneric-YYYYMMDD-L.txt). Non OMA parties are encouraged to use this template as well.

2. Create MO specification. OMA Working Groups must use a standalone document for the MO using the latest TS
template or DDS template Typically the Data Model MO will use the DDS template. However, one enabler may
contain two functional MOs and one data model MO, then all documents could be based on the TS template. Non
OMA parties are encouraged to use these templates as well.

3. Other Standard bodies are highly recommended to send the MO for review to the OMA DM WG. Please note that
the MO will not be agreed by the OMA WG, just reviewed for compliance with DM protocol. This review will not
have any official status, but will help determine potential problems with the MO.
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4. Wait for the OMA review of the document.

5. Modify the MO and the associated DDF according to the comments from the OMA DM WG (if any comments have
been received).

6. Complete the electronic form on the OMNA MO Request page for submission. The linkage for this page is
http://www.openmobilealliance.org/tech/omna. The required information is for any party registering an MO is:

a. Name of the submitter.

b. Email address of the submitter.

c¢. URL of MO DDF file (optional).

d. URL of MO specification that defines the Management Object.

Requested MO registration identifier.

f.  Short description of the MO.

A copy of the MO DDF file needs to be sent to the OMNA Secretary. After some review, the OMNA Secretary will revise
the documentation and most likely assign the requested MOI to the MO.

At this moment, the registration will be considered complete and all the relevant information (all parameter listed on top plus
the assigned MOI) will be posted at the OMA-OMNA website.

OMNA maintains a registry of values used for Managed Object (MO) descriptions. In all cases, the registry provides for
allocation of the needed MO URN value and serves as a repository for the MO descriptions. The linkage for the registry is
http://www.openmobilealliance.org/tech/omna/omna-dm_mo-registry.htm

The MO registry is divided into three segments: two named collections which are managed by OMNA (one for OMA WG
defined objects and one for external) and one undefined set for testing or private use. These labels are described in the
following table:

Range Description
oma-label Assignments of values to MOs defined by OMA Work Groups
ext-label Assignments of values to MOs defined by external organizations
x-label 'Values that are used for testing or private use - will not be recorded

Here are some examples for URN based MOI for information:

MO Value MO Identifier
oma-dm-devinfo urn:oma:mo:oma-dm-devinfo:1.0
ext-3gpp-vce urn:oma:mo:ext-3gpp-vcec:1.0
x-private-test urn:oma:mo:x-private-test:1.0
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9. Smart Cards

Smart cards provide a way to initialize devices independently of the bootstrap profile supported as described in [DMBOOT].
The following sections provide recommendations on the different matters to be considered during the creation of Application
Characteristics and/or Management Objects when smart cards are involved.

9.2 Data storage for bootstrap information

The parameters exposed to a remote Server by the means of a Management Object can be initialized using smart cards. The
initialization through a smart card can be accomplished in different ways:

a) Including bootstrap information (i.e. MOs) in the DM bootstrap file as defined in [DMBOOT].
b) Including bootstrap information (i.e. ACs) in the CP bootstrap file as defined in [DMBOOT].

9.3 Interoperability and backward compatibility

9.3.1 Smart Cards personalization

If smart cards are expected to work on devices independently of the bootstrap profile (i.e. CP or DM) it is recommended to
personalize the smart cards with a single PKCS#15 structure able to support both profiles.
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