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1. Scope

This specification, together with the other speaifion comprising the Mobile Broadcast Servicestigra(BCAST 1.0),
define a technological framework and specify globiziteroperable technologies for the generatioanagement and
distribution of mobile broadcast services overatight broadcast distribution systems. The comfiiltef the specifications
for BCAST 1.0 is defined in the Enabler Releaseim@in of BCAST 1.0 [BCAST10-ERELD]. This enablsuite includes
specifications for the following functions: ServiGaiide; Service and Content protection; File amdé8h distribution;
Terminal Provisioning; Service Provisioning; Natdtions; and; Service Interaction. In additionpacification is provided
for Roaming, Mobility and Charging. Adaptationssgeecific broadcast distribution systems (3GPP/MBBISPP2/BCMCS
and “IP Datacast over DVB-H") are specified in theaptation Specification documents.

Overall, the scope of the BCAST 1.0 enabler isiserlayer technologies. Thus, all specificationdrads the protocol layers
on top of the radio bearer level. Furthermore, mmon nominator for all the BCAST 1.0 technologieshiat they are based
on Internet Protocol (IP) and technologies relateldP. This scoping applies to all features andcfiomalities specified in
BCAST 1.0.

The following functions are included in this spéeztion: Service Provisioning; Terminal Provisiogirinteraction,
Personalization and Support for User-Based ProditesPreferences; Security and Privacy; Charginghildy; Broadcast
Roaming; Notification; and; Location Informatioruher, this document provides mappings betwee®B@&&ST 1.0
interfaces as defined in BCAST Architecture [BCA®TArchitecture] and the various BCAST 1.0 TechniBpkcifications.
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[DMSTDOBJ]

[DMTND]

[DMTNDS]

[DRM20-Broadcast-

Extensions]

[DRMDRM-v2.0]

[ERELDSC]

[HTML4.01]

[IOPPROC]

[ITU-MCC]

[MMSCONF]

[MMSTEMP]

[OMA Charging AD]

[OMA DM]

[OMA FUMO]

[OMA MLP]

[RFC 1951]

[RFC 1952]

[RFC 2048]

“OMA Device Management Standardized Objects, Verdi@”. Open Mobile Alliance . OMA-TS-
DM_StdObj-V1_2.
URL: http://www.openmobilealliance.org/

“OMA Device Management Tree and Description, Varsio?2”. Open Mobile Alliancg . OMA-TS-
DM_TND-V1_2.
URL: http://www.openmobilealliance.org/

“OMA Device Management Tree and Description Sezalon, Version 1.2”. Open Mobile Alliance
OMA-TS-DM_TNDS-V1 2.
URL: http://www.openmobilealliance.org/

"OMA DRM v2.0 Extensions for Broadcast Support".@pviobile Alliance™, OMA-TS-DRM-XBS-
V1 0,
URL: http://www.openmobilealliance.org/

“DRM Specification V2.0”, Open Mobile Alliance™, OMDRM-DRM-V2_0,
URL: http://www.openmobilealliance.org/

“Enabler Release Definition for SyncML Common Sfieeations, version 1.2". Open Mobile Alliane
OMA-ERELD-SyncML-Common-V1_2.
URL: http://www.openmobilealliance.org/

“HTML 4.01 Specification”, W3C Recommendation 24deenber 1999,
URL: http://www.w3.org/TR/html401/

“OMA Interoperability Policy and Process”, Versiarl, Open Mobile Alliance™, OMA-IOP-Process-
V1 1,
URL: http://www.openmobilealliance.org/

“List of Mobile Country or Geographical Area CodeBrU-T Telecommunication Standardization Sector

of ITU Complement To ITU-T Recommendation E.212/2084),
URL: http://www.itu.int/dms_publ/itu-t/opb/sp/T-SP212A-2007-PDF-E.pdf

Note: This List will be updated regularly by numéeiseries of amendments published in ITU
Operational Bulletin. For the latest version see:

URL: http://www.itu.int/itu-t/bulletin/annex.html

“MMS Conformance Document 1.3", Open Mobile Alli@@pen Mobile Alliance™|, ). OMA-MMS-
CONF-1_3.doc.
URL: http://www.openmobilealliance.org/

“MMS Message Template Specification 1.3", Open MeBiliance™, Open Mobile Alliance. OMA-
MMS-TEMP-1_3.doc.
URL: http://www.openmobilealliance.org/

“Charging Architecture”, Open Mobile AllianceOperoldile Alliance™, OMA-AD-Charging-V1_0-
20060511-D,
URL: http://www.openmobilealliance.org/

“Enabler Release Definition for OMA Device Managernel.2”, OMA-ERELD-DM-V1_2_ 0,
URL: http://www.openmobilealliance.org/

"OMA Enabler Release Definition for Firmware UpdManagement Object v1.0", Open Mobile
Alliance™, OMA-ERELD-FUMO-V1_0,
URL: http://www.openmobilealliance.org/

“Mobile Location Protocol”, Open Mobile AllianceOpéJobile Alliance™TM, OMA-TS-MLP-V3_2
URL: http://www.openmobilealliance.org/

“DEFLATE Compressed Data Format Specification varsi.3”, P. Deutsch, May 1996,
URL:http://www.ietf.org/rfc/rfc1951.txt

“ZIP file format specification version 4.3", P. Disah, May 1996,
URL:http://www.ietf.org/rfc/rfc1952.txt

“Multipurpose Internet Mail Extensions (MIME) Pafbur: Registration Procedures”, N. Freed, J.
Klensin, J. Postel, November 1996,
URL: http://www.ietf.org/rfc/rfc2048.txt
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[RFC 2119]

[RFC 2234]

[RFC 2246]

[RFC 2616]

[RFC 2822]

[RFC 2865]

[RFC 3261]

[RFC 3966]

[RFC4234]

[SCRRULES]

[SSL30]

[URI-Schemes]

[XHTMLMP11]

[XML]

[XMLSchema]

“Key words for use in RFCs to Indicate Requiremnlsmiels”, S. Bradner, March 1997,
URL: http://www.ietf.org/rfc/rfc2119.txt

“Augmented BNF for Syntax Specifications: ABNF”. Drocker, Ed., P. Overell. November 1997,
URL: http://www.ietf.org/rfc/rfc2234.txt

“The TLS Protocol, Version 1.0", T. Dierks, C.Allefanuary 1999,
URL: http://www.ietf.org/rfc/rfc2246.txt

IETF RFC 2616, “Hypertext Transfer Protocol -- HTTR",
URL: http://www.ietf.org/rfc/rfc2616.txt

RFC 2822, “Internet Message Format”, P. Resnick Agdil 2001,
URL: http://www.ietf.org/rfc/rfc2822.txt

“Remote Authentication Dial In User Service (RADIJSThe Internet Engineering Task Force RFC
2865,
URL: http:// www.ietf.org/

“SIP: Session Initiation Protocol”, Rosenberg,tlaleJune 2002,
URL: http://www.ietf.org/rfc/rfc3261.txt

“The tel URI for Telephone Numbers”, Schulzrinne, Becember 2004,
URL: http://www.ietf.org/rfc/rfc3966.txt

“Augmented BNF for Syntax Specifications: ABNF”. Drocker, Ed., P. Overell. October 2005,
URL:http://www.ietf.org/rfc/rfc4234.txt

“SCR Rules and Procedures”, Open Mobile Allianc&@MA-ORG-SCR_Rules_and_Procedures,
URL :http://www.openmobilealliance.org/

“SSL 3.0 Specification”, Netscape Communicationsyémber 1996,
URL: http://wp.netscape.com/eng/ss|3/draft302.txt

“URI Schemes for the Mobile Applications Environrntieiversion 1.0, Open Mobile Alliance™,
URL: http://www.openmobilealliance.org/

"XHTML Mobile Profile 1.1", Open Mobile AllianceOpeMobile Alliance™. OMA-WAP-XHTMLMP-
V1_1.
URL: http://www.openmobilealliance.org/

Extensible Markup Language (XML) 1.1, W3C Recomnatimh 04 February 2004, edited in place 15
April 2004.
URL: http://www.w3.0rg/TR/xml11

XML Schema,
URL: http://www.w3.org/XML/Schema

2.2 Informative References

[BCAST10-Architecture]

[BCAST10-ERELD]

[DMACMO]

[ETSI 102 470]

[OMADICT]

[RFC 4281]

"Mobile Broadcast Services Architecture”, Open Mel#lliance™, OMA-AD- BCAST-V1_0,
URL: http://www.openmobilealliance.org/

"Enabler Release Definition for Mobile Broadcastvizs”, Open Mobile Alliance™, OMA-ERELD-
BCAST-V1_0,
URL: http://www.openmobilealliance.org/

“White Paper on Provisioning Objects”. Open Mot#léancell . OMA-WP-AC_MO.
URL: http://www.openmobilealliance.org/

ETSI TS 102 470 v1.1.1 (2006-06), “Digital Videodaddcasting (DVB); IP Datacast over DVB-H:
Program Specific Information (PSl)/Service Inforioat(Sl)”,
URL: http://portal.etsi.org

“Dictionary for OMA Specifications”, Version x.y, @n Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y,URL:http://www.openmobilealliance.org/

“The Codecs Parameter for "Bucket" Media Types"@GRllens, D. Singer, P. Frojdh, November 2005,
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

The following is the legend used in this specifimat
Type: E=Element, A=Attribute, E1=sub-element, EZ=element’s sub-element, E[n]=sub-element of elé¢mek]

Cardinality: x..y = the number of the presentedanse of this element/attribute is in the rangenfeoto y. If x=0, this
specific element/attribute is OPTIONAL for netwddkuse, otherwise it is MANDATORY for network toais

Category: NM = Mandatory for network to support; ¥@ptional for network to support; TM = Mandatdoy terminal to
support; TO = Optional for terminal to support. Miandatory to support; O = Optional to supporarfelement or attribute
has a cardinality greater than zero, it is alwdgsgified as M or NM to maintain consistency.

The following relationship applies between elememtd their sub-elements respectively attributes:

If an implementation chooses to ... it MUST also support all its ... it MAY also choose to support any of

support an element of category,  sub-elements and attributes of itssub-element or attribute of category
category

(o] M (o]

NO NM NO

TO ™ TO

This is an informative document, which is not imted to provide testable requirements to implemiamtst

3.2 Definitions

Broadcast Roaming Broadcast Roaming is the ability of a user to nezéiroadcast services from a Mobile Broadcast Servi
Provider different from the Home Mobile Broadcast\ice Provider with which the user has a
contractual relationship.

Broadcast Service A Broadcast Service is a “content package” suitédiisimultaneous distribution to many recipients
(potentially) without knowing the recipient. Eitheach receiver has similar receiving devices er th
content package includes information, which alltkesclient to process the content according to his
current conditions.

Examples of Broadcast Services are:

e pure Broadcast Services:
- mobile TV
- mobile newspaper
- mobile file downloading (clips, games, SW upgsadeher applications, applications)

« combined broadcast/interactive Broadcast Services:
- mobile TV for file downloading with voting
- betting Broadcast Services
- auction Broadcast Services
- trading Broadcast Services

Broadcast Service Area The geographical or logical area in which a Broati&ervice is distributed.
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CSIM

Home Mobile Broadcast
Service Provider

IRM (International
Roaming MIN)

Long-Term Key Message

MIN (Mobile Identification
Number)

Mobile Broadcast Service

Mobile Broadcast Service
Provider

Mobility

Purchase Item

Rights Issuer
Rights Object

R-UIM

Short-Term Key Message

Smartcard

Acronym for ‘cdma2000 Subscriber Identify Modulegrresponding to an application defined in [3GPP2
C.S0065] residing on the UICC to register servimewided by 3GPP2 mobile networks with the
appropriate security.

The Mobile Broadcast Service Provider with which tiser has a subscription. Typically a user has one
Home Mobile Broadcast Service Provider. Howeveg,iker may also have no Home Mobile Broadcast
Service Provider or several Home Mobile Broadcasvige Providers

A form of MIN defined by IFAST (International Foruan ANSI-41 Standards Technology) towards
facilitating international roaming by minimizing eflicts with the North American MIN.

Collection of keys and possibly, depending on tiofile, other information like permissions and/dher
attributes that are linked to items of content@wiges.

MIN is a numeric ID that uniquely identifies a migbdefined by TIA standards for Cellular and PCS
technologies. The MIN may be in the form of an IRKkternational Roaming MIN). Note: the MIN may
be in the form of the IRM.

Mobile Broadcast Services include a wide rangeroéticast services, which jointly leverage both the
unidirectional one-to-many broadcast paradigm ardirbctional unicast paradigm in a mobile
environment, covering one-to-many services ranfjiiog classical broadcast to mobile multicast.
Typically, Mobile Broadcast Services deliver conttenitable for simultaneous one-way distributiomto
potentially large number of recipients without ety on specific addressing information of eachpirit.
Associated two-way interactive transactions hadogtextual relevance to the broadcast programs
typically rely on established unicast delivery noeth requiring specific recipient addressing infaiora

Examples of Mobile Broadcast Services include diiewing:

e pure Broadcast Services:
o mobile TV
0 mobile newspaper
o mobile file downloading

« combined broadcast/interactive Broadcast Services:
o mobile TV for file downloading with voting
0 Broadcast Services for betting
0 Broadcast Services for auction
0 Broadcast Services for trading

Business entity that has a role of providing thebMoBroadcast Services to the user. Mobile Broatica
Service Provider may operate any set of serverfaigietionalities as outlined in Mobile Broadcast
Services Architecture [BCAST10-Architecture]. MabBroadcast Service Provider may have a
subscription with the user. Note: In this speciima Mobile Broadcast Service Provider is not técah
or architectural concept

The ability to receive service independent of lmoabr while moving. (from OMA Dictionary)

A purchase item groups one or multiple serviceggieces of content that an end-user can purchase or
subscribe to as a whole [BCAST10-SG].

An entity that issues Rights Objects to OMA DRM @&wmant Devices [DRMDRM-v2.0].

A collection of Permissions, Constraints, and o#taibutes which define under what circumstances
access is granted to, and what usages are definddRM Content. All OMA DRM Conformant Devices
must adhere to the Rights Object associated witMXRntent [DRMDRM-v2.0].

Acronym for ‘Removable User Identity Module’, cosponding to a non-UICC platform based module as
defined in [3GPP2 C.S0023] to register servicesigen by 3GPP2 mobile networks with the appropriate
security.

Message delivered alongside a protected servicgjicg key material to decrypt and optionally
authenticate the service, and access rights teettetl content.

A non-UICC secure function platform which may antthe SIM or R-UIM module, or a UICC-based
secure function platform which may contain one orenof the following applications: a 3GPP USIM
3GPP2 CSIM. Note that the set of applications/negltesiding on the Smartcard are typically govérne
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by the affiliation of the Smartcard to 3GPP or 3@RPBecifications, as indicated by the definitiotoiae
for “Smartcard Profile”.

Smartcard Profile Alias for a set of Smartcard-based technologiesraechanisms which provide key establishment and key
management, as well as permission and token hanfdlirthe Service and Content Protection solutam f
BCAST Terminals. In particular, subscriber keyabfishment and both short and long term key
management may be based on GBA mechanisms andrec&mavith (U)SIM as defined by 3GPP, or
based on a pre-provisioned shared secret key &mebatcard with R-UIM/CSIM or a UIM as defined by
3GPP2.

The Smartcard Profile is described in [BCAST10-8amtProt] Section 6.

User ID A unique ID that can be used to identify the usghie BCAST service areas of both the Home Mobile
Broadcast Service Provider and the Visited Mobiled8icast Service Provider. An example is the
3GPP/3GPP2 IMSI (International Mobile Subscribaniity) as specified in 3GPP TS 23.003 and 3GPP2
C.S0005 (for the case the Broadcast Service Proigdecellular mobile operator).

Visited Mobile Broadcast

; . Any other Mobile Broadcast Service Provider thamuker's Home Mobile Broadcast Service Provider.
Service Provider

3.3 Abbreviations

3GPP 3rd Generation Partnership Project

BCAST Mobile Broadcast Services

BCMCS Broadcast Multicast Service

BDS Broadcast Distribution System

BSA BCAST Service Application

BSD/A BCAST service distribution/adaptation

BSDA BCAST Service Distribution and Adaptation
BSM BCAST Subscription Management

BSM BCAST Subscription Management

BSP-C Broadcast service provisioning Client Function
BSP-M Broadcast service provisioning Management Function
CID Content ID

DCF DRM Content Format

DRM Digital Rights Management

DVB Digital Video Broadcast

DVB-H Digital Video Broadcast — Handheld

DVB-T Digital Video Broadcast — Terrestrial

EN European Norm

ESG Electronic Service Guide

ETSI European Telecommunications Standards Institute
FDT File Delivery Table

FEC Forward Error Correction

FLUTE File Delivery over Unidirectional Transport
GZIP GNU zip

HTTP Hyper Text Transfer Protocol

HTTPS Secure Hyper Text Transfer Protocol
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IMEI
IMS
INT

IP
IPDC
IPsec
ISMACryp
KMS
LTKM
MBMS
MIKEY
MMS
MPE
MTD
OMA
OSF
PSI/SI
RI

RO
RTCP
SDP
SG
SG-C
SG-D
SGDU
SIP
SMIL
SMS
SRTP
STKM
TCP
TP-C
TP-M
TR

TS
UbP
WAP
XHTML
XML

Interaction Channel

International Mobile Equipment Identity

IP Multimedia Subsystem

IP/MAC Notification Table

Internet Protocol

IP DataCast

IP security

Internet Streaming Media Alliance (ISMA) Encryptiand Authentication
Key Management System

Long-Term Key Message

Multimedia Broadcast / Multicast Service
Multimedia Internet KEYing

Multimedia Messaging System
Multi-Protocol Encapsulation

Message Template Definition

Open Mobile Alliance

Open Security Framework

Program Specific Information/Service Information
Rights Issuer

Rights Object

Real Time Control Protocol

Session Description Protocol

Service Guide

Service Guide-Client

Service Guide-Distribution

Service Guide Delivery Unit

Session Initiation Protocol

Synchronized Media Integration Language
Short Message Service

Secure Real-time Transport Protocol

Short Term Key Message

Transmission Control Protocol

Terminal Provisioning Client Component
Terminal Provisioning Management Component
Technical Report

Technical Specification

User Datagram Protocol

Wireless Application Protocol

Extensible Hypertext Markup Language

Extensible Markup Language
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4. Introduction

The term "Mobile Broadcast Services" refers to@aldrrange of Broadcast Services, which jointly tege the
unidirectional one-to-many broadcast paradigm &ecdoi-directional unicast paradigm in a mobile emwiment, and covers
one-to-many services ranging from classical brostdoamobile multicast.

Building on mobile network systems, which providellvectional links, and digital broadcast systembijch provide uni-
directional broadcast, Mobile Broadcast Servicesbendistribution of rich, interactive, and bandiidonsuming media
content to large mobile audiences.

4.1 Version 1.0

In general, the availability of both broadcast aferand interaction channel are assumed for the BICA O enabler.
However, both broadcast channel and interactionmdlanay be temporarily unavailable, for example thulack of radio
coverage. Further, devices without access to &anaation channel are possible within the BCAST ieckture and
specifications. However, such devices may havedidniunctionality. Optimizations for devices withianteraction channel
are optional to implement in devices with interastchannel and are optional to use (for detaildlse&SCR tables). Parts of
the enabler are adaptation specifications for IRDE& DVB-H [BCAST10-DVBH-IPDC-Adaptation], 3SGPP MB#
[BCAST10-MBMS-Adaptation], and 3GPP2 BCMCS [BCASTRCMCS-Adaptation].

This specification is structured as follows. Chaptstarts by mapping the interfaces as defind8IGAST Architecture
[BCAST10-Architecture] to the various BCAST 1.0 heccal Specifications. Further, chapter 5 specifiesfollowing
BCAST 1.0 functions: Service Provisioning; TermiRabvisioning; Interaction, Personalization and gupfor User-Based
Profiles and Preferences; Charging; Mobility; Broast Roaming; Notification; and; Location Infornuetti Appendix D
provides informative examples related to serviteraction and Appendix E illustrates the roamingtesl flows.

It is assumed that in BCAST 1.0 the network willkeaise of the BDS resources in accordance witledbabilities of the
BDS.
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5. Mobile Broadcast Services

Mobile Broadcast Services Architecture [BCAST104itecture] defines the Mobile Broadcast Servicealier as a set of
service-enabling functions. Within the overall aretture, each function has a set of interfacesh eadwhich forms the
basis for interoperability. Although the architeetas such is not normatively specified, the iategt provide a useful tool
to map the various parts of BCAST specificationth context of the overall architecture. The failog table outlines how
different parts of the BCAST Enabler are specifiethe Technical Specifications.

Service Guide SG-1 Out of scope of BCAST 1.0
SG-2 Out of scope of BCAST 1.0
SG-4 Refer to [BCAST10-SG], section 5.3 and 5.6
SG-5 Refer to [BCAST10-SG], sections 5.3, 5.4.2 Guidl
SG-6 Refer to [BCAST10-SG], sections 5.3, 5.4.3,5and 6.2
SG-B1 Refer to [BCAST10-SG], sections 5.3 and €208 Adaptation
Specification.
File Distribution FD-1 Refer to [BCAST10-Distribution], section 5.4.1
FD-2 Refer to [BCAST10-Distribution], section 5.4.1
FD-5 Refer to [BCAST10-Distribution], section 5.2
FD-6 Refer to [BCAST10-Distribution], section 5.8d85.5
FD-B1 Refer to [BCAST10-Distribution] section 5.4a8d each BDS
Adaptation Specification.
Stream Distribution SD-1 Refer to [BCAST10-Distribution], section 6.4.1
SD-2 Refer to [BCAST10-Distribution], section 6.4.1
SD-5 Refer to [BCAST10-Distribution], section 6.2
SD-6 Refer to [BCAST10-Distribution], section 6.366.5
SD-B1 Refer to [BCAST10-Distribution] section 6.48d each BDS
Adaptation Specification.
Service Protection SP-2 Uses SD-2 and FD-2
SP-4 Refer to [BCAST10-ServContProt] section 13.1
SP-5-1 Refer to [BCAST10-ServContProt] sectionb®®. 5.6.2.1,
6.8.1.1, and 6.8.2.1
SP-5-2 Refer to [BCAST10-ServContProt] section 5.8, 5.5, 6.5, 6.6,
and 6.7
SP-7 Refer to [BCAST10-ServContProt] section 5.3, 6.5, and 6.6
SP-9 Out of scope (this is a terminal internalriistee and is not
standardized within OMA BCAST)
Content Protection CP-2 Uses SD-2 and FD-2
CP-4 Refer to [BCAST10-ServContProt] section 13.2
CP-5-1 Refer to [BCAST10-ServContProt] sectionsb& 5.6.2.2,
6.8.1.2, and 6.8.2.2
CP-5-2 Refer to [BCAST10-ServContProt] sections 5.8, 5.5, 6.5, 6.6
and 6.7
CP-7 Refer to [BCAST10-ServContProt] sections 5.8, 6.5, and 6.6
CP-9 Out of scope of BCAST 1.0 (this is a termin&rnal interface
and is not standardized within OMA BCAST)
Service Interaction SI-8 Refer to this specification, section 5.3
Service Provisioning SPR-7 Refer to this specification, section 5.1
SPR-8 Out of scope (this interface is for out-ofidbaubscription)
Notification NT-1 Refer to this specification, section 5.14
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NT-3 Refer to this specification, section 5.14
NT-4 Refer to this specification, section 5.14
NT-5 Refer to this specification, section 5.14
NT-6 Refer to this specification, section 5.14
Terminal Provisioning TP-4 Refer to this specification, section 5.2
TP-5 Refer to this specification, section 5.2
TP-7 Refer to this specification, section 5.2

Table 1: BCAST functions, Interfaces and Specificabns

In addition to specific functions, the BCAST Enatdiefines such horizontal, or universal, featueswgpport for Mobility,
Roaming and Charging. These aspects are in the sxfdpis specification.

5.1 Service Provisioning

BCAST Terminal SHALL support Service Provisioningssages if it supports the interaction channelifabdupports
service and/or content protection as defined inABT10-ServContProt]. This section specifies thesages used in Service
Provisioning function over interface SPR-7, betwBepadcast Service Provisioning Client (BSP-C)ie Terminal and

Broadcast Service Provisioning Management (BSPrMhé BSM. The Service Provisioning function supgtine following
operations:

= Requesting pricing information related to PurchiEseldeclared in Service Guide

= Requesting / subscribing to service related toratraseltem

= Renewing LTKMs related to already requested Pubters

= Requesting /subscribing to a service that was dyrparchased (e.g. via out of band means)
= Cancelling a subscription related to already retpteBurchaseltem

= Requesting a token or LTKM

= |nquiring the status of an account

= Subscription and unsubscription to user-specifiifications

To archive the above operations, the Service Faniigy function works with Service Guide functid®ervice Protection
function, and Content Protection function. The #igk to Service Guide is through the use of Purdteasdragment which
provides the identifiers (PurchaseltemID) usechimmessages of Service Provisioning function. iiege to Service and
Content Protection function is through service esjand subscription management messages, whigiagthe
functionality of Service Protection Function andn@mt Protection Function.

This section has two sub-sections, one for BCASTega Service Provisioning message and one fori&ePRrovisioning
message based on Smartcard profile. BCAST GePReoalsioning messages supports the various kih@ewvice
Protection Function and Content Protection Functvith the sub-elements and Smartcard service gianing message are
specified for Terminal supporting Smartcard peofil
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The following two tables specify under which coratis each message is mandatory or optional to sufipdhe general

Service Provisioning message and Smartcard SelPvimésioning message respectively.

Pricing Information Request 5.1.5.1.1 OPTIONAL OPTIONAL
Pricing Information Response 5.1.5.1.2 MANDATORY MANDATORY
Service Request 5.1.5.2.1 MANDATORY MANDATORY
Service Response 5.1.5.2.2 MANDATORY MANDATORY
Service Completion 5.1.5.2.3 OPTIONAL MANDATORY
LTKM Renewal Request 5.1.5.3.1 MANDATORY MANDATORY
LTKM Renewal Response 5.1.5.3.2 MANDATORY MANDATORY
LTKM Renewal Completion 5.1.5.3.3 OPTIONAL MANDATORY
Unsubscribe Request 5.1.54.1 MANDATORY MANDATORY
Unsubscribe Response 5.1.5.4.2 MANDATORY MANDATORY
Token Purchase Request 5.1.5.5.1 OPTIONAL OPTIONAL
Token Purchase Response 5.1.5.5.2 OPTIONAL OPTIONAL
Token Purchase Completion 5.1.5.5.3 OPTIONAL OPTIONAL
Account Inquiry Request 5.1.5.6.1 MANDATORY MANDATORY
Account Inquiry Response 5.1.5.6.2 MANDATORY MANDATORY

Table 2: Summary General Service Provisioning mesgas

Pricing Information Request 5.1.6.1.1 OPTIONAL OPTIONAL
Pricing Information Response  5.1.6.1.2 MANDATORY MANDATORY
Service Request 5.1.6.2.1 MANDATORY MANDATORY
Service Response 5.1.6.2.1 MANDATORY MANDATORY
LTKM Renewal Request 5.1.6.3 MANDATORY MANDATORY
LTKM Renewal Response 5.1.6.3 MANDATORY MANDATORY
Unsubscribe Request 5.1.6.4.1 MANDATORY MANDATORY
Unsubscribe Response 5.1.64.1 MANDATORY MANDATORY
Token Purchase Request 5.1.6.5.1 MANDATORY MANDATORY
Token Purchase Response  5.1.6.5.1 MANDATORY MANDATORY

Token Purchase Completion 5.1.65.1 OPTIONAL OPTIONAL
Account Inquiry Request 5.1.6.6.1 MANDATORY MANDATORY
Account Inquiry Response 5.1.6.6.2 MANDATORY MANDATORY
Registration Procedure 5.1.6.7 MANDATORY MANDATORY
LTKM Request Procedure 5.1.6.8 MANDATORY MANDATORY
Deregistration Procedure 5.1.6.9 MANDATORY MANDATORY

Table 3: Summary Smartcard Service Provisioning mesmges
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5.1.1 Transport Protocol for Service Provisioning M essages

Service Provisioning operations are executed bjaxging the Service Provisioning messages overfaate SPR-7. All the
Service Provisioning messages specified in thesainl the following sections and instantiated asbddcuments.
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All request and reply messages defined below corteequestiDfield which MAY be used by a terminal to map alyep
message to the corresponding request messagéisputpose, the network SHALL copy the requesttidrf a request
message into to the corresponding reply message.

The URL towards which the service provisioning nages are directed is signaled through the Purclmaset@l| fragment in
SG as PurchaseURL [BCAST10-SG].

5.1.1.1 Transport Protocol for General Service Prov  isioning Messages

The BSP-M in the BSM SHALL support HTTP POST ashwry method to exchange Service Provisioningsages over
SPR-7.

The BSP-M in the BSM MAY support HTTPS POST as kivdey method to exchange Service Provisioning ragss over
SPR-7, where HTTPS SHALL be based on SSL 3.0 [SBag0 TLS 1.0 [RFC 2246].

The BSP-C in the Terminal SHALL support HTTP POSitl MAY support HTTPS POST as a delivery methodxchange
Service Provisioning messages over SPR-7, wherdA$TIHALL be based on .SSL 3.0 [SSL30] and TLS R 2246].

For proper operation of Service Provisioning fungfithe terminal needs to know the URL for HTTRHGITPS sessions.
This is supported by ‘purchaseURL’ element contaiimethe PurchaseChannel fragment of Service Guide.

5.1.1.2 Transport Protocol for Smartcard Service Pr  ovisioning Messages

Most of the messages used for the Smartcard Peolspecified in [3GPP TS 33.246]. The remainiagyf8e Provisioning
messages are specified in the tables in the faligwections and are instantiated as XML documents.

For the Smartcard Profile using (U)SIM or (R-)UINB®/, the BSP-M in the BSM SHALL support HTTP POSida
SHALL support HTTP digest authentication as perPBGTS 33.246] or [3GPP2 X.S0022-A], respectivetyaaelivery
method to exchange Service Provisioning messagas3RR-7.

For the Smartcard Profile using (U)SIM or (R-)UIMB®/, the BRP-C in the Terminal SHALL support HTTR®T and
SHALL support HTTP digest authentication as perPBGTS 33.246] or [3GPP2 X.S0022-A], respectively.

For proper operation of Service Provisioning funigfithe terminal needs to know the URL for HTTRsa@ss. This is
enabled by the ‘PurchaseURL’ element containetiénRurchaseChannel fragment of the Service Guide.

5.1.2 HTTP Binding
5.1.2.1 HTTP Binding for General Service Provisioni ng Message

Request messages are sent as HTTP content ofdppécation/vnd.oma.bcast.sprov+xml”. Responsesvays sent as
part of the “200 OK” response to the original resfu@he content type is “application/vnd.oma.bsastv+xml”

5.1.2.2 HTTP Binding for Smartcard Service Provisio  ning Messages

HTTP Binding rule specified in [3GPP TS 33.246] SHAbe applied. If error is occurred on the proceduHTTP response
message SHALL have the error code defined in [3G8RB3.246]. If General Provisioning Messages aesl uthe same
HTTP binding rule defined in the previous sectiat e applied.

5.1.3  Authentication
5.1.3.1 Message Authentication for General Service  Provisioning Messages

For the general Service Provisioning messages,agessuthentication SHALL be provided using HTTP& SHALL be
based on SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246].
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5.1.3.2 Subscriber Authentication for Smartcard Pro  file Service Provisioning
Messages

Subscriber authentication for the Smartcard Pr&HALL be provided using HTTP digest as explaineBiGPP TS
33.246] or [3GPP2 X.S0022-A].

5.1.4 Use of Global Status Codes for Service Provis ioning Messages

Table 4 proposes example values from Table 4Zhfotransaction messages that require the use baGHtatus Codes. The
values shown below are for informative purposestaadull range of values of Table 42 are applieablall messages if
deemed required.

5.1.5.1.2 Pricing Information Response 000, 002, 003, 007, 008, 011, 013, 015,
016, 017, 018, 019, 020, 021, 023

5.1.6.2.2 Service Response 000, 001, 002, 003,00%4,006, 007, 008,
009, 011, 013, 014, 015, 016, 017, 018, 019
020, 021, 023, 031

5.1.5.3.2 Long-Term Key Renewal 000, 001, 002, 004, 005, 006, 007, 008, 010,

Response 011, 013, 015, 016, 017, 018, 019, 020, 021,
022, 023, 024,

5.1.5.4.2 Unsubscribe Response 000, 001, 002,007,010, 011, 013, 015,
016, 017, 018, 019, 020, 021, 022, 023

5.1.5.5.2 Token Purchase Response 000, 001, 0820086, 006, 007, 008, 009,
011, 013, 015, 016, 017, 018, 019, 020, 021,
022, 023, 024

5.1.5.6.2 Account Inquiry Response 000, 001, 002, 005, 007, 008, 011, 013,

014, 015, 017, 018, 019, 020, 021, 023
5.7.2.3. Roaming Authorization Response 000, 002, 003, 004, 005, 006, 007, 008,
009, 010, 011, 013, 014, 015, 016, 017, 018,
019, 020, 021, 022, 023, 024, 025, 026
5.7.2.5 RoamingServiceResponse 000, 001, 002,023,005, 006, 007, 008,
009, 010, 011, 013, 014, 015, 016, 017, 018,
019, 020, 021, 022, 023, 024, 025, 026

Table 4: Cross Reference Table (Informative)

5.1.5 General Service Provisioning Messages

This section specifies the General Service Pronis@pMessages. As described, many of the messagdbis icategory
support the Service Provisioning function of bdte Smartcard Profile and DRM Profile BCAST Term&abhereas others
specifically pertain to Service Provisioning for BIRProfile terminals. The XML schema for these megssais defined in
[BCAST10-XMLSchema-orderqueries].

5151 Pricing Information Request Messages
This message is sent by the terminal to the BSMdaest the pricing information of a particularghase item or items. It is
used in the following situations:

— the Service Guide announces Purchase Data eleassusiated with the Purchase Item, but does naienoe any
price for some or all of them, or

— the user wishes to discover whether a differerttepoir additional purchase options are availabldi®or her
subscriber ID.

The response message returns information aboutriteeand subscription options for each purchasm,ind optionally the
full Service Guide fragments that describe them.
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In the case of the (U)SIM Smartcard Profile, thenieal SHALL handle the PDP context used by thiscpdure as specified
in section 5.1.6.12.

5.15.1.1 Pricing Information Request
[_Name [ Type [ Category | Cardinalty |  Descipion [ DaaType |
Pricinginfo | E Pricing Information Request Message.
Request
Contains the following attributes:
requestiD
Contains the following elements:
UserlD
DevicelD
Purchaseltem
BroadcastRoamingSpecificPart
requestiD | A (0] 0.1 Identifier for the Price Information rectie unsignedIint
message.

UserID El @] 0..N The user identity known to the BSM. string
For the DRM profile, this element SHALL be
included.

For the Smartcard profile, this element SHALL
be omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6{6
Contains the following attributes:
type
type A M 1 Specifies the type of User ID. Allowed vatue | unsignedByt
are: e
0 — username defined in [RFC 2865]
1-IMSI
2 - URI
3 - IMPI
4 — MSISDN
5 - MIN
6-127 reserved for future use
128-255 reserved for proprietary use
DevicelD | E1 0] 0..N A unique device identification known bet string
BSM. For the DRM profile, this element
SHALL be included if the device supports IMEI
or MEID. A device supporting the DRM profile
SHALL NOT allow the user to modify the
DevicelD.
Contains the following attributes:
type
type A M 1 Specifies the type of Device ID. Allowed unsignedByt
values are e
0 — reserved for future use
1 - IMEI [3GPP TS 23.003]
2 — MEID [3GPP2 C.S0072]
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3-127 reserved for future use
128-255 reserved for proprietary use

Purchase | E1 M 1..N Identifier of the Purchase Item for whitle
Item user wants to know the price.
Contains the following attribute:
globallDRef
globallDRef | A M 1 The ID of the Purchase Item. A purchase item anyURI

identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.

PurchaseDa | E2 (0] 0..N Identifier the PurchaseData fragmentsoich
taReference the user wishes to know the price. If this
element is omitted, the user is asking for the
price of all the Purchase Data fragments
associated with the Purchase Item, and available
to the particular user.

idRef A M 1 Identification of the ‘PurchaseData’ fragmemt | anyURI
question.
BroadcastR | E1 (0] 0.1 This element provides information to help
oamingSpec processing the Service Request in case of
ificPart roaming. For rules on how to use this element,

see section 5.7.3.

If the BSM support Broadcast Roaming, it
SHALL support this element.

If the Terminal support Broadcast Roaming, if
SHALL support this element.

Contains the following elements:
HomeBSM
VisitedBSM

HomeBSM | E2 M 0.1 In case the Service Provisioning reqisest complexTyp
issued against the Visited BSM, this element| e as defined
indicates the Home BSM of the terminal in the for

context of this request. ‘BSMFilter
Code’in
section
5.4.1.5.2 of
[BCAST10-
SG]
VisitedBSM | E2 M 0.1 In case the Service Provisioning reqgisest complexTyp
issued against the Home BSM, this element | e as defined
indicates the Visited BSM from which the usefr for

wishes to purchase service. ‘BSMFilter
Code’ in
section
5.4.1.5.2 of
[BCAST10-
SG]

Table 5: Structure of Pricing Information Request in General Service Provisioning Message
5.1.5.1.2 Pricing Information Response

If the price information request is accepted by B&hn the message from BSM contains following data
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PricingInfoRes
ponse

Pricing Information Response
Contains the following attributes:
requestiD
globalStatusCode

Contains the following elements:
Purchaseltem

requestiD

0.1

Identifier for the corresponding Pricing
Information request message or Service Req
message.

unsignedint
est

global
Status
Code

0.1

The overall outcome of the request, acitwydo

the return codes defined in the section 5.11.

= |f this attribute is present and set to value
“0”, the request was completed
successfully. In this case the
‘itemwiseStatusCode’ SHALL NOT be
given per each requested ‘Purchaseltem’

= If this attribute is present and set to some
other value than “0”, there was a generic
error concerning the entire request. In thi
case the ‘itemwiseStatusCode’ SHALL
NOT be given per each requested
‘Purchaseltem’.

= |f this attribute is not present, there was a
error concerning one or more
‘Purchaseltem’ elements associated with
the request. Further, the
‘itemwiseStatusCode’ SHALL be given pg
each requested ‘Purchaseltenm’.

unsignedByt
e

1y

-

Purchaseltem

El

0..N

Describes the purchase-related informatioa
purchase item requested in the related
PricinginfoRequest message or ServiceRequ
message. It is possible to provide one or mor
prices of a purchase item by currency.

This element SHALL not be instantiated in cal
the ‘globalStatusCode’ attribute is present an
set to a value different from ‘0. In any other
case, it SHALL be instantiated.

In case the child ‘itemwiseStatusCode’ indica]
success, or the ‘globalStatusCode’ is present
and set to ‘0, at least one of
‘PurchaseDataReference’ or
‘PurchaseDataFragment’ element SHALL be
instantiated.

Note that it is permitted to include instances @
both ‘PurchaseDataReference’ and

tes

f

‘PurchaseDataFragment’ elements into the same

response.

Contains the following attribute:

globallDRef
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itemwiseStatusCode

Contains the following element:
PurchaseDataReference
PurchaseDataFragment

globallDRef

Identifier of the Purchase Item for which rice
was requested. A purchase item is identified
the GlobalPurchaseltemID found in the
Purchaseltem fragment.

anyURI
Py

itemwise
Status
Code

0.1

Specifies a status code of each Purcharssit
using GlobalStatusCode defined in the sectio
5.11.

unsignedByt
ne

PurchaseData
Reference

E2

Describes the purchase-related optioaidadle
for this user.

Contains the following attribute:
idRef

Contains the following elements:
Price

SubscriptionPeriod
SubscriptionType

TermsOfUse

idRef

Identifier of this Purchase Data, to be ubgd
the terminal when referencing to the purchasg
data in a subsequent Service Request mess

anyURI

n

nge.

Price

E3

1..N

Price information of purchase item thatsar

wants to know. This element takes precedeng
over the ‘MonetaryPrice’ element of the
referenced PurchaseData fragment.

Contains the following attributes:
validTo
currency

decimal
e

validTo

0.1

The last moment when this price informaii®
valid. If not given, the validity is assumed to
end in undefined time in the future. This field
expressed as the first 32bits integer part of N
time stamps.

The validity indicated by this attribute SHALL
be equal to or be within the range of the
fragment validity of the associated
‘PurchaseData’ fragment.

unsignedint

TP

currency

Specifies the currency codes defined in ISO
4217 international currency codes.

string

SubscriptionPe
riod

E3

0.1

Specifies the subscription period fordpgon
represented by this PurchaseData. If the
Purchase Item represents a bundle of service
the SubscriptionPeriod SHALL be returned.
Otherwise it MAY be omitted. This element

duration

n

takes precedence over the ‘SubscriptionPerig
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element of the referenced PurchaseData
fragment.

SubscriptionTy
pe

E3

The type of subscription offered as defimed
section 5.1.2.7 of [BCAST10-SG].

Allowed values are:

0 — one-time subscription

1 — open-ended subscription

2 — free trial subscription

3 — (not applicable)

4 — 127 Reserved for future use
128-255 Reserved for proprietary use

The Token-based modes defined in the
PurchaseData fragment SHALL NOT be
signalled here.

unsignedByt
e

TermsOfUse

E3

0..N

Element that declares there are Ternusef
associated with the ‘PurchaseData’ fragment
and parent ‘Purchaseltem’ this ‘Pricing
Information Response’ relates to.

Contains the textual presentation of Terms of
Use or a reference to Terms of Use
representation through ‘PreviewData’, and
information whether user consent is required
the Terms of Use.

Multiple occurrences of ‘TermsOfUse’ are
allowed within this message, but for any two

such occurrences values for elements “Country

and “Language” SHALL NOT be same at the
same time.

Contains the following attributes:
type
id
userConsentRequired
Contains the following sub-elements:
Country
Language
PreviewDatalDRef
TermsOfUseText

for

type

The way the terminal SHALL interpret the
Terms of Use:

0 — Display before purchasing or subscribing.
If ‘TermsOfUse’ element of type ‘0’ is present
terminal SHALL render the Terms of Use prig
to initiating purchase or subscription request
related Purchaseltem associated with this
message.

1-—

Not used.

2 -127 reserved for future use

unsignedByt
e

=
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128 -255 reserved for proprietary use

id

The URI uniquely identifying the Terms of Us

eanyURI

userConsentRe
quired

Signals whether user consent for these Terim
Use is needed.

true:

User consent is required for these Terms of U
and needs to be confirmed in the subscriptior
purchase request message related to the
Purchaseltem associated with this message.

false:

User consent is not required for the Terms of
Use.

5 boolean

Country

E4

0..N

List of countries for which the Termslfe is
applicable if consuming the service in that
country. Each value is a Mobile Country Codg
according to [ITU-MCC].

If this element is omitted, the Terms of Use al
applicable to any country.

string of
three digits

1)

e

Language

E4

Language in which the Terms of Use is given
Value is a three character string according to

ISO 639-2 alpha standard for language codes.

.string

PreviewDatalD
Ref

E4

0.1

Reference to the PreviewData fragmenthvhi
carries the representation of legal text.
If this element is not present, the
‘TermsOfUseText’ element SHALL be presen
(Implementation in XML schema using
<choice>).

anyURI

TermsOfUseTe
Xt

E4

0.1

Terms of Use text to be rendered.

If this element is not present, the
‘PreviewDatalDRef’ element SHALL be
present (Implementation in XML schema usin
<choice>).

string

g

PurchaseDataF
ragment

E2

0..N

This element holds PurchaseData fragments
the format specified in [BCAST10-SG]

This element SHALL NOT be used to provide
PurchaseData fragment that does not relate t

Complex
Type
a

Da

purchase item requested by the user

Table 6: Structure of Pricing Information Responsein General Service Provisioning Message

5.1.5.2 Service Request Message

This message is sent by the terminal to the BSkdaest the subscription to, or purchase of, teecated purchase
item(s), and is applicable to both the DRM Profitel Smartcard Profile. This message is usedlgtfastthe
subscription/purchase of purchase item(s) whidré&(not associated with token-based payment. Shinrtcard Profile also
uses this message to submit a request for a SEK#3E#Ciated with a specific Key Validity periodnge of STKM Time
Stamp values), when the SEK/PEK required to engalbleback of protected recording is not availattethe Smartcard
(see Section 6.9.1 of [BCAST10-ServContProt]).

In the case of the (U)SIM Smartcard Profile, thenieal SHALL handle the PDP context used by thiscedure as specified
in section 5.1.6.12.
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5.1.5.2.1 Service Request

This message is sent by the terminal to the BSMdoest the subscription to, or purchase of, teeaated purchase item.

If the price is specified in the request messagkitadiffers from the price calculated by the BS& bne or more of the
purchase items included in the request, the BSM ISH#&spond with Pricing Information Response mesg@gl.5.1.2).

Also, if the price is not specified for one or mafeghe purchase items in the request messag83MSHALL respond
with Pricing Information Response message (5.12%.Otherwise, the BSM SHALL respond with ServicesBonse
message (5.1.5.2.2).

In a similar fashion, in case the ServiceRequesisage does not contain an instance of the ‘Usesbbheswer’ element
for a ‘Purchaseltem’ element, while it is expedteat the user agrees to terms of use at the tirsalmdcription for the said
‘Purchaseltem’, the BSM MAY respond with a PricinfirmationResponse message that contains the ‘Taftise’
element for the Purchaseltem(s) requiring it, tunrethe error code ‘31’ in the itemwiseStatusCuodlcating that BSM
rejected the subscription because the user didgree to the terms of use. In the latter casectimaimal MAY issue a
PrincinglnformationRequest to obtain the termss#.u

In case the BSM answers a Service Request withicen@itnformation Response, the latter SHALL listeast all those
purchase items requested in the related ServicadRedpr which subscription-related informatiorg(goricing, terms of use,
subscription type) is absent or incorrect. The teanSHALL consider it has accurate subscriptiolated information for
those purchase items provided in the Service Rétuesiot present in the Princing Information Resgm

ServiceReq | E Service Request Message to subscribe or
uest purchase Purchaseltem
Contains the following attributes:
requestiD

Contains the following elements:
UserlD
DevicelD
ServiceEncryptionProtocol
Purchaseltem
DrmProfileSpecificPart
BroadcastRoamingSpecificPart

The Service Request message MAY contain an
instance of the DrmProfileSpecificPart elemgnt.

requestiD | A (0] 0.1 Identifier for the Service request message unsignedIint
UserlD E1l (0] 0..N The user identity known to the BSM. string
For the DRM profile, this element SHALL be
included.

For the Smartcard profile, this element SHALL
be omitted, and the user identity SHALL be

provided by the network with HTTP DIGEST
authentication procedure defined in section 6|6

Contains the following attributes:

type
type A M 1 Specifies the type of User ID. Allowed vatue | unsignedByt
are: e

0 — username defined in [RFC 2865]
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1-1IMSI
2-URI
3 - IMPI
4 — MSISDN
5-MIN

6-127 reserved for future use
128-255 reserved for proprietary use

DevicelD E1l

0..N

A unique device identification known bet
BSM. For the DRM profile this element

SHALL be included if the device supports IME
or MEID. A device supporting the DRM profile.

SHALL NOT allow the user to modify the
DevicelD.

Contains the following attributes:
type

string

type A

Specifies the type of Device ID. Allowed
values are

0 — reserved for future use

1 - IMEI [3GPP TS 23.003]

2 — MEID [3GPP2 C.S0072]

3-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

ServiceEncr | E1
yptionProto
col

0..N

Lists each service encryption protocglpsuted
by the device, including the mandatory ones.
Defined values: “ipsec”, “srtp”, and
“ISMACryp”. The device is allowed to include
more identifiers, however depending on the
protocols supported by the network they may

ignored.

Note: This element is only included in the
message if a service is to be delivered over
Interaction channel.

string

Purchase | E1
Iltem

1..N

Contains the list and price of items tiser

wants to order and the list of services the user

wants to subscribe notification.

Contains the following attributes:
globallDRef

Contains the following elements:
PurchaseDataReference
Service

globallDRef | A

The identifier of the Purchase Item. The
Purchase Item identifier is advertised in the
Purchaseltem fragment of the Service Guide
GlobalPurchaseltemID and is inserted in this
message in the same format.

anyURI

PurchaseDa | E2
taReference

0.1

Contains the price information.

This specifies the PurchaseData fragment in
Service Guide which is to be used for this
subscription.

Contains the following attribute
idRef
Contains the following Element:
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Price

idRef

References the identifiers of PurchaseData
Fragment advertised in Service Guide.

anyURI

Price

E3

0.1

The price of the Purchase Item knowiné¢o t
user from Service Guide. If PurchaseData in
Service Guide contains multiple price entries
currency, this element should be specified to
indicate to the BSM the entry desired by the
user.

Contains the following attribute:
currency

decimal
the

by

currency

0.1

Specifies the currency codes defined @ IS
4217 international currency codes.

string

UserConsen
tAnswer

E2

0.1

Signals whether user agreed to the Tefrdse

boolean

as represented by id of the related TermsOfUse

element.

true: User agrees the terms of the

Terms of Use.

false:
the Terms of Use.

If this element is not present the interpretat®n i

that the user has not read or understood the
Terms of Use.

User disagrees the terms aof

The URI uniquely identifying the Terms of Us
this ‘UserConsentAnswer’ relates to, which is
declared either in a PurchaseData fragment,

eanyURI

pr a

PurchaseChannel fragment. Said otherwise, the

‘UserConsentAnswer’ parent element relates
Terms of Use applicable to a PurchaseData-
Purchaseltem pair.

to

Service

E2

0..N

Reference of the Service. This elemeanig
used for subscribing service-specific
Notification. As of this version of the
specification, it is assumed that service-speci
Notifications delivered over the Broadcast

i

c

Channel do not require subscription as they gre

sent in the clear. Hence, this element only
applies for subscription to service-specific
Notification delivered over the Interaction
Channel.

Contains the following attributes:
globallDRef
notification

Note: This element is only used for the purpo
of subscribing to service-specific Notification.

In addition, this element should not be confuged

with the MBMS User Service ID (the latter is
the equivalent MBMS designation for the
concatenation of the attributes
‘PurchaseltemID.@goballDRef" and
‘PurchaseData.@idRef' in BCAST.

globallDRef

M

Unique ID of the Service, as representedhey t
GlobalServicelD of the ‘Service’ fragment. It i

anyURI

12}
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used to identify the Service to which the
service-specific Notification relates..

notification | A 1 This attribute declares whether subscripton | boolean
receive service-specific Notification message
over the Interaction Channel is required. If sgt
to "true”, the terminal wishes to subscribe to
delivery of the service-specific Notification over
the Interaction Channel.
If setto "false”, the terminal does not wish to
subscribe to delivery of service-specific
Notification over Interaction Channel.
DrmProfile | E1 0.1 Service & Content Protection DRM-profile
SpecificPart specific part. This part is MANDATORY to
support for the DRM Profile, and is not
applicable to the Smartcard Profile.
Contains the following attributes:
rightsissuerURI
Contains the following element:
BroadcastMode
rightslssuer | A 0.1 ID of the rights issuer associated withh BEM. | anyURI
URI
Broadcast | E2 0.1 Indicates whether or not the device stppibe | boolean
Mode optional broadcast mode of operation for rights
acquisition, in addition to the interactive mode
of operation.
BroadcastR | E1 0.1 This element provides information to help
oamingSpec processing the Service Request in case of
ificPart roaming. For rules on how to use this element,
see section 5.7.3.
If the BSM support Broadcast Roaming, it
SHALL support this element.
If the Terminal support Broadcast Roaming, it
SHALL support this element.
R E2 0.1 In case the Service Provisioning request is complexTyp
issued against the Visited BSM, this element € as defined
indicates the Home BSM of the terminal in the Tor .
context of this request. BSM,F'llter
Code’ in
section
5.4.1.5.2 of
[BCAST10-
SG]
REIE | E2 0.1 In case the Service Provisioning request is complexTyp
issued against the Home BSM, this element ? as defined
indicates the Visited BSM from which the user ‘grSMFilter
wishes to purchase service. .
Code’ in
section
5.4.1.5.2 of
[BCAST10-
SG]

Table 7: Structure of Service Request in General $&ce Provisioning Message
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5.1.5.2.2 Service Response

This message is sent to the terminal from the B&késponse to the request for subscription to #rei& Request message.

This message is applicable to both the DRM Praiild Smartcard Profile.

ServiceResp| E
onse

Service Response Message

Contains the following attributes:
requestiD
globalStatusCode
adaptationMode

Contains the following elements:
Purchaseltem
DrmProfileSpecificPart
SmartcardProfileSpecificPart

requestiD | A O 0.1

Identifier for the corresponding Servieguest
message.

unsignedint

global A M 0..1
Status

Code

The overall outcome of the request, acicaydo

the return codes defined in section 5.11.

This attribute also governs the way the

‘itemwiseStatusCode’ attribute is instantiated

this response:

= If this attribute is present and set to value
“0”, the request was completed
successfully. In this case the
‘itemwiseStatusCode’ SHALL NOT be
given per each requested ‘Purchaseltem’

= |f this attribute is present and set to some
other value than “0”, there was a generic
error concerning the entire request. In thi
case the ‘itemwiseStatusCode’ SHALL
NOT be given per each requested
‘Purchaseltem’.

= |f this attribute is not present, there was &
error concerning one or more
‘Purchaseltem’ elements associated with
the request. Further, the

‘itemwiseStatusCode’ SHALL be given pe

each requested ‘Purchaseltem’.

unsignedByt
e

in

=

adaptation | A O
Mode

0.1

Informs the terminal of the operational
adaptation mode: Generic or BDS-specific
adaptation

false — indicates Generic adaptation mode
true — indicates BDS-specific adaptation mod
Note: this attribute SHALL be present only if
the ‘globalStatusCode’ indicates “Success”, 4
the underlying BDS is BCMCS.

[¢]

boolean

Purchaselte | E1 M
m

0..N

Describes the results of the request agessf
subscribing to or purchasing the Purchaselte

B

For the DRM Profile, if subscription or

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve
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purchase is successful, rightsValidityEndTime

of Purchaseltem will be present. For either th
DRM Profile or Smartcard Profile, in the case
subscription/purchase failure,
itemwiseStatusCode MAY be present to
indicate the reason why the request is not
accepted by BSM.

This element SHALL NOT be instantiated in
case the ‘globalStatusCode’ attribute is prese
and set to a value different from ‘0". In any
other condition of the ‘globalStatusCode’
attribute, it SHALL be instantiated.

Contains the following attributes:
globalDRef
itemwiseStatusCode

Contains the following element:
SubscriptionWindow

D

of

globallDRef

The ID of the Purchase Item. A purchase iten
identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.

nanyURI

itemwiseSta
tusCode

0.1

Specifies a status code of each Purcherssit
using GlobalStatusCode defined in the sectio
5.11.

unsignedByt
he

Subscriptio
nWindow

E2

0.1

The time interval during which the subscriptio
is valid.

The network SHOULD include this element fd
time-based subscriptions and MAY include it
for pay-per-view.

The terminal MAY use this information to

determine the validity period of a subscription.

Contains the following attributes:
startTime
endTime

>

=

startTime

NTP timestamp expressing the start of supsiomn.

unsignedint

endTime

NTP timestamp expressing the end of sutsmn.
This attribute SHALL NOT be present for open-
ended subscriptions.

unsignedint

DrmProfile
SpecificPart

El

0.1

Service & Content Protection DRM-profile
specific part. This part is MANDATORY to
support for the DRM Profile, and is not
applicable to the Smartcard Profile.

This element SHALL NOT be instantiated in
case the ‘globalStatusCode’ attribute is prese
and set to a value different from ‘0". In any
other case, it MAY be instantiated.

Contains the following attributes:

rightsValidityEndTime

Contains the following elements:

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve
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roap Trigger
rights A (0] 0.1 The last time and date of validity of theng- unsignedint
Validity Term Key Message, after which it has to be
EndTime renewed. This attribute will be present when

BSM accept the request message. This field is
expressed as the first 32bits integer part of N[TP
time stamps.

Note: this element is validated if RO is
broadcasted. Otherwise, this element is not

necessary.
roap E2 0] 0.1 ROAP RO Acquisition Trigger**. The deviise| reference to
Trigger expected to use the trigger to initiate one or | “roapTrigge
more Long-Term Key Message acquisitions. | r” element
as defined in
OMA DRM
2.0 XML
namespace
SmartcardP | E1 0] 0.1 Service & Content Protection Smartcaafier
rofileSpecifi specific part. This part is MANDATORY to
cPart support for the Smartcard Profile, and is not
applicable to the DRM Profile.
Contains the following elements:
LTKM
LTKM E2 0] 0..N Smartcard profile BCAST LTKM (base64- base64Binar

encoded MIKEY message). This element MAYy
be present - if the terminal and the BSM hav
agreed on “HTTP” as a LTKM delivery

mechanism during the registration procedure
(see section 5.1.6.10), and the BSM wishes tp
deliver LTKM to the terminal at the moment the
ServiceResponse is done.

U

Table 8: Structure of Service Response in Generak8vice Provisioning Message

** These (ROAP Messages) are DRM profile specifioey are defined in [DRMDRM-v2.0].

5.1.5.2.3 Service Completion (DRM Profile only)

This message MAY be sent by a terminal after itdeagived a Service Response Message and retadMetKMs. The
network SHALL reply with a HTTP 200 OK response sage when this message is received.

ServiceCom | E Service Completion Message
pletion Message.
Contains the following attribute:
requestiD

Contains the following element:
LTKMessagelD
requestiD | A 0] 0.1 Identifier for the corresponding Servieguest | unsignedint
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message.
LTK E1l M 1..N A list containing the IDs of one or m&r€KMs | string
MessagelD received by the device.

Thisisthe RO ID .

Table 9: Structure of Service Completion in GeneraBervice Provisioning Message

5.1.5.3 LTKM Renewal Messages

The following messages in this section are spetifitie DRM Profile. For the Smartcard Profiles #guivalent messages
and procedures pertaining to LTKM renewal are defim Section 5.1.6.3.
5.1.5.3.1 LTKM Renewal Request (DRM Profile only)

The Long-term Key Message Renewal request messagat if a terminal needs to renew the LTKM(spasged to a
certain Purchase Item or group of purchase itenis only applicable to the DRM Profile.

This message can also be sent by the terminaktB#M to request the subscription to any purchases that the end user
has already purchased (e.g. via out of band mebntshas not yet received key material for. Thislddor example be used
the first time the BCAST application is startecbider to register the terminal to “free” or “deféiuldhannels.

LTKMRene | E
walRequest

Long Term Key Message Renewal Request
Message

Contains the following attributes:
requestiD

Contains the following elements:
UserlD
DevicelD
Purchaseltem

requestiD | A O 0.1

Identifier for the LTKM renewal request
message.

unsignedint

UserlD El (0] 0..N

The user identity known to the BSM.

For the DRM profile, this element SHALL be
included.

Contains the following attributes:
type

string

type A M 1

Specifies the type of User ID. Allowed vatue
are:

0 — username defined in [RFC 2865]
1-IMSI

2 - URI

3 - IMPI

4 — MSISDN

5 - MIN

6-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

DevicelD E1l (@) 0..N

A unique device identification known bet
BSM.

For the DRM profile, this element SHALL be

string
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included if the device supports IMEI or MEID.
A device supporting the DRM profile SHALL
NOT allow the user to modify the DevicelD

Contains the following attributes:
type

type A M 1

Specifies the type of Device ID. Allowed
values are

0 — reserved for future use

1 - IMEI [3GPP TS 23.003]

2 — MEID [3GPP2 C.S0072]

3-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

Purchase | E1 M
Item

1..N

A list of Purchase Items that the usentwdo
renew.

Contains the following attribute:
globallDRef

If the terminal wants to request from the BSM
the delivery of a list of all purchase items that|
the end user has already purchased, the term
has to set the globallDRef attribute equal to
“oma-bcast-allservice§ This could for
example be used the first time the BCAST
application is started in order to register the
terminal to “free” or “default” channels.

If the terminal wants to request from the BSM
list of all those purchase items that the end us
has already purchased (e.g. via out of band
means), but has not yet received a ROAP trig
for, the terminal has to set the globallDRef
attribute equal todma-bcast-newservices

If either “oma-bcast-allservicesor “oma-
bcast-newservicesis used, there SHALL be
exactly one ‘Purchaseltem element’ in the
request.

inal

ber

ger

globallDRef | A M 1

GlobalPurchaseltemID to identify this
Purchaseltem, found in the Purchaseltem
fragment.

anyURI

Table 10: Structure of LTKM renewal request in Geneal Service Provisioning Message

5.1.5.3.2

LTKM Renewal Response (DRM Profile only)

LTKMRene | E
walRespons
e

Long Term Key Message Renewal Responsg
Message

Contains the following attributes:
requestiD
globalStatusCode

Contains the following elements:
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Purchaseltem
DrmProfileSpecificPart

requestiD | A (e} 0..1

Identifier for the corresponding LTKM rezgt
message.

unsignedint

global A M 0.1
Status
Code

= The overall outcome of the request,
according to the return codes defined in
section 5.11.If this attribute is present ang
set to value “0”, the request was completg
successfully. In this case the
‘itemwiseStatusCode’ SHALL NOT be
given per each requested ‘Purchaseltem’

= |f this attribute is present and set to some
other value than “0”, there was a generic
error concerning the entire request. In thi
case the ‘itemwiseStatusCode’ SHALL
NOT be given per each requested
‘Purchaseltem’.

= |f this attribute is not present, the request
was completed successfully but there wa:
an error concerning one or more
‘Purchaseltem’ elements associated with
the request. Further, the
‘itemwiseStatusCode’ SHALL be given pe
each requested ‘Purchaseltenm’.

In case this message is a response to an
LTKMRenewalRequest with ‘globallDRef’ set
to “oma-bcast-newservicésor “oma-bcast-
allservices, an empty result list SHALL be
signalled by setting ‘globalStatusCode’ equal
“010” (No Subscription) and not instantiating
the ‘Purchaseltem’ element.

unsignedByt
e

]
ed

D

=

to

Purchaselte | E1 M 0..N
m

Describes the results of the request agessf
LTKM Renewal. If renewal is successful,
LTKValidityEndTime of Purchaseltem will be
present. If not, itemwiseStatusCode will be

present to show user the reason why the request

is not accepted by BSM.

This element SHALL NOT be instantiated in
case the ‘globalStatusCode’ attribute is prese
and set to a value different from ‘0". In any
other case, it SHALL be instantiated.

Contains the following attributes:
globallDRef
ltkValidityEndTime
itemwiseStatusCode

Contains the following sub-elements:
SubscriptionWindow
PurchaseDataReference

In case the globallDRef attribute of the

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve
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Purchaseltem element has been set equal to
“oma-bcast-allservicesin the corresponding
request message, the reply message SHALL
contain a list of all Purchaseltem elements
which the terminal has already purchased an
which it is entitled to access currently or in thg
future

In case the globallDRef attribute of the
Purchaseltem element has been set equal to
“oma-bcast-newservicesin the corresponding
request message, the reply message SHALL
contain a list of those Purchaseltem elements
which the terminal has already purchased (e.
via out of band means) and which it is entitleg
to access currently or in the future, but for
which it has not received key material.

D

globallDRef

The ID of the Purchase ltem to which the

validity end time is related. A purchase item i$

identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.

anyURI

D

ltkValidityE
ndTime

0.1

The last time and date of validity of tteng-
Term Key Message, after which it has to be
renewed again. This attribute will be present
when BSM accept the request message. This

field is expressed as the first 32bits integer part

of NTP time stamps.

Note: the information on this element can be
provided in RO.

unsignedint

itemwiseSta
tusCode

0.1

Specifies a status code of each Purcherssit
using GlobalStatusCode defined in the sectio
5.11.

unsignedByt
ne

Subscriptio
nWindow

E2

0.1

The time interval during which the subscriptio
is valid.

The server MAY omit this element if the
response is not successful. Otherwise:

« For time-based subscriptions, the netwo|
SHALL include this element when
responding to andma-bcast-allservices
or “oma-bcast-newservice€srequest and
SHOULD include it otherwise.

e For pay-per-view, the network MAY
include this element.

The terminal MAY use this information to

determine the validity period of a subscription.

Contains the following attributes:
startTime
endTime

>

rk

startTime

A

M

NTP timestamp expressing the start of supsiomn.

unsignedint
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endTime | A (0] 0.1 NTP timestamp expressing the end of suitsmn. unsignedint
This attribute SHALL NOT be present for open-
ended subscriptions.

PurchaseDa | E2 0] 0.1 Describes the PurchaseData associatedheit
taReference subscription to the Purchase. The device MAY
use this information to update its internal

subscription information concerning the user.

The server SHALL include this element if the

not.

Contains the following attributes:
idRef

Contains the following sub-element:
Price

idRef A M 1 The id of the Purchase Data fragment that is | anyURI
being referred to.
Price E3 (0] 0..N The price currently associated for theetoshe | decimal
subscription, possibly in multiple currencies.
Contains the following attribute:

currency

currency | A (0] 0.1 Specifies the currency codes defined @ IS | string
4217 international currency codes. If not givep,
value of price is amount of Tokens.
DrmProfile | E1 0] 0.1 Service & Content Protection DRM-profile
SpecificPart specific part. This part is MANDATORY to
support for the DRM Profile. Note that as this
message is only applicable for the DRM profi
this element SHALL always be present for
successful responses (i.e. ‘globalStatusCode
being equal to 0 or not instantiated).
Contains the following elements:

Trigger

Trigger E2 (0] 0.1 ROAP RO Acquisition Trigger**. If the KM | RoapTrigger
renewal failed because the device was
unregistered, the response MAY include a
ROAP Registration Trigger**. In that case, the
device is expected to use the trigger to initiat¢ a
registration and repeat the LTKM renewal once
it is registered.

o

Table 11: Structure of LTKM renewal response in Geeral Service Provisioning Message

** These (ROAP Messages) are DRM profile specific

5.1.5.3.3 LTKM Renewal Completion (DRM Profile Only )

This message MAY be sent by the terminal to the B&Mn acknowledgment of the terminal’s receighefLTKM
Renewal Response and subsequent retrieval oflaiedeL TKMs. The network SHALL reply with a HTTP Q@K response
message when this message is received.

LTKMRene | E Long-Term Key Message Renewal Completion
walComplet Message
ion
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Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-Spec-20130101-]



OMA-TS-BCAST_Services-V1_0_1-20130109-A Page 44 (179)

Contains the following attributes:
requestiD

Contains the following elements:
LongTermKeylD

requestiD | A (0] 0.1 Identifier for the corresponding LTKM reggt | unsignedint
message.
LongTerm | E1 M 1..N A list containing the IDs of one or mareng- | string
KeylD Term Key Messages received by the device.

Table 12: LTKM renewal completion in General Servce Provisioning Message

5.1.5.4 Unsubscription Messages

These messages pertain to the request and redporsacellation of the existing subscription te fhurchase item as
identified by the ‘globallIDRef attribute’ of Purchaltem or the notification as identified by theolgalIDRef attribute’ of
Service.

Depending on the specific situation, a subscriptionld still be valid after this procedure has bsaocessfully executed, for
example because the user has already paid a namdedfle amount for a time span that is yet to elalpsthis case, the
subscription is to be considered valid until tieetiindicated in the “subscribedUntil” attributetbé response.

A device supporting the DRM Profile SHALL continteerenew keys with the LTK renewal procedure wttie
subscription is still valid, even if the user haswbscribed.

When the device unsubscribing supports the smarfmarfile, some additional actions need to occurupuccessful
completion of the unsubscribe procedure. The BSMWaso invalidate SEKs associated with the releyamthase ID on
the unsubscribing device which are not used byathgr purchase items to which the device is sulbsdriThe BSM
invalidates SEKs/PEKSs by sending an LTKM with iridey Validity data, i.e. the lower bound is grerathan the upper
bound, where the bounds define the allowed rangdtloér TEK IDs or TimeStamp values.

In the case of the (U)SIM Smartcard Profile, thenieal SHALL handle the PDP context used by thiscpdure as specified
in section 5.1.6.12.

5.1.54.1 Unsubscribe Request
[_Name [ Type [ Category [ Cardinalty |~ Descripton [ DaaType |
Unsubscrib | E Unsubscribe Request Message
eRequest Contains the following attributes:
requestiD
keepSubscription
Contains the following elements:
UserlD
DevicelD
Purchaseltem
requestiD | A (0] 0.1 Identifier for the Unsubscribe request sage. unsignedIint
keepSubscri | A (0] 0.1 This element declares whether this boolean
ption UnsubscribeRequest message requests un-
subscription from both the Purchaseltem and
related service-specific Notification delivered
over the Interaction Channel, or only the latter.
When the user wants to unsubscribe from
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service-specific Notifications delivered over th
Interaction Channel but keep the subscription
Purchaseltem, this attribute SHALL be set to
“true”. If this attribute is not present or holds
value “false”, it means both Purchaseltem ar
its relevant notification are requested for un-
subscription.

o

e
to

UserlD

El

0..N

The user identity known to the BSM.

For the DRM profile, this element SHALL be
included.

For the Smartcard profile, this element SHALL

be omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST

string

authentication procedure defined in section 6|6.

Contains the following attributes:
type

type

Specifies the type of User ID. Allowed vatue
are:

0 — username defined in [RFC 2865]
1-IMSI

2-URI

3 - IMPI

4 — MSISDN

5 - MIN

6-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

DevicelD

El

0..N

A unique device identification known bt
BSM. For the DRM profile this element

SHALL be included if the device supports IME

or MEID. A device supporting the DRM profile
SHALL NOT allow the user to modify the
DevicelD.

Note: If a user has multiple devices, then this

string

element indicates a device or a group of devites

that the user wants to unsubscribe.

Contains the following attribute:
type

type

Specifies the type of Device ID. Allowed
values are

0 — reserved for future use

1 - IMEI [3GPP TS 23.003]

2 — MEID [3GPP2 C.S0072]

3-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

Purchase
Iltem

El

1..N

Specifies identifier of the Purchase It user|
wants to unsubscribe from. Also, contains
ServicelD to unsubscribe service-specific
notification.

Contains the following attribute:

globallIDRef
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Contains the following element:
Service

globallDRef | A M 1 Identifier of Purchaseltem. anyURI
GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

Service E2 (0] 0..N This element is only used for unsubskgbi
service-specific Notification. See section
5.14.4.2.1. As of this version of the
specification, it is assumed that service-specific
Notifications delivered over the Broadcast
Channel do not require un-subscription as they
are sent in the clear. Hence, this element only
applies for un-subscription from service-specifi
Notification delivered over the Interaction
Channel.

Contains the following attributes:
globallDRef
notification

globallDRef | A M 1 GlobalServicelD of the ‘Service’ fragment to| anyURI
identifying the service to which this service-
specific Notification relates.

notification | A M 1 This attribute declares un-subscription from | boolean
delivery of the service-related Notification over
the Interaction Channel is required. If setto
“true”, the terminal wishes to unsubscribe from
delivery of service specific Notification over the
Interaction Channel.

If set “false” or is absent, it means there is no
change in current status of subscription for
service-specific Notification delivered over th
Interaction Channel. T

c

Table 13: Structure of Unsubscribe Request in Gamal Service Provisioning Message

5.1.5.4.2 Unsubscribe Response
| Name [ Type | Category | Cardinalty [ Desoripion [ DaaType |
UnsubscribeRe | E Unsubscribe Response Message
SOOISE Contains the following attributes:
requestiD
globalStatusCode
Contains the following elements:
Purchaseltem
requestiD A 0] 0.1 Identifier for the corresponding Unsublseri | unsignedint
request message.
global A M 0.1 The overall outcome of the request, acitmyd| unsignedByt
Status to the return codes defined in section 5.11. | e
Code = If this attribute is present and set to value
“0”, the request was completed
successfully. In this case the
‘itemwiseStatusCode’ SHALL NOT be
given per each requested ‘Purchaseltem’.
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= If this attribute is present and set to som

other value than “0”, there was a generic

e

error concerning the entire request. In this

case the ‘itemwiseStatusCode’ SHALL
NOT be given per each requested
‘Purchaseltem’.

= If this attribute is not present, there was
an error concerning one or more
‘Purchaseltem’ elements associated wit
the request. Further, the
‘itemwiseStatusCode’ SHALL be given
per each requested ‘Purchaseltem’.

Purchase
Item

El

1..N

The ID of the Purchase Item to which the
message is related.

This element SHALL NOT be instantiated in
case the ‘globalStatusCode’ attribute is
present and set to a value different from ‘0.
any other case, it SHALL be instantiated.

Contains the following attribute:
globallDRef
itemwiseStatusCode

globallDRef

Identifier of Purchaseltem.
GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

anyURI

itemwiseStatus
Code

0.1

Indicates the results of the Unsubscribe
Request message. If Value is successful, it
means relevant Purchaseltem is unsubscrih
GlobalStatusCode specified in section 5.11
will be used for this code.

UnsignedBy
te
ed.

subscribedUnti
I

0.1

The date and time until which the subgimip
is still valid. If missing, the subscription is to|
be considered terminated immediately.

For the DRM profile, this is the time until
which the terminal SHALL continue to issue

LTK renewal requests for the purchase item.

For Smartcard Profile, this is the time until
which the BSM SHALL continue to include
the purchase item in subsequent registratio
responses.

This field is expressed as the first 32bits
integer part of NTP time stamps.

unsignedint

=]

SmartcardProf
ileSpecificPart

El

0.1

Service & Content Protection Smartcard-
profile specific part. This part is
MANDATORY to support for the Smartcard
Profile, and is not applicable to the DRM
Profile.

Contains the following elements:

LTKM

LTKM

E2

0..N

Smartcard profile BCAST LTKM (base64-
encoded MIKEY message). This element is
present if the terminal and the BSM have
agreed on “HTTP” as a LTKM delivery

base64Binar
y
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mechanism during the registration procedur
(see section 5.1.6.10)

(0]

Table 14: Structure of Unsubscribe Response in Geral Service Provisioning Message
5.1.55 Token Purchase Request Messages
5.1.5.5.1 Token Purchase Request
This message is sent by the terminal to the BShdaest the purchase of tokens, or credits, toleriature consumption of

broadcast services/content. The quantity of whedkdéntified by the requested token amount. Théssage is applicable to
both the DRM Profile and Smartcard Profile.

In the case of the (U)SIM Smartcard Profile, thenieal SHALL handle the PDP context used by thiscpdure as specified
in section 5.1.6.12.

TokenPurcha | E Token Purchase Request Message
seRequest Contains the following attributes:
requestiD

Contains the following elements:
UserID
DevicelD
PermissionsissuerURI
TokensRequested
BroadcastRoamingSpecificPart

requestiD | A (0] 0.1 Identifier for the Token Purchase request unsignedint
message.
UserlD E1l 0] 0..N The user identity known to the BSM. string
For the DRM profile, this element SHALL be
included.

For the Smartcard profile, this element SHALL
be omitted, and the user identity SHALL be

provided by the network with HTTP DIGEST
authentication procedure defined in section 6|6

Contains the following attribute:

type
type A M 1 Specifies the type of User ID. Allowed vatue | unsignedByt
are: e
0 — username defined in [RFC 2865]
1-IMSI
2 - URI
3 - IMPI
4 — MSISDN
5 - MIN

6-127 reserved for future use
128-255 reserved for proprietary use
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DevicelD El 0] 0..N A unique device identification known bt string
BSM. For the DRM profile this element
SHALL be included if the device supports IME
or MEID. A device supporting the DRM profile
SHALL NOT allow the user to modify the

DevicelD.
Contains the following attribute:
type
type A M 1 Specifies the type of Device ID. Allowed unsignedByt
values are e

0 — reserved for future use

1 - IMEI 3GPP TS 23.003

2 — MEID 3GPP2 C.S0072

3-127 reserved for future use
128-255 reserved for proprietary use

Permissionsl| | E1 (0] 0.1 The identification of the Permissionsiéss anyURI
ssuerURI depending on the Profile.

For the DRM Profile, this element is

MANDATORY. It identifies the Rights Issuer

from which the BSM can retrieve the ROAP

Trigger**,

For the Smartcard Profile, this element SHALL

NOT be instantiated as only the BSM can grant

tokens in the case of the Smartcard Profile.

Contains the following attribute:
type

type A M 1 The type of the Permissions Issuer identifigd | boolean
the PermissionsissuerURI. Allowed values are:

false — DRM Profile

true — Reserved for future use

As of this version of the specification, this
attribute SHALL be set to “false” when
instantiated.

TokensReque | E1 (0] 0.1 Purchase request for tokens
sted Contains the following attributes:
type
amount

chargingType
purchaseUnitNum

Contains the following elements:
Purchaseltem
SmartCardProfileSpecificPart

type A M 1 Specifies the type of tokens requested unsignedByt
Allowed values are: e

0 - unspecified

1 — tokens for the DRM Profile

2 — service tokens for the Smartcard Profile,
added to the live_ppt_purse of the specified
SEK/PEK key group

3 — service tokens for the Smartcard Profile, tio
the playback_ppt_purse of the specified
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SEK/PEK key group
4 — user tokens for the Smartcard Profile add
to the user purse associated to the BSM ID

5 - 127 reserved for future use
128-255 reserved for proprietary use

Note: type 1 tokens are applicable only to DR
Profile, whereas types 2-4 are applicable only
Smartcard Profile

For a definition of user tokens and service
tokens, see Sections 6.6.4.2 and 6.6.7 of
[BCAST10-ServContProt].

1%
o

M

amount

For types 0 and 1, this value correspondth&
number of tokens requested in this Tok
Purchase Request message.

For types 2 and 3, this value corresponds to|
number of service tokens contained in a sin
service token-based credit package. Th
tokens are valid for any LTKM using servi
tokens associated to the given SEK/PEK
group.

For type 4, this value corresponds to
requested number of user tokens, valid for
LTKM using user tokens associated to the 1D
the BSM.

unsignedint
en

the
gle
ese
ce

ey
he

ANy
of

charging
Type

0.1

The type of charging (pre-paid or postpaie
user wishes to use. The BSM will verify that t
requested charging type is available for this
user. The following values are defined:

0 — undefined

1 — prepaid

2 — postpaid

3-127 — reserved for future use

128-255 — reserved for proprietary use

If this attribute is not present, the default valu
is 0.

unsignedByt
he

D

purchaseUnit
Num

0.1

The number of token-based credit packages
requested by the terminal, where the number
tokens in one package is indicated by ‘amour
attribute above. If this field is absent, thea th

request is for one package only (i.e. the default

value is 1.)

The value of the ‘amount’ attribute SHALL be
identical to the value of ‘TotalNumberCredits’
element specified in the associated
‘PurchaseData’ fragment in the SG. Thereforg
the actual number of tokens requested by the

terminal is ‘purchaseUnitNum’ times ‘amount’.

Note that ‘PurchaseUnitNum’ SHOULD be
limited in accordance to the Purchase Data
fragment associated with the Purchase Item ¢
concern in the SG. For example, in the case
play-based tokens, its maximum value

unsignedShqg
aft
t

il

SHOULD equal that of the attribute
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‘maxReplay’ under
‘TotalNumberTokenCredits’, assuming the
attribute ‘extraTokensPurchaseable’ of
‘CreditPackageType’ has value = 1.

Purchaselte
m

E2

0.1

Identifier of the purchase item to whtich type
of tokens in the token purchase request
corresponds, if the information comes from th
Service Guide and the request relates to a
Purchaseltem.

This is given by the globalPurchaseltemID as|
defined in [BCAST10-SG].
Contains the following attributes:

globallDRef

purchaseDatalDRef

For Smartcard profile this field MAY be
present if the request is for user tokens and
MAY be present if the request is for service
tokens. This field MAY be absent if the reque
is for DRM profile tokens.

st

globallDRef

Identifier of Purchaseltem.
GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

anyURI

purchaseDat
alDRef

0.1

Identifies the associated ‘PurchaseData’
fragment to which the requested credit packa|
belongs.

anyURI
ge

SmartcardPr
ofileSpecificP
art

E2

0.1

Service & Content Protection Smartcanfiler
specific part. This part is MANDATORY to
support for the Smartcard Profile, and is not
applicable to the DRM Profile.

Contains the following elements:

ProtectionKeylD

ProtectionKe
yID

E3

0.1

The 5-byte long concatenation of the Key
Domain ID with the Key group part of the
SEK/PEK ID, where both values are as
specified in the Smartcard Profile [BCAST10-
ServContProt].

The ProtectionKeylD corresponds to the
SEK/PEK ID for which service tokens are
requested.

The element is only present when service tok
are requested AND the Purchaseltem elemer
absent.

When user tokens are request
‘ProtectionKeylD’ SHOULD be absent, sing
the received user tokens in a subsequent LT|
are deposited into the user purse.

base64Binar
y

ens

BroadcastRo
amingSpecifi
cPart

El

0.1

This element provides information to help
processing the Service Request in case of
roaming. For rules on how to use this elemen
see section 5.7.3.

If the BSM support Broadcast Roaming, it
SHALL support this element.

If the Terminal support Broadcast Roaming, if
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SHALL support this element.

HomeBSM | E2 M 0.1 In case the Service Provisioning reqgisest complexTyp
issued against the Visited BSM, this element| e as defined
indicates the Home BSM of the terminal in the for

context of this request. ‘BSMFilter
Code’ in
section
5.4.1.5.2 of
[BCAST10-
SG]
VisitedBSM | E2 M 0.1 In case the Service Provisioning reqgisest complexTyp
issued against the Home BSM, this element | e as defined
indicates the Visited BSM from which the use for

wishes to purchase service. ‘BSMFilter
Code’in
section
5.4.1.5.2 of
[BCAST10-
SG]

Table 15: Structure of Token Purchase Request in Geral Service Provisioning Message

** These (ROAP Messages) are DRM profile specific

5.1.5.5.2 Token Purchase Response

This message, sent from the BSM to the terminptesents a successful outcome, either unconditmnednditional in
nature, in response to the Token Purchase Redueéstmessage is applicable to both the DRM Praifild Smartcard
Profile.

TokenPurcha | E Token Purchase Response
seResponse Contains the following attributes:
requestiD
globalStatusCode

Contains the following elements:
TokensGranted
DrmProfileSpecificPart
SmartcardProfileSpecificPart

Note: DrmProfileSpecificPart and
SmartcardProfileSpecificPart are mutually
exclusive — TokenPurchaseResponse SHALL
contain either the DrmProfileSpecificPart or
SmartcardProfileSpecificPart.

requestiD | A (0] 0.1 Identifier for the corresponding Token éhase | unsignedint
request message.
globalStatus | A M 1 The outcome of the request, according to the| unsignedByt
Code return codes defined in section 5.11. e
TokensGrant | E1 0] 0.1 Granted tokens in response to the token
ed purchase request.
It contains the following attributes:
type
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amount

chargingType
Note: The element TokensGranted simply
represents the information on the outcome of
token purchase request. The actual token
delivery is fulfilled by a LTKM.

the

type A M 1

Specifies the type of tokens granted in thieeh
purchase transaction.

Allowed values are:

0 — reserved

1- tokens for DRM Profile

2 — service tokens for the Smartcard Profile,
added to the live_ppt_purse of the specified
SEK/PEK key group

3 — service tokens for the Smartcard Profile
added to the playback ppt_purse purse of th¢
specified SEK/PEK key group

4 — user tokens for the Smartcard Profile add
to the user purse associated to the BSM ID
5-127 reserved for future use

128-255 reserved for proprietary use

unsignedByt
e

%

1%
o

amount A M 1

Specifies the number of tokens granted in the
token purchase transaction.

For type 0, 1, 2, 3 and 4, the value correspon
to the number of tokens granted.

Note that this value is not equal to the attribut
‘amount’ given in the Token Purchase Reque
message. In the Token Purchase Response,
‘amount’ represents the total number of token
sought by the terminal in the associated toker
purchase request, i.e. it equals the product
(amount) x (PurchaseUnitNum) in that requeg

unsignedint

ds

[¢)

(2]

—

charging A o 0..1

Type

The type of charging to be associated thi¢h
token purchase transaction. The following
values are defined:

0 — unspecified

1 — prepaid

2 — postpaid

3-127 — reserved for future use
128-255 — reserved for proprietary use

If this attribute is not present, the default valu
is 0.

unsignedByt
e

D

DrmProfileS | E1 @]
pecificPart

0.1

Service & Content Protection DRM-profile
specific part. This part is MANDATORY to
support for the DRM Profile, and is not
applicable to the Smartcard Profile..

Contains the following elements:
roap Trigger

roap Trigger | E2 (0] 0.1

If the token purchase succeeded, th@nssp
SHALL include a ROAP Trigger** as an

reference to
“roapTrigge
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additional payload. The device is expected to| r’ element
use the trigger to initiate one or more token | as defined in
acquisitions. OMA DRM

If the token purchase failed because the devig&-0 XML
was unregistered, the response includes a ROAfPMespace
Registration Trigger** as an additional payload.

The device is expected to use the trigger to
initiate a registration and repeat the token
purchase once it is successfully registered.

SmartcardPr | E1 0] 0.1 Service & Content Protection Smartcanfiler
ofileSpecificP specific part. This part is MANDATORY to
art support for the Smartcard Profile, and is not
applicable to the DRM Profile.
Contains the following element:
LTKM
LTKM E2 0] 0..N Smartcard profile BCAST LTKM (base64- base64Binar

encoded MIKEY message). This element is

present if the terminal and the BSM have agreed

on “HTTP” as a LTKM delivery mechanism
during the registration procedure (see section
5.1.6.10)

y

Table 16: Structure of Token Purchase Response ingBeral Service Provisioning Message

*These (ROAP messages) are OMA DRMv2.0 spectiiey &re defined in [DRMDRM-v2.0mplementation in XML
schema will be done by referenceing the “RoapTrigdement from the OMA DRM2.0 ROAP protocol schebther
service protection mechanisms will map their owspeetive messages to the corresponding fields.

5.1.5.5.3

Token Purchase Completion

Token Purchase Completion Message MAY be senttbynainal after it receives Token Purchase Respbtessage.

TokenPurc | E Token Purchase Completion Message for
haseComple terminal to send.
el Contains the following attributes:
requestiD
requestiD | A (0] 0.1 Identifier for the corresponding Token éhase | unsignedint
request message.

Table 17: Structure of Token Purchase Completion irGeneral Service Provisioning Message

5.1.5.6 Account Inquiry Messages

Account Inquiry allows the user to request hisfarount information such as active Purchaseltetraésociated
PurchaseData and Billing Information. The Accouqtiimy Element in the Account Inquiry Request mess@gl.5.6.1)
indicates which information the user wants to reeeind the response message can include billiogniation or a list of
purchase items, possibly complemented by purchatseahd the related fragments, as requested bsathe of the ‘type’
attribute in the request message.

In the case of the (U)SIM Smartcard Profile, thenieal SHALL handle the PDP context used by thiscpdure as specified
in section 5.1.6.12.

5.1.5.6.1 Account Inquiry Request

AccountRe | E Account Inquiry Request message

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
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quest

Contains the following attributes:
requestiD

Contains the following elements:
UserlD
DevicelD
Accountinquiry

requestiD | A O 0..1

Identifier for this request message

unsitynt

UserlD El (@] 0..N

The user identity known to the BSM.
For the DRM profile, element SHALL be
included if the device supports IMEI or MEID.

For the Smartcard profile, this element SHAL
be omitted, and the user identity SHALL be

provided by the network with HTTP DIGEST
authentication procedure defined in section 6

Contains the following attributes:
type

string

type A M 1

Specifies the type of User ID. Allowed vatue
are:

0 — username defined in [RFC 2865]
1-IMSI

2 - URI

3 - IMPI

4 — MSISDN

5 - MIN

6-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

DevicelD | E1 (@) 0..N

A unique device identification known bet
BSM. For the DRM profile this element

SHALL be included if the device supports IME

or MEID. A device supporting the DRM profilg
SHALL NOT allow the user to modify the
DevicelD.

Contains the following attribute:
type

string

type A M 1

Specifies the type of Device ID. Allowed
values are

0 — reserved for future use

1 - IMEI [3GPP TS 23.003]

2 — MEID [3GPP2 C.S0072]

3-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

Accounting | E1 M 1..N
uiry

Specifies the account information whiceu
want to receive from the BSM. Possible valu
are:

0 — undefined
1 — Purchaseltem list

2 — Purchaseltem list with a copy of the
applicable Purchaseltem fragments

unsignedByt
PR
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3 — Billing Information

4 — Purchaseltem and PurchaseData list

5—- Purchaseltem and PurchaseData list with
copy of the applicable fragments

6 ~ 127 — Reserved for future use

128 ~ 255 — Reserved for proprietary use

If value is 0, BSM SHOULD deliver the
response message as either one of the mess
types defined above, or as defined by the BS
operator.

If value is ‘1’, the BSM SHOULD respond with

one or more instances of the ‘Purchaseltem’
element. There MAY be no instance of this
element in the response in case there is no
applicable purchase item. The
‘BillingInformation’, ‘PurchaseltemFragment’

and ‘PurchaseData’ elements SHALL NOT be

instantiated.

If value is 2’, the BSM SHOULD respond as
for value ‘1’ and MAY additionally provide an
instance of the ‘PurchaseltemFragment’ elem
under the ‘Purchaseltem’ element. The
‘BillingInformation’ and ‘PurchaseData’
elements SHALL NOT be instantiated.

If value is ‘3, the BSM SHOULD instantiate
the ‘BillingInformation’ element in the
response. There MAY be no instance of this
element in the response in case there is no
applicable billing information. The
‘Purchaseltem’ element SHALL NOT be
instantiated.

If value is ‘4’, the BSM SHOULD respond as
for value ‘1’ and additionally instantiate the
‘PurchaseData’ element with an ‘idRef’
attribute in the response. There MAY be no
instance of the 'PurchaseData’ element in the
response in case there is no applicable purch
information. The ‘BillingInformation’ ,
‘PurchaseltemFragment’ and
‘PurchaseDataFragment’ elements SHALL
NOT be instantiated.

If value is ‘5’, the BSM SHOULD respond as
for value ‘4’ and in addition MAY provide an
instance of the ‘PurchaseltemFragment’ elem
under the ‘Purchaseltem’ element and MAY
provide an instance of the
‘PurchaseDataFragment’ element under the
‘PurchaseData’ element. The

age

ent

ase

ent
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‘BillingInformation’ element SHALL NOT be
instantiated.

Table 18: Structure of Account Inquiry Request in General Service Provisioning Message

5.1.5.6.2 Account Inquiry Response
AccountRe | E Account Inquiry Response Message
sponse Contains the following attributes:
requestiD
globalStatusCode
Contains the following elements:
Billinglnformation
Purchaseltem
requestiD | A @] 0.1 Identifier for the corresponding Accountjuiry | unsignedint
message
global A M 1 The overall outcome of the request, accordog unsignedByt
Status the return codes defined in section 5.11. e
Code
BillingInfor | E1 (0] 0..N Describes the total billing informatigossibly | string
mation in multiple languages. The language is
expressed using built-in XML attribute xml:lang
with this element.
Purchaselt | E1 (0] 0..N Specifies a Purchaseltem to which the use
em subscribed or purchased.
Contains the following attributes:
globallDRef
Contains the following elements:
Description
PurchaseltemFragment
PurchaseData
globallDRe | A M 1 GlobalPurchaseltemID of Purchase Item whighanyURI
f the End user subscribed or purchased.
Description | E2 (0] 0..N Describes the subscription informatiochsas | string
price, period, etc., possibly in multiple
languages. The language is expressed using
built-in XML attribute xml:lang with this
element.
Purchaselt | E2 (@] 0.1 Contains the Purchaseltem Fragment detate| complexTyp
emFragme the Purchaseltem to which the End user e as defined
nt subscribed or purchased. for
‘Purchaselte
m’ in section
5.1.2.6 of
[BCAST10-
SG]
PurchaseD | E2 (0] 0.1 Specifies the PurchaseData fragmentcaipé
ata to the Purchaseltem to which the user
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subscribed or purchased.
idRef A M 1 Identifier of the PurchaseData fragment anyUR
PurchaseD | E3 0] 0.1 Contains a copy of the PurchaseData feagm| complexTyp
ataFragme declared by the parent ‘PurchaseData’ fragmemt.as defined
nt for
‘PurchaseDa
ta’ in section
5.1.2.7 of
[BCAST 10-
SG]

Table 19: Structure of Account Inquiry Response irGeneral Service Provisioning Message

5.1.6  Smartcard Profile Service Provisioning Messag es

This section specifies the Smartcard Service Pianiisg Messages. These messages support the SEraegisioning
function of BCAST Terminals with Smartcard Profilapability. The messages in Sections 5.1.6.1, 2 &i6d 5.1.6.4
through 5.1.6.6 below are identical to General BerfProvisioning Messages. The messages in Sextlof.3 are somewhat
unique as described in the corresponding sectitowbeThe messages in Sections 5.1.6.7 throug.8.are unique to the
Smartcard Profile (i.e. no counterparts for thegstén the General Service Provisioning Messages).

The XML schema for these messages is defined ilABICLO-XMLSchema-orderqueries].
5.1.6.1 Pricing Information Messages

5.1.6.1.1 Pricing Information Request

This message is the same as the general servigisipring message. See section 5.1.5.1.1.

5.1.6.1.2 Pricing Information Response

This message is the same as the general servigisipring message. See section 5.1.5.1.2.

5.1.6.2 Service Request Messages

Service Request and Service Response messagée aanie as those specified in Section 5.1.5.2.

Although there is no Service Completion messag¢hi®iSmartcard profile, the BSM can determineeéftérminal has
successfully received the Service Response by stiggean LTKM verification message (specified ictéen 6.6.6.1 of
[BCAST10-ServContProt]) in at least one of the LTKBUbsequently transmitted to the terminal in theext of this
Service Request procedure. The LTKM verificatiorseage(s) sent by BCAST terminal to BSM will confitorBSM the
successful reception of this Service Response.

5.1.6.3 LKTM Renewal, Response and Completion Messa ges

LTKMs can be explicitly renewed with a Registratidrocedure (Section 5.1.6.7), the LTKM Request &dace (Section
5.1.6.8) or implicitly renewed via MSK delivery medure as described in [3GPP TS 33.246].

Although there is no LTKM Renewal Completion messtay the Smartcard profile, the BSM can deternifitiee terminal
has successfully received the LTKM(s) by requeséing. TKM verification message (specified in sect&6.6.1 of
[BCAST10-ServContProt]) in the LTKM(s) transmittemithe terminal in the context of this LTKM Renevpabcedure. The
LTKM verification message(s) sent by BCAST termitmBSM will confirm to BSM the successful receptiof the
LTKM(s).
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5.1.6.4 Unsubscription Messages
5.1.6.4.1 Unsubscribe Request and Response

These messages are the same as those specifiections.1.5.4.

5.1.6.5 Token Messages

These messages are the same as those specifiection.1.5.5.

5.1.6.6 Account Inquiry Messages

These messages are the same as the General $okcgoning Account Inquiry messages as specifiedlection 5.1.5.6.
This message is the same as the general servigisiprong message. See section 5.1.5.6.2

5.1.6.7 Registration Procedure

The Registration procedure is invoked by the teaiivhen the BCAST Client is started or re-activadad upon re-
establishing connectivity to the interactivity nerk after having lost coverage or in responseBS# Solicited Pull
Procedure where BM-SC Solicited Pull message imétted according t8ection 6.6.2 of [BCAST10-ServContProt].

In order to ensure proper LTKM delivery mechanisagatiation prior to LTKM delivery, the terminal SHA besides
perform a Registration procedure:

» before a terminal-initiated LTKM Request procedufréerminal has not yet registered to the PerimisdssuerURI
of the Access fragment describing service access.

» before a Service Provisioning procedure subjetiTidM delivery (Service Request, Token Purchase,
Unsubscription), if terminal has not yet registetethe PermissionsissuerURI of the Access fragr(iadirectly)
associated with the purchase item.

The Registration procedure is used by the terminabtify the BSM that it is available to receiv&€ KMs or parental control
messages. The Registration procedure is not useilid BCAST to request any change in the subscriptpurchase status
of the terminal. This functionality is provided the Service Provisioning messages, e.g. Servicedédtq

For the (U)SIM Smartcard Profile terminal, this pedure is the MBMS User Service Registration praceas defined by
[BGPP TS 33.246], in which one single MBMS Usen&gr ID is indicated in the Registration Requdsé& value is “oma-
bcast-allservices”. The Registration Response metuby the BSM SHALL indicate the total list of (aseltem,
PurchaseData) for which the terminal is authorizedbceive the related LTKMs (including LTKMs tovadidate
SEKs/PEKS). More specifically, the response SHAbhtain one Response element per MBMS User Serlliceach
MBMS User Service ID identifies a (PurchaseltentcRaseData) pair, encoded as the concatenation of
GlobalPurchaseltemID and PurchaseDataReferencesidtems that are unsubscribed but still valid uthe presence of
the “subscribedUntil” attribute in the “UnsubscriBResponse” message SHALL be also included in tlggsRation
Response. In case there are no such items avatitatBéurn, there SHALL be exactly one “Respondefrent with
“servicelD” set to the reserved identifier “oma-btaoservices” and “ResponseCode” set to “200 O#this particular
registered state, the BSM SHALL NOT send LTKMs, MBSolicited pull procedure initiation messages &adental
Control messages to the terminal, but MAY send BSilitited pull messages to trigger re-registrations

The above procedure is not applicable in the catieeq R-)UIM/CSIM Smartcard Profile, i.e., when BICS is the
underlying BDS.

The terminal SHALL handle the PDP context usedti® procedure as specified in section 5.1.6.12.
The terminal MAY include in the registration requese RegistrationRequestExtension in order to:

* indicate the LTKM delivery mechanisms it suppottsting from the time of this request. This meckanis
defined in sections 5.1.6.7.1 and 5.1.6.10.1 ah®3.1.1.
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* indicate the minimal intended lifetime of termif&DP context after the completion of MBMS-based Sadvice
Provisioning HTTP procedures. This mechanism isnéefin sections 5.1.6.7.1 and 5.1.6.12.

The BSM MAY include in the registration response &egistrationResponseExtension in order to:

» indicate the LTKM delivery mechanisms it plans sedor further messages deliveries to the termiftab
mechanism is defined in sections 5.1.6.7.2, 5.0.6.4nd 5.1.6.11.1.

» specify the minimal lifetime of terminal PDP contefter the completion of MBMS-based and Serviaevi3ioning
HTTP procedures. This mechanism is defined insestb.1.6.7.2 and 5.1.6.12.

The BSM can also include in the registration resgoone or several RegistrationResponseServicekoitsns order to:

» deliver the LTKMs the terminal is authorized toee® and any parental control messages. This irdtbom MAY
be included. The underlying mechanism is defineskictions 5.1.6.7.2, 5.1.6.10.3 and 5.1.6.11.2.

* indicate the subscription start and end timesh& Rurchaseltem/PurchaseData pairs for which tharial is
authorized to receive the related LTKMs. For tingesdd subscriptions, this information SHALL be. pay-per-
view, this information MAY be included.

The following is an informative example illustragithe BCAST extensions (printed in boldface) pdggibesent in a
Registration Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<nmbrsSecuri t yRegi st er Response
xm ns="ur n: 3GPP: net adat a: 2005: MBVS: securi t yRegi strati onResponse”
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
xmins:bcast="urn:oma:xml:bcast:pr:orderqueries:1.0" >
<Response>
<servi cel D>ur n: 3gpp: mbs: exanpl e: servi ce: i dentification: 123456789abcdef </ servi cel D>
<ResponseCode>200 OK</ ResponseCode>
<bcast:RegistrationResponseServiceExtension >
<LTKM>...</LTKM>
<SubscriptionWindow startTime="3408134400" endTi me="3410812800"/>
</bcast:RegistrationResponseServiceExtensio n version="0">
</ Response>
<Response>
<servi cel D>ur n: 3gpp: nbns: exanpl e: service:identification: fedcba987654321</servi cel D>
<ResponseCode>200 OK</ ResponseCode>
<bcast:RegistrationResponseServiceExtension >
<LTKM>...</LTKM>
<LTKM>...</LTKM>
<SubscriptionWindow startTime="3408134400" endTi me="3410812800"/>
</bcast:RegistrationResponseServiceExtensio n>
</ Response>
<bcast:RegistrationResponseExtension version="0" >
<LTKMDelivery>
<Trigger>1</Trigger> <!-- indicates ‘SMS Te->
<Type>1</Type> <!--indicates ‘HTTP T>
<LTKMDelivery>
<PDPContextLifetime>0</PDPContextLifetime>
</bcast:RegistrationResponseExtension>
</ nbnsSecuri t yRegi st er Response>

5.1.6.7.1 Registration Request Extension

The Registration Request payload is an “mbmsSg®edister” message defined according to XML sch&ma3GPP:
metadata:2005:MBMS:securityRegistrationRequesttifigel in section 11.4.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific informati@t <mbmsSecurityRegister> level of Registrati@gest payload, a
RegistrationRequestExtensielement is defined in the namespace “urn:oma:aakbpr:orderqueries:1.0” [BCAST10-
XMLSchema-orderqueries]. When included, this elenSHALL be present exactly once, as a child of
<mbmsSecurityRegister> element matching the <xs:avildcard defined there.
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The RegistrationRequestExtensielement is structured as follows:

Registration | E 0.1
RequestExte

nsion

Defines a container for the inclusion ofART-
specific information at the
<mbmsSecurityRegister> level of Registration
Request payload defined in section 11.4.1 of
[BGPP TS 26.346 v7].

Contains the following attributes:
version

Contains the following elements:
LTKMDelivery
PDPContextLifetime

NM/ 1
™

version A

Version of this extension element.
0x00 identifies BCAST 1.0

unsignedByt
e

LTKMDelive | E1 NO/
1 TO

0.1

This element lists all the LTKM and parental
control message delivery mechanisms the
terminal will support from this registration
request till next registration request.

Detailed use of this element is further specified
section 5.1.6.10.1and 5.1.6.11.1.

Contains the following elements:
Trigger

Type

Trigger E2 NM/TM 1..N

Specifies the trigger delivery meclsamns
supported by the terminal at the time of
registration request (triggers designating:
messages to initiate BSM solicited pull procedu
and BSM solicited pull messages to initiate
registration). Allowed values are:

0 - UDP

1 — SMS as per section 5.1.6.10.2

2 — 127 reserved for future use

128 — 255 reserved for proprietary use

unsignedByt
e

re,

E2 NM/

™

Type 1..N

Specifies the LTKM and parental control megs
delivery mechanisms supported by the terminal
the time of registration request. Allowed values
are:

0 - UDP
1 - HTTP as per section 5.1.6.10.3 and 5.1.6.1
2-127 reserved for future use

128-255 reserved for proprietary use

aginsignedByt
at

1.2

PDPContext
Lifetime

El NO/

TO

0.1

Approximate minimal lifetime in seconds durin
which terminal intends to maintain its PDP
context alive, after the completion of each
MBMS-based procedure (registration,
deregistration, LTKM request) and Service

j unsignedIint
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Purchase, Unsubscription), whether these
procedures are initiated by terminal or triggere
by BSM.

Note: how the terminal can determine an
appropriate PDP context lifetime value for the
interaction network in use is out of the scope o
this specification

This number of seconds SHALL be counted
starting from the approximate time of
sending/reception of the last message of the
HTTP procedure (Registration Response, Service
Response, etc).

The terminal SHOULD NOT set this number of
seconds to zero, as the BSM may not support
other means than UDP for the delivery of
LTKMs, triggers and Parental Control messages.
When the element is absent, the lifetime spahs til
the completion of next De-registration procedute
wih this BSM.

The use of this element is further specified in
section 5.1.6.12.

Provisioning procedure (Service Request, TokIn

Table 20: Structure of RegistrationRequestExtension

5.1.6.7.2 Registration Response Extension
The Registration Response payload is an “mbmsSgReagisterResponse” message defined according th ¥#iema
“urn:3GPP: metadata:2005:MBMS:securityRegistratiesfponse” specified in section 11.7.1 of [3GPP TS4%V7].

To allow the inclusion of BCAST-specific informatiat <mbmsSecurityRegisterResponse> level of Ragjish Response
payload, &RegistrationResponseExtensiglement is defined in the namespace “urn:oma:cakbpr:orderqueries:1.0”
[BCAST10-XMLSchema-orderqueries]. When includeds #lement SHALL be present once as a child of
<mbmsSecurityRegisterResponse> element matchingxiany> wildcard defined there.

This RegistrationResponseExtensiglement is structured as follows:

Registration | E 0.1 Defines a container for the inclusion of AT -
ResponseExt specific information at the
ension <mbmsSecurityRegisterResponse> level of

Registration Response payload defined in sectjon
11.7.1 of [3GPP TS 26.346 v7].

Contains the following attributes:
version

Contains the following sub-elements:
LTKMDelivery
ParentalControlMessage

PDPContextLifetime
version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifies BCAST 1.0 e
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LTKMDelive
ry

El

NO/
TO

0.1

This element lists all the LTKM and parental

control message delivery mechanisms the BSM

plans to use from this registration response
(included) till next terminal registration request
occurs.

Detailed use of this element is further specified
section 5.1.6.10.1 and 5.1.6.11.1.

Contains the following elements:
Trigger

Type

Trigger

E2

NM/TM

1..N

Specifies the delivery mechanisms athihe
BSM intends to use to deliver triggers to the
terminal till next registration request (triggers
designating: messages to initiate BSM solicited
pull procedure, and BSM solicited pull messag
to initiate registration). Allowed values are:

0 - UDP

1 — SMS as per section 5.1.6.10.2

2 — 127 reserved for future use

128 — 255 reserved for proprietary use

unsignedByt
e

Type

E2

NM/
™

1..N

Specifies the delivery mechanisms which the
BSM intends to use to deliver LTKMs and
parental control messages to the terminal, tilkn
registration request. Allowed values are:

0—-UDP

1 - HTTP as per section 5.1.6.10.3 and 5.1.6.1
2-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e
ex

1.2

ParentalCont
rolMessage

El

NO/TO

0.1

Smartcard profile BCAST Parental oaint

base64Binar

message (base64-encoded MIKEY message) asy

defined in section 6.6.5 of [BCAST10-
ServContProt].

This element is used to deliver parental control
messages via HTTP, in case the terminal and
BSM have agreed on “HTTP” as a delivery
mechanism for LTKM during this registration
procedure (see section 5.1.6.10)

This element SHALL be supported in case HTT

the

P

delivery of LTKMs and Parental control messages

is supported.

PDPContext
Lifetime

El

NO/
TO

0.1

Approximate minimal lifetime in seconds durin
which terminal SHALL maintain its PDP contex
alive, after the completion of each MBMS-base|
procedure (registration, deregistration, LTKM
request) and Service Provisioning procedure
(Service Request, Token Purchase,
Unsubscription), whether these procedures are
initiated by terminal or triggered by BSM.

This number of seconds SHALL be counted

j unsignedIint
t
d

starting from the approximate time of
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sending/reception of the last message of the
HTTP procedure (Registration Response, Service
Response, etc).

The BSM MAY set this number of seconds to
zero, when UDP bearer is not a negotiated
mechanism for the delivery of LTKMs, triggers
and Parental Control messages

When the terminal indicates in Registration
Request a PDP context lifetime in seconds grepter
than zero, the BSM SHOULD replicate this
number of seconds in the returned
<PDPContextLifetime> element.

When the element is not included by the BSM,
the lifetime spans till completion of De-
registration with this BSM.

The use of this element is further specified in
section 5.1.6.12.

Table 21: Structure of RegistrationResponseExtensio

5.1.6.7.3 Registration Response Service Extension

The Registration Response payload is an “mbmsSgRarjisterResponse” message defined according th ¥d¥lema
“urn:3GPP: metadata:2005:MBMS:securityRegistratiesfponse” specified in section 11.7.1 of [3GPP TS4®V7].

To allow the inclusion of BCAST-specific informatiat <Response> level of Registration Responsepdyi.e. at the
level corresponding to one registered PurchaselRernhaseData pair),RegistrationResponseServiceExtengtament is
defined in the namespace “urn:oma:xml:bcast: prigpaeries:1.0” [BCAST10-XMLSchema-orderqueries]. Shlement
MAY be included in each/any <Response> elemertiénRegistration Response. When included in a <Respoelement, it
SHALL be present once as a child of <Response>eatématching the <xs:any> wildcard defined there.

This RegistrationResponseServiceExtenstmment is defined below:

Registration | E 0..1 Defines a container for the inclusion of AXT -
Response_Ser specific information at the <Response> level of
viceExtension Registration Response payload defined in sectjon

11.7.1 of [3GPP TS 26.346 v7].

Contains the following attributes:
version

Contains the following elements:

LTKM
version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifies BCAST 1.0 e
LTKM El NO/ 0..N Smartcard profile BCAST LTKM (base64- base64Binar
TO encoded MIKEY message) associated with the| y

successfully registered
Purchaseltem/PurchaseData pair identified by
<servicelD> element sibling of
<RegistrationResponseServiceExtension>
element.
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This element SHALL NOT be included if
<ResponseCode> element sibling of
<RegistrationResponseServiceExtension> doe
not indicate status code “200 OK”.

More details on this element are further specifi
in section 5.1.6.10.3.

Subscription
Window

El

NO/TM

0.1

The time interval during which the subscription
valid, where the subscription is associated with
the successfully registered
Purchaseltem/PurchaseData pair identified by
<servicelD> sibling element of the
<RegistrationResponseServiceExtension>
element.

For time-based subscriptions, the network
SHALL include this element. For pay-per-view,
the network MAY include this element.The
terminal MAY use this information to determine
the validity period of a subscription.

Contains the following attributes:
startTime
endTime

is

he

startTime

NM/TM

NTP timestamp expressing the start of subscription.

unsignedint

endTime

NO/TM

0.1

NTP timestamp expressing the end of subscription.

This attribute SHALL NOT be present for open-endgd

subscriptions.

unsignedint

5.1.6.8

Table 22: Structure of RegistrationResponseService@ension

LTKM Request Procedure

Upon the completion of the subscription/purchaaegaction (as defined by the Service Request messadection
5.1.5.2), or once the lifetime of the current SHEKFin the Smartcard has expired, the required nEW/BEK can be

obtained via the LTKM Request procedure. This@ecur:

 When the BCAST Terminal has missed a SEK/PEK kejatg procedure, due to, for example, being out of
coverage;

* Inresponse to a BM-SC solicited pull procedure.

For the Smartcard Profile, this procedure is theMBMSK request procedure as defined by [3GPP T3483, in which
the key identification information comprises a ti§tone or more Key Domain ID — SEK/PEK ID pairsbgct to the
following clarification. For the (U)SIM SmartcaRtofile terminal, the SRK used in the HTTP digaghantication of the
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subscriber corresponds to the MBMS Request Key (MR¥ the (R-)UIM/CSIM Smartcard Profile termingihe SRK is
the BCMCS Authentication Key (Auth-Key).

The terminal SHALL handle the PDP context usedhiy procedure as specified in section 5.1.6.12.

The BSM MAY include in the LTKM response one or sl LTKM ResponseMSKExtensions in order to:

* include the LTKM(s) carrying the SEK(s)/PEK(s) regted in the LTKM request. This mechanism is defiime
sections 5.1.6.8.1 and 5.1.6.10.3.

5.1.6.8.1 LTKM Response MSK Extension

The LTKM Response payload is an “mbmsMSKResponssssage defined according to XML schema
“urn:3GPP:metadata:2005:MBMS:mskResponse” specifiesbction 11.8.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific informati@at <Response> level of LTKM Response payload di.¢he level
corresponding to one requested SEK/PEK), BKMResponseMSKExtensielement is defined in the namespace
“urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XBchema-orderqueries]. This element MAY be incluthed
each/any <Response> element in the response. Wbleidéd in a <Response> element, it SHALL be priesece as a child
of <Response> element matching the <xs:any> wittldafined there.

This LTKMResponseMSKExtensietement is structured as follows:

LTKMRespo | E 0..1 Defines a container for the inclusion ofART -
nseMSKExte specific information at the
nsion <mbmsMSKResponse> level of LTKM Response
payload defined in section 11.8.1 of [3GPP TS
26.346 v7].

Contains the following attributes:
version

Contains the following sub-elements:

LTKM
version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifies BCAST 1.0 e
LTKM El NO/ 0..N Smartcard profile BCAST LTKM (base64- base64Binar
TO encoded MIKEY message) carrying the y

SEK/PEK identified by the <MSK> element
sibling of <LTKMResponseMSKExtension>
element.

This element SHALL NOT be included if
<ResponseCode> element sibling of
<LTKMResponseMSKExtension> does not
indicate status code “200 OK”.

More details on this element are further specified
in section 5.1.6.10.3.

Table 23: Structure of LTKMResponseMSKExtension
5.1.6.9 Deregistration Procedure

The Deregistration procedure is invoked by the teatrupon termination or suspension of the BCASIE@| or whenever
the terminal wishes to indicate that it is not anyenavailable to receive LTKMs.
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It may happen that the terminal is unable to perfarDeregistration procedure upon termination efBICAST Client, due
to uncontrolled power down or loss of coveragentdriaction channel network. In this case, the tealfsHOULD perform
a Deregistration procedure on the first occasiom, upon next availability of interaction channektwork while BCAST
Client is besides not running (since otherwiseténminal would perform a Registration procedure).

For the Smartcard Profile, this procedure is theMBUser Service Deregistration procedure as defoye@GPP TS
33.246], in which one single MBMS User Service tOridicated in the Deregistration Request: theev&dfoma-bcast-
allservices”. This procedure is not applicabl¢hia case of the (R-)UIM/CSIM Smartcard Profile,,ivghen BCMCS is the
underlying BDS.The terminal SHALL send the Deragitbn request to the PermissionsissuerURI usatdyerminal to
send latest Registration request with this BSMhwitquesttype" parameter set to "deregister” atst# "register”. This
implies in particular that a BSM SHOULD accept Degfstration requests against a particular PermisgssuerURI as long
as there are terminals considered in registeréd atminst that URI. It is thus possible that #reninal might not receive
any response to a De-Registration request afteéB &M has invalidated the PermissionsissuerURI.

The BSM SHALL interpret the Deregistration Request deregistration to the total list of (Purchssms, PurchaseData)
pairs for which the terminal is authorized to reedihe related LTKMs.

The BSM SHALL include in the Deregistration Respains

» Either one “Response” element, in which the MBM&#UService ID value is “oma-bcast-noservices” hia tase
where the terminal is not subscribed to any purelitasns

« Orone “Response” element, in which the MBMS Usenvige ID value is “oma-bcast-allservices”.

« Orone or more“Response” elements in which each NBM4er Service ID SHALL be identified by the
concatenation of GlobalPurchaseltemID and Purdbatséreference values. These response elements SHALL
contain the total list of MBMS User Service IDs fehich the terminal is authorized to receive tHatesl LTKMs.

The terminal SHALL handle the PDP context usedhiy procedure as specified in section 5.1.6.12.

In the latter case, the BSM MAY include in the dgs&ration response one or several
DeregistrationResponseServiceExtensions, in oder t

» deliver LTKMs corresponding to the services that titrminal has deregistered to. This mechanisrefiae in
sections 5.1.6.9.1 and 5.1.6.10.3. The LTKMs comt@iin the deregistration response MAY be usedvalidate
SEKSs/PEKS, e.g. by carrying invalid Key Validity @a

5.1.6.9.1 Deregistration Response Service Extension

The Deregistration Response payload follows them&brof Registration Response payload: it is an
“mbmsSecurityRegisterResponse” message defineddingdo XML schema “urn:3GPP:
metadata:2005:MBMS:securityRegistrationResponseti§igd in section 11.7.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific informati@at the <Response> level of Deregistration Resppagload (i.e. at
the level corresponding to one deregistered sepédeeregistrationResponseServiceExtensgtament is defined in the
namespace “urn:oma:xml:bcast:pr:orderqueries: BCAST10-XMLSchema-orderqueries]. This element MA& ibcluded
in each/any <Response> element in the responsen Woleided in a <Response> element, it SHALL bes@néonce as a
child of <Response> element matching the <xs:anydcard defined there.

This DeregistrationResponseServiceExtenstament is structured as follows:

Deregistratio | E 0.1 Defines a container for the inclusion of ABT-
nResponseSe specific information at the <Response> level of
rviceExtensio Deregistration Response payload defined in

n section 11.7.1 of [3GPP TS 26.346 v7].

Contains the following attributes:
version

Contains the following sub-elements:
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LTKM
version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifies BCAST 1.0 €
LTKM E1l NO/ 0..N Smartcard profile BCAST LTKM (base64- base64Binar
TO encoded MIKEY message) associated to the |y
service successfully deregistered to identified by
<servicelD> element sibling of
<DeregistrationResponseServiceExtension>
element.
This element SHALL NOT be included if
<ResponseCode> element sibling of
<DeregistrationResponseServiceExtension> does
not indicate status code “200 OK”.
More details on this element are further specified
in section 5.1.6.10.3.
Table 24: Structure of DeregistrationResponseServeExtension
5.1.6.10 LTKM delivery mechanisms

The BSM can send LTKMs over UDP to the terminaidi@ing BCAST-specific service provisioning messa@srvice
Response, Subscription Long-Term Key Renewal Respofoken Purchase Response, Unsubscribe RespondBMS-
based provisioning messages (Registration respbDesegistration response, LTKM response). The Bal also push to
the terminal unsolicited LTKMs over UDP, to upd&EeKs/PEKSs. Finally, the BSM can push messages Wét (called
triggers in this section) to trigger the termirainitiate a LTKM request procedure or a registmagprocedure.

The terminal as well as the BSM MUST support LTK®lidery over UDP.

There are however situations where the termin@rngporarily or permanently not reachable by UDP:

» temporarily if for instance the terminal is configd to release its PDP context shortly after an PFbased
procedure with the BSM, including the registratncedure.

Note: this configuration must be avoided if the fn@mof maintained PDP contexts is not an issughi®mnetwork.

* permanently if for instance the terminal is attattea private IP network behind a NAT , or if teeminal sends
the registration request via an HTTP Proxy whicltdifies sender’s IP address.

To cope with these situations, other LTKM delivemgchanisms than UDP MAY be used, such as the iiocius LTKMs
in the HTTP response to a service provisioning estjuas well as trigger delivery over SMS bearer.

Note: this version of the specification definestmols enabling terminal or BSM to detect networkfigurations
problematic for the reliability of trigger/LTKM dislery over UDP (e.g. NAT equipments, HTTP Proxy nfigidg sender’s
IP address, short-term PDP contexts, etc). Foetpasblematic network configurations the followisgadvised:

« If UDP delivery issues are of permanent nature. (84T equipments), SMS bearer can be used fordrigg
delivery, and HTTP bearer for LTKM and Parental €olnMessage delivery.

If UDP delivery issues are only about short lifegiof PDP contexts, UDP bearer can still be usettifpger, LTKM and
Parental Control Message delivery, provided thahiteal and BSM are able to negotiate PDP contéatirine during

Registration procedure.
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5.1.6.10.1 Signaling of supported delivery mechanis  ms for triggers and LTKMs

The terminal SHALL indicate in the registration vegt the complete list of LTKM delivery mechanisingill support
starting from the time of this registration requéshext registration request. This indicationpéips to all the LTKMs the
BSM will deliver to the terminal during this periogdhether these LTKMs actually carry a SEK/PEK ot fi.e. with
KEMAC Encr Data Len = 0).

The terminal SHALL indicate in the registration vegt the complete list of trigger delivery mecharsst will support
starting from the time of this registration requiélshext registration request. Triggers in sc@ve messages initiating a
BSM solicited pull procedure, and BSM solicitedIpukssages initiating a registration procedure.

The terminal SHALL indicate these supported delvmechanisms by including in the registration resjume
<RegistrationRequestExtension> element containimg<d. TKMDelivery> element, itself containing zeroraore
<Trigger> sub-elements to denote trigger deliveechanisms, and one or more <Type> sub-elementntotel LTKM
delivery mechanisms.

The terminal MAY however omit in the request thdigation of supported delivery mechanisms, if pgorts no more and
no less than UDP and SMS bearers for trigger dslivand UDP bearer for LTKM delivery.

The BSM SHALL handle this terminal indication afdavs:

» For each successfully authenticated registratignest it receives, the BSM SHALL determine whigbger
and LTKM delivery mechanisms the terminal will soppfrom this registration request till next regiiton
request:

o0 If <RegistrationRequestExtension> element is prieaed includes an <LTKMDelivery> sub-element,
the BSM SHALL read terminal-supported trigger arikIM delivery mechanisms from respectively
<Trigger> and <Type> sub-elements.

0 Otherwise the BSM SHALL conclude that the termisigbports UDP and SMS bearers for trigger
delivery, and UDP bearer for LTKM delivery.

» If the BSM supports one or more of the terminalganped LTKM delivery mechanisms, the BSM SHALL
include in the registration response a <Registn&&sponseExtension> element, and this element SHALL
include an <LTKMDelivery> sub-element listing allet terminal-supported mechanisms which the BSMsplan
to use for further trigger and LTKM deliveries tog terminal, starting from this registration resgpe.

0 The BSM MAY choose to not return an <LTKMDelivergub-element to implicitly signal to the
terminal it only plans to use UDP bearer for trigged LTKM delivery.

o For this terminal, the BSM SHALL NOT later on usigger and LTKM delivery mechanisms other
than those implicitly or explicitly signaled to tkerminal in the registration response.

o If the BSM supports none of the terminal-suppott@&M delivery mechanisms (regardless of
supported trigger delivery mechanisms), the BSM &Haignal this to the terminal by a “403
Forbidden” in the HTTP status line of the response.

0 The BSM SHALL NOT attempt to deliver triggers or KWs to this terminal, from this registration
response included, till next registration request.

<RegistrationRequestExtension> element and rekit&@&MDelivery> sub-element are defined in sectioh.5.7.1.

<RegistrationResponseExtension> element and retdf€dMDelivery> sub-element are defined in sectmf.6.7.2.

5.1.6.10.2 LTKM delivery over SMS

In this version of specification, LTKM delivery ov8MS designates the delivery of an LTKM initiatiaddSM solicited
pull procedure (specified in section 6.6.1 of [BAOAB-ServContProt]) or BSM initiated registratioropedure (specified in
section 6.6.2 of [BCAST10-ServContProt].
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5.1.6.10.3 LTKM delivery over HTTP

The terminal MAY support LTKM delivery over HTTP defined in this section.
In this version of specification, LTKM delivery ovBITTP designates the delivery of LTKMs:

= in the Registration Response payload, by the smaiuof RegistrationResponseServiceExtension(syaated
<LTKM> sub-element(s), as defined in section 52.3%.

= inthe LTKM Response payload, by the inclusion ®KIMResponseMSKExtension(s) and related <LTKM> sub-
element(s), as defined in section 5.1.6.8.1.

= inthe Deregistration Response payload, by theigich of DeregistrationResponseServiceExtensian(d)related
<LTKM> sub-element(s), as defined in section 59.5.

= inthe Service Response payload, by the inclusfertL®KM> elements in the Smartcard Profile specfiart of the
message, as defined in section 5.1.5.2.2.

= inthe Unsubscribe Response payload, by the inmusi <LTKM> elements in the Smartcard Profile sfepart
of the message, as defined in section 5.1.5.4.2.

= inthe Token Purchase Response payload, by thesinal of <LTKM> elements in the Smartcard Profiesific
part of the message, as defined in section 5.2.5.5.

The following applies for the delivery of LTKMs ey of these HTTP responses:

. The BSM SHALL NOT include LTKMs in unsuccessful HPfesponses.

* The BSM SHALL NOT include LTKMs initiating a BSM &ocited pull procedure or BSM solicited pull
messages initiating a registration procedure

* In case multiple LTKMs are carried in the same HpERload, the BSM SHALL insert them in order of
increasing TS.

5.1.6.10.4 LTKM general processing

Unless otherwise stated, the terminal SHALL proadisthe LTKMs delivered by the BSM using any oéttielivery
mechanisms signaled by the BSM in the registrati@ponse, or using UDP if the BSM omitted this algmg in the
registration response. The terminal MAY ignore LTKRBklivered by the BSM using other delivery mechiansi. Note that
as the terminal signals the LTKM delivery mechargghat it supports in the registration requestB8& SHOULD NOT
deliver LTKMs using a mechanism that is not supgabitty the terminal.

In case multiple LTKMs are carried in the same pagll the terminal SHALL process them one by onerder of inclusion
in the payload.

For each processed LTKM respectively with V flagHDR set or leading to the return of LTKM reportimgssage(s), the
terminal SHALL send respectively one verificatioesaage or LTKM reporting message(s) over UDP t®®i 1P
address resolved from NAF FQDN encoded in IDi pagllaegardless of the method used by the BSM foedtehe LTKM.

Determination of the destination port to use idrasf as follow:

- Incase the LTKM is delivered over UDP, the terrhlBHALL send the message to the same destinatidragdhe
destination port that was used by the BSM to delive LTKM.

- In case the LTKM is delivered via HTTP in the codtef BCAST delivery mechanisms as specified irtisec
5.1.6.10.3the terminal SHALL send the message stirggion port 4359

In case multiple LTKMs are carried in the samelpag, the verification messages SHALL be sent gnerte in order of
LTKM processing.
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5.1.6.11 Parental control messages delivery mechani  sms

Potential problems for the delivery over UDP ofgreal control as described in Section 5.1.6.10am® possible; therefore,
the mechanisms for the delivery of the parentatrobmessages are identical to those defined fd#livery of LTKMs in
Section 5.1.6.10.

The terminal as well as the BSM MUST support paketontrol message delivery over UDP. To cope withations where
the terminal is not reachable, other delivery me@ras than UDP MAY be used, such as the inclusfgracental control
message in the HTTP response.

5.1.6.11.1 Signaling of supported Parental Control Message delivery mechanisms

Signaling of supported parental control messaghgete mechanisms SHALL be done as defined forlth&KM delivery
mechanisms in section 5.1.6.10.1. The signaled arésims for LTKM delivery according to that sectiBHALL also be
used for the delivery of Parental control messages.

5.1.6.11.2 Parental Control Message delivery overH TTP

The terminal MAY support delivery over HTTP as defil in this section.
In this version of specification, delivery over HF Oesignates the delivery of parental control ngessa

= in the Registration Response payload, by the siatuof base64-encoded Parental control messatgethin
RegistrationResponseExtension as defined in sebtih6.7.2.

The following applies for the delivery of parentaintrol messages in any of these HTTP responses:

= The BSM SHALL NOT include parental control messaigesnsuccessful HTTP responses.
5.1.6.11.3 Parental Control Message general process ing

The terminal SHALL process the parental control sage delivered by the BSM following processing radthdefined for
LTKMs in section 5.1.6.10.4

5.1.6.12 PDP context handling

The terminal needs to create or reuse a PacketMatacol (PDP) context [3GPP TS 23.060] to perfamitast IP
communications with the BSM.

For the (U)SIM Smarcard profile, the BSM can besig®ke use of this PDP context to deliver messagasUDP to the
terminal, such as: LTKMs, BSM solicited pull procee initiation messages, BSM solicited pull messaand Parental
Control messages. The BSM can send these megsatpesterminal over UDP subsequently to an HTTétedure, or at
the initiative of the BSM (unsolicited push). Thisplies that the BSM must know terminal IP addresswell as validity of
this IP address in the time, which can be achiexsdg the following rules:

* Rules on PDP context below apply to the HTTP Digeshenticated procedures performed between telizumi
BSM (Registration, Deregistration, LTKM Requestngee Request, Token Purchase, Unsubscriptionirgric
Information and Account Inquiry).

»  When performing one of these procedures with the1B8e terminal SHALL reuse any existing active PDP
context which it has previously used to communieeth this BSM. This rule is to ensure that the BS&ks at
most one valid IP address for a given registeraditaal (B-TID).

e The BSM SHALL infer terminal IP address from theekt of these procedures successfully performetidy
terminal with this BSM.

Note: although Pricing Information and Account Iirgjprocedures are not subject to subsequent LTKM
delivery, this rule applies also to these procesluas updating terminal IP address whenever pessiduces
the likelihood for the BSM to send messages ovePUWdan IP address reallocated to another terr{iaske of
terminal not being able to deregister before thease of its PDP context).
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e The minimal lifetime of PDP context used by thesecpdures SHALL be negotiated at the time of eaaminal
registration and re-registration with the BSM (eitlexplicitly via the inclusion of <PDPContextLifiete> element,
or implicitly via the omission of this element, Registration Request and/or Registration Respars SHALL
apply from this (Re-)registration procedure (inadiitill the Deregistration procedure with this BSiMcluded).

» For Registration, LTKM Request, Service RequeskehoPurchase and Unsubscription procedures:

o0 If <PDPContextLifetime> element was absent in Riegi®on Response, the terminal SHALL NOT releage th
PDP context used by this procedure until completibnext Deregistration procedure or until a PDRtegt
deactivation procedure has been initiated by theark as defined in [3GPP TS 23.060].

o If <PDPContextLifetime> element was present in Rgtion Response and set to zero, the terminal MAY
release the PDP context used by this procedure diatedy after completion of the HTTP message flowl a
the delivery of any requested Parental Controlfieation, LTKM verification and LTKM reporting meages.

o0 If <PDPContextLifetime> element was present in Rgtion Response and set to a number of secordtegr
than zero, the terminal SHALL NOT release the PDRt&xt used by this procedure until this number of
seconds has elapsed (starting from completioneofHfRTP message flow) or until completion of next
Deregistration procedure, or until a PDP contestctigation procedure has been initiated by the agtwas
defined in [3GPP TS 23.060].

» For the Deregistration procedure:

0 The terminal MAY release the PDP context used y/filocedure immediately after completion of theTHT
message flow and the delivery of any requested LTWe¥fication and LTKM reporting messages.

»  For Pricing Information or Account Inquiry procedur

o Ifthe PDP context used by this procedure was caimgtd to a specific lifetime by a previous HTT®gedure,
the terminal SHALL NOT release the PDP context usgthis procedure until this lifetime has expimda
PDP context deactivation procedure has been iaitibyy the network as defined in [3GPP TS 23.060].

0 Otherwise the terminal MAY release the PDP contesetd by this procedure immediately after completibn
the HTTP message flow.

5.1.7 Message Compression

The Service Provisioning messages MAY be compredggdg the transport of the messages. In that, tasecompression
applies to entire Service Provisioning message hvisithe payload of HTTP message. If the compressiased, in the
HTTP message delivering the Service Provisioningsage the “Content-Encoding” attribute SHALL beserd in the
HTTP header and set to MIME value representingti|mpression scheme.

The BSP-M in the BSM SHALL support the GZIP algonit for the delivery of Service Provisioning messadée BSP-C
in the Terminal SHALL support the GZIP algorithnr fbe delivery of Service Provisioning messagesase GZIP
compression is used for the delivery of ServicevBioning messages, the “Content-Encoding” atteb®HALL be set to

“gzip”.
5.1.8 Provisioning Trigger Message (DRM Profile onl y)

The message below is defined to trigger the terhbnsend a provisioning message to the BSM. A Teairand a BSM
supporting the DRM profile and the Web-based SeriAmvisioning feature SHALL support the Provisianirrigger
Message.

The BSM SHALL use SMS to send this message to grenihal. The SMS SHALL satisfy the following coridits:
» The SMS carries a WAP connectionless push (WDP/\&g®ding) as defined in [OMA Push].

 The WSP content type header contains the Contgre €9de registered by OMNA for
‘application/vnd.oma.bcast.provisioningtrigger’' és&ppendix H.6,) i.e. the binary value 0x031B.
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* The WSP X-Wap-Application-ld header contains theaby code registered by OMNA for the PUSH Applioati
ID identifying the BCAST Push client, as specifiacsection 9 of [BCAST10-Distribution].

The message SHALL be structured as follows. Natetthe ‘type’ parameter signals the type of thesage and as such
determines its structure (i.e. number, semantidssae of the parameters contained).

Data Field Name Data Type
Provisioning_Trigger_Message {
type uimshbf8
if(type==0) {
LTKMRenewalRequestTrigger.idCode uimsbf8
LTKMRenewalRequestTrigger.url bytestring

Table 25: DRM Profile Trigger Message Structure

uimsbfN Unsigned Nbit Integer, most significant firist
bytestring Array of bytes
Table 26: Mnemonics used in Table 25

type Signals the type of the message.

0 — BCAST 1.0 LTKMRenewalRequest Trigger Message
1-255 — reserved for future use

Terminals MAY discard messages with an unknowneatuthe
‘type’ field.

LTKMRenewalRequestTrigger.idCode  Code signalling string to put into the ‘globallDRef’ attribute
0 — “oma-bcast-allservices”

1 - “oma-bcast-newservices”

2-255 — reserved for future use

LTKMRenewalRequestTrigger.url Signals the URL taiethto send the LTKMRenewalRequest
message as a null-terminated string

Table 27: Semantics for Table 25

If the terminal receives a message with the ‘tymeameter equals to 0, it SHALL send an LTKMRen&egjuest to the
BSM addressed by the URL signalled in the paranieféd¢MRenewalRequestTrigger.url’, containing onesiance of

‘Purchaseltem’ with the ‘globallIDRef’ attribute detthe value signalled by the parameter
‘LTKMRenewalRequestTrigger.idCode’. This messageAEHNOT be sent if the URL is not available to ttegminal as
‘purchaseURL’ in any ‘PurchaseChannel’ fragmenthi@ Service Guide, and is also not trusted bydhmihal based on

some other mechanism outside the scope of thisfiaion.

5.1.9 Web-based Service Provisioning

A Terminal and server MAY support Service Provisigvia a web-portal. The description of web popavisioning is
based on the following assumptions:
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= The web portal is a completely separate entity ftbenBSM (NAF), BSF, etc. and has no knowledgeeyf k
management.

= No HTTP digest authentication as per [3GPP TS 3.84[3GPP2 X.S0022-A](used in the Smartcard peofi
service provisioning messages) is required bytreal.

The Terminal MAY receive additional information aéd to the Purchaseltem, PurchaseData, and Paftiasnel
fragments using thaut!’ attribute of the éxtensiohelement in each fragment. The Terminal SHALL tise ‘PortalURL’
element of the PurchaseChannel fragment, defingukitservice Guide, as the entry point for SeriAngvisioning via a web
portal. ThePortalURL can be used to support three purposes:

1. The PortalURL provides additional information on services aua#aover this PurchaseChannel. This method
SHALL be signalled by setting the attribuigapportedServiceinderPortalURL to “0”. In this case the Terminal
MAY access thePortalURL to retrieve information on supported services RHALL NOT purchase or
(un)subscribe to the services by accessing the URIthis case, the service provisioning functiondABL be
achieved by addressing Service Provisioning messagiePurchaseURIlas defined in section 5.1.5.

2. ThePortalURL supports the full set of service provisioning ftiocality via the web-portal in addition to providj
service related information. This method SHALL hgnslled by setting the attributsupportedServicainder
PortalURL to “1”. The Terminal SHALL access theortalURL where the Terminal SHALL expect that the
facilities for service provisioning are provided liye web-portal. When theupportedServicattribute under
PortalURL is set to “1”, the Service Provisioning messagas $0 thePurchaseURLas defined in section 5.1.5
SHALL NOT be used.

3. The PortalURL provides additional information on services ava#aover this PurchaseChannel. The Terminal
MAY achieve the service provisioning either via wadrtal or by addressing Service Provisioning mgssdo the
PurchaseURL as defined in section 5.1.5. This method SHALL bignalled by setting the attribute
supportedServicanderPortalURLto “2”.

Note: care must be taken when value “2” of ‘suppd®ervice’ is used that the web-portal and the BSM® correctly
synchronized, as synchronization delays can réstiite user being subscribed twice to the sameacserv

In the context of the above three methods, therd¢taee ways the requestRortalURL can be formed.

1. Request without reference to a specific Purchaselte

When Terminal accesses tRertalURL without any specific reference to any Purchaseltéim Terminal SHALL issue
an HTTP POST request to tRertalURL This request SHALL be made over SSL/TLS whenp$ittscheme is present
in PortalURL. This request SHALL besides follow thenventions defined in section 17.13 of [HTML4.0}
submitting HTML form data by the "post" method wgithe "application/x-www-form-urlencoded" encoditype. For
example, ifPortalURL is http://server.example.org/webshop”. The HTTPSF®@equest sent to the web portal would be
"http://server.example.org/webshop", not contairang associated data block.

2. Request with reference to a specific Purchaseltem.

When the Terminal accesses thertalURL with specific reference to a Purchaseltem or ao$dturchaseltems, the
Terminal knows the relevant globalPurchaseltem ftbs the Service Guide.

3. Request with reference to a specific Purchaseltethazsociated PurchaseData. In similar fashion thetihod 2,
the terminal knows the identifier of the relevanté¢haseData fragments from the Service Guide.

For methods 2 and 3 defined above, the Terminal ISHAsue an HTTP POST request to ertalURL This request
SHALL be made over SSL/TLS when “https:” schemerissent in PortalURL.This request SHALL besidetofelthe
conventions defined in section 17.13 of [HTML4.0&f submitting HTML form data by the "post" methading the
"application/x-www-form-urlencoded" encoding type.The Purchaseltem(s) are identified using the
globalPurchaseltem_ID(s). Each globalPurchaseltBrSHALL be signalled in a separate hame-value pasing
"globalPurchaseltemID" as the name. The Purchasefragments are identified using their ‘id’ attribu each
PurchaseData fragment id SHALL be signalled in@asste name-value pair, using "purchaseDatalDhasame. For
example, if PortalURL is “http://server.example.org/webskiopand the globalPurchaseltemIDs are
"aaul7135@bsda.example.org" and "fhh7982@bsda.deang and "jkel32486@bsda.example.org”, and there
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also a related PurchaseData fragment id "bbul7138@éxample.org”, the HTTP POST request sent tavétteportral
would be http://server.example.org/webshppontaining a data block of the following struetu

"globalPurchaseltemID=aaul7135@bsda.example.org&
globalPurchaseltemID=fhh7982@bsda.example.org&
globalPurchaseltemID =jke132486@bsda.example.org&
purchaseDatalD= bbul7135@bsda.example.org"

NOTE 1: itis reminded that, according to [BCAST3@], the PurchaseData fragment points to one, alydone,
Purchaseltem fragment. This allows mapping thetmsgeDatalD with the correct globalPurchaseltemIbrup
processing the request.

NOTE 2: “globalPurchaseltemID” name is intentiogakused for each name-value pair. This reuserifocmant with
[HTMLA4.01] and the web-based system is assumedpgpat it.

The Terminal MAY receive an HTTP response messhge dontains a list of Purchaseltems, each of whidissociated
with either price information or price informaticand purchase options. Price information for eastedi Purchaseltem
SHOULD be consistent with that in the relevant aseData fragment announced in the Service Guideekkr, user
specific purchase options such as promotions cbaldhcluded in the response. The implementation digplay of user
specific purchase options is out of scope for BCASX.

After a successful subscription or purchase ewbet,BSM SHALL send a Trigger message to the teriniflae Trigger
message and its further processing differs in tRMnd Smartcard profiles

For the DRM Profile:

1. Once the web-based subscription/purchase transaisticompleted, the web-based system informs thie BSthe
completed transaction via means that are outselscbpe of this specification.

2. The BSM SHALL send a Provisioning Trigger messagge (section 5.1.8) the Terminal, providing a URIlwtich
the terminal can send the subsequent provisioning essage, setting ‘type’=0 and
‘LTKMRenewalRequestTrigger.idCode’=1, i.e. ‘oma-btaewservices'.

3. . The Terminal SHALL process this message as pddn section 5.1.8) and send an LTKMRenewalRstt@the
BSM.

4. The BSM SHALL respond with an LTKMRenewalResponbkattcontains all those Purchaseltem/PurchaseData
combinations for which the Terminal has not yetereed a ROAP trigger, plus a ROAP trigger that \aHothe
terminal to acquire those keys.

The BSM MAY re-send the trigger message if the teatndoes not react to it within an assumed tineriral. The terminal
MAY send the LTKMRenewalRequest with ‘globallDRegt to “oma-bcast-newservices” without having reegia trigger
message. The Terminal MAY ignore a trigger messlageother trigger message with identical paransetes been
previously received within a short time frame andcessfully processed.

For the Smartcard Profile:

1. Once the web-based subscription/purchase transdstmmpleted, the web-based system informs thé BS&he
completed transaction via means that are outsilstbpe of this specification.

2. |If the terminal is in a registered state in BSMd #fmat least one LTKM trigger bearer (e.g. UDP 8MS) has been
successfully negotiated between BSM and termihalBSSM SHALL send a BSM solicited pull messagehto t
terminal to trigger registration procedure and sgjpent delivery of LTKMs, including at a minimunmethTKMs
associated to the items just purchased on the \asbebsystem.
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3. Otherwise, the BSM SHALL wait for another opportyrib deliver these LTKMs, such as the registration
procedure initiated by terminal on BCAST applicatiiart.

In case of the other subsequent operations suciikasl renewal, Token Purchase, Account Inquiry, Tr@minal SHOULD

use either the general service provisioning procesiwr Smartcard Profile Service Provisioning pdoces, defined in
Sections 5.1.5 and 5.1.6 respectively, accordirtecsecurity profile. The Terminal MAY unsubscriiging the web portal
or using the General Service Provisioning procedefeed in section 5.1.5.

5.2 Terminal Provisioning

The Terminal Provisioning function SHALL support @MDevice Management [OMA DM], as specified in tolsapter. To
allow firmware upgrades using DM over the interactchannel, the Terminal Provisioning function SH@MMUsupport OMA
FUMO 1.0 [OMA FUMO].

Terminal Provisioning function provides data stuwes to provision and manage the terminal throbghrteraction channel
using OMA DM [OMA DM].

The interfaces related to Terminal Provisioningction, as outlined in BCAST Architecture [BCAST 10ehitecture] are
normatively specified as follows:

o Over interface TP-7, both the network and the tealnBHALL support exchange of terminal provisionamy
management messages as specified in [OMA DM]

5.2.1  Terminal Provisioning of BCAST Client

The Terminal Provisioning Client Component (TP-E)ALL receive the parameters needed for OMA BCASivise (see
[BCAST10-Services] Appendix F) by the Terminal Asioning function which manage the terminal confaion
parameters, e.g. data, parameters and applicatitimshe help of OMA DM [OMA DM]. This informationmvould be
delivered through TP-7 as specified in OMA DM [ONDM].

The Terminal Provisioning Client Component (TP-E)AL.L be able to:
- receive the parameters needed for BCAST servidadad in the terminal provisioning messages seat o¥-7.

- update the parameters needed for BCAST servicadrdlin the terminal provisioning messages sent tie’.

- perform firmware upgrades of the BCAST client udiing interaction channel over TP-7.

Further, the existence and access descriptionrmifal Provisioning function MAY be declared thrduthe Service Guide
using the Service, Access and Content fragmen$eofice Guide or through the process as spediii@MA DM. Both of
the following cases are specified in section 5.2.2:

o Declaration of the existence and access to the @WPrbased exchange over TP-7.
5.2.2  Declaring the existence of and access to Term inal Provisioning

There are two ways to declare the existence otlamdccess to Terminal Provisioning with ServicéduTerminal
Provisioning declared as a Service; and; TerminaviBioning declared as a means for accessingSgfraice. The terminal
SHALL support both methods of declaring the TerrhPrvisioning within the Service Guide. The follog sections
specify both of these ways.

The TP-C MAY also be bootstrapped with the TermPivisioning server information to access the TeahProvisioning
by TP-7.

5.2.2.1 Declaring Terminal Provisioning as a Servic e within Service Guide

When the Terminal Provisioning is declared as giserthe following applies:
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= There SHALL be at least one Service fragment withvalue of attribute “ServiceType” equals “9 - maral
Provisioning service”.

= There SHALL be at least one Access fragment thetifips the access to the above-mentioned Service:

0 In case Terminal Provisioning over TP-7 is declated AccessType SHALL contain
“UnicastServiceDelivery” element, which defines Huzess to the respective provisoning server.

= There MAY be one or more Content fragments thati§pée Terminal Provisioning messages as filssjefined
in section 5.2.1.

5.2.2.2 Declaring Terminal Provisioning as an Acces s of a Service within Service
Guide

When the Terminal Provisioning is declared as aess of a service, the following applies:

= There SHALL be at least one Service fragment tefinds a service of arbitrary type.

= There SHALL be at least one Access fragment astsatigith the above-mentioned Service. The Accesmiient
SHALL have “ServiceClass” element present with edlurn:oma:bcast:oma_bsc:tp:1.0". Further:

0 In case Terminal Provisioning over TP-7 is declatkd AccessType SHALL contain
“UnicastServiceDelivery” element, which defines #ieeess to the respective OMA DM server.

5.2.2.3 Declaring Terminal Provisioning through Boo  tstrap

5.2.2.3.1 Initiation of Terminal Provisioning by DM server

Terminal Provisioning through bootstrap (e.g. semformation or account for such as the SessioscBption,
Authentication, and/or Connectivity) MAY be suppattas specified in [OMA DM]. Bootstrap informatioamprising DM
server’s Connectivity information, would be deligdrto the terminal. Then, the DM server would d®lito the terminal
information for the Terminal Provisioning servecBlas Session Description, Authentication Infororaticertificate, OCSP
Response) for secure delivery and/or Connectidtgecified in [OMA DM].

5.2.2.3.2 Initiation of Terminal Provisioning by Sm  artcard

Terminals with cellular interface and (U)SIM/R-UIRIEIM that support BCAST and OMA DM [OMA DM] SHALL
support bootstrap from the smartcard as specifigdMBOOT]. In these terminals DM TND SerializatifpMTNDS]
SHALL also be supported otherwise

The following table shows the DM Client Requirenserithe table is based on section 8 of [ERELDSC].

DM Client MANDATORY [DMPRO]
[DMREPU]
[DMSEC]
[DMTND]
[DMSTDOBJ]
[DMDDFDTD]
DM Client Bootstrap MANDATORY if Terminal with cellular [DMBOOT]
radio interface and (U)SIM/(R-)UIM/CSIM
DM TND Serialization MANDATORY if Terminal with cellular [DMTNDS]
radio interface and (U)SIM/(R-)UIM/CSIM

Table 28: OMA BCAST Device Management Client Requigments

5.2.3 Carrying OMA DM messages through Interaction Channel

Over interface TP-7, DM provisioning messages SHAkLdelivered using DM mechanism. The details foltbe OMA
DM procedure.
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5.3 Interaction

The BCAST enabler specifies different types ofriatdions between the end user and their termindltlae service
provider.

These are the following:

1. Interactive retrieval of the Service Guide (SG)eTarminal requests, and receives, the serviceeguidhanged
parts of the service guide for a service. This typmteraction is described in the [BCAST10-S@&c¢ton 5.4.3.

2. Interactive retrieval of additional information aétd to Service Guide fragments, for example imfof a webpage
presenting additional information. This is enahlisthg the ExtensionURL which can optionally be imtgd into
some SG fragments for retrieving further informatabout the fragment by accessing the URL. Forildetae in
the [BCAST10-SG].

3. Service interaction, i.e. interaction as part @& slervice (in contrast to the previous two typemiaraction, which
are used to receive information about a serviceaniples for such interactions within a service aoéing about
the service or actor, or the offer to the userrttena ring-tone matching the music that is juayet in a show. This
is enabled using interactivity information in th& &s an entry point and interactivity media thatdistributed in a
channel associated with the service itself. Thdeiscribed in more detail in this document in ech.3.6.

4. Interactive delivery of BCAST services, i.e. defiv@ver the interaction channel. This is enablddgithe
UnicastServiceDelivery in the SG.

In general, the availability of the interaction nhal is assumed. However, the interaction chanmgl lme temporarily
unavailable, for example due to lack of radio cager. Further, devices without access to an interachannel are possible;
however, such devices may have limited functiopalit

53.1 Protocols and media codecs for Service Intera  ction Function

This section describes the protocols which areigea/by the Service Interaction Function of the EBJAenabler at the
interface between BSI-G and BSI-C through SI-8 tedmedia codecs the BCAST application supports.

With respect to the protocols, please note thatdaction only specifies the protocols to be usedhe Service Interaction
Function. The use of the interaction channel byothnctions (e.g. Service Guide Function) is dafiin the respective
other parts of the BCAST specifications and ispant of this section.

The available interaction protocols for a servicesignalled in the Service Guide according toisad.1.2.4 in the BCAST
Service Guide specification. If a terminal does siqtport any of the interaction protocols specifiede, it SHALL not offer
the interactive parts of the service to the user.

A service making use of the interaction function ¥WlAse any of the following protocols.

Regarding support of the protocols in the termfoause by the Service Interaction Function, tHifeing rules apply:

- The terminal SHALL support the following protocol®, TCP, HTTP.

- The terminal MAY support the following protocolsMS, IPSEC, UDP, MMS, WAP, HTTPS based on SSL 3.0
[SSL30] and TLS 1.0 [RFC 2246], SIP/IMS.

- If a terminal supports SMS, it SHALL support SMSaasinteraction protocol for BCAST services.
- If a terminal supports MMS, it SHALL support MMS as interaction protocol for BCAST services.

- Furthermore, the terminal MAY offer the user aniopto initiate a voice call from the service applion of an
interactive broadcast service. In this case, tiraitel SHALL prompt the user before actually makthg call.

5.3.2 Interactive retrieval of Service Guide

If the Terminal has a capability for interactionSHALL support interactive retrieval of Service iGe fragments as
specified in [BCAST10-SG].
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5.3.3 Interactive retrieval of Service related info  rmation

Within the Service Guide itself, the network MAYcinde an “ExtensionURL” element with any fragmeriie semantics of
this element is to provide a pointer to a web resaproviding further information related to thagment (For example, a
www page related to the certain content can beheghby following an extension URL in Content fragmjelf the Terminal
has a capability for interaction, it SHALL suppthis element and SHALL be capable of accessing additional
information by using HTTP.

5.3.4 Interactive service ordering

After receiving Service Guide, Terminal can suliser purchase Purchaseltem via Interaction Netwdrkeractive
service ordering includes service request for sutszn or purchase, Subscription LTK Renewal resju&€oken purchase
request and also unsubscription request specifiitki section 5.1.6 of this specification.

5.3.5 Interaction for service and content protectio n

Service and Content Protection have four layerssé&tour layers are the registration layer, the Mi#elivery layer, the
STKM delivery layer and the traffic encryption lay&erminal executes registration procedure witivB8 acquire
Registration Data. After that Terminal acquires Sktd/or PEK from LTKM delivered from BSM or BSD/Aerminal can
perform traffic decryption using TEK after receigiSTKM from BSD/A.

5.3.6 Service related interaction and feedback

The mechanism described in this section allowsufer to interact with the service, for examplevioting applications. The
main entry point for interactivity services is tmeeractivityData fragment in the SG (see sectidn%10). This
InteractivityData fragment points to one or morefactivity media documents, which contain the akinteractivity media
objects.

5.3.6.1 Interactivity Media Document

An instance of ‘InteractivityMediaDocument’ reprasedetails of an interactive component of a setvihis component is
thought as interactive means for a user to conghmservice. The interactive component can con$istultiple instances of
‘InteractivityMediaDocument’ and can be associdtetioth services and individual pieces of servibesugh the
‘InteractivityData’ fragment of the Service Guide.practice, the contents of an ‘InteractivityMedacument’ triggers the
Terminals to render the details of the interacsdtifiteractivity media objects” message onto thdl @hich in turn is
thought to prompt the user of the terminal to resucit..

5.3.6.1.1 Media Object Group and Media Object Set

Each instance of ‘InteractivityMediaDocument’ gamsist of multiple media object groups, and eaeldimgroup can
consist of one or more media object sets. A meljecd set is a bundle of related media objectstoendered as a unit (e.g.
XHTML pages + external stylesheet + pictures) dedrty identified as pertaining to a specific irtetivity technology
(SMS, MMS template, XHTML...). From each media objgaiup only one media object set is rendered asdinee time by
the terminal. This is indicated by the media obgattwith the highest relative priority, expresbgdhe element
‘RelativePreference’, and that is besides suppdetthe terminal. If a media object set is not sufgd by the terminal it is
discarded. If none of the media object sets gppattied by the terminal the terminal SHALL dispthg alternative text.

The media objects of a media object set are paicitedne file bundle transported separately fromitistances of
'InteractivityMediaDocument’ (except for email aB#1S). The element ‘MediaObjectGroup’ of
InteractivityMediaDocument only describes eachllimaet the involved interactivity technology, tigpe of included
media objects, and the file delivery informatioreded to retrieve the set of media objects. Thisdged structure allows
the terminal to discard the unsupported media ¢Bjets at the very beginning of file bundle recaptiand more importantly
to avoid storing them. Content promotion can bebkathby one media object group in the InteractMiggiaDocument . By
referring to this same media object group throdmghdttributeOnActionPointer of the element ‘Actiadariptor’ the
terminal will always return to the same media obget when the end-user triggered the terminagta ©ut a message over
the interaction channel. Referring to informationan external web-site can be enabled by declaregmedia object group
with an XHTML MP media object set in the Interadii"lediaDocument . By omitting the attribute OnAmtPointer of the
element ‘ActionDescriptor’, the XHTML hyperlinks caefer the user to external web-sites. FurtherSSMRIs according to
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[URI-Schemes] can also be embedded in XHTML. If Teeminal supports XHTML, it SHALL support SMS URIHRI-

Schemes].

Time-dependent behaviour of the interaction caerabled by defining 3 media object groups in the
InteractivityMediaDocument . The first media gralgfines the media to start with, e.g. a list ofgilole answers of a
voting. When the user answers in time (as definethé attribute InputAllowedTime of the element tlamDescriptor’), the
user is presented the media object set from thensemedia group (as defined by the OnActionPointéthe user waits too
long or does not provide any input the media obgetfrom the third media group is presented (éiseld by the attribute
OnTimeOutPointer of the element ‘ActionDescriptoBetting the Update Flag in turn in an instance of
‘InteractivityMediaDocument’ having group positiaero to “true” enables the rendering of the medijgct set for the next
guestion. When the amount of time represented &wttiibute InputAllowedtime is passed the termimifll start listening to
the file delivery channel for an instance of InténdtyMediaDocument with a higher value of GrougRion.

Interactivity Media Document can specify that imigfon sent back from device to service provideildte distributed over
time, e.g. to avoid overload in network nodes wkdi caused by too many simultaneous interactiviégsages sent back. The
explicit signaling of the required parameters itetactivity Media Document prevails, for that irgtetion, over default

values possibly signaled in the corresponding thtgvity Data’ fragment.

Instances of ‘InteractivityMediaDocument’ and tliled declared in the element ‘MediaObjectSet’ arlvéred using
BCAST File Distribution Function. The system MAYIier instances of ‘InteractivityMediaDocuments’daassociated
files over broadcast file distribution or servegbmver interactive channel. Terminals supportiveginteractive channel
SHALL support reception of the instances of ‘IntdhdtyMediaDocuments’ and the associated filesrdw®adcast file

distribution.
5.3.6.1.2

Format of Interactivity Media Document

The following table defines the message formantéractivity Media Documents. . The XML schematfis message
format is defined in [BCAST10-XMLSchema-InteractiiMedia].

Interactivity
MediaDocum
ent

E

NO/TM

The InteractivityMediaDocument definegth
actual InteractivityMedia objects
Contains the following attributes:

grouplD

groupPosition

id

version

validFrom

validTo

Contains the following sub-elements:
MediaObjectGroup
PrivateExt

grouplD

NM/TM

ID of the group of Interactivity Media doment,
globally unique

anyURI

groupPositio
n

NM/TM

Relative position of this document in tigeoup.
The greater value has higher priority to handke
2 has higher priority than 1).

unsignedSho
(irt

id

NM/TM

ID of the InteractivityMediaDocument , abally
unique.

anyURI

version

NM/TM

Version of this InteractivityMediaDocumerThe
newer version overrides the older one with the
same id as soon as it has been received.

unsignedint

validFrom

NM/TM

0.1

The first moment when the media objsets in
this document is valid to be rendered. If not

unsignedint

given, the media object sets SHALL be rendere

2d
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as soon as they are available. This field expres
as the first 32bits integer part of NTP time
stamps.

sed

validTo

NM/TM

0.1

The last moment when the media objttis
valid to be rendered. If not given the rendering
assumed to end in undefined time in the future
This field expressed as the first 32bits integet
of NTP time stamps.

Whenever there is an
InteractivityMediaDocument available with the
same GrouplD but with a higher GroupPosition
and the ‘validFrom’ time of that
InteractivityMediaDocument arrives, the termin
SHALL stop rendering the current document ar
render the new InteractivityMediaDocument.

unsignedint
is

a

2

MediaObject
Group

El

NM/TM

1..N

Grouping of the media object setsjchhserve
the same purpose during interactivity, e.g. as a
starting media object set, as a media object se
be shown after action was taken or to be show
after time-out was reached.
Has the following attributes:

id

startMediaFlag

Has the following sub-elements:
ActionDescriptor
BackOffTiming
MediaObjectSet
SMSTemplate
EmailTemplate
VoiceCall
Weblink
Alternative text

id

NM/TM

The ID of the media group

anyURI

startMediaF|
ag

NM/TM

The flag indicates, whether the mediaeattjsets
in this MediaObject-Group should be started w
There SHALL only be one MediaObjectGroup
with this flag set to “true” in an
InteractivityMediaDocument

boolean
th.

Action
Descriptor

E2

NM/TM

0.1

The action descriptor describes tehaviour of
the terminal when the media objects enable en
user input.
Has the following attributes
inputAllowedTime
onTimeOutPointer
updateFlag
onActionPointer

inputAllowed
Time

NM/TM

0.1

The last moment the terminal allows tbnd-user
to provide end-user input for the active media
object set in this media object group. This field
expressed as the first 32bits integer part of NT
time stamps.

unsignedIint

U

onTimeOutP
ointer

A

NM/TM

0.1

This pointer refers to the ID of a miaabject
group in this InteractivityMediaDocument. Whe

anyURI
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the InputAllowedTime is passed the terminal
SHALL present the appropriate media object s
of the MediaObjectGroup indicated by the
OnActionPointer.

The terminal SHALL NOT present this media
object set if the terminal has already presented
media object set indicated by the
OnActionPointer.

h

—

updateFlag | A NM/TM 0.1

Whenever this flag is “true” the temil shall
listen to and fetch the following interactivity
media document and the associated media obj
from the file delivery stream when the
Inputallowedtime is passed. The following inter
activity media document is identified by the
document with the same group ID and a higher
GroupPosition number.

boolean

ects

onActionPoin | A NM/TM 0..1

ter

This pointer refers to the ID of a miaabject

group in this interactivity media document. Whe

the end-user undertakes action before the
InputAllowedTime, which triggers the terminal {
send out a message over the interaction chann
(e.g. MMS, SMS or HTTP request), the terming
SHALL present the appropriate media object s
of the media object group indicated by this
pointer.

If this pointer refers to the same ID as the currg
media object group, the terminal SHALL return
the same media object set after completing the
action. In this case InputallowedTime and

OnTimeOutPointer SHALL NOT be declared.

BackOffTimi
ng

E2 NM/TM 0.1

This element specifies timing behawiof
interaction sent back from the device to the
service provider. Its purpose is to provide a
mechanisms that ensures distribution over time
feedback sent from receivers, e.g. in order to
avoid overload in nodes or links.

If present, the interaction, if any, SHALL be ser
back in the time interval [OffsetTime,
OffsetTime+RandomTime] after the event that
triggered the interactivity (e.g. user feedback).
The exact time within the allowed time window
shall be random with uniform probability.
Explicit timing behaviour expressed in
Interactivity Media Document prevails over
possible default timing behaviour expressed in
InteractivityData.

of

—

offsetTime | A NM/TM 1

The OffsetTime specifies the minimum tirtteat

a device SHALL wait after an event that trigger
interaction (e.g. user input), before sending the
interaction. The unit is seconds (fractions can k
expressed using data type Decimal). OffsetTim
shall be a non-negative number.

decimal
5

e
e

randomTime | A NM/TM 1

The RandomTime refers to the time window

decimal

length over which a device SHALL calculate a
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random time for the transmission of interaction
The method provides for statistically uniform
distribution over a relevant period of time.

The device SHALL calculate a uniformly
distributed random time out of the interval
between 0 and RandomTime. The unit is secor
(fractions can be expressed using data type
Decimal). RandomTime shall be a non-negativ
number.

ds

11%

MediaObject | E2 NM/TM 0..N

Set

A media object set is defines the meambjects
attached to one interactivity technology propos
in the MediaObjectGroup. These media objects
are related to each other, and form an interagti
unit to be rendered upon MediaObjectGroup
activation (provided this interactivity technology
is the one selected for rendering).

The set of media objects is not stored in the
MediaObjectGroup itself (i.e. in the
InteractivityMediaDocument ) but as another
external file, where this external file is :

either one uncompressed media file (like a .3G
video, a .JPEG picture).

or one GZIP archive file containing one or seve
compressed media objects (a .GZ file e.g.
containing a compressed SMIL + 3GP video +
text)

The GZIP archive format is the one defined in
[RFC 1951] and [RFC 1952]. In case the archiy
contains multiple media objects, it consists of t
plain concatenation of each compressed medig
object (i.e. each GZIP member), as specified in
section 2.2 of [RFC 1952].

The optional FNAME field SHOULD be set by
the sender in each GZIP member header, with
FNAME value in accordance with the ‘Object’
Content-Location one (see below Content-
Location description).

The ‘MediaObjectSet’ element contains the
following attributes:

relativePreference
............ Content-Type
Content-Location

The language of a MediaObjectSet element is
expressed by using the built-in XML attribute
xml:lang with this element. In case this attribute
is not instantiated, the terminal SHALL interpre
the MediaObjectSet element to be applicable f
any language.

The ‘MediaObjectSet’ element contains the
following elements:

Description

[
o

t

=.

)

ral

ne
1

an

=
=

Object
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File

relativePrefe
rence

NM/TM

0.1

This attribute gives the relative peeénce of this
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than
1).

If multiple media object sets elements are
instantiated in this 'MediaObjectGroup' then all
the media object sets SHALL have mutually
exclusive values of 'relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these

elements SHALL have the 'relativePreference'
attribute instantiated. If only a single media abj
set is instantiated in 'MediaObjectGroup' then t
'relativePreference’ attribute MAY be instantiats
for that element.

unsignedint
(32 bits)

a)

he
pd

Content-
Type

NM/TM

Gives the media type of the ‘MediaObjeetS
external file :

If this media type is ‘application/x-gzip’, the
external file is a GZIP archive file containing on
or several media objects.

Otherwise (in this version of the specificationg t
external file is one uncompressed media file (e
‘video/3gpp’ for a 3GP video file containing a
SMIL presentation).

In case the external file is transported by FLUT]
this attribute MUST match the ‘File’ Content-
Type value provided in the FDT instance(s)
describing this file.

string

Content-
Location

NM/TM

Uniquely identifies the ‘MediaObjectSes”
external file within the file delivery session.

In case this external file is transported by FLUT
this attribute MUST match the ‘File’ Content-
Location value provided by the FDT instance(s
describing this file.

Using this attribute, multiple ‘MediaObjectSet’
instances belonging to the same or different
‘MediaObjectGroup’ instances of the same or
different instance of
‘InteractivityMediaDocument’ MAY point to the
same external file.

anyURI

Ey

Description

E3

NM/TM

0.1

Description of the Media Object Setpressed in
the same language as the parent ‘MediaObject
element. This is used to provide the end-user
extra information regarding the Media Object S
content.

string
Set’

Object

E3

NM/TM

0..N

Describe each media object contaiimeithe
media object set.

Depending on ‘MediaObjectSet”s external file
nature:

if a single uncompressed file, this element is ng¢

—
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needed unless it can provide supplemental
information not given by parent ‘MediaObjectS¢
(such as ‘PartType’, etc.).

if a GZIP archive, the sequence order of ‘Objec
in ‘MediaObjectSet’ MUST be the same as the
sequence of members in the GZIP archive (sid
by-side relationship between ‘Object’ sequence
and GZIP members).

Contains the following attributes:
.......... Content-Location
Content-Type

Contains the following elements:
PartType

1%
~

-

S

(1)
i

Content- A NM/TM 0..1

Location

If ‘MediaObjectSet”’s external file is an
uncompressed filaiseless

If ‘MediaObjectSet’s external file is a GZIP
archive:

The external file can be found by decompressing

the n-th member of the GZIP archive, given n i
the position of the ‘Object’ in the
‘MediaObjectSet'.

The Content-Location value SHALL be a
Relative-Path Reference as defined in [RFC 39
and SHALL represent the sub-folder(s) + the
filename of the deflated GZIP member to be ug
on storage.
This relative storage content location is intende
to be directly pointed by common markup
language references (typically via src="" and
href™).

If present, the FNAME field of the GZIP membe

MAY be verified against the filename part of
Content-Location, ignoring case differences. In
case these two values differ, the terminal MAY
choose to discard the Media Object Set.

When storing the deflated media object, the
terminal MUST create any indicated sub-folder
specified in the Content-Location, and store the
media object in the leaf sub-folder, using the fil
name indicated in the Content-Location.The
terminal SHOULD preserve the letter case
specified in the Content-Location value when
deflating the subfolders and the media file loca]
The dot-segment “.” MUST be supported.
Content-Location value SHALL be unique withi
the sequence of ‘Object’ elements belonging to
the same ‘MediaObjectSet’ in the following
respect: A folder (including root folder) SHALL
NOT contain two different subfolders or files fo
which the names only differ by the letter case.

anyURI

5

86]

ed

D
=

s)

D

ly

For security reasons, the terminal SHOULD
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discard the Media Object Set in case a naming
conflict is detected.

For security reasons, the terminal SHOULD
discard the Media Object Set if one or several

dot-segments “..” are present in the Content-
Location.

Content- A NM/TM 1 If ‘MediaObjectSet”’s external file is an string
Type uncompressed filaiseless (information already
given in ‘MediaObjectSet’).
If ‘MediaObjectSet’s external file is a GZIP
archive:
Gives the media type of the GZIP archive
member mapped to the ‘Object’.
start A NM/TM 0.1 If ‘MediaObjectSet’s external file is an boolean
uncompressed file, or else a GZIP archive
containing one media objeatseless (implictly
“true”).
If ‘MediaObjectSet’s external file is a GZIP
archive containing multiple media objects :
This attribute must be set to “true” for exactlyeon
‘Object’ and one only in the ‘Object’ sequence,
the “start media object” on which the interactivity
client must be launched.
Default value, and applicable value for the other
‘Object’ elements : false
PartType E4 NM/TM 0..N Indicates the media types that shdadd string
supported also in order to correctly render an
‘Object’ consisting of several sub-media objects.
E.g. a 3GP “Extended-presentation profile” would
be one ‘Object’ with one “application/smil”
‘PartType’ advertising the presence of a SMIL
presentation in the file.
File E3 NO/TM 0..1 Present in case ALC without FLUTRuged for
the delivery of ‘MediaObjectSet”s external file.
Structure identical to the ‘File’ child element of
‘FileDescription’ in the Access fragment.
[BCAST10-SG].
Content- A NM/ 1 See RFC 3926, section 3.4.2 anyURI
Location ™
TOI A NM/ 1 See RFC 3926, section 3.4.2 positivelnteg
™ er
Content- A NO/ 0.1 See RFC 3926, section 3.4.2 unsigned|.on
Length ™ g
Transfer- A NO/ 0.1 See RFC 3926, section 3.4.2 unsignedlLon
Length ™ g
Content- A NO/ 0.1 See RFC 3926, section 3.4.2 string
Type ™
Content- A NO/ 0.1 See RFC 3926, section 3.4.2 string
Encoding ™
Content- A NO/ 0.1 See RFC 3926, section 3.4.2 base64Binar
MD5 ™ y
FEC-OTI- A NO/TM 0.1 See RFC 3926, section 3.4.2 unsignedBy
FEC- e
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possibly in multiple languages. The language is
expressed using the built-in XML attribute
xml:lang with this element.

Encoding-1D
FEC-OTI- A NO/ 0.1 See RFC 3926, section 3.4.2 unsignedl.on
FEC- ™ g
Instance-ID
FEC-OTI- A NO/ 0.1 See RFC 3926, section 3.4.2 unsignedl.on
Maximum- ™ g
Source-
Block-Length
FEC-OTI- A NO/ 0.1 See RFC 3926, section 3.4.2 unsignedl.on
Encoding- ™ g
Symbol-
Length
FEC-OTI- A NO/ 0.1 See RFC 3926, section 3.4.2 unsignedl.on
Max- ™ g
Number-of-
Encoding-
Symbols
FEC-OTI- A NO/TM 0.1 This attribute MAY be used to commuatie FEC | base64Binar
Scheme- information which is not adequately representedy
Specific-Info by the other attributes related to FEC.
SMSTemplat | E2 NM/TM 0.1 Contains the following attributes:
€ relativePreference
Contains the following elements:
Description
SelectChoice
Note: the SMSTemplate is a media object set,
although not encoded using the ‘MediaObjectSet’
generic structure.
Note: The SMS Template provides information
about the option(s) in an interaction, but does not
contain rendering information. If rendering is to
be specified by the service provider, the
interaction can alternatively be described in an
XHTML document with in-lined SMS URIs.
relativePrefe | A NM/TM 0.1 This attribute gives the relative peeénce of this | unsignedint
rence media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than
1).
If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all the media object
sets SHALL have mutually exclusive values of
'relativePreference’.
If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these
elements SHALL have the 'relativePreference’
attribute instantiated. If only a single media abje
set is instantiated in 'MediaObjectGroup' then the
‘relativePreference’ attribute MAY be instantiated
for that element.
Description | E3 NM/TM 0..N Text describing the interaction tetand user, string
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This text can e.g. describe the overall scope ®f
interaction, valid for all interaction options
described below. It might e.g. also contain
information about the prize of the SMS
interaction.

For an interaction with only one choice (e.g. an
offer to purchase merchandise like a ringtone),
'Description’ element SHOULD be used to
provide information regarding the interaction ar
the 'ChoiceText' element MAY be discarded by
the terminal.

the

d

text

NO/TM

0.1

This attribute can contain a stringttkan be
inserted into SMS messages specified by SMS
URI attributes below.

Note: this attribute enables message size savin
for the case where the same text appears in th
SMS bodies of several choices, i.e. if multiple
SelectChoice elements are present

string

gs

SelectChoice

E3

NM/TM

1..N

Contains the following attributes:

smsURI

Contains the following elements:

ChoiceText

Note: For an interaction with multiple choices
(like a voting between several options), the
SelectChoice elements describe the different
options to the user, and declare the SMS
interaction to be executed when the user selec
this option. For an interaction with one choice
(e.g. an offer to purchase merchandise like a

ringtone), there is only one SelectChoice element.

Rendering of the choice(s) to the user is out of
scope of this specification.

smsURI

NM/TM

SMS receiver address and payload encaded
“sms:” URI scheme.

Value of this attribute SHALL comply with
“sms:” URI scheme [URI-Schemes], with the
following exceptions:

If the sms-body [URI-Schemes] of the sms UR
scheme contains the string “$userid$”, it shall i
replaced by the user ID.

If the sms-body [URI-Schemes] of the sms UR
scheme contains the string “$deviceid$”, it sha
be replaced by the device ID.

If the sms-body [URI-Schemes] of the sms UR
scheme contains the string “$userinput$”, it
should be replaced by a string that the user cal
enter. This may be an empty string. If $userinp
is present in the SMS-URI, the terminal SHALL
open the SMS template in SMS editor (or simil
to allow user input before sending the SMS. If,
however, the $userinput$ string is not present |
the sms-body, the terminal SHALL not provide
the SMS for the end user to modify. The termin

anyURI

=

ut$

ar)

=]

al

SHOULD prompt the end user before sending

he
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SMS out.

If the sms-body [URI-Schemes] of the sms UR
scheme contains the string “$text$”, it SHALL &
replaced by the string signalled in the attribute
“Text” (if this attribute is present).

ChoiceText | E4 NM/TM 0..N

Description of the interaction optigoossibly in
multiple languages. This is used to provide the

end-user information on this interaction choice..

The language is expressed using the built-in X
attribute xml:lang with this element.

For an interaction with one choice (e.g. an ofte
purchase merchandise like a ringtone), the
'‘Description’ element SHOULD be used to
provide information regarding the interaction ar
the 'ChoiceText' element MAY be discarded by
the terminal and the ChoiceText element MAY
omitted.

For interactivity with multiple choices, the
"ChoiceText” element SHALL be instantiated fa
each “SelectChoice’.

d

be

=

EmailTempla | E2 NO/TM 0..1

te

Contains attributes:
relativePreference
toHeader
ccHeader
bccHeader
subjectHeader

Contains the following elements:
Description
MessageBody

Note: the EmailTemplate is a media object set,
although not encoded using the ‘MediaObjectS
generic structure.

et’

relativePrefe | A NO/TM 0..1

rence

This attribute gives the relative medfnce of this
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than
1).

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all the media obj
sets SHALL have mutually exclusive values of
‘relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these

elements SHALL have the 'relativePreference'
attribute instantiated. If only a single media abj
set is instantiated in 'MediaObjectGroup' then |
'relativePreference' attribute MAY be instantiate
for that element.

unsignedint

ect

3]
he
pd

toHeader A NM/TM 1

The e-mail recipient(s) as defined in [RR822]

string

ccHeader A NO/TM 0..1

The e-mail cc-recipient(s) as definedRFC
2822]

string

bccHeader | A NO/TM 0..1

The e-mail bce-recipient(s) as definedRFC

string

2822
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subjectHeade
r

NO/TM

0.1

The e-mail subject header as defimefRFC
2822]

string

Description

E3

NO/TM

0..N

Description of the Email Template spibly in
multiple languages. This is used to provide the
end-user extra information regarding the Email
message.

The language is expressed using the built-in X
attribute xml:lang with this element.

string

ML

MessageBody

E3

NO/TM

0.1

The e-mail message body (text fordedined in
[RFC 2822]

The value of this element SHALL be base64-
encoded.

Note: At least one of Subjectheader and

MessageBody in an EmailTemplate SHOULD be

present

base64Binar
y

VoiceCall

E2

NO/TM

0.1

Contains the following attributes:
relativePreference
Contains the following elements:
Description

PhoneNumber

Note: the VoiceCalllnteraction is a media objec
set, although not encoded using the
‘MediaObjectSet’ generic structure.

It allows for voice call based interaction, by
giving a description to the user and one or mor
telephone numbers that the user can call.

—F

(1)

relativePrefe
rence

NO/TM

0.1

This attribute gives the relative gradnce of this
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than
1).

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all the media obj
sets SHALL have mutually exclusive values of
‘relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these
elements SHALL have the 'relativePreference'
attribute instantiated. If only a single media abj
set is instantiated in 'MediaObjectGroup' then |
'relativePreference’ attribute MAY be instantiate
for that element.

unsignedint

ect

a)

he
pd

Description

E3

NM/TM

0..N

Text describing the interaction tetand user,
possibly in multiple languages. The language is
expressed using the built-in XML attribute
xml:lang with this element.

This text can e.g. describe the overall scope ®f
interaction, valid for all interaction options
described below. It might e.g. also contain
information about the prize of the voice call
interaction.

string

PhoneNumbe

E3

NM/TM

1..N

Phone number to which the terminatiaes a

anyURI
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voice call when the interactivity related to this
InteractivityMediaDocument is triggered. The
terminal SHALL prompt the user before actuall
making the call. If several phone numbers are
present, the user SHALL be able to select the
to be used.

A terminal with voice call capabilities MUST
support telephone URI [RFC 3966]. Further, a
terminal with SIP capabilities MUST support SI
URI [RFC 3261].

ne

)

Weblink

E2

NM/TM

0.1

This provides a reference to an exaéwebsite.
Contains attributes:

- relativePreference

- webURL

Contains the following elements:
- Description

Note: the Weblink is a media object set, althou
not encoded using the ‘MediaObjectSet’ generi
structure.

Oh
c

relativePrefe
rence

NM/TM

0.1

This attribute gives the relative peeénce of this
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than
1).

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all the media obj
sets SHALL have mutually exclusive values of
'relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these

elements SHALL have the 'relativePreference'
attribute instantiated. If only a single media abj
set is instantiated in 'MediaObjectGroup' then |
'relativePreference’ attribute MAY be instantiate
for that element.

unsignedIint

ect

a)

he
pd

webURL

NM/TM

URL to an external website.

anyURI

Description

E3

NM/TM

Description of the Weblink, possibtymultiple
languages. This is used to provide the end-use
extra information regarding the Weblink.

The language is expressed using the built-in X
attribute xml:lang with this element.

string
"

ML

AlternativeT
ext

E2

NM/TM

0..N

Alternative Text to be displayed ibme of the
other media object sets is supported by the
terminal

Possibly in multiple languages. The language i
expressed using the built-in XML attribute
xml:lang with this element.

string

12}

PrivateExt

El

NO/TO

0.1

An element serving as a containepfoprietary
or application-specific extensions.

<proprietary
elements>

E2

NO/TO

0..N

Any number of proprietary or applioatspecific

elements that are not defined in this specificati
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These elements may further contain sub-elements
or attributes.

Table 29: Data structure of InteractivityMediaDocument

5.3.6.1.3 On the rendering

The terminal SHALL render the information containedhe instances of ‘InteractivityMediaDocumenten these are
completely and successfully retrieved from the digdivery stream and when the interactivity is stthed to take place, i.e.
one or more InteractivityMediaDocuments are vatid are associated with the service or contentisha¢ing rendered at
that moment. When instances of ‘InteractivityMedi@Dments’ with the same GrouplD are valid at theeséime, the
terminal SHALL render those media objects in thewtoent with the highest GroupPosition.

Upon parsing, or activation of, a received ‘IntéiratyMediaDocument’ instance, the BCAST applicatiSHALL identify
the supported ‘MediaObjectSet’ instances accorting

- the interactivity technology(ies) supported, segtien 5.3.6.1.4 below
AND

- supported language options for rendering the destinteractivity, see section 5.3.6.1.6 below

and discard those instances that are not suppactatding to the two criteria above.

After having done this filtering step, the termiodtains a list of languages supported for the&ttive technologies it
supports. From this list of languages, the termiaglest the user to select one language, or petfis step automatically

Note: it is the responsibility of the network toseine an instance of ‘InteractivityMediaDocumentsdgbes the interactivity
in a given language for the given interactivitytteology.

Furthermore the following applies:

- If multiple media object sets are instantiated IMadiaObjectGroup' the BCAST application SHALL den the
media object set with the highest value of thatretPreference' attribute among the media obgstissupports.

- If only a single media object sets is instantiated 'MediaObjectGroup' the BCAST application SHAtdnder that
media object if that media object set is supported.

- Inthe two previous cases, the BCAST applicatioiABHonly select media object sets that correspanthée
selected language or, alternatively, that applgrtp language.

- If multiple 'MediaObjectGroups' are defined in S&ected instance of 'InteractivityMediaDocumemt' BCAST
application SHALL go through all of them and rend#ithe media object sets that are supported doapto the
three previous rules.

- The terminal SHALL support keeping track and reimdeof several ‘InteractivityMediaDocument’ instasc
belonging to multiple groups (i.e. with differerdlues of ‘groupID’) at the same time.

The InteractivityMediaDocument defines the actwetbds, which enable e.g. voting or ringtone ondgriThe terminal
SHALL be able to acquire and render the media abjeitached to the ‘InteractivityMediaDocument’ watit interrupting
the acquisition and rendering of the ‘regular’ litoast media stream.

5.3.6.1.4 MediaObjectSet parsing for interactivity =~ technology selection

Information provided in the <MediaObjectSet> eletrisrsufficient to determine whether the media obget is supported
or not by the terminal. There is no need to opahgarse the external file bundle. The terminal MtaKe guidance of the
following rules to determine this support :
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» if <MediaObjectSet>’s external file is a single ongpressed file, the media object set SHOULD be ssen
“supported” if :

o the “Content-Type” attribute value of the <Media&diSet> is supported, and
o if present, the 'PartType’ s values of the 'Objeate all supported.
» if <MediaObjectSet>'s external file is an archiVle fthe media object set SHOULD be seen as “supddif :
o the “Content-Type” attribute value of each <Objeistsupported, and
o if present, the <PartType>s values in each <Objact>all supported.

5.3.6.1.5 InteractivityMediaDocument generation and  parsing for language selection

The following table provides the list of elemeriiattthe terminal can use for language selectiomvgaesing an instance of
the <InteractivityMediaDocument>:

Element name Language selection Parent element
Description Through the <xml:lang> attribute of | <SMSTemplate>, <EmailTemplate>,
this element <VoiceCall>, and <Weblink> elements
ChoiceText Through the <xml:lang> attribute of | <SelectChoice> element of the
this element <SMSTemplate> element.
MediaObjectSet Through the <xml:lang> attribute of | <MediaObjectGroup> element.
this element

Table 30: elements of <InteractivityMediaDocument>used for language selection

In order for the terminal to provide a single laage choice to the user (or perform an automatectieh), the language(s)
available for a given interactivity have to be @eetl in a consistent manner across all the <MedeBbBroup> instances in
an <InteractivityMediaDocument> instance that diéss such interactivity. In order to enable thie server SHALL
comply with the following rule:

- The instance of the <MediaObjectGroup> that hasstartMediaFlag> set to true SHALL explicitly dai all
available languages for the interactivity scenagjaresented by the <InteractivityMediaDocumenttanese, that is
to say

o If the said <MediaObjectGroup> provides any inseaoE<SMSTemplate>, <EmailTemplate>,
<VoiceCall>, or <Weblink>, then the correspondirigescription> element SHALL be instantiated for
each language

o If the said <MediaObjectGroup> provides one or mpostances of <MediaObjectSet>, there SHALL be at
least one such instance per language option

- For each language declared as specified above

0 Each <Description> element as pointed by Tableha0is to be used within its parent instance SHAkL
instantiated for the said language

o0 Each <ChoiceText> element as pointed the Tablé&0is to be used within its parent instance SHALL
also be instantiated for the said language

o For each instance of the <MediaObjectGroup> thétAl3 be at least one instance of <MediaObjectSet>
for the said language or, alternatively, an instamic<MediaObjectSet> configured for any language.

o For any of the element pointed by Table 30 ther&lSHNOT be any instance for a language that is not
part of the available language options
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Upon parsing the <InteractivitityMediaDocument>tarsce, the BCAST application identifies the avd#édanguages from
the <MediaObjectGroup> instance that has the {dtatiaFlag> set to true. The BCAST application MAgahrd the
languages that it does not support.

Upon activation of the <InteractivityMediaDocumenttre BCAST application SHALL select the media abpets for
rendering that:

- are defined for the selected language or,

- are defined as applicable to any language

5.3.6.1.6 MediaObjectSet definition for some intera  ctivity technologies

A media object set conveying 8MS Message Templateconforming to [MMSTEMP] SHALL consist of the foling:

* one GZIP archive file containing all the media @tgeg(Message Template Definition, MMS presentagiart,
fixed/replaceable media objects).

* one <MediaObjectSet>, with Content-Type attribuwgete “application/x-gzip”, and containing :

0 one “MTD” <Object>, with Content-Type attribute set“application/vnd.omammsg-mtd+xml", and Start
attribute set to “true”.

o0 zero or one “MMS presentation part” <Object>, withntent-Type attribute set to “application/smif". |
<MediaObjectSet> contains MMS presentation pae silib-folder(s) SHALL NOT be used in <Content-
Location> since MMS-SMIL cannot support sub-foldér(

0 one <Object> per other bundled file, if any (fixegplaceable media objects).

Note: If the end user decides to interact as triggeselbdia Object Set of typRIMS Message Templateit implies that
the Terminal SHALL be able to execute any intemctiver the Interaction channel by sending the MMS filled-in MMS
Template).

A media object set conveying XtHTML MP bundle conforming to [XHTMLMP11] SHALL consist of the fiawing:

* one GZIP archive file containing all the media albge(e.g. XHTML MP page(s), external ECMAScript Nies,
external WAP CSS stylesheets, audio/visual mediectd..).

* one <MediaObjectSet>, with Content-Type attribuwgete “application/x-gzip”, and containing :

0 one “XHTML MP” <Object>, with Content-Type attribaiset to “application/vnd.wap.xhtml+xml" and Start
attribute set to “true”.

0 one <Object> per other bundled file, if any (thatynbe additional XHTML MP pages).

Note If the end user decides to interact as triggereilegtia Object Set of typgHTML MP bundle , it implies that the
Terminal SHALL be able to execute any interactioerahe Interaction channel by executing HTTP retgiéollowing the
hyperlinks present in XHTML). Further, if the Temal supports SMS-based messaging, the Terminal $H&lable to
support “sms:”-URI scheme as defined in section6b13and consequently be able to perform SMS-baserhction over
the Interaction channel.

A media object set conveying3&PP PSS SMIL bundleconforming for the presentation part to [3GPP 26R6]) SHALL
consist of the following:

» one GZIP archive file containing all the media abge(SMIL presentation, audio/visual media objec}s...
» one <MediaObjectSet>, with Content-Type attribuwgkte “application/x-gzip”, and containing :

0 one “3GPP PSS SMIL” <Object>, with Content-Typeibtite set to “application/smil"* and Start attribet to
“true”.

0 one <Object> per other bundled file, if any.
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Note: If the end user decides to interact as triggerellbglia Object Set of typ@GPP PSS SMIL bundle it implies that
Terminal SHALL be able to execute any interactioerahe Interaction channel by executing HTTP ratgiéollowing the
hyperlinks present in SMIL). Further, if the Termirsupports SMS-based messaging, the Terminal SH#d_able to
support “sms:”-URI scheme as defined in sectionés13and consequently be able to perform SMS-biaserhction over
the Interaction channel.

A media object set conveying3&PP2 MSS SMIL bundleconforming for the presentation part to [3GPP2005D)])
SHALL consist of the following:

e one GZIP archive file containing all the media atge(SMIL presentation, audio/visual media
objects...).

» one <MediaObjectSet>, with Content-Type attribugkte “application/x-gzip”, and containing :

» one “3GPP2 MSS SMIL" <Object>, with Content-Typé&riaute set to “application/smil" and
Start attribute set to “true”.

* one <Object> per other bundled file, if any.

Note: If the end user decides to interact as triggydy Media Object Set of type 3GPP2 MSS SMIL benidimplies that
Terminal SHALL be able to execute any interactioerathe Interactive Channel by executing HTTP retgiéfollowing the
hyperlinks present in SMIL). Further, if the Termirsupports SMS-based messaging, the Terminal SH#d_able to
support “sms:”-URI scheme as defined in section6b13and consequently be able to perform SMS-baserhction over
the Interactive Channel.

See Appendix C for some informative examples of did®bjectSet> elements.
5.3.6.1.7 Using URI scheme “sms:”

Terminals that support SMS-based messaging arttdbstupport XHTML based Media Object Sets SHALLEupthe
“sms:” URI scheme as specified in [URI-Schemes &salid scheme for hyperlinks.

5.3.6.1.8 Service Interaction using MMS Message Tem plate
This section describes how to retrieve and use MMSsage Template for Service Interaction.

The terminal SHALL retrieve MMS Message TemplataririnteractivityMediaDocument (refer to 5.3.6.Ihe terminal
MAY retrieve MMS Message Template from MMS.

The terminal SHOULD store MMS Message Templatétsistorage area after retrieval.

The terminal MAY use Application ID described in B8CONF] to launch client software, which handles BMlessage
Template (MMS Message Template Client), in the ¢haethe Template is retrieved from MMS.

5.3.7 Service Interaction launch and feedback

The terminal SHALL launch MMS Message Template @li@ccording to the timing described in
InteractivityMediaDocument , in a similar way teetbther Service Interaction methods.

MMS Message Template Client SHALL create Multimelliessage (MM) according to the process defined M3V
Message Template Definition (MTD) [MMSTEMP].

After creating the resulting MM, MMS Message TeniplSHOULD send the Message to Service Applicatoidress
defined in MTD.

5.3.7.1 Broadcast delivery of InteractivityMediaDoc  uments

The broadcast delivery of the instances ‘InterégfitediaDocument’ and any associate files has tilewiing
characteristics and constraints. For the delivieeyrtetwork SHALL

» use FLUTE file delivery session containing at least FDT Instance,
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» list all the delivered files in every instance &F,

e use the string “application/vnd.oma.bcast.imd+xadthe value of ‘Content-Type’ for every instan€e o
‘InteractivityMediaDocument’ in every FDT Instanaad

» use the following convention for allocating the iEent-Location’ values for the instances of the
‘InteractivityMediaDocument’: <GrouplD>:<GroupPdsit> where the

» <GrouplD> stands for the group identifier and <GxBasition> for the group position represented leyitistance
of ‘InteractivityMediaDocument'.

Furthermore in the case of broadcast delivery ttevork SHALL use the string “oma:bcast1.0:imd:"ths prefix of the
interactivity media group identifier (GroupID).

5.3.7.2 Interactive delivery of InteractivityMediaD  ocuments

5.3.7.2.1 Transport protocols

There are the two following mechanisms for delingrinteractivityMediaDocuments to the terminal gsihe interactive
channel:

» using HTTP as the transport the terminal speclfiaglquesting the InteractivityMediaDocuments frim
network and

» using OMA PUSH the network pushing the InteracgiviediaObjects to the terminals.

If the terminal supports the interaction chantted, terminal SHALL support the former and additibnd the terminal
supports OMA PUSH, the terminal SHALL also supbe latter.

When the InteractivityMediaDocuments are delivaussthg OMA PUSH the content type SHALL be set to
“application/vnd.oma.bcast.imd+xml”.

5.3.7.2.2 InteractivityMediaDocument request messag  es

When the terminal requests InteractivityMediaDocuotadrom the network, the terminal SHALL use HTTO$T

with the following syntax : “POST <interactivityMe&dJRL> HTTP/1.1\r\n<InteractivityMediaDocumentRegtre’ where
<interactivityMediaURL> denotes the destinationtfoee HTTP requests as signaled in the ‘interagfit@diaURL’ attribute
of the ‘InteractivityData’ fragment representing timteractivity in question, see section 5.1.2 i[B€AST10-SG].. Both
the HTTP POST request and the corresponding HT3porese SHALL also contain the following HTTP hedfikdds:

e ‘Content-Length’,

» for request message: ‘Content-Type’ which SHALLsle&to “text/xml”.

» for response message: ‘Content-Type’ which SHALILseeto “multipart/mixed” and
» ‘Host’ in case the ‘Request-URI’ is not in the aloge form specified in [RFC 2616].

The XML structure in Table 31 defines the syntaxtfe ‘InteractivityMediaDocumentRequest’ placetbithe payload of
the HTTP POST request.

The HTTP response of the HTTP POST request respoassage SHALL be of type “multipart/mixed”.
The first body part of the multipart in the respens

e SHALL contain one ‘InteractivityMediaDocumentRespehXML document as defined in Table 32.
e SHALL include Content-Type header set to ‘text/xml’

Other body parts may follow the first body partlie response. In that case each body part:

e SHALL contain one file representing the full setaédia objects associated to exactly one <MediasdBg> of a
MediaObjectGroup of the returned InteractivityMeldocument. This file SHALL be either one uncompeess
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media file (e.g. 3GP file) being the media objéntlf, or one GZIP archive file containing the corgsed media
objects, as described in section 5.3.6.1.2.

e SHALL include Content-Location header set to Cotitartation attribute value of <MediaObjectSet> edan

e SHALL include Content-Type header, set to actuaVi@Itype of uncompressed media file (e.g. ‘videof3ypr to
‘application/x-gzip'if the media objects are cadi@ a GZIP archive.

In case the response message does not contdie dilles associated with the ‘InteractivityMediaDownts' contained in the
response message, the terminal MAY use HTTP GE®&ttieve these missing files.

Interactivity | E The request to be used by the terminal to i#que
MediaDocum InteractivityMediaDocuments.
EIREES] Contains the following attributes:
requestiD

Contains the following elements:
UserlD
DevicelD
GrouplID

requestiD | A 0] 0.1 Identifier for the InteractivityMediaDocuent unsignedint
request message.

UserlD E1l (@] 0..N The user identity known to the BSM. Camddhe | string

following attributes:
type

type A M 1 Specifies the type of User ID. Allowed vatue | unsignedByt

are: e

0 — username defined in [RFC 2865]
1-IMSI

2-URI

3 - IMPI

4 — MSISDN

5 - MIN

6-127 reserved for future use
128-255 reserved for proprietary use

DevicelD E1l (@] 0..N A unique device identification known bet string
BSM.
Contains the following attributes:
type
type A M 1 Specifies the type of Device ID. Allowed vak | unsignedByt
are e

0 — reserved for future use

1 - IMEI [3GPP TS 23.003]

2 — MEID [3GPP2 C.S0072]

3-127 reserved for future use
128-255 reserved for proprietary use

GrouplD El M 1 ID of the requested group of anyURI
InteractivityMediaDocument, globally unique
The GrouplD is carried in BCAST SG fragment
called InteractivityData
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Table 31: Structure of Interactivity Media Document Request

Interactivity | E The response to the
MediaDocum ‘InteractivityMediaDocumentRequest’ message.
entResponse

Contains the following attributes:
requestiD
statusCode

Contains the following elements:
InteractivityMediaDocument

requestiD | A o] 0.1 Identifier for the corresponding unsignedint
InteractivityMediaDocument request message.
status A M 1 The overall outcome of the request, accordong | unsignedByt
Code the return codes defined in section 5.11. e
Interactivity | E1 M 1 The InteractivityMediaDocument as specified | complexTyp
MediaDocum 5.2.6.1 €
ent

Table 32: Structure of Interactivity Media Document Response

5.4 Personalization/Support for User-based Profiles and
Preferences

54.1 User-based Profiles over Broadcast Channel

The BCAST Enabler enables targeted reception thralajvery of user-based profiles over the broaticlaannel using the
Service Guide. The “TargetUserProfile” element ef\ice Guide SHALL be used for that purpose.

Exact terminal behavior for interpreting the “TattdgserProfile” is not specified. However, the teraliMAY be able to
filter the Service Guide based on the “TargetUs#iler.

5.4.2 Communicating the End User Preferences to Net  work

The terminal MAY communicate the End User prefeesnio the network using the scheme defined inséisision. Both the
Terminal and the network MAY support the schemee behavior of the network and any subsequent actegond
providing the End User preferences are not specifiddCAST Enabler.

The data structure for communicating the End Usefepences from terminal to network is as follows:

EndUserPref | E (0] The end user preferences signalled to theicer
erences Provider

Contains the following elements:
UserlD
Preference

UserID El M 1 User Identity known to the BSM. It descrilfdee | string
identification of the end user whose preference
are described here.

Contains the following attribute:

[
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type
type A M 1 Specifies the type of User ID. Allowed vatue | unsignedByt
are: e
0 — username defined in [RFC 2865]
1-1IMSI
2 - URI
3 - IMPI
4 — MSISDN
5 - MIN

6-127 reserved for future use
128-255 reserved for proprietary use

Preference | E1 M 1..N The attribute-value pair describing adividual
preference. NOTE: the exact attribute for

preference shall be defined by service or content
provider.

Contains the following attributes:
attribute
value

attribute A M 1 Attribute being described string

value A M 1 Value of the attribute string

Table 33: Structure of End User Preference Message

The above data structure SHALL be instantiated s ¥stance according to XML Schema [BCAST10-XML ®cha-
Userpreference].. The XML instance in turn SHALLdmmmunicated from terminal to network by HTTP POBar
confidentiality, HTTPS based on SSL 3.0 [SSL30] d@b& 1.0 [RFC 2246] MAY be used.

5.5 Charging

This section specifies the use of OMA Charging Herafo realize the charging of OMA Mobile Broadc&strvices. OMA
Charging Enabler defines a set of interfaces tmatither Enablers to access the charging functitgndhe interfaces are
specified in [OMA Charging AD]. This section defsnkow, when and by whom the charging is triggeretivahich
functional entity invokes the charging using thieiface of OMA Charging Enabler. This section alefines the data that
will be exchanged within the charging event.

5.5.1 Chargeable Events in the Scope of the BCAST E nabler

Chargeable evens a service related event that has taken plackcan be specified and recorded. This sectiortiftesn
chargeable events in the scope of the OMA MobileeBcast Services technical specification. It shbaldoted that
chargeable events can also occur for example iradgast Distribution System or in other entitiethe OMA BCAST
Architecture to record the usage of the mechantbatsthey provide (e.g. distribution and protectivachanisms) but these
chargeable events are not specified in this doctumen

Not all chargeable events lead necessarilydbaaging eventi.e. the sending of charging information to tHeaying
Enabler for further processing. The events thatateally charged for can depend on the implemiemtal herefore, the list
in this section should be regarded as a list ohsvthat potentially trigger charging events.

Subscription-Based Charging

Subscribe/Purchase Request 5.1.5,5.1.6 BSM
End-user subscribes or purchases a certain sdyagad on information [BCAST10-Architecture]
received through the Service Guide. 546.1

Subscription Update 5.1.5,5.1.6 BSM

In case of open-ended subscriptions, the BSM mag h@ generate [BCAST10-Architecture]
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charging information from time to time until thebseription is 5.4.6.7
cancelled.
Unsubscribe Request 5.1.6.7 BSM

Open-ended subscriptions, and possibly other sigtisers, are valid [BCAST10-Architecture]
until they are cancelled by the end-user. Dependinthe contract, they 5.4.6.8

may also have to be cancelled (and renewed byniggunew order

request) when the price per subscription periochgbs.

Consumption-Based Charging

Token Purchase Request 5.15,5.1.6 BSM
Token Purchase Request can be used to order ttiednsan be used in [BCAST10-Architecture]
consumption-based charging models. As to calleeddharging 5.4.6.9

Enabler, tokens can be used in two ways:

* Pre-paid tokens: When the BCAST client orders tek&SM
calls the Charging Enabler and tokens are chargeldey are
ordered before the actual service delivery

» Post-paid tokens: When the BCAST client ordersnské the
subscriber uses online charging, a respective tarestervation
is made. In the offline case, a positive credipogse is
assumed implicitly. Used service units are repottetthe
Charging Enabler only when the BCAST client repogsd
tokens to the BSM.

NOTE! It is important to note here that the prepaid/paist distinction
is independent of the type of the subscriber’s aotm the Charging
Infrastructure (i.e. pre-paid or post-paid subgip.

Service Interaction
Interactive Service Ordering [BCAST10-Architecture] BSI-G

The end-user reacts to an interaction pointer agdests for an 5.4.5
additional service, such as voting or related vadded content.

Charging for interactive service ordering is in B@AST Enabler's

scope only in simple cases where the additionaicecan be identified

with a simple combination of a purchase item ID pndchase option or
equivalent. In more complex cases, it is likelytthervice interaction is
redirected to a separate application the chargdinghech is outside the

scope the BCAST Enabler.

Table 34: List of chargeable events

5.5.2  When to Trigger Calls to the Charging Enabler

This section identifies when charging informatiaeds to be sent to the Charging Enabler in relaticdhe different
chargeable events.

In the case of Subscription/Purchase Request, 8ptisn Update, Unsubscribe, Token Purchase Regaestteractive
Service Ordering, the high-level charging flowhs following:

* When the request arrives, before service delivery

o0 The BCAST Enabler implementation may know basegrerconfigured information or through a query to
an external system whether online or offline chaggnterface should be used towards the Charging
Enabler. It this information is not available, BEAST Enabler may assume online and make the first
request to the online (CH-2) interface, which metyir an error code indicating that offline sholoéd
used.

o If online charging is to be used, send an InitiajRest using CH-2 to make a credit reservation

* During service delivery
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o0 Inthe online case, Interim Requests to CH-2 magdexed if the quota granted in the previous stép(s
depleted

»  After service delivery
o If the online-offline determination outcome waslio#, report service usage using CH-1

o If the online-offline determination outcome wasinal report the final service usage step using
Termination Request of CH-2

5.5.3 BCAST-related Information in Charging Message s

This section specifies how charging informationB&@AST services is mapped to OMA Charging Data Elets of the
Charging Enabler.

5.5.3.1 Subscription-Based Charging: Subscribe/Purc  hase, Subscription Update,
Unsubscribe Request

Value: String Service Context Id Fixed value to identifg tservice
BCAST@openmobilealliance.org specification in the context of
which the charging events must be
interpreted.
Values: SUBSCRIBE, String Service ldentifier Identifies more precistig type
SUBSCRPITION_UPDATE, of service within the context
UNSUBSCRIBE defined by the Service Context Id.
(for Subscription-Based Charging) NOTE: Different from Service ID.
Field: UserID String Subscription Id Data The globally uniqueritiy of the
subscriber
Field: type attribute under UserlD  unsignedByte Subscription Id Type Type of the stibsc identity (e.g.
MSISDN, IMSI, SIP_URI)
Field: PurchaseltemID anyURI Service Key The globally unique ID of the

Service Guide fragment that
describes what the end-user has
ordered or cancelled. It should be
noted that a particular Service Item
may be available through several
Purchase Items (e.g. because of
bundling and several order options
or purchase channels).

Values: depending on context String Correlation Id Depending on the deployment,
different identifiers can be used
here to enable correlation between
the charging events generated by
BCAST service entities and
charging events generated by other
entities (such as distribution
entities or content protection
mechanisms).

Field: Price decimal Unit Value, Value Digits, Amount to be reserved/debited
Exponent from the end-user’s account. In

case of reservation, the listed data
elements must be included in the
requested service units data
element. In case of reporting units
to be debited, the used service units
data element must be used in the
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Field: currency String

Field: DevicelD String

Field: type attribute under DevicelD  unsignedByte
element

Currency Code

User Equipment Info Value

User Equipment Info Type

charging interface.

Numeric representation of
Currency Code as specified in
1ISO4217

A unique deviceritification
known to the BSM

The typehefunique device
identification (e.g. IMEI, MEID).

Table 35: Mapping table for Subscription based Chaging

5.5.3.2 Consumption-Based Charging:

Token Purchase

Request

Value: String
BCAST@openmobilealliance.org

Values:TOKEN_PURCHASE String
(for Consumption-based charging)

Field: UserID String

Field: type attribute under UserlD  unsignedByte

Field: PurchaseltemID anyURI
Values: depending on context String
Field: currency String

Field: Price decimal

Service Context Id

Service ldentifier

Subscription Id Data
Subscription Id Type

Service Key

Correlation Id

Currency Code

Unit Value, Value Digits,
Exponent

Fixed value to identifg tservice
specification in the context of
which the charging events must be
interpreted.

Identifies more precistig type
of service within the context
defined by the Service Context Id.
NOTE: Different from Service ID.

The globally uniquenitiy of the
subscriber

Type of the stibsc identity (e.g.
MSISDN)

The globally unique ID of the
Service Guide fragment that
represents the token product.

Depending on the deployment,
different identifiers can be used
here to enable correlation between
the charging events generated by
BCAST service entities and
charging events generated by other
entities (such as distribution
entities or content protection
mechanisms).

Numeric representation of
Currency Code as specified in
1ISO4217.

If the Currency Code element is
present, the Unit Value, Value
Digits and Exponent elements
below will be used.

If the CurrencyCode element is not
given, the Service Specific Units
element below will be used.
Amount to be reserved/debited
from the end-user’s account. These
sub-elements of the Money data
element are used in the charging
interface if the BCAST Enabler is
able to determine the price of the
request (either in monetary or non-
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monetary terms).

In case of reservation for post-paid
tokens, the listed data elements
must be included in the requested
service units data element. In case
of reporting used post-paid tokens
or ordering pre-paid tokens, the
used service units data element
must be used in the charging
interface.

Field: Price decimal Service Specific Units Amount of tokendé&o
reserved/debited from the end-
user’s account. The Service
specific units data element is used
in the charging interface if price
determination is left to the
Charging Enabler.

In case of reservation for post-paid
tokens, the listed data elements
must be included in the requested
service units data element. In case
of reporting used post-paid tokens
or ordering pre-paid tokens, the
used service units data element
must be used in the charging
interface.
Field: DevicelD String User Equipment Info Value A unigue deviceritification

known to the BSM

Field: type attribute under DevicelD  unsignedByte User Equipment Info Type The typenefunique device

element identification (e.g. IMEI, MEID)

Table 36: Mapping table for Consumption based Charing

5.5.3.3 Service Interaction

Service interaction pointers may lead the end-tssarcompletely different service from BCAST (¢@MMS sending), and
these external services usually have their owngthgmwhich is not in the scope of this specificatidhis specification,
however, caters for cases where the additionaldotive service does not have charging specifipdrsgely and the price of
the interaction transaction is available to the BBTAEnabler or some part of the BCAST Enabler imgetation can
determine the price. Also cases where price detetioin is delegated to the Charging Enabler buepcan be calculated
simply based on the InteractivityDatald accessedbeasupported.

Value: string Service Context Id Fixed value to identifg tservice
BCAST@openmobilealliance.org specification in the context of
which the charging events must be
interpreted.
Value:SERVICE_INTERACTION  string Service ldentifier Identifies more precistig type
(for Service Interaction) of service within the context

defined by the Service Context Id.
NOTE: Different from Service ID.

Field: UserlD string Subscription Id Data The globally uniquernitiy of the
subscriber
Field: type attribute under UserID  unsignedByte Subscription Id Type Type of the stibsc identity (e.g.
MSISDN)
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Field: InteractivityDatalD anyURI Service Key The globally unique ID of the
Service Guide fragment that
describes what the end-user has
accessed.

Values: depending on context string Correlation Id Depending on the deployment,
different identifiers can be used
here to enable correlation between
the charging events generated by
BCAST service entities and
charging events generated by other
entities (such as distribution
entities or content protection
mechanisms).

Field: Price decimal Unit Value, Value Digits, Amount to be reserved/debited

Exponent from the end-user’s account. In

case of reservation, the listed data
elements must be included in the
requested service units data
element. In case of reporting units
to be debited, the used service units
data element must be used in the
charging interface.

Field: currency string Currency Code Numeric representation of
Currency Code as specified in
1ISO4217

Field: DevicelD String User Equipment Info Value A unique deviceritification

known to the BSM

Field: type attribute under DevicelD unsignedByte User Equipment Info Type The typehefunique device
element identification (e.g. IMEI, MEID)

Table 37: Mapping table for Service Interaction

5.5.4  Exchange of charging data among systems

It can be assumed that entities that are refldotéte BCAST architecture may need to exchangenessirelated data.

However, the BCAST enabler does not specify a éeffiormat for the exchange of charging data betviBeadcast Service
Providers, or between a Broadcast Service Prowdéra Content Provider.

5.6 Mobility

The location of the Terminal may change over tiDiéferent usage scenarios typically involve differeates of change in
the location of the Terminal. However, what is #igant in the change is not the speed of the chdng the fact that the
change in the location of Terminal may involve armfe in the set of available Mobile Broadcast SesuiAlong with the
change in the location of Terminal the currentlgitable transmission may become unavailable dudémging radio
reception conditions. Alternatively, the changd@rminal’s location may move the Terminal away frissncurrently
available Broadcast Service Area. In both casesuhent set of available Mobile Broadcast Servitey change.

There are two cases to consider in the contextddfility and Mobile Broadcast Services. Firstly, teeminal may be
currently receiving a Mobile Broadcast Service whig affected by the change. Secondly, the ternireg} only be

receiving and updating the Service Guide thatleted to the Service, affected by the change. Basies are exceptions in a
normal service consumption process and requirelimgndn the former case, the change affects thieeot access to the
Service while in the latter case the change affetite possible ways of accessing the Service Guide
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This section provides normative specification foe hetwork side (Service Guide function) to supgoetmitigation of
mobility effects. On the network side the supportifroadcast mobility is centralized in the Serv@gide function. The
methods outlined in the following sections are sufgd by the SG-D and MAY be used in the transmhifervice Guide.

5.6.1  Specifying Alternative Accesses for a Service

Service Guide allows describing several Accessea fiarticular Service. The Service Guide can dedsService in the
Service Guide that MAY have several Accesses aatativith it. In case the selected Access becomagailable due to
mobility (or some other reason), the Terminal MAdhtinue accessing the Service via another Accegsndhat the other
Access semantically represents same or similar oot of the Service.

56.2 Global Identification of Services and Content

The Service Guide MAY declare global identificatiimn both Service (attribute GlobalServicelD in 8ee Fragment) and
Content (attribute GlobalContentID in Content Fragit). Two fragments with the same global identifidescribe the same
asset. How the terminal uses the global servicdtiiiler or the global content identifier is out @fope of this specification.

5.7 Broadcast Roaming

Broadcast Roaming allows a user to receive Broad@mwices from a Mobile Broadcast Service Providifferent from his
Home Mobile Broadcast Service Provider. This camplea, for example, when the user is not able tesacthe services
provided by Home Mobile Broadcast Service Provitlethat case the Broadcast Roaming enables thdaiseceive
Broadcast Services from another Mobile Broadcasti&zProvider independent on the underlying Breat®istribution
System.

The Mobile Broadcast Services (BCAST) 1.0 Enablexbdes the Broadcast Roaming through the use @usafunctions of
the enabler: through the Service Guide, througmiog signaling between Terminal and Visited MolBi®adcast Service
Provider, through roaming signaling between Visitéobile Broadcast Service Provider and Home MoBileadcast
Service Provider and through the Terminal Provisigriunction. The following gives the overview oavithese functions
relate in the context of Broadcast Roaming:

= Service Guide Delivery Descriptors (SGDD) withirtBervice Guide declare the existence and theadviity
of Service Guide fragments. The SGDD allows themieal to deduce which fragments are associated with
which Mobile Broadcast Service Provider (through a6BSMFilterCodes). Related to this signalingréhare
visibility rules that the terminals are expecteddoonply with. Further, SGDD enables a method tovegn
points of contact which the visiting terminals @amtact in case Broadcast Roaming is needed. Thischof
Broadcast Roaming is normatively specified witlie specification of SGDD, in section 5.4.1.5 of
[BCAST10-SG].

= Terminal Provisioning enables the Home Mobile Biazesd Service Provider to maintain a terminal-raside
elements used by the roaming function. These elenieciude the list of Mobile Broadcast Service\wders
(their BSMFilterCodes) affiliated with the termired well as entry details of default roaming conpaint - the
server that terminal can send roaming requestgeirtase terminal does not find any other entrytpaiithin
the Service Guide signaling. They also include peatar that determines whether the terminal inisidite
service provisioning requests to Visited BSM oHmme BSM. Finally, these elements include pararadtet
can be used to control terminal behavior in thaexrof Broadcast Roaming: an element that contublsther
roaming requests should always be sent to Home B&d/an element that determines terminal behavior fo
fragments that are not associated with any BSM&atecThese aspects of Broadcast Roaming are nivetyat
specified within this document, Appendix F (ManageiObject). In addition to using Terminal Provisiay,
the management information in Appendix F can becprdigured in the Terminal, or can be conveyeth®
terminal by some other means which are out of sobpieis specification.

= Roaming Rule request and response messages belfemeimal and BSM associated with Home and/or Vikite
Mobile Broadcast Service Provider allow Terminalsg¢quest and Mobile Broadcast Service Providers to
provide the visibility constraints defined by RoagiRules. This aspect of Broadcast Roaming is niiveig
specified within this document (section 5.7.1). Toheatact points for the request messages are sijmathin
the SGDDs — that aspect of Broadcast Roaming imatively specified within the specification of SGDD
section 5.4.1.5 of [BCAST10-SG].
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= Specific Service Provisioning messages that enbdaminal to request for service, request for Tokems
request for renewal of subscriptions. In the contéBroadcast Roaming, the Service Provisioningsages
sent by the Terminal trigger roaming message exgdhaetween Home and Visited Mobile Broadcast Servic
Provider. This aspect is normatively specified witthis document (section 5.1). Subsequent of ssfak
Roaming Service Response, LTKMs can be delivergdgderminal (via Push LTKM with Smartcard profile
or Trigger with DRM profile). The LTKM acquisitiois not covered in this document as it is a Sergiug
Content protection procedure.

= The roaming messages between Home and Visited MBbdadcast Service Providers allow the either the
Home or Visited Mobile Broadcast Service Provideinitiate the roaming as a reaction to initial useming
request. This aspect of Broadcast Roaming is navetatspecified within this document (section 5)7.2

= The informative walk-through of Broadcast Roamisgiven in this document (Appendix E).

Broadcast Roaming in BCAST 1.0 allows a Termindbécassociated with multiple Home BSMs (and hengkipte
BSMFilterCodes). While this allows a model whertsie Terminal is associated with different servicaviers, the primary
use of this functionality will be of specifying t&fent subscription types per a single provider.

Roaming agreements between Home Mobile Broadcagic8dProvider and Visited Mobile Broadcast Servirevider and
the related trust relationship are out of BCASTpsco

Both the Network and the Terminal MAY support Broast Roaming. If the Network supports Broadcastnitng, backend
interfaces for roaming SHALL also be supported.

Note: playback of protected content recorded witdéeming may have limitations due to the inabilifyttee terminal to
retrieve rights once back in its home network. Susé case may not be supported until a later relefihe present
specification.

5.7.1 Roaming messages between Terminal and BSM

Terminal uses the RoamingRuleRequest to requeRdheingRules associated with BSMSelector (idexttifiy the id of
the selector). As a response, the Terminal recé&eesningRuleResponse that carry the RoamingRules.

The XML schema for these messages is defined irABCLO-XMLSchema-Roaming-frontend].

5.7.1.1 RoamingRuleRequest

RoamingRul | E Request message of Roaming Rules.
eRequest

Contains the following elements:
UserlD
RequestEntry

UserID El M 1 A unique ID that SHALL be used to identifiet | string
terminal in BCAST service area of both the Home
Mobile Broadcast Service Provider and Visited
Mobile Broadcast Service Provider.

Contains the following attributes:

type
type A M 1 Specifies the type of User ID. Allowed vatue | unsignedByt
are: e
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0 — username defined in [RFC 2865]
1-IMSI
2 - URI
3 - IMPI
4 — MSISDN
5 - MIN
6-127 reserved for future use
128-255 reserved for proprietary use
RequestEntr | E1 1..N This element represents a request faniog
y rules associated with the given
‘HomeBSMFilterCode’ and
‘VisitedBSMFilterCode’ instances.
It is expected that the terminal will request rules
separately (i.e. with different ‘RequestEntry’
instances) for each Visited BSM of interest.
However, in case the terminal provides more than
one instance of ‘VisitedBSMFilterCode’ in a
‘RequestEntry’ instance, the server SHALL
assume that the ‘HomeBSMFilterCode’ instance
applies for all the given ‘VisitedBSMFilterCode
of the same ‘RequestEntry’ instance.
As of BCAST 1.0, the terminal SHALL provide
one and only one instance of the ‘RequestEntry’
element in a given ‘RoamingRuleRequest’
message. That instance MAY include an instance
of the child ‘HomeBSMFilterCode’ element that,
when instantiated, SHALL represent the Home
BSM the terminal is affiliated with.
Contains the following elements:
HomeBSMFilterCode
VisitedBSMFilterCode
HomeBSMFil | E2 0.1 The code that specifies the Home BSM the complexTyp
terCode terminal is affiliated with. e as defined
for
This element has the same structure as the | BSMFilterC
‘BSMFilterCode’ element in the ode’ in
‘ServiceGuideDeliveryDescriptor’. section
5.4.1.5.2 of
[BCAST10-
SG]
VisitedBSMF | E2 1..N The code that specifies the Visited BSM. complexTyp
ilterCode e as defined
This element has the same structure as the | 07
‘BSMFilterCode’ element in the BSMFilterC
‘ServiceGuideDeliveryDescriptor’. ode’ in
section
5.4.1.5.2 of
[BCAST10-
SG]

Table 38: Structure of RoamingRuleRequest Message
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5.7.1.2 RoamingRuleResponse

RoamingRul | E
eResponse

Response message of Roaming Rules

Contains the following attribute:
globalStatusCode

Contains the following element:
ResponseEntry

global A M 0..1
Status

Code

The overall outcome of the request, acicmydo

the return codes defined in section 5.11. This

attribute also governs the way the

‘itemwiseStatusCode’ attribute is instantiated in

this response:

= If this attribute is present and set to value “
the request was completed successfully. In
this case the ‘itemwiseStatusCode’ SHALL|
NOT be given per each ‘ResponseEntry’

= |f this attribute is present and set to some
other value than “0”, there was a generic
error concerning the entire request. In this
case the ‘itemwiseStatusCode’ SHALL NO
be given per each requested ‘ResponseEn

= If this attribute is not present, there was an
error concerning one or more ‘RequestEntr
elements associated with the request. Furt
the ‘itemwiseStatusCode’ SHALL be given
per each ‘ResponseEntry’.

unsignedByt
e

T
try’

Yy
her,

ResponseEnt| E1 M 0..N

ry

Entry containing response to each regaest
Visited BSM. This element SHALL be
instantiated in case of successful completion o
the related request.

Contains the following attribute:
itemwiseStatusCode
exclusive

Contains the following element:
VisitedBSMFilterCode
HomeBSMFilterCode
RoamingRule

itemwiseStat | A M
usCode

0.1

Specifies a status code of each Purcherssit
using GlobalStatusCode defined in the section
5.11.

unsignedByt
e

exclusive A (@] 0..1

Indicates whether the rules deliverecdia t
response are exclusive when executed.

If “true”, the rules are exclusive and terminaltth

accesses fragments covered by these rules (i.g.
associated with the BSMFilterCode declared in

the ‘VisitedBSMFilterCode’ instance) SHALL
NOT access fragments associated with any oth
BSM.

This means that — if the terminal selects a \Vibi

boolean

A

er

BSM for which the rule are marked with the val
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“true” of this attribute the Terminal SHALL only|
use the SG fragments of the selected BSM and
not mix SG fragments from other BSM even if
the Terminal already got access to those.

If “false”, the rules are not exclusive and, upon
selection of the related Visited BSM, the termin
can access fragments associated with any othe
BSM.

Default value of this attribute is “false”.

al

h

=

VisitedBSMF | E2 1 The code that specifies the Visited BSM for complexTyp
ilterCode which this ResponseEntry applies. e as defined
for
This element has the same structure as the | BSMFilterC
‘BSMFilterCode’ element in the ode’ in
‘ServiceGuideDeliveryDescriptor’. section
5.4.1.5.2 of
[BCAST10-
SG]
HomeBSMFil | E2 0..N The code that specifies the Home BSMafbich | complexTyp
terCode this ResponseEntry applies. e as defined
for
This element has the same structure as the | BSMFilterC
‘BSMFilterCode’ element in the ode’ in
‘ServiceGuideDeliveryDescriptor’. section
5.4.1.5.2 of
. [BCAST10-
Note that a RoamingRule can apply to several sG]
Home BSM for a given Visited BSM.
In case no HomeBSMFilterCode instance is
given, the terminal SHALL interpret the
associated RoamingRule as applicable to any
Home BSM.
In case the BSM instantiates this element, it
SHALL provide one instance corresponding to
the ‘HomeBSMFilterCode’ provided by the
terminal in the related ‘RoamingRuleRequest’
message.
RoamingRul | E2 1..N Entry specifying the RoamingRule betwéen complexTyp
e Visited BSM and Home BSM declared in the | e as defined
parent ‘ResponseEntry’ instance. for
This element has the same structure as the | ‘RoamingRu
‘RoamingRule’ element in the le’ in section
‘ServiceGuideDeliveryDescriptor’. 5.4.1.5.2 of
[BCAST10-
SG]

Table 39: Structure of Roaming RuleResponse Message

In case a roaming rule is not specific to any gikkame BSM, it is RECOMMENDED that:

0 in case the roaming rule is not subject to frequbanges, the Network delivers it following a RoagRuleRequest

from the terminal in a RoamingRuleResponse.

0 and, in case the roaming rule is subject to fregjakeanges, the Network delivers it through the ‘RogRule’

element in the SGDD.
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Note: delivery of roaming rules through SGDD ovee interaction channel is not subject to eitherr@epmmendations or
limitations with regard to the considerations defirabove.

However, in case a roaming rule is specific tov@giHome BSM, it SHOULD NOT be delivered via thedingRule’
element of the SGDD.

5.7.1.3 Transport protocol

The BSM and Terminal SHALL support HTTP 1.1 [RFCLBPas a delivery method to exchange roaming messaddne
BSM and Terminal MAY also support HTTPS for thigpose, where HTTPS SHALL be based on SSL 3.0 [SFag0
TLS 1.0 [RFC 2246]. Furthermore, the following mukpply:

- The Terminal SHALL issue HTTP/1.1 POST requestyéag one ‘RoamingRuleRequest’ element in the ‘mgesa
body’ part.

- The BSM SHALL answer with an HTTP/1.1 200 (OK) respe carrying one, and only one,
‘RoamingRuleResponse’ element in the ‘message-boaly’

- In both request and responses, the Content-Tyjity-&ieiader field SHALL be set to
‘application/vnd.oma.bcast.roaming+xml’

- The BSM MAY compress the response using GNU zipl$4n which case the Content-Encoding entity-hezad
field SHALL be set to ‘gzip’.

5.7.2 Roaming messages between Home BSM and Visited @ BSM

Roaming messages between Home BSM and Visited B8Ms&d to carry out the roaming negotiation betvtbe two
BSMs. The exchange of these messages is trigggrétellerminal sending the Service Provisioningsage. Four cases
exist as follows.

If the value of Management Object “<X>/Roaming/UssddServiceProvisioningMode” is assigned withuetfalse” the
following SHALL apply:

= Terminal sends Home BSM the Service Request messegeing service provided by the Visited BSM tiife
Home BSM deduces from the message that it neettatact Visited BSM to get clearance for the retjues
Home BSM SHALL send the ‘RoamingServiceRequestt{sa 5.7.2.2) to the Visited BSM. Visited BSM SHAL
respond to the request by sending ‘RoamingServise®tese’ (section 5.7.2.3). ). In case the respalhses
roaming, then the Home BSM sends a successful i@Response’ to the terminal. This leads to a sy
LTKM delivery (push LTKM with Smartcard Profile drigger with DRM Profile).

If the value of Management Object “<X>/Roaming/UsstédServiceProvisioningMode” is assigned withueaftrue” the
following SHALL apply:

= Terminal sends Visited BSM the Service Request agesmvolving service provided by the Visited BSfkthe
Visited BSM deduces from the message that it needentact Home BSM to get clearance for the retties
Visited BSM SHALL send the ‘RoamingServiceRequéséction 5.7.2.2) to the Home BSM. Home BSM SHALL
respond to the request by sending ‘RoamingServige®tese’ (section 5.7.2.3). In case the respongesiioaming,
then the Visited BSM sends a successful ‘Servicp®ese’ to the terminal. This leads to a subsequUEKM
delivery (push LTKM with Smartcard Profile or Triggwith DRM Profile).

The XML schema for these messages is defined ilABICLO-XMLSchema-Roaming-backend].
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5.7.2.1 Protocol stack for message exchanges betwee n BSMs

The following protocol stack SHALL be used for mags exchange between BSMs. HTTP over TCP/IP SHOb&. Dsed
for the delivery of the roaming procedure authditsamessages. HTTPS based on SSL 3.0 [SSL30] a8dLT0 [RFC
2246] SHALL be used in conjunction with TCP/IP tmyide secure delivery of the authorisation message

Roaming Message Roaming Message
HTTPS HTTPS
TCP TCP
1P IP
1 f

HTTP 1.1 over TCP/IP SHALL be used for file deliyetia the interfaces, subject to the following citiots:

¢ The interfaces using HTTP 1.1 [RFC 2616] SHALL soppmzip, compress, deflate and identity contewulirngs.
Other content codings MAY be supported.

¢ The interfaces using HTTP 1.1 [RFC 2616] MAY usesgent connections, pipelining and chunked tremsbding.

5.7.2.2 Back-end Interface Messages

Messages between the Visited and Home BSMs argptoated using HTTP as the transport by placing bothrequests and
the responses addressed to either BSM into thegaf the HTTP messages. The requests SHOULDaheported using
HTTP POST and the responses SHOULD be transposiad the HTTP responses corresponding to the HTO8TP
requests. The syntax for the requests SHOULD Hellasvs:

* POST <host>/oma/bcastl.0/roaming HTTP/1.1\r\n<requests>

where the <host> denotes the part of the URI remitesy the address of the host.

Both the HTTP POST message and the correspondidgP’Ha@sponse MAY also contain the following HTTP dexafields:
e ‘Content-Length’,

« ‘Content-Type’ which if used SHALL be set to “textdl” and

* ‘Host’ in case the ‘Request-URI’ is not in the alose form specified in [RFC 2616].
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5.7.2.3 Processing and Responding

The processing of the messages between the VBB& and Home BSM involves first the HTTP transgextel to deliver
the messages between the Visited BSM and Home B&M.is followed by the HTTP level passing the eddsd XML
message to the BSMs. While the status and err@scodrresponding to the processing in the HTTH neesignaled using
the HTTP headers, the result of the BSMs procedbimgML request in the HTTP payload is signalethgisML
messages placed into the payloads of the HTTP meggacorresponding to the HTTP requests carryimXML requests.
Whenever an HTTP response contains an XML respibosethe BSM, the HTTP status code SHALL be se2d6 OK
regardless of the contents of the XML response.Ruog®erviceRequest

RoamingServ | E Request message for Roaming Service between
iceRequest Home BSM and Visited BSM.
Contains the following attributes:
requestiD

Contains the following elements:
HomeBSMFilterCode
VisitedBSMFilterCode
TerminalSubscriptionType
UserlD
GlobalPurchaseltemID

requestiD | A M 1 An ID that is unique in the scope of this baoge unsignedint

that SHALL be used throughout the roaming service

procedure. It SHALL be generated by the party that
initiates the message exchange when it first raques
roaming service.

HomeBSMFil | E1 M 1 The code that specifies the Home BSM. complexType
terCode as defined for

This element has the same structure as the ‘BSMFilterCod

‘BSMFilterCode’ element in the &' in section

‘ServiceGuideDeliveryDescriptor’. 5.4.1.5.2 of

[BCAST10-
SG]
VisitedBSMF | E1 M 1 The code that specifies the Visited BSM. complexType
iiterCode as defined for
‘BSMFilterCo

- This element has the same structure as the - :
‘BSMFilterCode’ element in the de’ in section

‘ServiceGuideDeliveryDescriptor’. 5.4.1.5.2 of
[BCAST10-
SG]
Terminal El M 1 A field that SHALL indicate the subscriptisnope | anyURI
Subscription of the terminal in terms of roaming. The Home
Type Service Provider and the Visited Service Provider

have a common understanding of the field according
to roaming agreements between them.
This element is not further specified in this
specification.

UserlD E1l M 1..N A unique ID that SHALL be used to ideptihe string
terminal in both the Home Service Provider and
Visited Service Provider BCAST service area.

Contains the following attributes:
type

type A M 1 Specifies the type of User ID. Allowed vatuare: unsignedByte

0 — username defined in [RFC 2865]
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1-1IMSI
2-URI
3 - IMPI
4 — MSISDN
5-MIN

6-127 reserved for future use
128-255 reserved for proprietary use

GlobalPurch | E1 M 1..N Set of Purchaseltems (represented by anyURI

aseltemiD GlobalPurchaseltemIDs) which are associated with
the VisitedBSM and which the terminal wants to
subscribe /to purchase.

Table 40: Structure of RoamingServiceRequest Messag

5.7.2.4 RoamingServiceResponse
RoamingServ | E Response message for Roaming Service between
iceResponse Home BSM and Visited BSM.

Contains the following attribute:
requestiD
roamingServiceStatus
globalStatusCode

Contains the following elements:
UserID
HomeBSMFilterCode
VisitedBSMFilterCode
GlobalPurchaseltemID

requestiD | A M 1 An ID that is unique in the scope of this baoge | unsignedint
SHALL be used throughout the roaming service
procedure. It SHALL be generated by the party
that initiates the message exchange when it firs
requests roaming service.

—

roamingServi | A M 1 A field that SHALL indicate whether the temail | unsignedByt
ceStatus has been authorized for roaming services or note.
The return codes are defined in section 5.11.
globalStatus | A M 0.1 The overall outcome of the request, ackgydo | unsignedByt
Code the return codes defined in section 5.11. e

= If this attribute is present and set to value “D”,
the request was completed successfully. In
this case the ‘itemwiseStatusCode’ SHALL|
NOT be given per each requested
‘GlobalPurchaseltemID’.

= |f this attribute is present and set to some
other value than “0”, there was a generic
error concerning the entire request. In this
case the ‘itemwiseStatusCode’ SHALL NOJT
be given per each requested
‘GlobalPurchaseltemID’.

If this attribute is not present, there was anrerrg

concerning one or more ‘GlobalPurchaseltemll

~
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elements associated with the request. Further, [the
‘itemwiseStatusCode’ SHALL be given per each
requested ‘GlobalPurchaseltemID’.
UserID El 1 A unique ID that SHALL be used to identifiet | string
terminal in both the Home Service Provider and
Visited Service Provider BCAST service area.
Contains the following attribute:
type
type A 1 Specifies the type of User ID. Allowed vatue | unsignedByt
are: e
0 — username defined in [RFC 2865]
1-IMSI
2 - URI
3 - IMPI
4 — MSISDN
5 - MIN
6-127 reserved for future use
128-255 reserved for proprietary use
HomeBSMFil | E1 1 The code that specifies the Home BSM. complexTyp
terCode e as defined
This element has the same structure as the | 07
‘BSMFilterCode’ element in the BSMFilterC
‘ServiceGuideDeliveryDescriptor’. ode’ in
section
5.4.1.5.2 of
[BCAST10-
SG]
VisitedBSMF | E1 1 The code that specifies the Visited BSM. complexTyp
ilterCode e as defined
This element has the same structure as the | 1O ,
‘BSMFilterCode’ element in the ‘FilterCode
‘ServiceGuideDeliveryDescriptor’. In section
5.4.1.5.2 of
[BCAST10-
SG]
GlobalPurch | E1 0..N Set of Purchaseltems (represented by anyURI
aseltemiD GlobalPurchaseltemIDs) which are associated
with the Visited BSM and which the terminal is
authorized to subscribe /to purchase.
This element SHALL NOT be instantiated in case
the ‘globalStatusCode’ attribute is present and [set
to a value different from ‘0. In any other cage,
SHALL be instantiated.
Contains the following attribute:
itemwiseStatusCode
itemwiseStat | A 0.1 Specifies a status code of each unsignedByt
usCode GlobalPurchaseltemID using GlobalStatusCode e
defined in the section 5.11.

Table 41: Structure of RoamingServiceResponse Megga
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5.7.3  Scope of identifiers and Home BSM identificat  ion while roaming

This section defines tools and normative requirgmanorder to address two potential scoping proisiéor identifiers while
roaming:

1. When the terminal is in a roaming situation andéssservice provisioning requests against the HB8M, the
latter may not be able to identify the servicethefVisited BSM the user wishes to subscribe tas ©hdue to
potential limitations in the scope of identifiersthe Service Guide, as such identifiers may najlbeally defined.
Said otherwise, the Home BSM may not be able to frempnent identifiers and global identifiers (swashthe
‘globalPurchaseltemld’ attribute) back to the \@siBSM.

2. When the terminal is in a roaming situation andéssservice provisioning requests against theaddtSM, the
latter may not be able to identify the Home BSMrtigral despite the information provided by the terati(such as
device and user identifiers).

In order to address these potential problems, ad@tastRoamingSpecificPart’ element has been dkfinthe Service
Provisioning messages, sections 5.1.5 and 5.1.6.

When in a roaming situation, the terminal issuir§esvice Provisioning request against its Home BBHALL instantiate
the ‘VisitedBSM’ element under the ‘BroadcastRoag8pecificPart’ element for the said request.

When in a roaming situation, the terminal issuir§eavice Provisioning request against the Visit&BSHALL instantiate
the ‘HomeBSM’ element under the ‘BroadcastRoamiregHizPart’ element for the said request.

5.8 Availability of Location Information

BCAST Enabler MAY use Location Information for vauis purposes in conjunction with functions of BCASiich as File
and Stream Distribution and Service Guide. Localidormation MAY be used to enable location baskdring of services;
location based targeting of services; service ldatkegions; and so on. It is out of scope of tABT Enabler how the
Location Information is used by the functions of 8&T Enabler and what the exact behaviour of theiteal is. The
following rules define the availability of Locatidnformation to BCAST Enabler and the dependendg©AST Enabler
has with respect to Location Information:

= The BCAST system MAY utilize Location Information OMA MLP format [OMA MLP].

= The BCAST system MAY utilize Location Information BDS-specific cell_id (for example cell_id of 3GPP
3GPP2, DVB-H, etc. system) format.

= The BCAST system MAY utilize Location Information zip code format

= The BCAST system SHALL NOT expect all the BCASTnh@rals to have capability to utilize Location
Information in either of the allowed formats.

= The method how BCAST terminal acquires the Localidarmation is out of scope of BCAST Enabler.
= The BCAST terminal MAY support the use of Locatioformation in OMA MLP format [OMA MLP].

= The BCAST terminal MAY support use the Locationdmhation in BDS-specific cell_id format (for exarepl
cell_id of 3GPP, 3GPP2, DVB-H, etc. system)..

= The BCAST terminal MAY support use the Locationdmmhation in zip code format

= BCAST Service Guide MAY include the Location Infaation in the designated Service Guide fragmenspéxify
the intended target area for BCAST Services. Theation Information MAY be included in either of théowed
formats, as define above. The exact specificatiomoluding the Location Information, refer to [BGA10-SG]

The BCAST Terminal may have features or functidiedithat are dependent on the availability of eailocation
information. However, it is not in the scope of BEREnabler to ensure the availability of valid ltbea information,
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Consequently, it is not in the scope of BCAST Erabd enforce correct functioning of the featulest tare dependent on the
location information.

5.9 XML for Signalling

The BCAST enabler uses XML as a format for manpailjng messages (e.g. Service Guide Fragmentsjdryning
Messages, Interactivity). This section describes twfacilitate a maximum degree of backward anwvérd compatibility
between the current and future versions of BCASIFtHermore, it ensures that vendor- and operatecifip extensions will
not lead to inconsistent states when interpretmgsL instance. Related to this, design rules fxteading XML schemas
are given in Appendix G.

5.9.1 Namespace identifier

Each XML schema targets one XML namespace. The sace identifiers of the BCAST XML schemas arecttmed as
follows: <prefix>:<version>, where <prefix> is aloa-separated list of strings like “urn:oma:xml:btag:fragments” and
<version> is the representation of the versiorhefBCAST enabler, structured as <major>.<minor>dse_indicator>.
While the <major> and <minor> parts of <version>/AH be provided, the <service_indicator> part atsdéading dot are
OPTIONAL. A decoder SHOULD use <prefix> to determihat a particular piece of XML information is cplmant with
OMA BCAST, and SHOULD use <version> to determirgeviersion.

5.9.2  Proprietary extensions

XML schemas defined in BCAST MAY be extended bypgietary elements. Such extensions SHALL be locatsidle a
container called <PrivateExt> as defined in the Xdtlhemas, and SHALL be defined in a non-BCAST naiaess.
Decoders MAY discard proprietary extensions. In ease, they SHALL NOT get into an error state wtiery encounter
such extensions.

5.9.3 BCAST extensions

Decoders being able to interpret XML instances d@ampto an earlier version of the OMA BCAST XMLIeamas but not
able to interpret possible extensions MAY discéuase extensions. In any case, they SHALL NOT detam error state
when they encounter unknown extensions.

5.10 Service Provisioning of Unicast Services

BCAST 1.0 enables a provider to offer services thlunicast and broadcast access methods. SemagesiBning for
services that can be accessed via a Broadcast Elhtgpitally involves Service and Content ProtetfiBCAST10-
ServContProt]. Additionally, Service and ContenttBction can be applied to services that can besaed via the
Interactive Channel. Alternatively, the accesdhtuse services can also be controlled by the BSkhdnatter case the BSM
only allows access to the resource over the Inieea€hannel after the user has purchased or sbkddo the associated
purchase item of the service. So Service and CoPRt@tection might not always be required for segsithat can be
accessed via the Interactive Channel.

In such a case the terminal performs the regudari® Request and Service Response message seqsedefined in
section 5.1.5.2. Upon successful purchase or sipkiscrthe ‘Service Response’ message from the B8Mains the
‘itemwiseStatusCode’ attribute set related to respe ‘PurchaseltemID’ set to ‘029’ (now subscripe@urther, in this case,
the ‘DRMProfileSpecificPart’ element MAY be omittedpon reception of the request message the BSM Masibly
proceed with the required charging event. Upoep#on of the response message the terminal SHAkLUrae the network
resource is accessible, i.e. the service can bsuooed via the announced Access fragment in thaceeBuide [BCAST10-
SGJ.

5.11 Global Status Codes

The following table lists all the possible statasles for success or error case, and their applityaol each transaction. The
table is to be used for GlobalStatusCode and rogénithorizationStatus in Provisioning and Roamingpanse messages.
The codes may also be used in other response nesssagther BCAST technical specifications.
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000 Success
The request was processed successfully.
001 Device Authentication Failed

This code indicates that the BSM was unable toemiitate the device, which may be
due to the fact that the device is not registeritd the BSM, or that inappropriate
security credentials were submitted by the device.

In this case, the user may contact the BSM, arabksh a contract, or get the
credentials in place that are used for authentioati
002 User Authentication Failed

This code indicates that the BSM was unable toemiitate the user, which may be
due to the fact that the user is not registeret thie BSM, or that inappropriate
security credentials were submitted by the user.

In this case, the user may contact the BSM, arabksh a contract, or get the
credentials in place that are used for authentinatlternatively, if offered another
opportunity, the user may re-enter the securitdentials required for user
authentication.

003 Purchase Item Unknown

This code indicates that the requested purchaseig@nknown. This can happen e.g.
if the device has a cached service guide with milormation.

In this case, the user may re-acquire the servi@meg

004 Device Authorization Failed

This code indicates that the device is not autledrip get Long-Term Key Messages
from the RI. For example, the device certificatsswevoked in the case of the DRM
Profile, or because trust relationship could noeseblished between the terminal and
the BSM, in the case of the Smartcard Profile.
005 User Authorization Failed

This code indicates that the user has not substththe requested broadcast servic
in the case of either the DRM Profile or the SmenddProfile. In this case, the user
may be given an opportunity to contact the BSM afmerfor service subscription.”.
006 Device Not Registered

This code indicates that the device is not registevith the RI that is used for the
transaction in the case of the DRM Profile, or thatdevice is not registered with the
BDS-SD or the BSM, in the case of the Smartcardilero

In this case, the device may automatically perftrenregistration, and, if the
registration is successful, re-initiate the origitnansaction.

007 Server Error

This code indicates that there was a server esogh as a problem connecting to a
remote back-end system.

008 Mal-formed Message Error

This code indicates that there has been a devitfemition, such as a mal-formed
XML request.

In such a case, the transaction may or may natifettere is an interoperability
problem) succeed if it is re-initiated later.

Note: This code can also be used between netwditiesn
009 Charging Error

This code indicates that the charging step faied. (@agreed credit limit reached,
account blocked).

The user may in such a case contact the BSM operato
Note: This code can also be used between netwaitiesn

D
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010

No Subscription

This code indicates that there has never beenstgption for this service item, or tha
the subscription for this item has terminated.

The user may in such a case issue a service refgueshew subscription.

it

011

Operation not Permitted

This code indicates that the operation that thécgeattempted to perform is not
permitted under the contract between BSM and user.

The user may in this case contact BSM operatorchadge the contract.
Note: This code can also be used between netwaitiesn

012

Unsupported version

This code indicates that the version number spztifi the request message is not
supported by the network.

In case the terminal cannot fall back to anothesiva, the user may contact the BSN
operator.

Note: This code can also be used between netwditiesn

013

Illegal Device

This code indicates that the device requestingses\vs not acceptable to the BSM.
E.g. Blacklisted.

In this case, the user may contact the BSM operator

014

Service Area not Allowed
This code indicates that the device is not allowetthe requested area due to
subscription limits

In this case, the user may contact the BSM opetatsubscribe to the applicable
service.

015

Requested Service Unavailable

This code indicates that the requested servicaasailable due to transmission
problems.

In this case, the request may be re-initiatedlates time.
Note: This code can also be used between netwditiesn

016

Request already Processed
This code indicates that an identical request leas Ipreviously processed.

In this case, the user or the entity may checletifthe request had already been
processed (i.e. received an LTK), if not retry tequest.

017

Information Element Non-existent

This code indicates that the message includesnr#tion elements not recognized
because the information element identifier is reftrebd or it is defined but not
implemented by the entity receiving the message.

In this case related entities should contact edoéro

018

Unspecified
This code indicates that an error has occurrediwtamnot be identified.
In this case related entities should contact edoéro

019

Process Delayed
Due to heavy load, request is in the queue, watbtrige processed.
In this case the user or entity should wait fortda@saction to complete.

Note: If this error occurs between network entjttbg system should wait for the
transaction to complete.

020

Generation Failure
This code indicates that the request informatioasgage) could not be generated.

f

In this case the user or entity should retry later.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_Services-V1_0_1-20130109-A Page 119 (179)

021 Information Invalid
This code indicates that the information givemigiid and cannot be used by the
system.
In this case the request should be rechecked antégain.

022 Invalid Request

This code indicates that the requesting key madseaiad messages (e.g., LTKM) are
not valid and can not be fulfilled.

In this case the request should be rechecked anichgain.

023 Wrong Destination

This code indicates that the destination of thesags is not the intended one.
In this case the request should be rechecked aniégain.

024 Delivery of Wrong Key Information

This code indicates that the delivered key infoioratind messages (e.g., LTKM) are
invalid.

In this case the request should be rechecked anichgain.
025 Service Provider ID Unknown

This code indicates a confliction when the VisitedHome Service Provider requestg a
message to the Home or Visited Service Provider.

026 Service Provider BSM_ID Unknown

This code indicates a confliction when the VisitedHome Service Provider BSM
requests a message to the Home or Visited Servineder BSM.

027 Already in Use

This indicates requested setup value is already insthe Network Entity. Response
message may contain the recommended value to use.

028 No Matching Fragment

No fragment or SGDD matches the given requestriite

029 Now Subscribed

Specifies whether the subscription did succeednUpoeption of this status code the
terminal SHALL assume the service associated ighatssociated purchase item can
be consumed via the associated ‘Access’ fragmettteo$ervice as defined in the
Service Guide [BCAST10-SG]. This status code SHAQDT be returned if the
Purchase Item in question is associated with dceethiat is protected by Service or
Content Protection.

030 User already subscribed with different purchase opbns

Indicates that the user tries to repurchase aadyreubscribed item, but with different
options. This can happen when terminal loses sigti&or information. In this case, the
terminal MAY issue an Accountinquiry request totoes the subscription information|.
031 User must agree to the terms of use

Indicates that the BSM rejected the subscriptiazabee the user did not agree to the
terms of use.

032 ~ 127 | Reserved for future use

128 ~ 255 | Reserved for proprietary use

Table 42: Global Status Codes

5.12 Auxiliary data download and insertion, and sup port for
advertisements
The BCAST enabler supports the insertion of auxilidata within the service in two ways. The firgtthod is based on

triggers that are delivered within notification reages. The second method is based on network impefat content
delivery. Both methods are detailed below.
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5.12.1 Auxiliary data insertion based on notificati  on messages

This method is based on triggers that are delivesigtn notification messages. Such triggers cande to trigger
presentation of terminal-resident data or to itgtidownloading of data to be presented later Gpaase to the trigger for
auxiliary data insertion). These triggers are etgubto produce terminal-specific behavior by spge{ filtering data which
may contain location context, target profiles, driatn may reference terminal-resident rule setss Tésults in selective
downloading and insertion of auxiliary data, and sarve a variety of purposes, including persoatbn of the selection of
terminal-resident advertisements for renderinggdeis for auxiliary data downloading and insertiamd related
signallingand message formats are normatively fipddn chapter 5.14. The overall process nonnatinsists of three
steps.

1. An initial download notification trigger identifiesn auxiliary data content item and an associavechtbad
opportunity.

2. At some future time, the terminal can download stade the corresponding auxiliary data content iferg. an
advertisement) and store it locally. Such downIS8&ALL be based on the delivery session informationtained
either in the initial trigger, or the Service GuiiBCAST10-ServiceGuide], and the decision whethanai to store
the content is governed by filtering data contaimmethe download trigger.

3. Subsequently, an insertion notification triggesést, causing a suitable auxiliary content iterg. (&rgeted
advertisement) stored in the terminal to be playsck during program viewing.

As indicated previously, the delivery session infation for auxiliary data is conveyed in one of tways:

a) For normal auxiliary data content, the Access/®@sBiescription and Schedule fragments of the Ser@igide
MAY provide the associated delivery session infafora In this mode, the File Delivery Client it BCAST
Terminal is responsible for downloading the asdedidile content.

b) Download session information MAY alternately berat in the Notification message as described ctiGe 5.14.
This represents a means to inform the terminalynfchic updates to nominal auxiliary data conterg.(@elivery
of last-minute changes to previously transmitteceatisements). In this mode, the Notification Gtief the
BCAST Terminal is responsible for downloading tlseaciated file content.

The terminal determines the download method by @xagthe presence or absence of the element ‘@ds$ormation’ in
the Notification message. Presence of ‘Sessionimdtion’ indicates the use of delivery sessioniimfation contained in the
Notification message, whereas absence of this eleméicates that the delivery session informatgprovided by the
Service Guide.

For download session information specified in teevige Guide, the value of ‘ServiceType’ elementhia Service Guide
SHALL be “10” (i.e. correspond to “Auxiliary Data”)The existence of an ‘Auxiliary Data’ service SHID be hidden
from user awareness in the Service Guide. Theilfny Data’ service SHOULD be monitored by termsmahich support
auxiliary data download/caching for subsequentrifs® display to users. Transport related infaiorafor downloading
the associated auxiliary data files is providetesitoy the Access fragment that references theiliank Data’ service, or by
the SessionDescription fragment identified by theedss fragment. Each content item comprising tindlidry Data service
is scheduled for broadcast file delivery accordm¢he Schedule fragment, and linked to the Natifan message by the
‘GlobalContentID’ sub-element of the download ‘AuxtaTrigger’.

Once a notification carrying a ‘Sessioninformatiefément is received, the associated auxiliary davenload SHALL
replace any auxiliary data download implied by gessformation in the Service Guide, or in earlgtification messages
with a ‘SessionInformation’ element. Further updatethe same auxiliary data will therefore reqéimther notifications
with a ‘SessionInformation’ element.

5.12.2 Auxiliary data insertion based on network op ~ eration

This method is entirely based on network operdtiortontent delivery. The network elements thakesitthe and transmit the
service can perform the insertion of auxiliary dasanormal content, multiplexed with the servideisTmethod of auxiliary
data insertion does not support rendering of teatri@sident auxiliary data nor does it allow perdation. The Service
Guide data model inherently supports this methoausdliary data insertion: auxiliary data can beedito an existing
content or a new ‘Content’ fragment can be instaetl for auxiliary data.
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5.13 Subtitling and Closed Captions

The Network MAY provide the subtitling or closedotians for a service using 3GPP Timed Text forriiae Terminal
SHOULD support 3GPP Timed Text as a format for iflifyy and closed captions. The 3GPP Timed Texnftris defined
in [3GPP TS 26.245]. The signalling for subtitliisgdefined in section 5.1.2.5.2 of [BCAST10-SG].

5.14 Notification Function

Notification function can be used to provide infation about forthcoming, imminent or immediate dgemessages and
notifications related to the BCAST system, to atidricast services, or to a specific broadcasta®rVihe notifications may
be targeted to all reachable terminals or userspecific terminals or users. Natifications areideled as Natification
Messages, which can be delivered over Broadcastri&har over Interaction Channel, and stored irténeninal.
Notification Messages fall into at least two catégm, one category is user-oriented Notificationsbages which are to be
displayed to terminal users, the other categotgriminal-oriented Notification Messages which arée¢ used for terminal
operation and should not be displayed to usersuskes are able to subscribe to user-orientedcgesyecific notifications
using Service Provisioning Function specified ict® 5. Advertisement may be directly sent as fiatiion Messages, or
triggered for local insertion by notification. TFalowing outlines the purpose of Notification fuian in terms of types of
Notification Messages that are specified:

= Emergency messages

= General announcements (informing about BCAST sygterhlems, operator announcements, etc.)

= Broadcast main service or content associated oatiifins
o Information regarding the availability of a specifiervice such as service breaks, abrupt chandpe in schedule
(start time / end time) or access entry point efghbrvice

Service-specific information that is a part of seevexperience (such as news, sports scores, etc.)

Information about services available in neighbogisgstems, messages providing roaming support

Download or update announcement on SGDD or SG featgn

Download or update announcement on normal filek ssamovie, music, software, etc.

Auxiliary data downloading or insertion trigger (wh are related to the main service or contents)

Other information related to the main service arteat

= Notification-based information that the user habssuibed (i.e. asked to get delivered as soonrtf@mation is
available).

O O0OO0OO0ooOo

(@)

Specification of Notification function consistsfoflowing parts:

Discovery of availability and access to notificatso
Specification of event types of naotifications (etype)
Format of Notification Message (syntax as defingdkKML Schema in [BCAST10-XMLSchema-Notification])
Notification Message delivery
o Delivery over Broadcast Channel
o Push delivery over Interaction Channel (includéndpscribing to notifications over Interaction Cheln
o Polling notifications over Interaction Channel
= Notification interfaces(syntax as defined by XMLh&ma in [BCAST10-XMLSchema-Notification]).

Both the Network and Terminal MAY support the Nigtiftion function.

5.14.1 Discovery of Availability and Access to Noti  fications

5.14.1.1 Discovery of availability and access to ge  neral notifications

General notifications are not bound to any spesiéitvice nor Service Provider. Usually they aremhéa be received by
either all or majority of terminals, regardlesdiudir Service Provider they are affiliated with.axples of general
notifications are emergency messages and announteneéated to the operational aspects of BCASTesys

General notifications can be delivered either ®mradcast Channel or over Interaction Channel.auMaéability and access
to general notifications can be discovered throBGDD.
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5.14.1.1.1 General notifications: discovery through SGDD

The availability and access to general notificatiazan be signalled using the Service Guide Delive@egcriptor by
instantiating the ‘NotificationReception’ elementder the ‘ServiceGuideDeliveryDescriptor’ root elmin the SGDD as
defined in section 5.4.1.5.2 of [BCAST10-SG]. Irsedhe Notification function is supported:

= NTC in the Terminal SHALL support the signalling thie availability and access to general notifiaagiohrough
the SGDD.

= NTDA in the Network SHALL support the signalling tife availability and access to general notifigatithrough
the SGDD.

5.14.1.2 Discovery of availability and access to no tifications specific to a Service
Provider

These notifications relate to a specific Servicavitler. Usually they are meant to be received thyeeiall or majority of
terminals affiliated to the said Service Providetamples of such notifications are announcemerdgeeto operational
aspects of a service.

Notifications specific to a Service Provider candetivered either over Broadcast Channel or ovearéction Channel. The
availability of and access to notifications spexté a Service Provider can be discovered throUgb[3.

5.14.1.2.1 Notifications specific to a Service Prov  ider: discovery through SGDD

The availability and access to notifications spedib a Service Provider can be signalled usingSeevice Guide Delivery
Descriptor by instantiating the ‘NotificationReciept element under the ‘BSMSelector’ element in 8@DD as defined in
section 5.4.1.5.2 of [BCAST10-SG].

= NTC in the Terminal SHALL support the signalling thfe availability and access to notifications sfiedio a
Service Provider through the SGDD.

= NTDA in the Network MAY support the signalling di¢ availability and access to notifications a Ssr\Rrovider
through the SGDD.

5.14.1.3 Discovery of availability and access to se  rvice-specific notifications

Service-specific notifications are notificationsathare associated with a specific service of aipeService Provider.
Usually they are meant to be received by the teatsithat are accessing the service in questiormpbes of service-specific
notifications are sports goals, news and operdt@maouncements related to a specific service.

Service-specific notifications can be deliveretheitover Broadcast Channel or over Interaction @aarThe availability
and access to service-specific notifications cadibeovered through ‘Access’ fragment.

5.14.1.3.1 Service-specific notifications: discover y through ‘Access’ fragment

The availability and access to service-specifi¢fivations can be signalled by including the ‘Nat#tionReception’ element
in any of the ‘Access’ fragments associated witBeavice as defined in section 5.1.2.4 of [BCASTI®-9n case the
Noatification function is supported:

= NTC in the Terminal SHALL support the signalling thfe availability and access to service-specifitifications
through ‘Access’ fragment.

= NTDA in the Network SHALL support the signalling tife availability and access to service-specifitifications
through the ‘Access’ fragment.
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5.14.1.4 Discovery of availability and access to no tifications as an independent
service

Notification messages can also be delivered as gfaat Notification service that can be discoverkrtbtigh the Service
Guide. Usually they are meant to be received bytehminals as an independent service. Examplesalf services are news
tickers or traffic updates for navigation systems.

Independent Notification services can be delivesdtther over Broadcast Channel or over Interactidmar@®el. The
availability and access to such Notification seggican be discovered through the ‘Service’ and eastfragments.

5.14.1.4.1 Notifications as an independent service:  discovery through ‘Access’ fragment

The availability and access to independent Notificaservices is signalled by:

- providing a ‘Service’ fragment with the ‘ServiceTg/glement set to ‘7’ (Notification), and

- providing an ‘Access’ fragment pointing to the goais ‘Service’ fragment. The sessions or URLs usedkliver the
Notification Messages SHALL be signalled by thect&ssType” element, by providing a session desonf a
file delivery session using the 'SessionDescriptiElement, or by providing a list of URLs to be lpdl for
notification messages using the 'AccessServerURément. The ‘NotificationReception’ element MAY be
instantiated (in order to declare the polling peraver HTTP), but the IPBroadcastDelivery and PRILUSHALL
not be given as this information is provided by tAecessType” element.

In order to enable discovery of Notifications adépendent services:

= NTC in the Terminal SHALL support the signalling thfe availability and access to notification seegi¢hrough
‘Service’ and ‘Access’ fragment.

= NTDA in the Network SHALL support the signalling tife availability and access to notification seegi¢hrough
the ‘Service’ and ‘Access’ fragment.

5.14.2 Declaring the usage of a Notification messag e

Besides the various elements and attributes ofNb#fication message schema, two attributes arel usespecifically
announce the intended usage of the message:

- the ‘eventType’ attibute describes the type of fiwtion, it allows the Terminal to identify the tnae of the
received notification, and

- the ‘notificationType’ attribute, which is used $tnal the primary target of the Notification megs. As of this
version 1.0 of the specification, either the notifion message is primarily intended for the usatug ‘0’) or the
terminal (value ‘1’). A terminal-oriented notifidah usually implies preliminary processing of thetification
message by the terminal prior to rendering, if any.

The table below defines the possible values ofdhentType’ attribute.

0

- Reserved for future use.
1 Emergency notification To announce emergency messegusers.
SG download or update To announce download or update of SGDD or SG
notification fragments
3 File download or update | To announce download or update of normal files @gch
notification movie, music, software, etc.
4 Service availability To announce the errors, problems or interruption of
notification broadcast main services or contents.
To announce the abrupt schedule changes of brdadcas
main service or content
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To announce the abrupt changes on access enttygioin
broadcast main service or content.

5 Supplemental service To announce service supplemental information thatpart
notification of service experience (such as news, sports scores,
promotional events etc.).

Note that notifications of this type can eitherrblated to a
main service, or form a service on their own. @ ldtter
case, i.e. when a service is of type "Notificatidine type
"Supplemental service notification" is the default
"eventType" value of the Notification Messagestnotsa
service.

Note that a further version of this specificatauld
specify new values to address additional use cases.

6 Auxiliary Data Trigger for | To trigger either the auxiliary data downloadinglan
Real-time main contents | storage, or the auxiliary data insertion, assodiatith the
real-time main service or content. This notificatimay be
associated with filtering related data to support
customization of the auxiliary data storage or iitise.

7 Auxiliary Data Trigger for | To trigger either the auxiliary data downloadinglan
Non-Real-time main storage, or the auxiliary data insertion, assodiati¢h the
contents non-real-time main service content. This notifimatmay

be associated with filtering related data to suppor
customization of the auxiliary data storage oritise.

8-127 Reserved for future use
128 -255 Reserved for proprietary
use

Table 43: Event Types of Notifications

The various combination of ‘eventType’ and ‘notionType’ are defined below. The reader is reminithat User-oriented
notifications are signalled with value ‘0’ of thedtificationType’ attribute, while terminal-oriertteotifications are signalled
with value ‘1.

Emergency notification (‘eventType’ value ‘1’)

User-oriented: the user is presented with the eemengnotification. Other parameters of the notifima message can impact
the rendering of the notification, such as the spreationType’ attribute.

Terminal-oriented: not applicable.

As of this version of the specification, the ‘nité#tionType’ attribute SHALL be set to ‘0’ if theventType’ attribute is set
to ‘1'. In case the ‘notificationType’ attribute ot set to ‘0’ but the eventType attribute isteetl’, the 1.0 terminal
SHALL assume the notification message is a Usenteid emergency message and SHALL proceed aseailés defined
in section 5.14.6.

Service availability notification (‘eventType’ value ‘4’)
User-oriented: the user is presented with the palylf the notification.
Terminal-oriented: not applicable.

As of this version of the specification, the ‘natiftionType’ attribute SHALL be set to ‘0’ if theventType’ attribute is set
to ‘4’. In case the ‘notificationType’ attribute ot set to ‘0’ but the eventType attribute istee®d’, the 1.0 terminal MAY
discard the message.
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Supplemental service notification (‘eventType’ vale ‘5"
User-oriented: the user is presented with the palytdf the notification.
Terminal-oriented: not applicable.

As of this version of the specification, the ‘nité#tionType’ attribute SHALL be set to ‘0’ if theventType’ attribute is set
to ‘5. In case the ‘notificationType’ attribute et set to ‘0’ but the eventType attribute istee®’, the 1.0 terminal MAY
discard the message.

Auxiliary Data Trigger for Real-time main content (‘eventType’ value ‘6")
User-oriented: not applicable.
Terminal-oriented: the terminal silently processespayload of the notification.

As of this version of the specification, the ‘natiftionType’ attribute SHALL be set to ‘1’ if theventType’ attribute is set
to ‘7. In case the ‘notificationType’ attribute et set to ‘1’ but the eventType attribute isteef7’, the 1.0 terminal MAY
discard the message.

Aucxiliary Data Trigger for Non-Real-Time man content (‘eventType’ value ‘7’)
User-oriented: not applicable.
Terminal-oriented: the terminal silently processespayload of the notification.

As of this version of the specification, the ‘natiftionType’ attribute SHALL be set to ‘1’ if theventType’ attribute is set
to ‘8. In case the ‘notificationType’ attribute ot set to ‘1’ but the eventType attribute isteeB’, the 1.0 terminal MAY
discard the message.

5.14.3 Format of Notification Message

Notification Message structure consists of:

= Generic fields: id, version, notificationType, eventType, IDRefliddo, Title, Description, PresentationType and
Extension

= Notification content: Sessioninformation, Medialnformation, SGDD, SGDi#Rence, FragmentReference and
AuxDataTrigger

While the generic fields can be used with all typEsotifications, the notification content variascording to the
notification type and event type. For example: eqaacy notification could contain generic fields edfalnformation; SG
download or update notification could contain SGIEZBDDReference, or FragmentReference, etc.

A Notification Message carrying Service Guide upd@ventType with value 2) SHALL only notify updatdat relate to
the currently bootstrapped Service Guide.

Notification | E Notification Message
Message

Contains the following attributes:

id

version

notificationType

eventType

validTo

Contains the following elements:
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IDRef

Title

Description
PresentationType
Extension
Sessioninformation
Medialnformation
ServiceGuide
AuxDataTrigger
PrivateExt

id

NM/
™

Identifier of Notification Message

anyURI

version

NM/
™

Notification Message version information. Itds
be used to check for Notification Message
Redundancy and new Notification Messages. T
field can be expressed as the first 32bits intege
part of NTP time stamps.

unsignedint

his
r

notificationT
ype

NM/
™

This element indicates whether the message ig
primarily targeted at the user or the terminal.
Allowed values are:

0 — indicates that this message is user-oriented
1- indicates this message is terminal-oriented
2 -127: For future use

128 - 255: For proprietary use

Possible combinations of the ‘notificationType’
attribute and the ‘eventType’ attribute are
detailled in section 5.14.2.

unsignedByt
e

eventType

NM/TM

This element indicates the nature of the
notification conveyed by the message. For a
detailed list of values of the ‘eventType’ attribut
and its possible combinations with
‘notificationType’, see section 5.14.2.

unsignedByt
e

validTo

NM/
™

0.1

Valid time of Notification Message. This field
expressed as the first 32bits integer part of NT
time stamps.

If ‘validTo’ is specified, the Notification Messag
SHOULD be expired at the specified time.

unsignedIint
D

IDRef

El

NM/
™

0..N

Fragment ID references of the main services 0
contents which the Notification Message is
related to. This SHALL only be used for Servic
specific or AuxData Notifications. The terminal
SHALL consider the fragment reference to be
scoped under the BSMSelector the Notification
message applies to.

ranyURrl

D

Title

El

NM/
™

0..N

Title of Notification Message, possibly in
multiple languages.

The language is expressed using built-in XML
attribute ‘xml:lang’ with this element.

string

Description

El

NM/
™

0..N

Description or Messages of Notification, pbsi
in multiple languages

The language is expressed using built-in XML
attribute ‘xml:lang’ with this element

string
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Only one instance of this element is allowed pe
language.

=

Presentation
Type

El

NM/
™

0.1

Recommends the type of presentation for the
received Notification Messages based on the
priority of the Notification Message. Allowed
values are:

0 — For high priority Notification Messages,
Terminal MAY immediately render the messag
after interrupting all the applications.

1 — For medium priority Notification Messages,

Terminal MAY immediately render the message

overlaying the present playing services.

2 — For low priority Notification Messages,
Terminal MAY NOT immediately render the
message, the user can see the stored messagg
whenever he or she wants.

3-127: For future use

128-255: For proprietary use

unsignedByt
e

1Y%

\y

Extension

El

NM/
™

0..N

Additional information related to this Notifiton
Message.

Contains following attribute:
url

Contains following sub-element:
Description

url

NM/
™

URL containing additional information related t
this notification.

panyURI

Description

E2

NM/
™

0..N

Description regarding the additional inforroati
which can be retrieved from a web page. The
language is expressed using built-in XML
attribute ‘xml:lang’ with this element

string

Sessioninfor
mation

El

NM/
™

0.1

This element SHALL be present when the
Notification Message carries pointer to another,
delivery session, for example for file download
update, SG download or update, or auxiliary dg
download.

SessionInformation defines the delivery sessio
information, including the schedule, of the obje
delivered over the broadcast channel, and URI
alternative method for delivery over interaction
channel. After receiving Notification Message
with SessionInformation, Terminal would accesg
the relevant session specified by
SessionIinformation and take a proper action lik
receiving contents.

Contains the following attributes:
validFrom

validTo

usageType

Contains the following elements:

or

-]

cts
as
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DeliverySession

AlternativeURI

Nominally, access and schedule related delive
session information for relatively long-lived
auxiliary data contents SHOULD be specified b
the Access and Schedule fragments, respectiv

of the Service Guide [BCAST10-ServiceGuide].

Other updates of auxiliary data MAY be deliver
on the delivery session referenced by this
SessionInformation, specifically, over the
duration spanned by the (‘validFrom’, ‘validTo’)
attributes of this element.

If ‘AuxDataTrigger’ is instantiated and
corresponds to the download trigger, and
‘Sessioninformation’ is also instantiated, then t
latter element SHALL be used to convey the
delivery session information for the auxiliary da
content.

If ‘AuxDataTrigger’ is instantiated and
corresponds to the download trigger, and
‘SessionInformation’ is not instantiated, then th
<GlobalContentID> sub-element of
‘AuxDataTrigger’ SHALL be instantiated to

provide the linkage to the Service Guide, which i

turn conveys the delivery session information f
the auxiliary data content.

Note: For BCAST 1.0 the cardinality is set to 0..

however in future releases the cardinality may
change to 0..N in this case for backward
compatibility the 1.0 terminal SHOULD only
utilize the first Sessioninformation element.

ta

NM/
™

validFrom A 0.1

The first moment when the session for termina
receive data is valid. This field expressed as th
first 32bits integer part of NTP time stamps.

| unsignedint
e

validTo A NM/

™

0.1

The last moment when the session for terntina
receive data is valid. This field expressed as th
first 32bits integer part of NTP time stamps.

unsignedint
e

NM/
™

usageType | A 0.1

Defines the type of the object transmittedttigh
the indicated delivery session. Allowed values
are:

0 — unspecified

1 -files

2- streams

3 — SGDD only

4 — mixed SGDD and SGDU

5 - notification

6-127 reserved for future use

128-255 reserved for proprietary use

Note: the delivery session only carrying SGDU

unsignedByt
e

"2

is declared through ‘SGDD’ element or
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“SGDDReference” element in this Notification
Message.

Default: 0

Delivery
Session

E2

NM/
™

0.1

Target delivery session information indicagd
the Notification Message.

Contains the following attributes:
ipAddress

port

sourcelP

transmissionSessionlD

Contains the following element:

ContentLocation

ipAddress

NM
™

Destination IP address of the target delivery
session

string

port

NM/
™

Destination port of target delivery session

unsifSho
rt

sourcelP

NM/
™

0.1

Source IP address of the delivery session

ngstri

transmission
SessionID

NM/
™

This is the Transmission Session Identifier (TS
of the session at ALC/LCT level.

lunsignedSho
rt

ContentLocat
ion

E3

NM/TM

0.1

This is the location of the Conteantde retrieved.

It corresponds to the ‘Content-Location’ attribute

in the FDT.

Note: For BCAST 1.0 the cardinality is set to 0..

however in future releases the cardinality may
change to 0..N in this case for backward
compatibility the 1.0 terminal SHOULD only
utilize the first ContentLocation element.

anyURI

AlternativeU
RI

E2

NM/
™

0.1

Alternative URI for receiving the object vizet
interaction channel. If terminal cannot access
indicated delivery session, the terminal can
receive the objects associated with the
Notification Message by AlternativeURI.

Note: For BCAST 1.0 the cardinality is set to 0.

however in future releases the cardinality may
change to 0..N in this case for backward
compatibility the 1.0 terminal SHOULD only
utilize the first AlternativeURI element.

anyURI
he

Media
Information

El

NO/
™

0.1

This element SHALL be present when the
Notification Message carries information for
rendering support of the notification.

Media Information is used to construct and ren
Notification Messages.

The natification media objects declared below

der

can

be delivered over a file delivery session specifi

pd
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by ‘DeliverySession’ element, or be retrieved via
interaction channel via AlternativeURI of the
media object as defined below.
Contains the following elements:
DeliverySession
Picture
Video
Audio
DeliverySessi| E2 NM/ 0.1 Session information to retrieve contents to be
on ™ used for Medialnformation.
Contains the following elements:
ipAddress
port
sourcelP
transmissionSession|D
ipAddress | A NM/ 1 Destination IP address of the target delivery | string
™ session
port A NM/ 1 Destination port of target delivery session unsifSho
™ rt
sourcelP A NM/ 0.1 Source IP address of the delivery session ngstri
™
transmission | A NM/ 1 This is the Transmission Session Identifier (TS|)unsignedSho
SessionID ™ of the session at ALC/LCT level. rt
Picture E2 NO/ 0.1 Defines how to obtain a picture and MIME type.
™
Contains the following attributes:
mimeType
pictureURI
Contains the following element:
AlternativeURI
Note: For BCAST 1.0 the cardinality is set to 0..1
however in future releases the cardinality may
change to 0..N in this case for backward
compatibility the 1.0 terminal SHOULD only
utilize the first Picture element.
mimeType | A NO/ 0.1 MIME type of Picture string
™
pictureURI | A NO/ 0.1 This is the location of the Content to beiegd. | anyURI
™ It corresponds to the ‘Content-Location’ attribute
in the FDT, if FLUTE is used to deliver the
pictureURI. This attribute is to be used in
conjunction with the DeliverySession element
defined above.
AlternativeU | E3 NO/ 0..N Alternative URI for receiving the object vizet anyURI
RI ™ interaction channel. If terminal cannot access the
indicated delivery session, the terminal can
receive the objects associated with the
Notification Message by AlternativeURI.
Multiple instances of the AlternativeURI MAY be

instantiated for the purpose of server load
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distribution.

Video

E2

NO/
TO

0.1

Defines how to obtain a video and MIME type.

Contains the following attributes:
mimeType

codec

videoURI

Contains the following element:
AlternativeURI

Note: For BCAST 1.0 the cardinality is set to 0..

however in future releases the cardinality may
change to 0..N in this case for backward
compatibility the 1.0 terminal SHOULD only
utilize the first Video element.

mimeType

NO/
TO

0.1

MIME type of Video

string

codec

NO/
TO

0.1

The codec parameters for the associated MIM
Media type. If the file's MIME type definition
specifies mandatory parameters, these MUST
included in this string. Optional parameters
containing information that can be used to
determine as to whether the terminal can make
use of the file SHOULD be included in the strin
One example of the parameters defined for
video/3GPP, video/3GPP2 is specified in [RFC
4281].

Estring

be

videoURI

NO/
TO

0.1

This is the location of the Content to beiestd.

It corresponds to the ‘Content-Location’ attribute

in the FDT, if FLUTE is used to deliver the
videoURI. This attribute is to be used in
conjunction with the DeliverySession element
defined above.

anyURI

AlternativeU
RI

E3

NO/
™

0..N

Alternative URI for receiving the object viaet
interaction channel. If terminal cannot access
indicated delivery session, the terminal can
receive the objects associated with the
Notification Message by AlternativeURI.
Multiple instances of the AlternativeURI MAY b
instantiated for the purpose of server load
distribution.

anyURI
he

Audio

E2

NO/
™

0.1

Defines how to obtain a audio and MIME type.

Contains the following attributes:
mimeType

codec

AudioURI

Contains the following element:
AlternativeURI
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Note: For BCAST 1.0 the cardinality is set to 0..

however in future releases the cardinality may
change to 0..N in this case for backward
compatibility the 1.0 terminal SHOULD only
utilize the first audio element.

mimeType

NO/
™

0.1

MIME type of Audio

string

codec

NO/
™

0.1

The codec parameters for the associated MIM
Media type. If the file's MIME type definition
specifies mandatory parameters, these MUST
included in this string. Optional parameters
containing information that can be used to
determine as to whether the terminal can make
use of the file SHOULD be included in the strin
One example of the parameters defined for
audio/3GPP, audio/3GPP2 is specified in [RFC
4281].

Estring

be

audioURI

NO/
™

0.1

This is the location of the Content to beiestd.
It corresponds to the ‘Content-Location’ attribut
in the FDT, if FLUTE is used to deliver the
audioURI. This attribute is to be used in
conjunction with the DeliverySession element
defined above.

anyURI

AlternativeU
RI

E3

NO/
™

0..N

Alternative URI for receiving the object vizet
interaction channel. If terminal cannot access
indicated delivery session, the terminal can
receive the objects associated with the
Notification Message by AlternativeURI.
Multiple instances of the AlternativeURI MAY b
instantiated for the purpose of server load
distribution.

anyURI
he

ServiceGuide

El

NO/
TO

0..N

This element acts as a placeholder for future
extensions of the Notification message in order
allow natifications related to the Service Guide
(e.g. Service Guide update).

BCAST 1.0 Terminals MAY decide to perform a

complete Service Guide update in case they
receive a Notification message with value ‘2’ of
the ‘eventType’ attribute and an instance of the
‘ServiceGuide’ element.

ServiceGuid
teType as
defined in
section
5.14.8

AuxDataTrig
ger

El

NO/
TO

0..N

This Element contains information to triggee t
auxiliary data downloading and storage, or the
auxiliary data insertion associated with main
service or content.

‘globalContentID’ and/or ‘FilteringData’ can be
used to identify and/or fetch the auxiliary data
content, and/or FilteringData associated with th
auxiliary data content.

Note: The auxiliary data downloading trigger
indicates that auxiliary data should be
downloaded and stored when the filtering criter,
are met. Absence of FilteringData in the

ia

downloading trigger implies that the auxiliary
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data should be stored. Persistence of storage
terminal implementation dependent.

Contains the following attributes:
type

Contains the following Elements:
GlobalContentID

FilteringData

PresentationRule

type A NM/TM 1

0-The auxiliary data trigger is a downtbtrigger;
1- The auxiliary data trigger is an insertion
trigger.

2-127: Reserved for future use.

128-255: Reserved for proprietary use

When AuxDataTrigger is present in the
Notification Message, and the ‘type’ attribute is|
set to ‘0, the IDRef element SHALL NOT be
present; When the ‘type’ attribute is set to ‘bet
IDRef element SHALL be present to indicate tg
terminal which main service should this auxiliaf
data be inserted to.

unsignedByt
e

GlobalConte
ntID

E2 NO/ 1

™

Globally Unique Identifier of the auxiliary data
content.

If ‘AuxDataTrigger’ is of <type> = 0 (download
trigger), and

o if ‘SessionInformation’ is absent, then this
element's value SHALL match that of the
<globalContentID> attribute of a Service
Guide Content fragment which describes g
content item belonging to the ‘Auxiliary
Data’ service type (see [BCAST10-
ServiceGuide]). ‘GlobalContentID’ then
identifies the auxiliary data content item to
which the ‘FilteringData’ sub-element of
‘AuxDataTrigger’ is applicable in controllin
the subsequent download and caching
operation.

o if 'SessionInformation' is present, then
‘GlobalContentID’ is used to identify the
Auxiliary Data content downloadable via th
'SessionInformation’, for the purposes of
replacing Auxiliar Data content already on
the terminal, or cancelling a later schedule
download of that Auxiliary Data content
using the Service Guide. ‘GlobalContentID,
is not intended to be used to point at the
service guide for providing download sessi
information.

If ‘AuxDataTrigger’ is of <type> = 1 (insertion

trigger), then this element SHALL be omitted.

Such insertion trigger and its associated filterin

data leads to the insertion of terminal-resident

anyURI

D
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auxiliary data for rendering (which is independent

of the identification of an auxiliary data content
item for downloading and caching purposes).

FilteringData | E2 NO/
TO

0..N

Reference to the location of the filteringated
information associated with the AuxDataTrigge
Notification Message, or the filtering—related
information embedded within this Notification
Message.

Note: filtering related information can include
attributes, values, rules, filter IDs, etc.
Contains the following sub-elements:

Location

TargetProfile

FilterIDs

Either Location, TargetProfile, or FilterIDs, but
not more than one of these sub-elements, MAY
be present in FilteringData.

=

Location E3 NO/
™

0.1

Reference to the location of the filteringatet
information associated with the AuxDataTrigge
from which that data can be retrieved.

anyURI

=

TargetProfile | E3 NO
/T™M

0..N

Filter rules and/or attributes to be usechim t
selection of auxiliary data for downloading and
storage, or insertion.

The extensible list of TargetProfile for a
particular AuxDataTrigger notification enables
the filtering/customization of the auxiliary data
triggered by the notification, according to any
specified filtering characteristic, e.g. user
preference, user age, user location, service
provider, etc.

If the AuxDataTrigger is used to trigger the
terminal to download and cache auxiliary data,
which case the ‘type’ attribute under
AuxDataTrigger is set to ‘0’, the number of

TargetProfile entries SHALL be the same as the

number of SessionInformation entries, and
specifically, TargetProfile 1 maps to
Sessioninformation 1, TargetProfile 2 maps to
SessionInformation 2, and so on.

Attribute:

filterID

Sub-elements:

Attribute

FilterRules

Note: TargetProfile is intended to be used to
identify the type of auxiliary data file associated
with the AuxDataTrigger notification. As an
example, for an ad insertion event,
‘attributeName’ = “URI” and ‘attributeValue’ =
“advertisement” can be used to match against
URI identifiers of auxiliary data files stored on
the terminal for the keyword “advertisement”.
Such mechanism would identify all the
advertisements stored on the terminal, for

in

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve

d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-BCAST_Services-V1_0_1-20130109-A

Page 135 (179)

subsequent insertion selection based on filter
rules/attributes.

filterlD A NO 0..1

IT™

Identity of the TargetProfile to be storedtioa

terminal for subsequent reference as a Filter 10

sent as part of the FilterIDs (E3).

anyURI

Attribute E4 NO/ 0..N

™

Profile attribute.

Contains the following attributes:
name

value

name A NM/TM 1

Profile attribute name

string

NM/ 1
™

value A

Profile attribute value.

string

FilterRules E4 NM/ 0.1

™

Filter rules that are used in the selection of
auxiliary data for downloading and storage, or
insertion.

string

FilterID E3 NO 0..N

IT™

Zero or more filter IDs used in the selectodn
auxiliary data for downloading and storage, or
insertion.

Each ad filter ID is an alias for a corresponding
set of filter rules stored in the terminal. Théeru
set(s) in the FilterID list is(are) applied to the
selection of the auxiliary data for downloading
and storage, or insertion.

The FilterID refers to the TargetProfile previous
stored on the terminal.

anyURI

y

Presentation
Rule

E2 NO/

™

0.1

Specifies the presentation rules when theezhch
content should be rendered with this Notificatio
Message.

Contains the following attributes:
renderingTime
duration

>

NO/
™

renderingTi | A
me

0.1

Specifies the timing to start the presentatibtihe
auxiliary data.

In case eventType = 6 this element represent t

time instant as the first 32bits integer part offNT

time for which the Notification Message is
displayed or the auxiliary data insertion event
occurs.

In case eventType = 7, this element represent
offset in segments for which the auxiliary data
insertion event occurs, relative to the start ef th
presentation of the associated main content.

unsignedIint

ne

he

NO/
™

duration A 0.1

Time length of presentation of the auxiliaggad
in seconds.

unsignedSho
rt

PrivateExt El NO/

TO

0.1

An element serving as a container for proprieta
or application-specific extensions.

ry

<proprietary | E2 NO/TO 0..N

elements>

Proprietary or application-specifieraents that
are not defined in this specification. These
elements may further contain sub-elements or
attributes.
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Table 44: Structure of Notification Message

5.14.4 Notification Message Delivery

Notification Messages are created by the NTG (MNtifon Generation Function) according to the dtirecin 7.3 and are
prepared for delivery by the NTDA (Notification Mibution/Adaptation Function). Notification Messgy MAY be
delivered in a number of ways:

= Notification Message delivery over Broadcast Chafsee section 5.14.4.1)
= Notification Message push-delivery over Interacti@imannel (see section 5.14.4.2)
o Related to push-delivery over Interaction, sultsieg to Notification Messages (see section 5.141%.2

= Polling Notification Messages over Interaction Cheln(see section 5.14.4.3)
5.14.4.1 Notification Message Delivery over Broadca st Channel

Over Broadcast Channel, the Notification Messad#¢al3 be delivered to terminals using one of thddualing methods:
1) UDP delivery: The Notification Message is delivered in a UDP mack

The UDP packet SHALL be sent over the Broadcasn@élausing the UDP destination port defined in the
NotificationReception in the SGDD or the ‘Accessigment and the IP address of the ongoing sedsabrthte Notification
Message is targeted for. If a separate IP addsedsfined in the NotificationReception in the SGBIDAccess’ fragment
for the Notification Message then it SHALL be usdtis RECOMMENDED that to avoid IP level segmdita,
Notification Message sizes should be less than by88s, the average network MTU (Maximum Transfait)size.

To decrease the message size, GZIP MAY be useahtpress the Notification Message.

The payload of the UDP file SHALL start with a heads specified below, followed by the uncompressatbmpressed
Notification Message. The format of the headerefimd as follows:

Payload_type Signals the type of the payload

Values:

uimsbf4 0 — Notification according to MIME type
vnd.oma.bcast.notification+xml

1-7 — reserved for future BCAST extensions
8-15 — reserved for proprietary extensions
Encoding_type Signals the encoding of the payload

Values:

uimsbf4 0 — unencoded

1 — GZIP encoded

2-7 —reserved for future BCAST extensions
8-15 — reserved for proprietary extensions

Table 45: Header for UDP Delivery of Notification Message

Mnemonics: uimsbf4 = Unsigned 4 bit Integer, maghigicant bit first

2) File delivery: The Notification Message is delivered in a sepadiilelelivery session. There are two options for
announcing such a file delivery session.

(a) the session parameters are announced in agepéotification Message using the 'DeliverySessaement. This
approach is RECOMMENDED for service-specific rigtifions, general notifications, and notificatiamecific to a Service
Provider in case the Notification Message size edsehe MTU size.
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(b) the session parameters are announced in thee&&uide. This method SHALL be used for independdtification
services as specified in section 5.14.1.4.

To decrease the message size, GZIP MAY be usaahtpress the Notification Message. The fact thaeasage is
compressed SHALL be signalled in the FDT. The Cairlg/pe of a Notification Message in the FDT SHAhe& signalled
as “application/vnd.oma.bcast.notification+xml".

The terminal SHALL support GZIP decompression ofifitation Messages.

The Notification Messages MAY be repeatedly trartadiby the Service Provider or Network Provideinrease the
probability of all intended terminals receive thetilication Messages.

The following figures illustrate the protocol staadf the two Notification Message delivery methogsr the Broadcast
Channel:

Notification Message
ALC/LCT/FLUTE
UDP
IP

Figure 1: Notification message delivery protocol stck variant 1

Notification Message
UDP
IP

Figure 2: Notification message delivery protocol stck variant 2

5.14.4.2 Notification Message push-delivery over In  teraction Channel

The NDTA MAY deliver a Notification Message to thE'C using OMA Push as defined in [BCAST10-Distribaf. The
terminal MAY support reception of Notification Megges delivered with OMA Push as defined in [BCASDiétribution].

5.14.4.2.1 Subscribing and Unsubscribing to User-or  iented Notification Messages

Service Provisioning Function SHOULD be used fobssuwibing or unsubscribing Notification Message rokr@eraction
channel. If the terminal has interaction capahilitye terminal SHOULD support subscription and usstiption of
Notification Messages.

* When Terminal subscribes service-specific notifarabr notification service, Service Request mesg&ge
section 5.1.5) SHALL include ‘ServicelD’ elementdanotification’ attribute under ‘ServicelD’ elemen

When Terminal unsubscribes service-specific naifan or notification service, Unsubscription megséSee
section 5.1.5) SHALL include ‘keepSubscription’rdtite, ‘ServicelD’ element and ‘notification’ attute
under ‘ServicelD’ element.

5.14.4.3 Polling notifications over Interaction Cha  nnel

In case the Terminal supports the Notification fiorg, the NTC in Terminal with Interaction Chanregpability SHALL
support polling to notifications over Interactioh&nel as follows:

* NTC sends an HTTP1.1 GET Request to the NTDA thaignalled in SGDD or ‘Access’ fragment.

* Response to the HTTP Request sent to the NTDA SHé&hbed a set of zero or one or more Notification
Messages encapsulated in a Notification Message@mntdelivered over an HTTP1.1 message. The
NotificationMessageContainer embeds the exhaubsitvef valid Notification Messages (i.e. that havat
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expired at the time of the response). The followaidge specifies the format of the

NotificationMessageContainer.

Notification | E

Notification MessageContainer

MessageCon Contains the following element:

tainer NotificationMessage

Notification | E1 NM/ 0..N Notification Message as specified in section Notification
Message ™ 5.14.3 MessageType

as specified in
section 5.14.3

The Content-Type of the HTTP Response messageiomga NotificationMessageContainer SHALL be set t
“application/vnd.oma.bcast.notification+xml”.

In order to reduce the information that are presettie NTDA response when no update occurred atvieo
subsequent requests from the same terminal,écismnmended that the NTDA sends an entity tag ardi@st-
Modified value in each HTTP 1.1 [RFC 2616] respohsader. It is expected that the NTC uses theseniation
for subsequent cache-conditional requests as sg@aif HTTP 1.1 [RFC 2616].

As specified in HTTP 1.1 [RFC 2616], if the NTC hmesformed a conditional GET request and acceaowed,
but the document has not been modified, the NTDAOSHD respond with the 304 status code. The 304omresp
SHALL NOT contain a message-body, and thus is adviagminated by the first empty line after the rezdiklds.

As specified in [BCAST10-SG], when the "PollPeric&ment is instantiated in the "Notification Retiep’
element of an Access fragment or an SGDD, no cgahiechanisms of HTTP 1.1 [RFC 2616] SHOULD conflict
with the fact that the NTC is expected to requestffresh NotificationMessageContainer every "Paflod" value.

The NTDA MAY compress the HTTP response body with GZIP algorithm. In this case the Content-Encgdin
attribute in the corresponding description of tHETIR response SHALL be set to “gzip”. Terminals SHAdupport
this content encoding.

5.14.5 Notification Interfaces

The following sections specify the Notificationentaces between logical BCAST “backend” entitiesrfessage exchanges.
The specification is applicable if the interfaces exposed in a BCAST implementation. If a BCAS piementation does
not expose the interfaces, i,e, they are implentienténternal, they can be realized using protoenld methods not
specified here. If a BCAST implementation does exepitie interfaces, the network SHALL support théfidation

Backend Interfaces syntax as defined by XML SchemiBCAST10-XMLSchema-Notification].

5.145.1 Protocol Stacks

The following protocol stack SHALL be used for eaolging messages between Notification Componentsa€C, NTE,
NTG, and NTDA. HTTP or HTTPS that SHALL be based3#L 3.0 [SSL30] and TLS 1.0 [RFC 2246] over TCP/IP
SHALL be used for the delivery of messages.

HTTP/HTTPS HTTP/HTTPS
TCP TCP
P P

Figure 3: Noticifcation component exchange protocadtack
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Messages to and from CC, NTE, NTG or NTDA are fpanted using HTTP by placing both the requeststaadesponses
addressed to CC, NTE, NTG or NTDA into the payloAthe HTTP messages. The requests SHOULD be toaesbusing
HTTP POST and the responses SHOULD be transposiad the HTTP responses corresponding to the HTO8TP
requests. The syntax for the requests SHOULD Hellasvs:

* POST <host>/oma/bcast1.0/nt HTTP/1.1\\n<NTEReq>
 POST <host>/oma/bcast1.0/nt HTTP/1.1\r\n<NTDReqg>
where the <host> denotes the part of the URI remitesy the address of the host.

Both the HTTP POST message and the correspondidgP’Hdsponse MAY also contain the following HTTP dexafields:

e ‘Content-Length’,
* ‘Content-Type’ which if used SHALL be set to “textil” and

* ‘Host’ in case the ‘Request-URI’ is not in the aloge form specified in [RFC 2616].
5.14.5.2 Notification Event Delivery

Notification Event can be generated in CC, BSA, BIWIBSD/A. Each Entity delivers Notification Evevia Backend
Interface such as NT-1, NT-3, and NT-4. CC canveelNotification Event to NTE via NT-1, NTE will theer Notification
Event generated in either CC or BSA to NTG via NTaBd NTDA will deliver Notification Event generatén BSD/A to
NTG via NT-4.

5.145.2.1 Request Message

The following is the delivery message of NotificatiEvent, which is sent from the CC (Content Caegtto the NTE over
interface NT-1, from NTE to NTG over interface NTeBNTDA to NTG over interface NT-4.

Specifies the delivery message of Notification
Event for generating Notification Message.

Contains the following attributes:
ntelD

entityAddress

deliveryPriority

NTEReq E

Contains the following elements:
NotificationEvent
ntelD A M 1 Identifier of Notification Event unsignedIint

entityAddres A Network Entity Address to receive the respons
s of this message.

Defines the priority of this notification event.
deliveryPrior A This information is applied to generate

ity ) Notification Message in NTG. NTG may be
ignored this field.

Specifies the Notification Event, containing
information to be included into the Notification
Message. Itis RECOMMENDED that the
NotificationE information is delivered in the form of BCAST
vent El M LN Notification Message format (as specified in
section 5.14.3). Other formats MAY be used or

for NT-1.

" anyURI

boolean

y
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Contains the following sub-element:
NotificationMessage

BCAST NotificationMessage format as specified
in section 5.14.3. The following rule applies to | complexTyp
child elements or attributes of e as

N('\J/'Irification E2 (0] 0.1 NotificationMessage which are not relevant: If thepecified in
essage : o Ce X
element/attribute has a minimum cardinality of Dsection
it SHALL NOT be instantiated. Otherwise, it 5.14.3
SHALL be delivered as empty field.
Private E2 o 0.1 This container allows to use data formats not

specified in BCAST.

Table 46: Structure of Notification Event Request Message
5.14.5.2.2 Response Message

The following is the response message of Notifagvent Delivery and which is sent from the NTEXG over interface
NT-1, from NTG to NTE over interface NT-3 or fornTi to NTDA over interface NT-4.

Specifies the Response message for NTEReq.
NTERes E Contains the following elements:
Result

The list of results, each entry consisting of a pai
of ID and statusCode

Result El M 1..N Contains the following attributes:
ntelD
statusCode
ntelD A M 1 Identifier of NTEReq Message unsignedIrn
Indicates the overall outcome how NTEReq is .
statusCode | A M 1 processed, according to the global status code (§QS|gnedByt

specified in Section 5.11).

Table 47: Structure of Notification Event Responsdlessage

5.14.5.3 Notification Message Delivery

Notification Message is generated by NTG in BSM.G\Will request to deliver Notification Message td DA via NT-4.
5.145.3.1 Request Message

The following is the delivery message of NotificatiMessage which is sent from the NTG to NTDA anégrface NT-4.

Specifies the Request message of Notification
Message Delivery from NTG to NTDA.

Contains the following attributes:
ntdReqID

NTDReq E entityAddress

deliveryPriority

Contains the following elements:
TargetAddress
NotificationMessage
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ntdReqID

Identifier of NTDReq

unsignedint

entityAddres
s

Network Entity Address to receive the respons
of this message.

q anyURI

deliveryPrior
ity

0.1

Defines the delivery priority of this Notification
Message. NTG can request NTDA to deliver tk
notifcaiton message as high priority. If
priority=true, it means high priority. If
priority=false, it means general message.

is
boolean

TargetAddre
ss

El

0..N

Specifies TargetAddress to deliver Notification
Message.

For service-specific notification, AccessReference

or address under NotificationReception in
‘Access’ fragment can be possible value.

If Notification message is delivered over
interaction channel, the value can be e-mail
address, IMSI, etc.

If not given, Notification message SHALL be
delivered to all users of the service provider gs
address defined in SGDD.

Contains the following attributes:
deliveryChannel
AddressType

string

deliveryChan
nel

Specifies the delivery channel

If deliveryChannel = false, Notificaiton Messag
SHALL be delivered over Broadcast Channel.

If deliveryChannel = true, Notification Message
SHALL be delivered over Interaction Channel.

D

boolean

addressType

Specifies the type of TargetAddress Value
0 - IPAddress

1 -anyURI

2 -IMSI

3 -127: For Future Use

128 - 255: For Proprietary Use

unsignedByt
e

Notification
Message

El

0.1

BCAST NotificationMessage format as specifie
in section 5.14.3. The following rule applies to
child elements or attributes of

NotificationMessage which are not relevant: If thepecified in

element/attribute has a minimum cardinality of
it SHALL NOT be instantiated. Otherwise, it

d
complexTyp
e as

Dsection
5.14.3

SHALL be delivered as empty field.

5.145.3.2

Response Message

Table 48: Structure of Notification Delivery Reques Message

The following is the response message of Notifiwatlessage Delivery which is sent from NTDA to No@&r interface

NT-4.

NTDRes

Specifies the Response message for NTDReq,
Contains the following elements:
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Result

The list of results, each entry consisting of a pai
of request ID and statusCode

Result El M 1..N Contains the following attributes:

ntdReqID

statusCode

Identifier of NTDReq M .
ntdReqID A M 1 entiero eq Message unsignedint

Indicates the overall outcome how NTDReq is .

! nsignedByt

statusCode | A M 1 processed, according to the global status code (és

specified in Section 5.11).

Table 49: Structure of Natification Delivery Respoise Message

5.14.6 Minimal support for emergency notifications

If the terminal supports emergency notificatiomert the terminal SHALL support the use of NotificatFunction for those
notifications as follows:

The terminal SHALL be able to discover of the eminint to notification delivery channel as spedfi@ section
5.14.1.1.1 through the use of element ‘NotificaRexseption’. Further, the terminal SHALL assume that
‘NotificationReception’ element describes the emoint to general naotification delivery channel kit which the
notification messages are delivered using “UDP\2eli” as specified in section 5.14.4.1.

The terminal SHALL support the “UDP delivery” ov@roadcast Channel as specified in section 5.14a4.1
follows:

0 The terminal SHALL support ‘Payload_type’ havindua'0’
0 The terminal SHALL support ‘Encoding_type’ havinglwe ‘0’
The terminal SHALL support the Notification Messdgemat for emergency notifications as follows:

o0 The terminal SHALL assume that attribute ‘notificafType’ is assigned with value ‘0’ (user oriented
notification message)

o The terminal SHALL assume that attribute ‘eventTyipaassigned with value ‘1’ (emergency notificatjo
0 The terminal SHALL assume that element ‘Title’ regent and expressed possibly in multiple languages

0 The terminal SHALL assume that element ‘Descrigti@npresent and expressed possibly in multiple
languages.

0 The terminal SHALL assume that element ‘Presentdiype’ is assigned with value ‘O’ (high-priority
notification messages)

o The terminal MAY skip all the other elements andlifasites in the Notification Message.

5.14.7 Guidelines for Medialnformation usage

As rich media presentation technologies are natifpd in BCAST 1.0, the rendering of the Notifizat message is
implementation specific. However the following sentprovides basic guidelines on the use of Meddmation elements
provide a consistent layout for the Notificationssages. If required by service providers the gindslbelow can be
replaced with proprietary mechanisms.

If multiple instances of Description element aregamt then the terminal SHOULD select and disgiaytéxt of
the Description based on the Terminal languagengett

The Description element SHOULD always be set whengiMedialnformation.

Either the DeliverySession element or the Alterr@ltiRl element SHOULD be set to indicate the dejhsassion
providing the content to be used for Medialnforoati
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e If the Picture element is set in the Medialnforroafithe Picture element SHOULD be displayed firigh\the text
contained in the Description element being displayeder the Picture element.

« Ifthe Audio element is set in the Medialnformatitime Audio element SHOULD be played in conjunctiath
the text contained in the Description element belisglayed.

e If both the Picture and the Audio elements arérstte Medialnformation then two guidelines abov&BJLD be
met.

* Video element in the Medialnformation MAY be suptiedrby the terminal and if the Video element ispared
by the terminal, the following guidelines apply:

= |f the Video element is set in the Medialnformatitme Video element SHOULD be displayed first vitib
text contained in the Description element beingldiged under the Video element.

= |f both the Video and the Picture elements arérstite Medialnformation then only the Video element
SHOULD be displayed.

= If both the Video and the Audio elements are s¢h@Medialnformation then only the Video element
SHOULD be displayed.

To support the possibility of multiple cardinalgief Picture and Audio elements in future reled€@@AST 1.1 the
Terminals supporting BCAST 1.0 SHOULD be able tospaand only select the first Picture or Audio edetreven if there
are multiple instances of Picture and Audio eleménfuture BCAST 1.1 Notifications.

5.14.8 Extensibility placeholders for future usage of Notification

For the purpose of extending the usage of the Natibn message in releases following the BCASTspéxification while
maximizing backward compatibility with 1.0 termieakxtensibility placeholders have been defineégsélcontains a
wildcard schema component in which new attributess @lements can be inserted. Currently definecigblalders are:

- the ‘ServiceGuide’ element in the Notification mags (see section 5.14.3)

Extensions targeting the extensibility placehold&ALL NOT be defined within the XML namespaces laggble to
BCAST 1.0.

The Terminal SHALL ignore Notification messageshwiilues of the ‘eventType’ or ‘notificationTypeti@butes that it
does not support.

5.14.8.1 The ServiceGuide placeholder

The ‘ServiceGuide’ element in the Notification megs is the placeholder for future extensions rdleaehe Service Guide.
It is of type ‘ServiceGuideType’, that is defineslan element containing the following wildcard:

<xs:any hamespace="##other" processContents="gkiipOccurs="0" maxOccurs="unbounded"/>
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Appendix A. Change History
A.1 Approved Version History

(Informative)

Reference Date Description
OMA-TS-BCAST_Services-V1_0 12 Feb 2009 pproved By
TP ref#t OMA-TP-2009-0071-
INP_BCAST_V1_0_ERP_for_Notification_and_Final_Appab
OMA-TS-BCAST_Services-V1_0_1 09 Jan 2013 Incorporated agreed Class 3 CR: “OMA-BCAST-20105RQ1-

CR_DVB_Device_ID_Updates_for BCAST1_0"
Notified to TP see TP ref# OMA-TP-2013-0001-

INP_BCAST_V1_0_1 ERP_for_notification
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Appendix B. Examples on Realizing Interactive Services
(Informative)

Editor’s note: this section may contain a walk-tigb for selected services that clarifies how theise can be generated,
managed, and delivered, end-to-end.

B.1 Use of MMS Template for Service Interaction (In  formative)

This section describes an example on how to use MMSsage Template for Service Interaction.

B.1.1 Retrieving the MMS Message Template

MMS Message Template can be broadcasted, as sisilather Service Interaction methods such as SKHTML MP
etc.. In this case the files constructing MMS Meggs@iemplate are concatenated in one GZIP and bastettwithin the file
broadcast. The name and the MIME-type of eachafiégegiven in InteractivityMediaDocument (See ApgigrC for
example).

MMS Message Template can also be retrieved from MM $his case the service provider or directly tperator author the
MMS Template containing the MTD (MMS Message TertRefinition), i.e. the template wizard toward gevice. The
template and some contents are embedded within & Miéssage with Multipart/Related or Multipart/Mixgmat. The
name and the MIME-type of each file are given meader of the each part in Multipart Message. Mi$S Message is
send to the terminal whose users are registeradei@ervice Interaction.

The terminal will extract the files before the timben MMS Message Template is used in Servicedntiemn.

B.1.2 Launching MMS Message Template Client and cre  ating Multimedia
Message

After MMS Message Template retrieval, the termlaahches MMS Message Template Client with MMS Mgssa
Template. This section describes two cases for MMSsage Template use.

B.1.2.1 Use case: Voting

The first use case is Voting, for example, to Vateo will win the game of the TV program’. In thiase, MMS Message
Template will have the following files:

- Message Template Definition (MTD) : using tesgiiter to input the name of the winner (shown below)
- MMS Presentation Part (SMIL)

- Media Objects (Text, Image)

Voting-sample.mtd
<?xm version="1.0" encodi ng="UTF- 8" ?>
<! DOCTYPE nmst enpl ate PUBLIC "-//OwA/ /DID MID 1. 3//EN'
"http://ww. opennobi |l eal | i ance. or g/ MVB/ MIDJ 1. 3/ DTD/ nt d13. dt d" >
<mmst enpl ate xm ns="http://ww. opennobi | eal | i ance. or g/ 2004/ nt d" >
<head>
<title>Vote the winner</title>
<descri pti on>MID sanpl e code for BCAST Service |nteraction</description>
<dat €>2005- 10- 10</ dat e>
<versi on>1. 00</ ver si on>
<aut hor >John Doe</ aut hor >
</ head>
<body>
<nessage>
<t 0- header editabl e="fal se">1677721664</t o- header >
<subj ect - header >Vot e t he w nner </ subj ect - header >
</ message>
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<w zar d>
<step gui de="Pl ease input the name of the winner " app="text-input" target-nane="nane.txt"
target-type="text/plain" required="true"/>
</w zar d>
</ body>
</ mrst enpl at e>

Table 50: MMS Template Example for Voting

MMS Message Template Client could display the felfgy text input screen.

Note: MMS Message Template only specifies the impethod. It does not specify the screen flow amd to construct text
input screen. The appearance of the input screédegend on the implementation of the client.

Vote the winner Text Editor
C.Echizen |
Three members survived
to the final game. Now
you have the right to
vote the winner!!
1. C.Echizen
2. Danny
3. Assim OK Men
MMS Presentation Part User Interactions features enabled by
(written in SMIL) MMS Message Template functionalities

Figure 4: The screen flow of Voting Template

B.1.2.2 Use case: Viewer’'s Contribution
The second use case is Viewer's Contribution,Xamgple, to send the viewer's pet boast to the Dgam.
In this case, MMS Message Template will have thievong files:
- Message Template Definition (MTD) :
description that uses still camera to take a phbtbe pet, and text editor to input the commehoysn below).
- MMS Presentation Part (SMIL)

- Media Objects (Text, Image)

Contribution-sample.mtd
<?xm version="1.0" encodi ng="UTF- 8" ?>
<! DOCTYPE nmst enpl ate PUBLIC "-//OwA/ /DID MID 1. 3//EN'
"http://ww. opennobi | eal | i ance. or g/ MVS/ MTDY 1. 3/ DTDY nt d13. dt d" >
<mmst enpl ate xm ns="http://ww. opennobi | eal | i ance. or g/ 2004/ nt d" >
<head>
<title>Boast of ny pet</title>
<descri pti on>MID sanpl e code for BCAST Service |nteraction</description>
<dat €>2005- 10- 10</ dat e>
<versi on>1. 00</ ver si on>
<aut hor >John Doe</ aut hor >
</ head>
<body>
<nessage>
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<t 0- header editabl e="fal se">1677721664</t o- header >
<subj ect - header >Show your pet off</subject-header>
</ message>
<w zar d>
<step gui de="Pl ease take the picture of your pet" app="still-camera" target-nanme="photo.jpg"
target-type="i mage/j pg" required="true"/>
<step gui de="Pl ease i nput your conmment" app="text-input" target-nanme="comment.txt" target-
type="text/plain" required="true"/>
</w zar d>
</ body>
</ mrst enpl at e>

Table 51: MMS Template Example for User Feedback

MMS Message Template Client will show the multipiput screens. The first screen will be the canapgication and next
one will be text editor. The example of input saieeould be figured as follows:

Show your pet off Still Camera Text Editor
The “FUNNY" This is mydog
Pets

“Greg”. He can read
; ) the book !! |

Please introduce your
“FUNNY” petw ith the
picture and the
comment. The most
funny petwill be invited
to the TV show.

MMS Presentation Part B e e e T
(written in SMIL) User Interactions features enabled by MMS Message Template functionalities

Figure 5: The screen flow of Viewer’'s ContributionTemplate

B.1.3 Sending the Interaction Message

The Resulting MM created by MMS Message Templaternthwill be sent to BCAST Service Application WEMS through
SI-8.
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Appendix C. Static Conformance Requirements

The notation used in this appendix is specified@PPROC].

(Normative)

Note 1: References refer to this specification ssmietherwise noted.

Note 2: BCAST adaptation specifications, in whitlsispecified how the BCAST 1.0 enabler is implated over a specific
BDS (Broadcast Distribution System), may overrul@adapt requirements from this SCR or provide aaldlitt requirements

C.1 SCR for BCAST Client

Item Function Reference Status Requirement
BCAST-SERVICES-C-| Terminal with access to| general (0] BCAST-SERVICES-C-011 AND
001 interaction channel BCAST-SERVICES-C-012 AND

BCAST-SERVICES-C-013 AND
BCAST-SERVICES-C-017 AND
BCAST-SERVICES-C-018 AND
BCAST-SERVICES-C-019 AND
BCAST-SERVICES-C-020 AND
BCAST-SERVICES-C-025 AND
BCAST-NT-C-003 AND
BCAST-NT-C-005
BCAST-SERVICES-C-| Terminal with access to| general, 0] BCAST-SERVICES-C-006 AND
002 interaction channel and | [BCAST10- BCAST-SERVICES-C-007 AND
support for Service ServContProt] BCAST-SERVICES-C-008
and/or Content
Protection
BCAST-SERVICES-C-| Terminal supporting general 0] BCAST-SERVICES-C-014
003 SMS
BCAST-SERVICES-C-| Terminal supporting general 0] BCAST-SERVICES-C-015
004 MMS
BCAST-SERVICES-C-| Terminal supporting general 0] BCAST-SERVICES-C-016
005 Voice call
BCAST-SERVICES-C-| Service Provisioning Section 5.1 o]
006
BCAST-SERVICES-C-| HTTP POST for service| Section 5.1.1 o
007 provisioning
BCAST-SERVICES-C-| Provisioning Messages Section 5.1 O BCAST-SERVICE®R9
008
BCAST-SERVICES-C- | GZIP compression of Section 5.1.7 0]
009 Provisioning Messages
BCAST-SERVICES-C-| Web-based Service Section 5.1.8 0]
010 Provisioning
BCAST-SERVICES-C-| Terminal Provisioning | Sections 5.2, 0]
011 using OMA DM 5.2.2
BCAST-SERVICES-C-| Reception of terminal Section 5.2 (0]
012 provisioning messages
and update of the
parameters included in
the terminal provisioning
messages
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Item Function Reference Status Requirement
BCAST-SERVICES-C-| Service interaction using Section 5.3.1 @]
013 IP, TCP, HTTP
BCAST-SERVICES-C-| Service interaction using Sections 5.3.1, (0]
014 SMS 5.3.6.1.2,,
5.3.6.1.3
BCAST-SERVICES-C-| Service interaction using Sections 5.3.1./ O
015 MMS 5.3.6.1.2
BCAST-SERVICES-C-| Service interaction using Section O
016 Voice Call 5.3.6.1.2
BCAST-SERVICES-C-| Interactive retrieval of | Section 5.3.2 0]
017 SG
BCAST-SERVICES-C-| Interactive retrieval of | Section 5.3.3 0]
018 Service Guide related
information
BCAST-SERVICES-C-| Reception of Section5.3.6.1] O
019 InteractivityMedia 5.3.6.2
documents over
broadcast file
distribution
BCAST-SERVICES-C-| Retrieval of Section5.3.6.1f O
020 InteractivityMedia 5.3.6.3
documents and
associated files over
interaction channel
BCAST-SERVICES-C- | Rendering of Section 5.3.6.1 M
021 InteractivityMedia
objects
BCAST-SERVICES-C-| Acquisition and Section M
022 rendering of the media | 5.3.6.1.3
objects attached to the
InteractivityMedia
document without
interrupting the
acquisition and rendering
of the ‘regular’ broadcast
media stream
BCAST-SERVICES-C-| Description and Section 5.4 O BCAST-SERVICES-C-024
023 evaluation of end user
preferences
BCAST-SERVICES-C-| Format of end user Section 5.4.2 o
024 preference description
BCAST-SERVICES-C-| Broadcast Roaming Section 5.7 0] BCAST-SERVICES-6-02
025
BCAST-SERVICES-C-| Format of roaming Sections 5.7.1 (0]
026 messages
BCAST-SERVICES-C-| Support of Location Section 5.8 (0] BCAST-SERVICES-C-028 OR
027 Information BCAST-SERVICES-C-029 OR
BCAST-SERVICES-C-030
BCAST-SERVICES-C-| Support of Location Section 5.8 (0]
028 Information in OMA
MLP format
BCAST-SERVICES-C-| Support of Location Section 5.8 g

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_Services-V1_0_1-20130109-A

Page 150 (179)

Item Function Reference Status Requirement
029 Information in zip code
format
BCAST-SERVICES-C-| Support of Location Section 5.8 O
030 Information in BDS-
specific cell_id format
BCAST-SERVICES-C- | XML formatting rules Section 5.9 M
031 for signalling
BCAST-SERVICES-C-| 3GPP Timed Text for Section 5.13 0]

032

Subtitling and Closed

Captions

C.2 SCR for BCAST Service Application (BSA)

The BSA is an entity in the OMA BCAST Architectusse [BCAST10-Architecture] Fig. 3.

Item

Function

Reference

Status

Requirement

BCAST-SERVICES-
BSA-001

Service interaction using
one or several of: IP,
TCP, HTTP, SMS,
IPSEC, UDP, MMS,
WAP, HTTPS based on
SSL 3.0 [SSL30] and
TLS 1.0 [RFC 2246],
SIP/IMS

Section 5.3.1

o

BCAST-SERVICES-
BSA-002

Support for Interactivity
MediaDocument format
and delivery

Section
5.3.6.1.2

C.3 SCR for BCAST Service Distribution/Adaptation (

BSDA)

The BSDA is an entity in the OMA BCAST Architectysee [BCAST10-Architecture] Fig. 3.

Item Function Reference Status Requirement
BCAST-SERVICES- Description and Section 5.4 (0] BCAST-SERVICES-BSDA-002
BSDA-001 evaluation of end user

preferences
BCAST-SERVICES- Format of end user Section 5.4.1 (@]
BSDA-002 preference description
BCAST-SERVICES- Use of Location Section 5.8 (@]
BSDA-003 Information
BCAST-SERVICES- Use of Location Section 5.8 (@]
BSDA-004 Information in OMA

MLP format
BCAST-SERVICES- Use of Location Section 5.8 (0]
BSDA-005 Information in zip code

format
BCAST-SERVICES- Use of Location Section 5.8 (0]
BSDA-006 Information in BDS-

specific cell_id format
BCAST-SERVICES- XML formatting rules Section 5.9 M
BSDA-007 for signalling
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Item

Function

Reference

Status

Requirement

BCAST-SERVICES-

BSDA-008

Subtitling and Closed
Captions

Section 5.13

0]

C.4 SCR for BCAST Subscription Management (BSM)

The BSM is an entity in the OMA BCAST Architectuszse [BCAST10-Architecture] Fig. 3.

Item Function Reference Status Requirement
BCAST-SERVICES- Service Provisioning Section 5.1 M
BSM-001
BCAST-SERVICES- HTTP POST for service| Section 5.1.1 M
BSM-002 provisioning
BCAST-SERVICES- GZIP compression of Section 5.1.7 M
BSM-003 Provisioning Messages
BCAST-SERVICES- Web-based Service Section 5.1.8 0]
BSM-004 Provisioning
BCAST-SERVICES- | Terminal Provisioning | Section 5.2 M
BSM-005 using OMA DM
BCAST-SERVICES- Delivery of OMA DM Section 5.2.4 M
BSM-006 messages through

Interaction Channel
using DM mechanism
BCAST-SERVICES- Broadcast Roaming Section 5.7 (0] BCAST-SERVICES-BEM-
BSM-007
BCAST-SERVICES- Format of roaming Sections 5.7.1, 0]
BSM-008 messages 5.7.2
BCAST-SERVICES- XML formatting rules Section 5.9 M
BSM-009 for signalling
BCAST-SERVICES- Protocol stack for Section 7.2.1 M

BSM-010

message exchanges
between BSMs

C.5 SCR for BCAST Noatification Client (NTC)

Item Function Reference Status | Requirement
BCAST-NT-C-001 Support ~ for  the S€ctions o)
- ; 5.14.1.1.1,
signalling of the
availability and access tp[BCASTI0-
generic notifications SG]5.4.25
through the SGDD.

BCAST-NT-C-002 Support for the| Sections (0]
signalling of the 5.14.1.2.1,
availability and access to[BCASTlo'
service-specific SG]5.1.2.4
notifications through
‘Access’ fragment.

BCAST-NT-C-003 Support for subscribingSection (0]
to notifications  by| 5.14.4.2.1
sending a Notification
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Item Function Reference Status | Requirement
Request to NTG
BCAST-NT-C-004 Support for user-orientedSection (0] BCAST-NT-C-003
notification request 5.14.4.2.1
message format
BCAST-NT-C-005 Support for polling to Section (0]
notifications over| 5.14.4.3
Interaction Channel
C.6 SCR for BCAST Notification Distribution Adaptat  ion (NTDA)
Item Function Reference Status | Requirement
BCAST-NT-DA-001 Support for thel Sections (0]
signalling of the| 5.14.1.1.1,
availability and access tp[BCAST10-
generic notificationg SG] 5.4.2.5
through the SGDD.
BCAST-NT-DA-002 Support for the Sections O
signalling of the| 5.14.1.2.1,
availability and access to[BCASTlO-
service-specific SG]5.1.2.4
notifications through the o
‘Access’ fragment.
BCAST-NT-DA-003 Notification ~ back-end Section @] BCAST-NT-DA-004 AND
interface exposed 5.145.1 BCAST-NT-DA-005
BCAST-NT-DA-004 Support back-end Section (0]
interface for notification 5.14.5.1
function
BCAST-NT-DA-005 Support the back-endSection (0]
message for notification| 5.14.5.2
BCAST-NT-DA-006 Backend interface SG:4Section (@) BCAST-NT-DA-007
exposed in 5.145.1
implementation
BCAST-NT-DA-007 Support backendSection (0] (BCAST-NT-DA-008 OR
;nterfgce SG-4 for SG 5.145.1 BCAST-NT-DA-009) AND
unction
BCAST-NT-DA-010 AND
(BCAST-NT-DA-011 OR
BCAST-NT-DA-012) AND
BCAST-NT-DA-013 AND
BCAST-NT-DA-005
BCAST-NT-DA-008 Support IPv4 Section O
5.145.1
BCAST-NT-DA-009 Support IPv6 Section O
5.145.1
BCAST-NT-DA-010 Support TCP Section (0]
5.145.1
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Item Function Reference Status | Requirement
BCAST-NT-DA-011 Support HTTP1.1 Section O
5.145.1
BCAST-NT-DA-012 Support HTTPS Section (0]
5.145.1
BCAST-NT-DA-013 SG backend messageSection O
for content delivery 5.145.1
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Appendix D. <MediaObjectSet> examples (Informative)

This appendix provides illustrative examples of <ié®bjectSet> elements present in InteractivityMeatihcuments. The
external file (GZIP archive or single media filerf)ds not given.

D.1 XHTML MP bundle

Example of an XHTML MP bundle containing two XHTMlages, one picture and one external WAP CSS sbd¢sh

<Medi aObj ect Set
Rel ati vePref erence="5"
Cont ent - Type="appl i cati on/ x-gzi p"
Content-Location="http://ww. bcast.com purchasene. gz"
xm : 1 ang="en- UK"

<Cbj ect

Cont ent - Type="appl i cati on/ vnd. wap. xht m +xnm "

Cont ent - Locat i on="i ndex. ht m "

Start="true" />
<Cbj ect

Cont ent - Type="appl i cati on/ vnd. wap. xht m +xnm "

Content - Locati on="other.htm" />
<pj ect

Cont ent - Type="t ext/css"

Content-Location="./style/style.css" />
<oj ect

Cont ent - Type="i mage/ gi f"

Content - Location="./i mages/ background. gi f" />
<Description xnil:|ang="en">Purchase ne</ Descri ption>
<Description xm:lang="fr">Achetez noi </ Descri ption>

</ Medi aObj ect Set >

File structure after deflation would be :
index.html
other.html
[style/style.css
/images/background.gif
with ‘index.html’ typically containing the followig links :
<link rel= "stylesheet" href="./style/style.cds"
<a href = "other.html"> Click to see next page </a>

<img src = "./image/background.gif" />

D.2 MMS Message Template bundle

Example of an MMS Message Template bundle contgioime MMS Template Definition, one SMIL and onetteart and
one picture:

<Medi aObj ect Set
Rel ati vePr ef erence="10"
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Cont ent - Type="appl i cati on/ x- gzi p"
Cont ent - Locati on="http://ww. bcast. coni vot enow. gz"

<Cbj ect
Cont ent - Type="appl i cati on/ vnd. omanmsg- nt d+xm
Cont ent - Locat i on="vot enow. nt d" />
Start="true" />

<Cbj ect
Cont ent - Type="appl ication/sm|"
Content-Location="presentation.sml|" />

<pj ect
Cont ent - Type="i nage/ png"
Content-Location="title.png" />

<pj ect
Cont ent - Type="t ext/pl ai n"
Content - Locati on="vote.txt" />

</ Medi aObj ect Set >

File structure after deflation would be :
votenow.mtd
presentation.smil
title.png
vote.txt
with ‘presentation.smil’ typically containing tfiellowing links :
<img src = "title.png" />

<text src = "vote.txt" />

D.3 SMIL bundle

Example of a SMIL bundle containing one XHTML MPcRiText and one Audio file :

<Medi aObj ect Set
Rel ati vePr ef erence="8"
Cont ent - Type="appl i cati on/ x- gzi p"

Cont ent - Locati on="http://ww. bcast.con i nputti meout.gz"

<pj ect
Cont ent - Type="appl i cation/sm|"
Content-Location="presentation.sml"
Start="true" />

<Cbj ect
Cont ent - Type="appl i cati on/ vnd. wap. xht m +xm "
Content-Location="farewel|l.htm" />

<Cbj ect
Cont ent - Type="audi o/ 3gpp"
Cont ent - Locat i on="./ audi o/ synphony. 3gp" />

</ Medi aObj ect Set >

File structure after deflation would be :

presentation.smil
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farewell.html
/audio/symphony.3gp
with ‘presentation.smil’ typically containing thelfowing links :
<text src= "farewell.html" type="application/vnd.pahtml+xml|" />

<audio src="./audio/symphony.3gp" type="audio/3bfp
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Appendix E.  Walk-through of Broadcast Roaming (Informative)

This appendix illustrates how the Broadcast Roarnsraghieved through the use of core functionaliGEBCAST 1.0. This
informative explanation of Broadcast Roaming isspreged as a walk-through mainly from the termirgahipof view.

Visited Service Provider Home Service Provider
A BDS or IN or BDS or IN or
Terminal BDS SD BSDA BSM BSA BDS SD BSDA BSM BSA

| BCAST Terminal or Smartcard Authentication

|
1]
1]

__ SGDD Acquisition ‘,7]
-t >

\ 4

- SGDD Acaquisition (bagkup using default SG address) —
- L]

Terminal categorizes fragments to
Category i.

Category ii.
Category iii.

RoamingRuleRequest / RoamingRuleResponse ‘[F‘
L

- RoamingRuleRequest / RoamingRuleResponse =’7]

Terminal acquires SG frggments and observes the RoamingRules acquired in step 5a/ 5b

- =[;
"

<
N \

ONOIONOROIONG,

Service Request, Token Purchase Request, or, Subscription Long-Term Key Renewal Request
I | |

l l
RoamingServiceRequest #

A |

-t
-

T
E» RoamingServiceResponse
I

\

I
Service Response, Token Purchase Response, or, Subscription Long-Term Key Renewal Response

Service Request, Token Purchase Request, or, Subscription Long-Term Key Renewal Request

A

RoamingServiceRequest

!
‘

Ly

T T
‘ RoamingServiceResponse

-t
‘ ‘

A

Service Response, Token Purchase Response, or, Subscription Long-Term Key Renewal Response
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Figure 6: Informative Example of Broadcast Roaming

\

The walk-through below is illustrated as flow charfFigure D.1.

1. Terminal scans or otherwise detects available BrasidDistribution Systems (BDS).

2. Terminal attempts to perform Service Guide discp\motstrap to locate entry point to BCAST Sen@ide on
all or any of the detected BDSes. Upon successfulptetion of bootstrap procedure, the Terminal &egtthe
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entry point to BCAST Service Guide over the respedbearer. Consequently, the Terminal acquires B&D
either by receiving or by retrieving those.

3. In case Terminal fails to perform bootstrap antbtate the entry point to BCAST Service Guide aaléthe
detected BDSes, the Terminal attempts to retri€vB[3s using the entry point as provisioned in thenTieal
(defined by Management Object “<X>/SGServerAddrgss”

4. Once the Terminal acquires SGDDs, the Terminalddok BSMSelector elements and BSMFilterCodes withi
those elements in the SGDD. Together with thatrmfdgion and the terminal’s affiliated BSM(s) whiate
represented within the Terminal as Management @bjeith identifier ‘<X>/BSMFilterCode’, the Termiha
categorizes all the fragments declared in the S@dthree categories:

i. Fragments that are associated with a BSMFilterGadthin BSMSelector), which matches at
least one of the BSMFilterCodes associated with eldfobile Broadcast Service Provider (<X>/
BSMFilterCode/lsHomeBSM == true). Terminal can ustgrpret and render the information
contained in these fragments without restrictions.

ii. Fragments that are associated with a BSMFilterGuaitbin BSMSelector), which does not match
with any of the BSMFilterCodes associated withtdreninal or match BSMFilterCodes
associated with Visited Mobile Broadcast Servicevitter (<X>/ BSMFilterCode/lsHomeBSM
== false). Terminal can render, interpret and haurigk fragments according to RoamingRules
associated with this BSMSelector. BSMSelector &edassociated RoamingRules are identified
by the attribute “Id” present within the BSMSelacas well as in RoamingRules. In the
RoamingRules have been provisioned using BCAST ireinProvisioning, the rules are
associated with each BSMFilterCode, under <X>/ B8tdFCode/RoamingRule.

iii. Fragments that are not associated with any BSMEitide (no BSMSelector).

= |n case Terminal has no Management Objects withtiiiler ‘<X>/ BSMFilterCode’
present, the Terminal can use, interpret and reth@einformation contained in these
fragments without restrictions.

= In case Terminal has at least one Management Objttidentifier ‘<X>/
BSMFilterCode’ present, the Terminal will determipehaviour according to
Management Objects with identifier ‘<X>/Roaming/tgaUnidentifiedBSM’.

o If the Management Objects with identifier ‘<X>/Rozgy/
IgnoreUnldentifiedBSM’ is set with value “true” tieerminal cannot use,
interpret and render the information containechgst fragments at all.

o If the Management Objects with identifier ‘<X>/Roegy/
IgnoreUnldentifiedBSM’ is set with value “false”@¢filerminal can use,
interpret and render the information containechgst fragments without
restrictions.

o If the Management Objects with identifier
‘<X>/Roaming/lgnoreUnldentifiedBSM’ is not presetite Terminal assumes
that the value of this Management Object is “traptl the Terminal cannot use,
interpret and render the information containechigst fragment at all.

5. If the terminal wants to render, interpret and harnlde fragments in category (ii.) above, it nedacquire the
RoamingRules related to the BSMSelector in quesiitiere are three ways to achieve this.

a. The Terminal fetches the RoamingRules from VisB&M. For that, the BSMSelector contains attribute
“RoamingRuleRequestAddress” to which the Termirmad address the RoamingRuleRequest. As a
response of to the RoamingRuleRequest the Termiitlaleceive RoamingRuleResponse which contains
the RoamingRules associated with the BSMSelector.

b. The Terminal fetches the RoamingRules from Home BBMs happens if the BSMSelector does not have
“RoamingRuleRequestAddress” present, OR, if thariieal has Management Object
“<X>/Roaming/ForceHomeRoamingRuleRequestAddresss@nt and set to “true”. In these cases the
Terminal sends the RoamingRuleRequest to “<X>/RagfilomeRoamingRuleRequestAddress”. As a
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C.

response of the RoamingRuleRequest the Terminhtegiéive RoamingRuleResponse which contains the
RoamingRules associated with the BSMSelector.

The RoamingRules were originally provided as a ppBSMSelector (not illustrated in figure D.1)

6. The Terminal acquires Service Guide fragmentsitéirprets, handles and renders the fragments angdm
RoamingRules. Consequently the Terminal uses thaceeGuide fragments to perform subscriptionsdwises
and content, and to access services and conterrituks by the Service Guide.

7. Depending on the value of Management Object “<X=aiRimg/UseVisitedServiceProvisioningMode” the teratin
determines whether to initiate the service provisig request to Visited BSM or to Home BSM. Thee th
terminal sends the message to either Visited BSMayne BSM. The receiving system determines from the
requested GlobalPurchaseltemld and included UseHhEther the request is about roaming. Two casethifor
exist: either the Terminal sends the Service Rdquessage to its Home BSM or to the Visited BSM.

a.

In the former case Home BSM detects that one aéitsinal is requesting Purchaseltem served byhanot
BSM. If the Home BSM wants to allow terminal to ess the Purchaseltem, the Home BSM goes ahead
and sends RoamingServiceRequest to the Visited BS&sited BSM answers with
RoamingServiceResponse. In case the response atawsng, then the Home BSM sends a successful
ServiceResponse to the terminal. This leads tdaesjuent LTKM delivery (push LTKM with Smartcard
Profile or Trigger with DRM Profile). The LTKM acdgition is not shown in the diagram as it is a S&v
& Content Protection procedure.

In the latter case Visited BSM detects that a teahihat is not one of the terminals affiliatediwihis

BSM is requesting Purchaseltem served by this BEM. Visited BSM consequently sends
RoamingServiceRequest to the Home BSM of the teainihiome BSM answers with
RoamingServiceResponse. In case the response atbawsng, then the Visited BSM sends a successful
ServiceResponse to the terminal. This leads tdaesjuent LTKM delivery (push LTKM with Smartcard
Profile or Trigger with DRM Profile). The LTKM acdgition is not shown in the diagram as it is a 8&v
& Content Protection procedure.

Upon successful RoamingProvisioning, the Termisgranted right to purchase and/or subscribe to the
Purchaseltem it requested.

Additionally, iin case the Terminal decides to regtuLong Term Key or to renew Long Term Key asdediavith a
subscription, the Terminal sends either ‘LTKM Resfler ‘Subscription LTKM Renewal Request’. Two eador this
exist: either the Terminal sends the message tédatee BSM or to the Visited BSM.

a.

In the former case Home BSM detects that one aéitainal is requesting LTKM or renewal of LTKM
associated with Purchaseltem served by another BShe Home BSM wants to allow terminal to access
the LTKM, the Home BSM goes ahead and sends RodkuihgrizationRequest to the Visited BSM.

In the latter case Visited BSM detects that a teahihat is not one of the terminals affiliatediwihis
BSM is requesting LTKM or renewal of LTKM associdt@ith Purchaseltem served by this BSM. The
Visited BSM consequently sends RoamingAuthoriza&iequest to the Home BSM of the terminal.

Note: If step 8a or 8b follow 7a or 7b within ateén time frame, the authorization between home and
visited BSM is not necessary.

8. The Terminal accesses service and/or content deflatBurchaseltem, provided by Visited Service Riev
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Appendix F. BCAST Management Object
F.1 OMA BCAST Device Management general

BCAST MOs allow a device to present the configurmabf the device in a standardized way, allowirsgever to be able to
bootstrap, retrieve and manage the configuraticamddvice (the parameters included in the MO).

The BCAST MO structure is formally defined in [BCAS)-DDF-BCAST-MOQ].

Note: for the semantics of ‘Status’ of each of M@ parameters see [DMACMO)]. This information is eafed here for
convenience.

o Definition:
= The Status definition in the node definitions irades if the Client must support that node or not.

= |f the Status is “Required” even though the node mat be present at that time, the Server can
expect the Client to be able to support it.

= |f the Status is “Required” then the Client mugtert that node in the case the Client supports
the parent node. If the status is “Optional” tileis should be reflected in DDF file to show
whether the node is supported.

=  When creating the status of an MO, the child maRRbquired, while the parent node may be
Optional. This would mean that all those elemertdsald be Optional, but in case the parent node
is present, then those child nodes would be Redjuire

o Possible Values: The value of this parameter cdiiRequired" or “Optional”.

F.2 OMA BCAST Management Object Tree
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— BCASTRelease

— BCASTClientID ?

o ESGProvidard

DVBNetworkID?
SGServerAddress ? URL
IPPlatformID
BDSEntryPoint ? —{ IPDC? Tuning? ‘—[Frequency

UseLPChannel?

SG? H<X>*

IPSourceAddress ?

— IPMulticastAddress ?
APN — Port ?

NotificationBCBearer ? TMGI .
IsCounting

IsCounting URL

NetworklID

BCMCS ?

ControllerlPAddress

MaxCID
Name ? CIDSize
BSMFilterCode MaxHeaderSize
MRRU

IsHomeBSM ?

HomeServiceProvisioningRequestAddress ?

RoamingRules ?

Rule

Roaming ? HomeRoamingRuleRequestAddress

ForceHomeRoamingRuleRequestAddress ?

IgnoreUnldentifiedBSM ?

UseVisitedServiceProvisioningMode ?

Figure 7: OMA BCAST Management Object Structure

Note: “?” means zero or one occurrences, “*” mez® or more occurrences. No symbol means one rerme.

F.3 BCAST MO parameters

This section provides a description of the elemeftthe BCAST MO. Unless otherwise stated, BCASimirals SHALL
support the nodes defined below.

F.3.1 <X>
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Status

Occurrence

Format

Min. Access Types

Required

ZeroOrMore

node

Get

This interior node acts as a placeholder for onmare BCAST Management Object root nodes. It is NDVORY if the

UE supports OMA BCAST.

F.3.2 <X>/BCASTRelease
Status Occurrence Format Min. Access Types
Required One chr Get
This leaf node specifies the BCAST release of tieat It is MANDATORY and MUST have the value “1.for this
release.
F.3.3 <X>/BCASTClientlD
Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node contains the BCAST_Client_ID usedh®ySmartcard Profile as per [BCAST10-ServConiProt

F.3.4 <X>/ServiceProviders
Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node acts as a container for a fisS@rvice Provider identifiers.

F.3.5 <X>/ServiceProviders/<X>
Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node acts as a placeholder for aofi$ervice Provider identifiers.

F.3.6 <X>/ServiceProviders/<X>/ID
Status Occurrence Format Min. Access Types
Required One chr Get

Page 162 (179)

This leaf node specifies the Service Provider ifienfor the BCAST Service. It is e.g. used in therviceproviders’ field
for protection signalling in SDP as per sectionl1Dof [BCAST10-SrvContProt]. The value of this BddUST be in the
form of a URI.

F.3.7 <X>/SGServerAddress

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node contains information about BCASArvice Guide Servers for the interactive modealse there are
multiple servers present, the terminal MAY use ahthem.
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F.3.8 <X>/SGServerAddress/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node serves as a placeholder fastaofiaddresses of BCAST Service Guide Serverthivmteractive mode.

F.3.9 <X>/SGServerAddress/<X>/URL

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies the BCAST Service GuidgeseJRL for the interactive mode.

F.3.10 <X>/BDSEntryPoint

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node contains information about teevice entry points in the different BDSs. Possiffiédren: IPDC,
MBMS.

Itis RECOMMENDED to also include Add, Delete andpgRace access types on the implementations, i twde
support write access on the sub-nodes to provisiemecessary sets of information.

F.3.11 <X>/BDSEntryPoint/<X>

Status Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This interior node acts as a placeholder for seBDS-specific information.

If more than one instance of this node are preseaterminal MAY use suitable means (like the ptioa quality or user
selection) to choose the most appropriate one.

F.3.12 <X>/BDSEntryPoint/<X>/IPDC

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

For a terminal using IPDC as the BDS, it is neagstaprovision some information how to tune theide to the DVB-H
broadcast network and to discover the IP flowd.in i

If this interior node is present, a terminal usihg DVB-IPDC BDS SHOULD use this information to &uits receiver, to
discover the IP flows which carry the service, &mdesolve the actual Service Guide to use in dirmprdvider scenario.

This node acts as a container for all the BDS-djgdoformation regarding IPDC over DVB-H. BCAST fieinals MAY
support this node and its sub-nodes.

F.3.13 <X>/BDSEntryPoint/<X>/IPDC/Tuning

| Status | Occurrence | Format | Min. Access Types |
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| Optional | ZeroOrOne | node | Get |

This interior node contains tuning parameterstier®VB-H receiver.

F.3.14 <X>/BDSEntryPoint/<X>/IPDC/Tuning/Frequency

Status Occurrence Format Min. Access Types
Required One int Get

This leaf node carries the center frequency oXW@&-H channel to tune to.

The value representsthe frequency in kHz. This MB8R decimal number and MUST fit within the ranfi@ 32 bit
unsigned integer.

F.3.15 <X>/BDSEntryPoint/<X>/IPDC/Tuning/UseLPChann el

Status Occurrence Format Min. Access Types
Required ZeroOrOne bool Get

DVB-H may use an optional hierarchical modulationda in which case the receiver needs to make etkgldetween a
“high priority” (HP) channel and a “low priority'L(°) channel.

This leaf node provides the information which igded to tune to a hierarchically modulated DVB-ldrufel.

If present andrue, the terminal SHALL use the LP channel in DVB-Hiarchical modulation. If not presentfalse, the
terminal SHALL use the HP channel in DVB-H hierdoeth modulation or assume that no hierarchical nfetéhn is used.

F.3.16 <X>/BDSEntryPoint/<X>/IPDC/IPPlatformID

Status Occurrence Format Min. Access Types
Required One int Get

DVB uses the concept of IP platforms to disambiguhé IP address ranges of several sources ddffie tsharing a DVB
channel. For a DVB-H terminal, the IP platform Krequired as side information to discover thed$.

According to [ETSI 102 470], section 4.2, an IPtfdam ID value is either registered with DVB in whicase it is globally
unique, or it is scoped to the network ID (see rsextion).

This leaf node provides

the IP Platform ID. This node MUST contain a dedimanber and MUST fit within the range of a 24 tniisigned
integer.

F.3.17 <X>/BDSEntryPoint/<X>/IPDC/DVBNetworkID

Status Occurrence Format Min. Access Types
Required ZeroOrOne int Get

There are cases where the IP platform ID is ndialg unique but scoped to a DVB network ID whishrégistered with
DVB.

This leaf node provides the network ID. It SHALL pe=sent only if the IP platform ID is not globallpique according to
[ETSI 102 470], section 4.2.

This node MUST contain a decimal number and MU$Witihin the range of a 16 bit unsigned integer.
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F.3.18 <X>/BDSEntryPoint/<X>/IPDC/ESGProviderID

Status Occurrence Format Min. Access Types
Required One int Get

In a DVB-IPDC deployment, multiple service providean share a DVB-H channel. The Service Guidestragt session
can therefore contain multiple Service Guides (pereservice provider and IP platform). To seled seteive a service
guide via the DVB-IPDC BDS, the terminal needstiow the ID of the service guide provider to be used

This leaf node provides

Service Guide Provider ID for SG bootstrapping.sTibde MUST contain a decimal number and MUST ifiiw the range
of a 16 bit unsigned integer.

F.3.19 <X>/BDSEntryPoint/<X>/MBMS

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior acts as a container for all the Bp@ssfic information regarding MBMS. BCAST Termin&#AY support this
node and its sub-nodes.

F.3.20 X>/BDSEntryPoint/<X>/MBMS/SG

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node contains bootstrap parametar$ reception over MBMS broadcast bearer or Sfeexetl over MBMS
unicast bearer.

F.3.21 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node acts as a placeholder for sebmotstrap parameters for SG reception over MBMbcast bearer or SG
retrieval over MBMS unicast bearer.

F.3.22 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>/IPSourceAd dress

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This leaf node contains the IP Source AddresseBB delivery session for a broadcasted SG.

F.3.23 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>/IPMulticas tAddress

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This leaf node contains the IP Multicast AddresthefSG Announcement Channelfor a broadcasted SG.
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F.3.24 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>/Port

Status Occurrence Format Min. Access Types
Required ZeroOrOne int Get

This leaf node contains the port number for a braated SG. The value MUST be a decimal number dd8TMfit within
the range of a 16 bit unsigned integer.

F.3.25 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>/BCBearer

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node acts as a placeholder for sel$RBMS bearer parameter used for reception of aticasted SG (both SG
Announcement Channel and SG Delivery Channel). fibike SHALL be present in case the mode of the MBld&er is
Broadcast Mode, and SHALL be absent otherwise.

F.3.26 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>/BCBearer/T MGI

Status Occurrence Format Min. Access Types
Required One chr Get
This leaf node contains the Temporary Mobile Gragntity (TMGI) for a broadcasted SG as definefB@PP TS 23.003].
An MBMS Bearer service is uniquely identified bytiMGI. The value is encoded as a decimal numbéhnh

hexadecimal form represent octets 3 to 8 of the TMifdrmation element structure defined in [3GPP243008]. Octet 3 is
the most significant octet.

F.3.27 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>/BCBearer/l sCounting

Status Occurrence Format Min. Access Types
Required One bool Get

This leaf node contains the information element MBMounting Information as defined in [3GPP TS 28]41t indicates
whether the RAN level counting procedures is ajglie or not for the MBMS broadcast mode.

The valuetrue corresponds to the information element value olifting” and the valualse corresponds to the
information element value “not counting”.

It is OPTIONAL for the terminal to act on to théénmation provided in this leaf node, e.g., if @hreceived the counting
information out-of-band of the BCAST MO.

F.3.28 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>/URLs

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node contains a list of URLs whereSiDP describing the delivery session of a broaddaSG can be fetched.
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F.3.29 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>/URLs/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node acts as a placeholder for aofistRLs where an SDP describing the Announceméiain@el of a
broadcasted SG can be fetched.

F.3.30 <X>/BDSEntryPoint/<X>/MBMS/SG/<X>/URLs/<X>/U RL

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node contains the URL where an SDP daisgrithe Announcement Channel of a broadcastedad®®e fetched.

F.3.31 <X>/BDSEntryPoint/<X>/MBMS/APNs

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node contains a list of URIs of usaBlccess Point Names (APN).

F.3.32 <X>/BDSEntryPoint/<X>/MBMS/APNs/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node acts as a placeholder for aofisRIs of usable Access Point Names (APN).

F.3.33 <X>/BDSEntryPoint/<X>/MBMS/APNs/<X>/APN

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node contains the URI of a usable Ac&sat Name (APN). An MBMS bearer is identified B iulticast
address and APN.

F.3.34 <X>/BDSEntryPoint/<X>/MBMS/NotificationBCBea rer

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node acts as a placeholder for sel$RBMS bearer parameter used for the Notificatiamétion. This node
SHALL be present in case the mode of the MBMS heiarBroadcast Mode, and SHALL be absent otherwise.

F.3.35 <X>/BDSEntryPoint/<X>/MBMS/NotificationBCBea rer/TMGI
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Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node contains the Temporary Mobile Gragntity (TMGI) for a broadcasted SG as definefB@PP TS 23.003].
An MBMS Bearer service is uniquely identified bytiMGI. The value is encoded as a decimal numbéhnh
hexadecimal form represent octets 3 to 8 of the TMf&rmation element structure defined in [3GPPZ43008]. Octet 3 is
the most significant octet.

F.3.36 <X>/BDSEntryPoint/<X>/MBMS/NotificationBCBea rer/IsCounting

Status Occurrence Format Min. Access Types
Required One bool Get

This leaf node contains the information element MBMounting Information as defined in [3GPP TS 28]4l indicates
whether the RAN level counting procedures is ajglie or not for the MBMS broadcast mode.

The valuetrue corresponds to the information element value ofifting” and the valufalse corresponds to the
information element value “not counting”.

It is OPTIONAL for the terminal to act on to theénmation provided in this leaf node, e.g., if @hreceived the counting
information out-of-band of the BCAST MO.

F.3.37 <X>/BDSEntryPoint/<X>/BCMCS

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node acts as a placeholder for @lBDS-specific information regarding BCMCS. BCAS@&rminals MAY
support this node and its sub-nodes.

F.3.38 <X>/BDSEntryPoint/<X>/BCMCS/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node acts as a placeholder for aolistietworks recognized by the terminal.

F.3.39 <X>/BDSEntryPoint/<X>/BCMCS/<X>/NetworkID

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node contains network region identifioatinformation for BCMCS. The Value of this nodeai string comprising
the concatenation of 1 (in the case of subnet) &t &r 3 (in the case of SID/NID/PZID) hexdecimambers, each number
prefixed by characters ‘s’ (subnet), ‘'S’ (SID), ‘KNID), or ‘P’ (PZID), used by the terminal to deténe when overhead
channels indicate that the terminal is in a paldicnetwork region.

F.3.40 <X>/BDSEntryPoint/<X>/BCMCS/<X>/ControllerlP Address
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Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node contains the IP address of the BCM@&troller, saving DHCP bootstrap time.

F.3.41 <X>/BDSEntryPoint/<X>/BCMCS/<X>/SGMulticastA ddress

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node contains a string in the form of ‘6dthame/Address>:<Port>", much like an URL withaigcheme prefix.
For example, the contents might be “BCMCS.exampta:83” or “129.63.44.2:8000".

F.3.42 <X>/BDSEntryPoint/<X>/BCMCS/<X>/ROHCU

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node contains ROHC Unidirectional (RO-U) parameters for BCMCS IP multicast communimati If the
node is not present, compression is not enabled.

F.3.43 <X>/BDSEntryPoint/<X>/BCMCS/<X>/ROHCU/MaxCID

Status Occurrence Format Min. Access Types
Required One int Get

This leaf node indicates the maximum number of QiBsd by ROHC-U.

F.3.44 <X>/BDSEntryPoint/<X>/BCMCS/<X>/ROHCU/LargeC IDs

Status Occurrence Format Min. Access Types
Required One bool Get

This leaf node is true when large CIDs (1 or 2 byt&re used, otherwise it is false and small CDsr(1) are used.

F.3.45 <X>/BDSEntryPoint/<X>/BCMCS/<X>/ROHCU/MaxHea derSize

Status Occurrence Format Min. Access Types
Required One int Get

This leaf node contains the maximum header sizectets, that can be compressed.

F.3.46 <X>/BDSEntryPoint/<X>/BCMCS/<X>/ROHCU/MRRU

Status

Occurrence

Format

Min. Access Types

Required

One

int

Get
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This leaf node contains the size of the MaximumdRetructed Reception Unit, in octets, that the dgmessor is expected
to reassemble from segments. Value 0 means thedgroent headers are allowed on the channel.

F.3.47 <X>/BSMSelector

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node contains information about tH&MBSelector structures associated with the BSM eftbme or Roaming
Broadcast Service Provider.

F.3.48 <X>/BSMSelector/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node acts as a placeholder for seBSdSelector information.

F.3.49 <X>/BSMSelector/<X>/Name

Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies a user readable name MI&rCode associated with the BSM of the Hom&oaming
Broadcast Service Provider of the user.

F.3.50 <X>/BSMSelector/<X>/BSMFilterCode

Status Occurrence Format Min. Access Types
Required One xml Get

This leaf node specifies the value of the

BSMFilterCode associated with the BSM. This vakiased in comparisons against the BSMFilterCodeegain
BSMSelectors in Service Guide Delivery Descriptamsl RoamingRules. The value is a BSMFilterCode Xdttucture as
defined in [BCAST10-SG] section 5.4.1.5.2.

F.3.51 <X>/BSMSelector/<X>/IsHomeBSM

Status Occurrence Format Min. Access Types
Required ZeroOrOne bool Get

This leaf node specifies whether the BSM that soeimted with the BSMSelector belongs to the Homm8cast Service
Provider of the user. Absence means “false”.

F.3.52 <X>/BSMSelector/<X>/HomeServiceProvisioningR equestAddress
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ZeroOrOne

chr
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This leaf node specifies the address (URL) of tB&Bhe terminal can use to issue Service Provisgpnequests, as defined
in section 5.1 of the present document. This addeegsed when the leaf node
“<X>/Roaming/<X>/UseVisitedServiceProvisioningModis’set to “false”. This leaf node SHALL be presentase the

leaf node <X>/BSMSelector/<X>/IsHomeBSM is set ta&”.

F.3.53 <X>/BSMSelector/<X>/RoamingRules

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node contains a list of RoamingRutectures associated with the BSMSelector.

F.3.54 <X>/BSMSelector/<X>/RoamingRules/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node acts as a placeholder for eolisRoamingRule structures associated with the B&gtSor,

F.3.55 <X>/BSMSelector/<X>/RoamingRules/<X>/Rule

Status Occurrence Format Min. Access Types
Required One xml Get

This leaf node that contains a RoamingRule

,given as a RoamingRule XML structure as defineskiction 5.4.1.5.2 of [BCAST10-SG]. This elemerdtdas the use of
OMA DM as a method to manage and update roamirgs ail the terminal. This leaf node SHALL apply for
<X>/BSMSelector elements which have <X>/BSMSeldtsttomeBSM set to “false”.

F.3.56 <X>/Roaming

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node is a container for Roaming stnoes.

F.3.57 <X>/Roaming/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node is a placeholder for a list afd®ing structures.
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F.3.58 <X>/Roaming/<X>/HomeRoamingRuleRequestAddres s

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies the URL of the defaulivBeto which the terminal can send RoamingRule Rstaurelated to the
BSMSelector in case no other contact points areatlied in the Service Guide Delivery Descriptorsaasated with
BSMSelector, or, in case the <X>/Roaming/<X>/ForoatéRoamingRuleRequestAddress is set to “true”.

F.3.59 <X>/Roaming/<X>/ForceHomeRoamingRuleRequestA ddress

Status Occurrence Format Min. Access Types
Required ZeroOrOne bool Get

This leaf node specifies whether the Terminal SHAMerride any other RoamingRuleRequestAddresseslarays contact
the address represented by <X>/Roaming/<X>/HomeRwRuleRequestAddress for Roaming Requests.

In case its value is “true”, theTerminal SHALL alygause <X>/Roaming/<X>HomeRoamingRuleRequestAddrden
sending a RoamingRule Request message. In casdutsis “false”, the Terminal uses <X>/Roaming/<MpmeRoaming-
RuleRequestAddress as the backup address in @BStSelector in SGDD does provide any other adesefor
RoamingRule Requests. In the absence of this medault value “true” is assumed.

F.3.60 <X>/Roaming/<X>/IgnoreUnldentifiedBSM

Status Occurrence Format Min. Access Types
Required ZeroOrOne bool Get

This leaf node specifies whether Terminal SHALLagmn fragments that are not associated with BSM 8&ie).

If its value is “true”, the Terminal SHALL ignoredgments that are not associated with any BSMSwld¢tits value is
“false”, the Terminal MAY interpret, handle, accessl render fragments that are not associatedaniglBSMSelector
without any restrictions. In the absence of thefadlt value “true” is assumed if the terminal bay nodes of “<X>/
BSMFilterCode” present. Otherwise default valudséd is assumed.

F.3.61 <X>/Roaming/<X>/UseVisitedServiceProvisionin gMode

Status Occurrence Format Min. Access Types
Required ZeroOrOne bool Get

This leaf node specifies whether Terminal SHALLtiate the service provisioning requests throught®isBSM or Home
BSM.

In case its value is “true”, the Terminal SHALL tiate the service provisioning requests throughuiséed BSM. If its
value is“false”, the Terminal SHALL initiate thers&e provisioning requests through the Home BSMfaDlt value “true”
is assumed.

F.3.62 <X>/Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get
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Inside this interior node, vendor specific inforinatrelated to BCAST can be placed (vendor meaapyication vendor,
device vendor, OS vendor etc.). Usually the verebension is identified by vendor specific nameanttie 'Ext’ node. The
tree structure under the vendor extension is nihel® and can therefore include a non-standardise-
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Appendix G.  Guidelines for extending the XML schemas in future
versions of BCAST

This appendix describes the extension rules whitiSW be obeyed to ensure that the XML schemas defméuture
versions of BCAST keep backward compatibility.

Future versions of BCAST SHALL make sure that egiens are defined in a backward compatible way shi@hdecoders
which are not aware of these extensions can safetre them but still are provided all expectedinfation. To ensure this,
the following rules SHALL be obeyed when extendinBCAST XML schema in future versions of BCAST:

1) Derivation-by-extension MAY be used to derive newes from existing ones, in accordance with thesdet out
in [XMLSchema].

2) Wherever possible, an extended schema SHALL ontiyfadctionality and not replace existing functiahal This
will allow a decoder which is only aware of a p@aws version to maximally understand an instandb®fxtended
version.

3) Existing element names SHALL never be re-used & rlements. New element names SHALL be definediund
their own XML namespace.

4) Extended versions of a BCAST XML schema SHALL use@amespace identifier with a different <version>
indicator but with the same <prefix>.

If a desired extension can not be done in accoeuiith the above rules, it is REQUIRED not to extexisting elements or
types but to define new ones or to specify newaling such that decoders which do not supporetttension are able to
ignore them.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_Services-V1_0_1-20130109-A Page 175 (179)

Appendix H. Media-Type Registrations

H.1 Media-Type Registration Request for

application/vnd.oma.bcast.sprov+xml
This section provides the registration requespeaigRFC 2048], to be submitted to IANA.

Type name: application

Subtype name: vnd.oma.bcast.sprov+xmi
Required parameters: none

Optional parameters: none

Encoding considerations: binary

Security considerations:

Service Provisioning messages are passive, metmegglo not contain executable or active contenthvimay represent a
security threat. The format does not include canftéhl fields. As Service Provisioning messagesegrinformation which
services a user accesses, there is some riskrimd¢ntional information may be exposed. The infation present in this
media format is used to configure the receivingliappon. Thus, the usage of the format may be exdble to attacks
modifying or spoofing the content of this formaef@nding on the system architecture, it is recond®eno use source
authentication and integrity protection.

Interoperability considerations:

This content type carries Service Provisioning linfation within the scope of the OMA BCAST enabiEne OMA BCAST
enabler specification includes static conformarmepiirements and interoperability test cases fard¢hntent.

Published specification:
OMA BCAST 1.0 Enabler Specification — Mobile Broadt Services, especially section 5.1. Availablenfro
http://www.openmobilealliance.org

Applications, which use this media type:
OMA BCAST Services

Additional information:
Magic number(s): none
File extension(s): none
Macintosh File Type Code(s): none

Person & email address to contact for further imfation:
Uwe Rauschenbach
Uwe.Rauschenbach@nsn.com

Intended usage: Limited use.

Only for usage with Service Provisioning for MobiBeoadcast Services, which meet the semantics givére mentioned
specification.

Author/Change controller: OMNA — Open Mobile Namifagthority, OMA-OMNA@ mail.openmobilealliance.org
Intended usage: Limited use.

Only for usage with Service Provisioning for MobiBeoadcast Services, which meet the semantics givére mentioned

specification.

Author/Change controller: OMNA — Open Mobile Namiagthority, OMA-OMNA@mail.openmobilealliance.org
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H.2 Media-Type Registration Request for
application/vnd.oma.bcast.drm-trigger+xml

This MIME type registration is obsolete as the DRNgger definition has been removed from BCAST dpe@cifications.

H.3 Media-Type Registration Request for
application/vnd.oma.bcast.smartcard-trigger+xmi

This MIME type registration is obsolete as the Swead Trigger definition has been removed from BTASO
specifications.

H.4 Media-Type Registration Request for

application/vnd.oma.bcast.imd+xml
This section provides the registration requespeaigRFC 2048], to be submitted to IANA.

Type name: application

Subtype name: vnd.oma.bcast.imd+xml
Required parameters: none

Optional parameters: none

Encoding considerations: binary

Security considerations:

InteractivityMediaDocument data are active, meanihgt upon the reception of the InteractivityMedimDment, the
terminal will interpret it and act based on the osamds and structures in the document. There issailplity that a

maliciously formed InteractivityMediaDocument widhuse unwanted operations. To protect the usetteaminal against
these operations, the terminal should notify omgebthe user in case the interpretation of IntévdgMediaDocument will

cause a critical operation at the terminal (sendintlpound data, accessing system areas, etc.adtitetyMediaDocument
data do not include confidential fields. Howevdre tinformation present in this media format is usedonfigure the
receiving application. Thus, the usage of the farmay be vulnerable to attacks modifying or spapfihe content of this
format. Depending on the system architecture,iéé®@mmended to use source authentication andritytegotection.

Interoperability considerations:
This content type carries service interactivityoimhation within the scope of the OMA BCAST enablEne OMA BCAST
enabler specification includes static conformarmepiirements and interoperability test cases ferd¢hntent.

Published specification:
OMA BCAST 1.0 Enabler Specification — Mobile Broadt Services, especially section 5.3.6.1. Availafstem
http://www.openmobilealliance.org

Applications, which use this media type:
OMA BCAST Services

Additional information:
Magic number(s): none
File extension(s): none
Macintosh File Type Code(s): none

Person & email address to contact for further imfation:
Uwe Rauschenbach
Uwe.Rauschenbach@nsn.com
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Intended usage: Limited use.
Only for usage with Service Interactivity for MobiBroadcast Services, which meet the semantics givéhe mentioned
specification.

Author/Change controller: OMNA — Open Mobile Namifagthority, OMA-OMNA@ mail.openmobilealliance.org

H.5 Media-Type Registration Request for

application/vnd.oma.bcast.notification+xml
This section provides the registration requespesigRFC 2048], to be submitted to IANA.

Type name: application

Subtype name: vnd.oma.bcast.notification+xml
Required parameters: none

Optional parameters: none

Encoding considerations: binary

Security considerations:

BCAST Notification message data are passive, meattiey do not contain executable or active contehich may
represent a security threat. The format does radtide confidential fields. However, the informatipresent in this media
format is used to configure the receiving applmatiThus, the usage of the format may be vulnerabéttacks modifying or
spoofing the content of this format. Depending lba $ystem architecture, it is recommended to usecscauthentication
and integrity protection.

Interoperability considerations:

This content type carries natification informatiaithin the scope of the OMA BCAST enabler. The OBEAST enabler
specification includes static conformance requinetm@nd interoperability test cases for this canten

Published specification:
OMA BCAST 1.0 Enabler Specification — Mobile Broadt Services, especially section 5.14. Availablemfr
http://www.openmobilealliance.org

Applications, which use this media type:
OMA BCAST Notification client

Additional information:
Magic number(s): none
File extension(s): none
Macintosh File Type Code(s): none

Person & email address to contact for further imfation:
Uwe Rauschenbach
Uwe.Rauschenbach@nsn.com

Intended usage: Limited use.
Only for usage with the BCAST Notification messaghjch meet the semantics given in the mentionedifipation.

Author/Change controller: OMNA — Open Mobile Namiagthority, OMA-OMNA@mail.openmobilealliance.org

H.6 Media-Type Registration Request for
application/vnd.oma.bcast.provisioningtrigger

This section provides the registration requespeaigRFC 2048], to be submitted to IANA.
Type name: application
Subtype name: vnd.oma.bcast.provisioningtrigger
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Required parameters: none
Optional parameters: none
Encoding considerations: binary

Security considerations:

BCAST Provisioning Trigger message data are passieaning they do not contain executable or adorgent which may
represent a security threat. The format does radtide confidential fields. However, the informatipresent in this media
format is used to configure the receiving applmatiThus, the usage of the format may be vulnertabéttacks modifying or
spoofing the content of this format. Depending lba $ystem architecture, it is recommended to usecscauthentication
and integrity protection.

Interoperability considerations:

This content type carries trigger messages withim scope of the OMA BCAST enabler. The OMA BCASTalder
specification includes static conformance requinetmend interoperability test cases for this canten

Published specification:

OMA BCAST 1.0 Enabler Specification — Mobile Broadt Services, especially section 5.1.8. Availatdenf
http://www.openmobilealliance.org

Applications, which use this media type:
OMA BCAST Service Provisioning Client

Additional information:
Magic number(s): none
File extension(s): none
Macintosh File Type Code(s): none

Person & email address to contact for further imfation:
Uwe Rauschenbach
Uwe.Rauschenbach@nsn.com

Intended usage: Limited use.

Only for usage with the BCAST Provisioning Triggeessage, which meets the semantics given in théoned
specification.

Author/Change controller: OMNA — Open Mobile Namifsigthority, OMA-OMNA@ mail.openmobilealliance.org

H.7 Media-Type Registration Request for

application/vnd.oma.bcast.roaming+xml
This section provides the registration requespeaigRFC 2048], to be submitted to IANA.

Type name: application

Subtype name: vnd.oma.bcast.roaming+xml
Required parameters: none

Optional parameters: none

Encoding considerations: binary
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Security considerations:

BCAST Roaming message data are passive, meaningltheot contain executable or active content whigty represent a
security threat. The format does not include caniftdhl fields. However, the information presenthis media format is used
to configure the receiving application. Thus, tisage of the format may be vulnerable to attacksifiyind or spoofing the

content of this format. Depending on the systenhitgcture, it is recommended to use source auttedidn and integrity

protection.

Interoperability considerations:

This content type carries roaming information withihe scope of the OMA BCAST enabler. The OMA BCA&Tabler
specification includes static conformance requinetsiéor this content.

Published specification:

OMA BCAST 1.0 Enabler Specification — Mobile Broadt Services, especially section 5.7.1. Availablemf
http://www.openmobilealliance.org

Applications, which use this media type:
OMA BCAST Roaming client

Additional information:
Magic number(s): none
File extension(s): none
Macintosh File Type Code(s): none

Person & email address to contact for further imfation:
Uwe Rauschenbach

Uwe.Rauschenbach@nsn.com

Intended usage: Limited use.
Only for usage with the BCAST Roaming message, Wwhieet the semantics given in the mentioned spatidin.

Author/Change controller: OMNA — Open Mobile Namifsigthority, OMA-OMNA@ mail.openmobilealliance.org
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