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1. Scope (Informative)

This Architecture Document (AD) defines the arcttiteal elements of the Content Management Interf@dé!) enabler.
The CMI enabler provides mechanisms for the managéwf content by Content Providers and ServiceiBess.

This AD describes the CMI architecture in term#sif
= functional components and the interfaces they pi®vi
= reuse of existing technologies, including partiafutl use of other OMA enablers

= security-related aspects

The CMI enabler addresses only the interfacescirabe used by entities for content managemenbpesp It does not
cover the use of these interfaces in services bpdh other OMA enablers, or any non-CMI functipngvided by Service
Providers and Content Providers.

O 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exfdiéndicated to be
informative.

3.2 Definitions

Content Provider See [CMI-RD]

For other definitions not listed here see [OMADICT]

3.3 Abbreviations

BCAST Broadcast

BPC Business Process Component
CmMC Content Management Component
CMI Content Management Interface
CMR Customized Multimedia Ringing
CMS Content Management System(s)
CP Content Provider

DCD Dynamic Content Delivery
HTTPS Hypertext Transfer Protocol Secure
OMA Open Mobile Alliance

SLA Service Level Agreement

SP Service Provider

SSL Secure Sockets Layer

VPN Virtual Private Network

O 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4. Introduction (Informative)

The CMI architecture supports the content managenmesads of Service Providers (e.g. Network Opesaieb Portal
Service Providers, or other Value-Added Servicevidlars) and Content Providers, as they deliverauntelated services,
e.g. Operator-provided services such as Custonizétimedia Ringing [CMR], Mobile Advertisement [Mélal], etc. Use
of the term “services” in this document refers wots services offered by Service Providers and GuriReoviders.

These services require multiple interactions betwhe systems operated by the Service Providetten@ontent Provider,
for the overall purpose referred to in CMIastent management. While “content management” in specific contexds ¢
refer to a broad set of functionality, e.g. managenof work flows related to creation, storage, potlication of digital
media and electronic text, content managementeirctmtext of OMA CMI means specifically:

« Coordinated actions across an interface betweerettities, described as the Content Provider (safthe
content) and Service Provider (provider of servigéhin which the content is made available)

« Across that interface, actions related to specifictent items and their use in services such as:

0 Upload content, primarily from the Content Provittethe Service Provider. This is also known as
content ingestion.

0 Manage the uploaded content, e.g. remove or chigmgtributes, etc.

o Purchasing actions: Purchase content, includirecieh of purchase terms, e.gpurchased content
expiration, etc.

0 Statistics and report information: Content usaderination, etc.

The CMI enabler supports the deployment of sentisasdepend upon such interactions via a starmttdiet of functions
and interfaces, improving service deployment fldixih interoperability, cost, and time-to-markdtis will further enable
consistent deployment of services using a varigfrtyodels for supplying content, including “on-déekd “off-deck” as
described in [CMI-RD].

Most common usages of the term content manageragin CMS) in the data services marketplace rétatiee notion of
content delivery suites / platforms that includediions like:

a) Aggregation and / or ingestion of of content vipoatal

b) Management of content (approval, categorizatiocpmemendations / campaigns), portal/catalogs ofertst logic to
present (including sampling), sell (possibly recosmehed) content, content adaptation and delivemtertt charging
and revenue sharing

Many such mobile portal / content delivery suitesénbeen deployed by Operators or are sold as grbgiwendors. CMI
is positioned to be a key interface in supporheke platforms / suites in a standardized manrareder CMI is focused
on content ingestion and management, and not codédinery to users, e.g. as is supported by oidA enablers such
as CMR, DCD, Push, BCAST, etc. When CMI is utliizey these enablers it is expected to be exposélaehserver-side
components.

Within such CMS-type platforms, CMI enables enstie fulfill the specific roles of managing the oatling (also called
publication) of content by a Content Provider t8eavice Provider, the definition of content itemedation to specific
services, execution of operations related to cdrgecess by specific users, and collection of gurtee statistics which
may be used for revenue sharing purposes.

CMI can enhance or be used in the fulfilment ofitoidal roles of a CMS, e.g. content aggregati@tegorization, catalog
management, etc. In these cases the use of thdu®iktionality is per the design of the specificvies using the CMI
capabilities, and not an explicit function of CNBeélf. For example in services supporting contggregation, CMI could
be used for the ingestion of the content to beeggied, but does not directly support other aggi@gactions e.g. content
re-packaging.

4.1 Version 1.0

Version 1.0 of the CMI enabler architecture add¥esal of the functional requirements marked f@rith.[CMI-RD].

The realization of other features that are mentidnehis AD (such as realization of CMI-2 interéagr upload of CMI
Component to CMI interface-using entity) are left future versions.

O 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Architectural Model

5.1 Dependencies

CMI has no dependencies upon other enablers.

5.2 CMI Architectural Diagram

The following architecture diagram presents themeamponents and interfaces in CMI:

| I | I
CMH1 CMI-2 CMI-3 CMI-4
Content Business
Management Process
Component Component

Figure1: CMI Architectural Diagram

5.3 Functional Components and Interfaces

531 CMI Interfaces

53.1.1 CMI-1 - Content Management interface

CMI-1 interface is exposed by the Content Managdr@@mponent (CMC) to support upload and managemfectntent
and its associated metadata. Metadata in the Chtegbis any information about the content (e.gowheated the content,
what category it belongs to, etc.).

Note: delivery of content to the end user is outhefscope of CMI.
Supported functionalities include:

« Upload content and associated metadata.
Manage content and metadata via actions such as:

¢ Delete content, modify metadata.

This interface allows the Content Provider to upltze content using HTTP or a combination of FTB HATP. For
example, FTP could be used to upload the contethet€MC then HTTP could be used to request the @@ ocess the
uploaded information. Note that the CMI-1 interfaay also be exposed by the Content Provider, ablerother entities,
e.g. a Service Provider, other Content Provideuser, to upload content.

The CMI-1 interface provides a basic set of operaifor managing content items, and define contexiadata of a general
nature. To ensure extensibility of the CMI enalidersupport of the requirements of specific sersjd@MI-1 interface
operations support additional parameters and contetadata related to specific services.

O 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5.3.1.2 CMI-2 — Service Management Interface

CMI-2 interface is exposed by the Business Pro€essponent (BPC) and provides establishment and gesnent of
operations in suppot of specific services.

Supported functionalities include:

< Content Provider registration with the Service Riex, for basic access to the Service ProvidethéaCMI
interface. Content Provider registration estabbsheelationship between the Content Provider had t
Service Provider. After registration, the Conterdrder can interact with the Service Providertia CMI
enabler, using the various capabilities that asse¢he Content Provider to specific services amient
management actions. The registration operatiorinetéfn CMI-2 may be supplemented by manual prazess
as necessary to fully establish a business rekttipnaccording to Service Provider policies. Thegistration
can operate as a request with immediate responseieguest which is responded to at some later (eg.
after some Service Provider internal processing,@ontent Provider credentials validation). Thd sgsult
of registration is the establishment of CMI enalalecess for the Content Provider, including assigmtrof
Content Provider identification/credentials usahl@rther CMI interface operations, e.g. an act¢aumn
identity value.

e Service activation, including authorization of thentent Provider’s ability to upload content andetded
relate it to specific services. Service activatstablishes a Content Provider as the source ¢¢cbfor a
specific CMI-enabled service offered by the SerRcevider. After service activation, the Content\rder
can manage content and use other CMI enabler furgcth relation to the specific service. Like régison,
CMI-2 operations may be supplemented by manualgsses as necessary to fully establish a specificse
activation, according to Service Provider polici€lsus service activation may operate as a requiést w
immediate response, or a request which is respotadatdsome later time (e.g. after some ServiceiBeo
internal processing, e.g. establishment of billgangements for the specific service, or configoneof the
service for support of the Content Provider). The eesult of activation is the established abitifyhe
Content Provider to manage content via CMI in fetato a specific service offered by the Servicevitter.

« Definition of CMI enabler policies, e.g. numberwgdload operations allowed per day via the CMI-eiif#ce,
related to access to the CMI enabler or specificices; note that support of specific policies byeavice
Provider is not mandated, but CMI supports theitgtof the Service Provider to communicate unsupgzbr
policies to the Content Provider

e Service discovery and/or notifications of availafaatures related to CMI content,via which the CMI-
requester (Content Provider) can obtain importafotrimation related to services e.g.

0 Association of services (e.g. by assigned idemtiied description) to specific content types andtber
content characteristics (e.g. media codecs) tlas@oported for the service; this can aid Content
Providers to match their content offerings to ssgsiprovided by a Service Provider

« ldentification of content types available for puask through the Service Provider

The CMI-2 interface provides a basic set of operetifor managing the relationship of Content Prerddo the CMI
capabilities offered by a Service Provider.

To ensure extensibility of the CMI enabler for sagf the requirements of specific services, CMiH&rface operations
support inclusion of additional parameters relatesipecific services.

5.3.1.3 CMI-3 — User Access Control Interface

CMI-3 interface is exposed by the Business Pro€egaponent and provides user access control furadtieas. Some of
these capabilities are related to a specific cdritem or a collection of content items for a pautar user.

« Exchange information to facilitate purchase of eohtby specific user(s).

0 Authorizing a principal to access content (actildgactivate/extend the time period of authorizatmn
access the content)

The CMI-3 interface provides a basic set of operatifor managing the relationship of specific userspecific content
items related to specific services.

O 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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To ensure extensibility of the CMI enabler for sagmf the requirements of specific services, CMiH&rface operations
support inclusion of additional parameters relatespecific services.

5.3.14 CMI-4 - Service Metrics Interface
CMI-4 interface is exposed by the CMI Component pravides the following functionalities:
« Delivery of content usage reports, including anyrine about CMI, e.g. interaction time

The CMI-4 interface provides a basic set of operaifor managing the delivery of service metricth®oContent Provider,
via request/response or subscribe/notify modelsrisure extensibility of the CMI enabler for sugpdrthe requirements
of specific services, CMI-4 interface operationpart inclusion of additional parameters and serviwetrics related to
specific services.

5.3.2 CMI Functional Components
The CMI enabler includes 2 functional componetits, EMC and the BPC.
The CMC exposes one interface, CMI-1 - Content Manzent interface.
It provides the following high level functional caglities to a CMI interface-using entity:
* New content and associated metadata upload
¢ Processing of uploaded content and metadata. Ringesan include validation of content.
e Update of previously uploaded content and assatiaietadata
¢ Removal of content and associated metadata
« Management of content status, e.g. availabilityufee in services
« Management of content items individually or in b(kultiple content items).

« Content upload from CMI Component to CMI interfacgng entity, e.g. for user-generated content (this
functionality is deferred for future version).

The BPC exposes three interfaces, the Service Maneigt Interface (CMI-2), the User Access Contrtgtiace (CMI-3)
and the Service Metrics Interface (CMI-4).

It provides the following high level functional calities to the CMI interface-using entity:
* SLA establishment via the CMI-2 interface as ddmsadiin section 5.3.1.2, or via out of band mechmasjs

e CMIl enabler policy enforcement, e.g. CMI interfaszurity requirements, limitations on CMI interface
operation rates;

«  Service discovery and/or notifications of availatdatures related to CMI content via the CMI-2 ifdee;
« Content item purchase operations via the CMI-3rfate;

< Delivery of reports related to content, e.g. pusehaisage, upload, either on-demand (synchronowus) a
triggered/scheduled basis (asynchronous) via thé£iterface;

5.4 Security Considerations

CMI interfaces are expected to be provided ovenrgeconnections, e.g. as secured by SSL (e.g. HIoP®@PN (e.g. over
an IPSEC tunnel or other secure virtual privatevoeting protocol), to ensure that the interfacerafiens are only visible
to the Content Provider or Service Provider.

CMI allows the Service Provider’s deployment toadgdte the specific security features below:

O 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-CMI-V1_0-20110705-A Page 12 (21)

* mutual authentication of the CMI interface requestad CMI interface provider

« non-repudiation, e.g. ability to obtain a operatiomfirmation where necessary, to ensure a veldiedrord of the
operation

< ability to ensure or validate content integrityeaftransfer
« ability to ensure confidentiality of all operatioasross the CMI interfaces

Although the consumption model for content accesiseigh services is outside CMI's scope, CMI pded the ability to
associate consumption operations (e.g. contenhpaetaccess requests) with specific users. Thigiasisn may be used
by the Service Provider and/or Content ProvidewvBotous other security purposes, e.g. user coafion for operations.

O 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Appendix B. Flows (Informative)

Note: The following flows and message examplesraended to be illustrative only. In particular:

« They do not show all parameters, or are necessanhplete/correct in every parameter.
¢ They are not meant to reflect any specific deplaynseenario

e They are informative, and are not meant to reptasemative requirements, either explicitly or imefily. The
normative requirements if any are addressed itettlenical specifications.

B.1 Content Provider Registration

Content Provider registration establishes a raiatigp between the Content Provider and the SeRfioeider. As
described in section 5.3.1.2, registration may paréally or wholly manual process, which uses EMhessages per the
policies of the Service Provider.

CMI Business Content
Process Component Provider

A CP seeks to establish connectivity with a a SP,
as prerequisite to offering content to users
in relation to specific SP semnices.

|
1) CMI2: CMI service registration request !

I

|

i 2) CMI-2: CMI semvice registration confirmation, with applicable pnlicies}i
CMI Business Content
Process Component Provider

Figure 2 Content Provider Registration

1. CP requests registration for access to the CMIléifpas of an SP. The request contains basic ifdron for
establishing a relationship between the CP andn8Riding selections for CMI service options asoéd by the
SP.

2. CMI-BPC confirms establishment of registration,hwiegistration attributes and basic policy progsrapplicable
to the CP.

B.2 Content Management Service Activation

Service activation establishes a Content Providéha source of content for a CMI-enabled servitered by the Service
Provider. As described in section 5.3.1.2, seraié/ation may be a partially or wholly manual prss, which uses CMI-2
messages per the policies of the Service Provider.
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CMI| Business Content
Process Component Provider

|

| .

! Acregistered CP seeks to offer content to users,
! in relation to specific SP senices.
|

|

|

|

11 CMI-2: Content Management Sernvice activation request

|

|

N :

L2) CMI-2: Content Management Semice activation cunﬁrmatinn.’l

] |
CMI Business Content
Process Component Provider

Figure 3 Content M anagement Service Activation

1. CP requests activation of a specific content mamage service. The request identifies the servicevfuch
content will be managed, and selections for servft@ns related to the specific service.

2. CMI-BPC confirms establishment of the content mamagnt service, with service attributes enablingeission
of further CMI operations to the specific serviaad policy properties applicable to the CP forgpecific service.

B.3 Content Upload by Content Provider

Content upload is one of the core functions ofGhd enabler, via which the Content Provider caroagl content for use
in the context of one or more services offeredhey$ervice Provider. Various options may be usaxitent upload, e.g.
association of the content with metadata, uplodulii (i.e. more than one content item), and uploaafirmation by the
Service Provider.

Content upload via the CMI enabler is consideredmete when the upload operation completes. Ifireduupload
confirmation may be provided in an immediate resgaio the content upload request, or be providedresification later.

CMI Content Content
Management Component Frovider

i‘ 1) CMI-1: Upload content item(s) + metadata

|
P27 ChI-1: Upload confirmation N
| |
Chl Content Content
Management Component Provider

Figure 4 Content Upload by Content Provider

1. CP uploads one or more content items and relatéddaita to CMI-CMC.
2. CMI-CMC acknowledges reception of the content.
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B.3.1 User-Generated Content Upload example 1

This example shows the use of the Content Providiééated content upload capability to upload ugenerated content to
the Service Provider.

CMI Content Conent
Management Component Provider

—
I
T

¢ 2 CMC-1: Upload content item(s) + metadata

! 3 CMC-1: UPload confirmation N
|
CMI Content Conent User
Management Component Provider

Figure 5 User-Generated Content Delivery example 1

1. User uploads one or more content items and refattddata to CP, via the CMI-1 interface or viargerface out
of CMI scope. Note in this case the CP is exposi@MI-1 interface for the purpose of enabling canhtepload
by users, and this step occurs prior to any contemtagement actions over CMI interfaces betweeCthand
CMC.

2. CP uploads the user-generated content items aatttdainetadata to CMC. Note the content may rentdirea
Content Provider, and be referenced for retrieyahie CMI component when needed. Note this subsgque
retrieval is outside the scope of the CMI enabler.

3. CMI-CMC acknowledges reception of the content.

B.4 Content Metadata Update

Content metadata update enables the Content Prduideanage the attributes of content items, ¢agus, tags (e.g. search
filter strings), lifetime.

CMI Content Content
Management Component Provider
T

i‘ 1) CMC-1: Update content metdata for content itemn(s)
|
P2 CME-1: Update confirmation
|

|

»
CMI Content Content
Management Component Provider

Figure 6 Content M etadata Update

1. CP requests update of content metadata (add/deteddy) for one or more content items, e.g. to gatee,
approve, activate, de-activate the content.
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2. CMI-CMC acknowledges update of the content metadata

B.5 Content Management Service Discovery Request

Service discovery enables the Content Providezaml about new Service Provider services for wttiehContent Provider
may be able to offer content, or changes to exjstgrvices. This flow shows an on-demand serviseodiery operation,
which is initiated by the Content Provider as nekdée Service Provider response can contain vaiiformation related
to the current services offered by the Service Beyywhich are visible to the Content Providen Ewample, the
information could identify, for specific servicabg status of the service, types of content that@eamanaged via CMI, the
types of service metrics and reporting arrangemsupiported, and other service metadata aiding timée@t Provider in
effective use of the CMI enabler for the speciicvice.Based upon the service discovery informatioa Content Provider
can activate content delivery for a specific sexviur take necessary actions based upon changesvioes already
activated (e.g. for terminated services, no lortgiver content for the service).

CMI Business Conent
Process Component Provider

i‘ 1) CMI-2: Content Management Senvice discovery request :
| |
P2 CMI2: Content Management Senvice discovery |'esp|:|nse>}
| |

CMI Business Conent
Frocess Component Frovider

Figure 7 Content M anagement Service Discovery Request

1. CP requests information about content managemevites available though the CMI enabler from thésvice
Provider.

2. CMI-BPC provides the content management servigaiinétion as requested, which may be limited peptiiey
applicable to the CP.

B.6 Content Management Service Discovery Notificati  on

Service discovery notification enables the ConBxawvider to obtain service discovery informatiortheiut polling the
Service Provider for updates. The notification cantain the same types of information as descrbethe “Content
Management Service Discovery Request” , i.e. semietadata related to services for which contembeamanaged via
CMI. For example, a Content Provider could be infed when a new content type is supported for dc®rar a service’s
status has changed.
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Chl Business Conent
Process Component Provider

I ) . . .
1 1) CMI-2: Content Management Semvice discovery notification
1

Chl Business Conent
Process Component Provider

Figure 8 Content M anagement Service Discovery Notification

1. CMI-BPC delivers a notificaton about available ofive content management services to registered CP.

B.7 Content Purchase Request

This flow shows the purchase of a content item bgex, e.g. for use in a Service Provider servicdgoavnload to the user’s
device. In this example the CP is acting as a Btorefor the user, and requesting, on behalf efuker, that a content item
(which has already been uploaded to the CMI Compirie authorized for use/delivery in whatever nsespplies to the
related service. The purchase confirmation mayrbeiged immediately, or sometime later (e.g. aftexdit check or
confirmation with the user of the charges for paihg the content). The operation may also be tesadthorize access to
a content item under an existing purchase agreement

CMI Business Conent
Process Component FProvider

L' 1) CMI-3: Content Purchase request

|
P2 CMI-3: Purchase confirmation
|

|

4
CMI Business Conent
Process Component Frovider

Figure 9 Content Purchase Request

1. CP requests purchase of a content item on behalisgr.
2. CMI-BPC acknowledges purchase of the item.

B.8 Content Purchase Notification

This flow shows the case in which a content item been purchased by a user through the Servicéderpand the
Content Provider is notified of the event.
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Chl Business Conent
Process Component Provider

1) CMI-3: Content Purchase notification I

|

¢ 2) CMI-3: Purchase confirmation !

| |
CMI Business Conent
Process Component Provider

Figure 10 Content Item Access Notification

1. CMI-BPC notifies CP of the purchase of a conteshit
2. CP acknowledges the notification.

B.9 Service Metrics Report Notification

This flow shows the delivery of a service metriepart under a subscribe/notify model, as priorregeal, e.g. during
“Content Management Service Activation”.

CMI Business Conent
Process Component FProvider

1) CMI-4: Service Metrics report Motification :

|
¢ 2) CWI-4: Service Metrics report delivery confirmation !
| |

CMI Business Conent
Process Component Frovider

Figure 11 Service M etrics Report Notification

1. CMI-BPC reports service metrics related to one orarservices and/or content items.
2. CP acknowledges delivery of the service metrics.
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B.10 Service Metrics Report Request

This flow shows an on-demand service metrics report

CMI Business Conent
Process Component Provider
¢ 1) CMI-4: Service Metrics report request :

__ |

I
|
P2 CMI-4: Service Metrics report response
|
|

¢ 1) CMI-4: Serice Metrics report delivery confirmation |
|

CMI Business Conent
Process Component Frovider

Figure 12 Service Metrics Report Request

1. CP requests delivery of service metrics relatesht® or more services and/or content items.
2. CMI-BPC provides the requested report.
3. CP acknowledges delivery of the service metrics.
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Appendix C. CMI Deployment Example (Informative)

The following diagram presents an illustrative epsrof CMI in the deployment context of a specffarvice. The diagram
demonstrates how the Service Provider exposeshktianterfaces to the Content Provider

Within the Service Provider domain there are sjpes#érvice(s) or system(s) which may interact V@il components,
however such service(s) or system(s) and interfased for interaction with CMI components are duappe of CMI. An
example of specific service could be Customizedtivhddia Ringing.

End users purchase and/or access the contentevigetivice Provider domain and/or via the Conteovider domain,
however the interfaces used for these interactwaslso out of scope of CMI.

O ‘ Secure
. . - ! . - !

' Service Provider Domain | Channel ' Content Provider Domain |
! S /—/% | |
| cMmI 3 | |
| | } }
| | I |
i CMC = cMmI-1 | |
| ! | !
[ I |
|| Specific i i | |
| service(s) | DRSS cmI-2 i |
ooor BPC |¢| | cMI-3 i |
|| system(s) | .« CMI4———————| i
4 1 : :
***** e |

1 )

| |

| |

| |

: : Legend

b i End user :L 777777777777777777777 . Out of scope

Lo } —  In scope

Figure 13 - Example of CM| deployment context
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