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Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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1. Scope (Informative)

The scope of the client side content screening framework architecture is to define the architecture of the content screening
framework in mobile terminals to screen malicious content. The architecture described in this document is restricted to
client/terminal deployments only. Other possible deployments of this architecture (e.g. proxy, server, etc.) are not within the
scope of this architecture. Formal definition of malicious content is not in the scope of this architecture and thus is left to
each implementation. The architecture described in this document includes a Scan Engine functional component. It is
recognized that such a component is likely to have an associated database of profiles to encapsulate information such as its
processing rules. However, such a database and its profiles are not in the scope of this architecture. This architecture is
based on the requirements listed in [CSCSF-RD-v1].

© 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2 Definitions

For the purposes of this document, the terms and definitions given in [OMA-DICT] apply and the following also apply:

Client Side Content Content screening performed at the mobile terminal.

Screening

Client Side Content An abstract conceptual structure used as the basis for contructing interaction model between OMA/non-

Screening Framework OMA enablers and content scanning functionality through a set of interfaces with the ultimate goal of
bringing forth content screening capability to the mobile terminal.

Content Data or code delivered to an end-user and/or end-user’s terminal.

Content Scanning The actual operation of looking at the data to determine whether it is a potential candidate for screening and
level of severity if found to be as such. What this operation consist of would vary according to how content
scanning functionality is implemented and falls outside the scope of this document.

Content Scanning Content scanning performed for OMA/non-OMA enabler wishing to determine whether a content under

Functionality consideration is undesirable or not. This performance is accessed by a set of interfaces specified by the
content screening framework.

Content Screening The act of protecting an end-user and/or end-user’s terminal from undesirable content by blocking access to
the said content. This act may be in the form of warning message, confirmation of deletion, notification of
deletion, silent deletion without notification, etc. Exact detail would vary according to severity level
reported, I/O capability of mobile terminal, user preferences, etc.

Mobile Terminal A device that receives content as part of its normal running operation.

Scan Engine Component of client side content screening framework that performs content scanning service to OMA/non-
OMA enablers related to end-user content delivery and/or processing.

Screening Action The act of blocking an undesirable content (see ‘Content Screening’).

Server Side Content Content screening performed at the network by servers with content screening functionality.

Screening

E.g. Proxy server, mail server, firewall, etc.

3.3 Abbreviations

OMA Open Mobile Alliance

© 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction (Informative)

The purpose of this document is to define an architecture for content screening framework within the mobile terminal to
provide OMA and non-OMA enablers the capability to detect and screen malicious content through a set of interfaces to a
common content scanning functionality. By defining the architecture for client side content screening framework, it aims to
meet the urgent market demand for an effective countermeasure to the growing amount of malicious content delivered to
mobile terminals before more lethal variants, such as self-spreading viruses and worms, create havoc on networks and users
as richer content become available.

41 Target Audience

The target audience for this document includes but is not limited to the following:
*  The Working Group(s) that will create specifications based on this subject matter
*  Working Groups that need to understand the architecture of this subject matter

*  Architecture Working Group (e.g. during Architecture Reviews as defined in [ARCH-INVEN], to determine
compliance of [ARCH-PRINC], etc.)

* Interoperability Working Group (e.g. for early analysis of interoperability requirements)

e Security Working Group

4.2 Use Cases

Two use cases are provided to illustrate the functions and roles of various system elements in the client side content screening
framework. Both of the use cases concern a case where a message received by an email client contains a virus. The first use
case illustrates using the pull model for content delivery while the latter illustrates using the push model. For more example
use cases, please refer to [CSCSF-RD-v1].

4.21  Pull Model

1. End-user activates email client software on mobile terminal in order to access a new email message.
2. Email client software requests (“pulls”’) new email message from email server.
3. Email client software downloads the new email message (which contains a virus) from Email server.

4. Before displaying the downloaded email message to the end-user, the email client software forwards the message to
scan engine for maliciousness.

5. Scan engine analyzes the content forwarded by the email client software.
6. Scan engine detects presence of a virus within the content.

7. Scan engine responds to the email client software with a scan result that indicates that the forwarded content is a
malicious content.

8. Email client software screens the email message from user access.

9. Email client software notifies the end-user (via warning dialog message or other appropriate user interface) that the
email message was screened because it was found to be a malicious.

422 Push Model

1. Email server transmits (“pushes’) new email message (which contains a virus) to email client software on end-user’s
mobile terminal.

© 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-Client_Side_CS_FW-V1_0-20070614-A Page 8 (14)

2. Before displaying the newly arrived email message to the end-user, the email client software forwards the message
to scan engine for maliciousness.

3. Scan engine analyzes the content forwarded by the email client software.
4. Scan engine detects presence of a virus within the content.

5. Scan engine responds to the email client software with a scan result that indicates that the forwarded content is a
malicious content.

6. Email client software screens the email message.

7. Email client software may notify the end-user (via warning dialog message or other appropriate user interface) that
the email message was screened because it was found to be a malicious.

4.3 Requirements

Requirement ID/Number Phase Met Section(s)
6.1.1 #1 1.0 5,6
6.1.1 #2 1.0 5,6
6.1.1#3 1.0 5,6
6.1.1 #4 1.0 5,6
6.1.1 #5 1.0 5,6
6.1.1 #6 1.0 5,6
6.1.1 #7 1.0 5,6
6.1.2 #1 1.0 5,6
6.1.2 #2 1.0 5,6
6.1.2#3 1.0 5,6
6.1.3 #1 1.0 5,6
6.1.3#2 1.0 5,6
6.1.3#3 1.0 5,6
6.1.4 #1 1.0 5,6
6.1.4 #2 1.0 5,6
6.1.4#3 1.0 5,6
6.2 #1 1.0 5,6
6.2.1 #1 1.0 5,6
6.2.3 #1 1.0 5,6
6.2.4 #1 1.0 5,6
6.2.4 #2 1.0 5,6
6.2.4#3 1.0 5,6
6.2.5 #1 1.0 5,6
6.2.6 #1 1.0 5,6
6.2.6 #2 1.0 5,6

Table 1: Client Side Content Screening Framework Requirements

4.4 Planned Phases

The architecture described in this document concerns phase 1.0.

© 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Logical Model (Informative)

OMA and non-OMA enablers related to end-user content delivery and/or processing (such as a browser, email client, file
installer, HTTP protocol handler, etc) communicate with the scan engine via interface defined by the client side content
screening framework. An enabler would pass content to the scan engine for analysis before it is actually processed and/or
presented to the end-user. The result of the analysis by the scan engine, whether the content is found to be malicious or not,
is returned to the calling enabler. The calling enabler screens the content if the content is found to be malicious. In such a
case, it is recommended that screening action be conveyed to the end-user (in the form of warning message, confirmation of
deletion, notification of deletion, etc). If the content was found to be non-malicious, then the enabler shall not screen the
content but continue with its normal flow of operation.

The logical model of the content screening framework in a mobile terminal is shown in Figure 1.

Browser

) S —

R e

o )
Content -

—_—

OMA Enabler Interface Scan Engine
(Unified Content Scanning Functionality)

<:> OMA Enabler

Ty

non-OMA
enabler

—

User Interaction

Figure 1: Client Side Content Screening Framework
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6. Architectural Model (Normative)

This section describes the architecture model of client side content screening framework by identifying all internal functional
components of the framework, the interface used between the components, and communication relationships between the
components of the framework with other enablers and applications (including those enablers not defined by OMA). An
implementation of an interface may result in software and/or hardware components that are not explicitly identified in this
document. Implementation and platform details, however, are not within the scope of this document.

6.1 Dependencies

None.

6.2 Architectural Diagram

Architectural diagram of the client side content screening framework is shown in Figure 2. The blue boxes indicate
functional components participating in the framework. The gray boxes indicate functional components that are not
participating in the framework but which communicate with those located within. Brief descriptions for each of the
functional components are described in Table 1.

Content Screening Framework

Content User Interface

Source

g Enabler A [«

CSF-1
A 4

Scan Engine

— » Indicates that enabler uses functions of other enabler within the framework
.......................... » Indicates that enabler uses functions of other enabler outside the framework

e.g. CSF-1 (and others)  Name of interfaces offered (following the interface naming convention)

Figure 2: Architectural Model of Client Side Content Screening Framework
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E.g. LCD screen, keypad, speaker.

Functional Description Located in the Implementation and
Component client side content | platform details
Name screening within the scope of
framework? this AD?
Content An abstract term for a component that provides content to No No
Source Enabler A.
E.g. Web server serving Web pages, mail server serving
email messages, bluetooth terminal sending bluetooth
messages, or even removable media inserted into the end-
user’s terminal serving photo images.
Enabler A OMA and non-OMA enablers related to end-user content Yes No
delivery and/or processing. Enabler A resides in the terminal.
E.g. Browser, MMS client, Email client, file installer, HTTP
protocol handler, etc.
Scan Component of the client side content screening framework Yes No
Engine that provides content scanning service to Enabler A.
User An abstract term for end-user input/output interaction. No No
Interface

Table 2: Functional Components of the Architectural Diagram

6.3 Functional Components and Interfaces

the result from the scan engine.

Name CSF-1
Description Client Side Content Screening Framework Interface for Requesting Scanning of Content
Responsibility This interface allows enabler related to end-user content delivery and/or processing to forward content

to the scan engine to determine whether it is malicious or not. The scan engine analyzes the forwarded
content and returns the result to the calling enabler. The calling enabler screens the content based on

6.4 Flows

The purpose of this section is to describe the high-level logical flows between the architectural entities described in the
architectural diagram for client side content screening framework. Two flows are presented, one using the Pull model (see
Figure 3) and the other the Push model (see Figure 4). For both cases, the steps are identified by their corresponding
numbers in their respective figures.

6.4.1

Pull Model

1. Enabler A receives request for content access from the User Interface.

2. Enabler A requests (“pulls”) the content from Content Source.

3. Content Source responds to Enabler A with the requested content (but the content contains a virus).

4. Enabler A requests scanning of the downloaded content from Scan Engine via interface CSF-1.

5. Scan Engine scans the content and detects presence of a virus within the content.

© 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Scan Engine responds to Enabler A with the result of the scan that the content is malicious.

7. Enabler A screens the content based on the result from Scan Engine.

8. Enabler A responds to User Interface that access to requested content was denied because it was found to be
malicious.

Content Screening Framework

Content I Enabler A [« User Interface
Source _:9

7o If

CSF-1
y

- [o

= Request
= Response

Scan Engine

——» Indicates that enabler uses functions of other enabler within the framework
.......................... » Indicates that enabler uses functions of other enabler outside the framework

e.g. CSF-1 (and others) = Name of interfaces offered (following the interface naming convention)

Figure 3: Flow of Architecture Model of Client Side Content Screening Framework using the Pull Model

6.4.2 Push Model

1. Content Source transmits (“pushes”) content to Enabler A (but the content contains a virus).

2. Enabler A requests scanning of the newly arrived content from Scan Engine via interface CSF-1.
3. Scan Engine scans the content and detects presence of a virus within the content.

4. Scan Engine responds to Enabler A with the result of the scan that the content is malicious.

5. Enabler A screens the content based on the result from Scan Engine.

6. Enabler A may transmit notification to User Interface that content transmitted from the server was screened because
it was found to be malicious.

© 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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W ®
ollle

CSF-1
A 4

®

Scan Engine

b )

» User Interface

= Request
= Response

====«» Transmission
(Notification)

— » Indicates that enabler uses functions of other enabler within the framework
.......................... » Indicates that enabler uses functions of other enabler outside the framework

e.g. CSF-1 (and others)  Name of interfaces offered (following the interface naming convention)

Figure 4: Flow of Architecture Model of Client Side Content Screening Framework using the Push Model
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Appendix A. Change History

A.1 Approved Version 1.0 History

(Informative)

Reference

Date

Description

OMA-AD-Client_Side CS_FW-V1 0

14 Jun 2007

Status changed to Approved by TP
OMA-TP-2007-0221-

INP_ERP Client Side CS_ FW_V1_0_for Final Approval
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