" OMAQ

Open Mobile Alliance

SyncML OBEX Binding
Approved Version 1.2 — 21 Feb 2007

Open Mobile Alliance
OMA-TS-SyncML_OBEXBinding-V1 2-20070221-A

0 2007 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SyncML_OBEXBinding-V1_2-20070221-A Page 2 (30)

Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2007 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SyncML_OBEXBinding-V1_2-20070221-A Page 3 (30)

Contents
S O @ ] = T 5
2. REFERENGCES ...t oottt e ettt e e e s et et e e s heee et eabee e e bae s e sbeesesasaeesasbeesanbaeesansbeesnssesansbeesesbeeeesseeesantaeesnrees 6
2.1 NORMATIVE REFERENCES......ciititttettiieiiiiteeessesiasssssessssssassssessessasasssssssessasssssssssessssssssessssssssssssssssssssessessessssseseessensne 6
2.2 INFORMATIVE REFERENCES.....uutiiiiiiiiiittiieeisiiistsseessesiasssseesssssisssssssssssssstssesssssissstessessssasssssssssssssssssesesssassssesesssssssssnens 6
3. TERMINOLOGY AND CONVENTIONS. .. .ottt ettt sttt s sat s e s b e s bt e s st be s sabb e s s s sbaeessbeessanbaessnrenas 7
31 (070] N1Y7 = N T 0] N TSSO PRUPR 7
3.2 [T N I 0] N TN 7
33 AABBREVIATIONS ..teiiitteeieitteteiittees ittt ssaseseassseestastessaataessasesesissssssastesssasssssaassssssssssssassesssssessssnssessanssessnssesssssnessssssessnnses 8
4, INTRODUCTION ...ttiiiiciie ettt eite et et ee e stae e s ettt e e staeasasbeeaeabseeesasbeeeanbseesasseesessseessassessabesssasbessantaessasseessssreessassessnnten 9
5. OBEX INTRODUCTION ...uitiiiitiiiiciie et eitte ettt e s sitree s esbeeesabaesssassessasessaabeessassesssassseesassessssbesesasseessanbeeesassessenreeessnsees 10
51 OBEX OVER IRDA ...ttt ettt ettt ettt esttee st eab e e e et ae e e b ae s eabeeessabeeeeantbeesssaesesbeaesabaeeesanbeeessbeeeenbeeeesnneeesnbeeesn 10
5.1.1 NS I o1 Y SO PUPP PSPPI 11
52 OBEX OVER BLUETOOTH wutttiiittiiiiitieeeeitiesseiseesestseesssssesessssessasssssssssessssssssassssssasssssssssssssssssssassessssssssssssssssssssesssssesen 12
5.21 BIUELOOLN SEIVICE DISCOVEIY ...uiiiiii ittt e e e e e e e e e e et e e e e e e e et e b e e e e e e eeas 12.
5.2.2 Other Bluetooth ProtoCOl REQUIFEMENTS ......couueeeiiiiiiee i e e e e e e e aaaeeeeeaneaeerennes 14
6. OBEX MAPPING TO SYNCML oottt e ettt s et e s st ee s sabe e e sabe e e eaabaeesaasesseabeaesabneeesasbeeesnbesesnreeeesnnees 15
6.1 OBEX OPERATIONS. ....ttttiiittteeiteeeiitteeesitaessaisesesasseessassessassssssassssssssssessssssssassssssassessssssssssssessastesssassessessesessssssesssseeen 15
6.2 OBEX CONNECTION OVERVIEW ...uutiiiiitieeieiteeeeitreeeiisseseasssessaisesssassssssssssssassssssasssssssssssssssssssassesssssssssssssssssssssssssesen 16
6.2.1 Multiple MeSSagES Per PACKAQE ..........ii ettt e e e e et e e e e e e e e s e s e e snnnrerenee e 6.1
6.2.2  Type header rEQUIMEMENT .......ccii e ittt ee e e e e e e s e s ettt e e e eeeeeeeaa et eeaeeeeeaeaeeesan s nsssrnnanenaaaaeeeesnn 17
6.3 OBEX CONNECTION ESTABLISHMENT ...ciiiittttttieieiiitteeeesseisssseseessassssseesssssasssssssssssssssssssssssessssssessssinssssseessesssssssssees 17
6.4 EXCHANGING SYNCML DATA OVER THE OBEX CONNECTION ...tttiiiiiiieiitrieeirreeesreesearseeeessseesssssesssssesssssssssssssesen 18
6.5 OBEX DISCONNECTION ..uutteeitteeeiitteeesitueseeiseeseasssssasessassssssssssssssssssssssssssassssssasssssssssssssssssssastesssasssssssssssssssssssssesen 20
6.6 (@51 =) QN =1 1 = 3 L RSP RSURP 21
6.7 SERVER ALERTED NOTIFICATION .uttttiiittetieiteteeitseeeissteeeasssessasessssssessasssssassssssasssssesssssssssssssassesssassssssssssssssssesssssesen 21
T, EXAMPLES . ... oottt ettt e et ettt e et e et eat e e e eabeeesasbae e e ab e e e sabseeeeabeee e anbeee e abbee s abeeeeabeae e aRReeeeabeeeeabeeeeareeeeanrees 23
7.1 OBEX CONNECT EXAMPLE . .uitiiiiiiiitiitieieiiiiteiess e esiastesee st essbtaeessessassbtaeessessassssesssssssasasaessessesassssesesssnssssseessessnssssnenes 23
7.2 OBEX DISCONNECT EXAMPLE ..ciiiittttiieieiiitteeeieeesiattesee st esstssseseessassstsesssessassssssssssssassssesssssesasssessessnssssseessessnssseenes 24
7.3 OBEX ABORT EXAMPLE .. .uviiiittiiiiiieeeeitiee e eitee e e iteeeststbeesabaessasassssssessaseeesantseesassassasbsessssaseesanbesesassessesbesesssnseesnsteeesn 24
7.4 (@12 ) G U Il =N 1= I R 24
75 OBEX GET EXAMPLE ...uiii ittt i e ittiie ittt e ettt e s etee e e stree st etbeeeebaessasaesassseeasasbessanbseesassassesbeessasaseesanbesessseesesbeeeessneeessteeesn 26
APPENDIX A. CHANGE HISTORY (INFORMATIVE) .ottt sttt sae st sne e 28
A.1l  APPROVED VERSION HISTORY ...utiiiiiiiiiiitiiieiitieeeeiteeeesteeessstteessbaessassessebsesssassessastseesassessesssssssssssessstesssnssessessssesssnnes 28
A.2 DRAFT/CANDIDATE VERSION L2 HISTORY ...tviiiiiiiiiieiee sttt s sbree s ERROR BOOKMARK NOT DEFINED.
APPENDIX B. STATIC CONFORMANCE REQUIREMENTS (NORMATIVE) ...ccoiiiierece e 29
B.l  CLIENT FEATURES ...ctttiiiittee ittt e e ittee e iiteeeseataeesasseesebeesssaasessabesesasbessessseeesasseseasbeeesanbeseesbesesanseesanbeeesanneeeesbeeesansessanns 29
B.1.1 Common SCRs — OBEX SeSSiON REQUIFEMENTS. . oemmresrrrniiiiiaiieeeeeeieeeteeteeevvassirsssassenssnn e aeeeaeeaaaes 29
B.1.2 SCRS fOr ClIENt INILIAtEO SESSIONS ......... oo ettt ettt et e et e e et e ettt e e eabaea st e e ssaaeesstressansesaasesseienes
B.1.3 SCRs for Server Initiated Sessions
B.2  SERVER FEATURES.....cttitiiiiiiiitittie e e ieitteee e e s eeatasteeee st esastseeeeessasaataeeseeesasssbeseseesaasssbeseesseastbeeseessasbtbeesesssassbenesesssasnnes
B.2.1 Common SCRS ....ccevvvviiviiiieeeeie,
B.2.2 SCRs for Client Initiated Sessions
B.3 SCRSFOR SERVER | NITIATED SESSIONS .....ciitttttteeieiiitrtetessiasistseetesssasissesesessmmsstesessssmmssssssesssamsssssssssssassssessssssnassne
Figures
Figure 1 OBEX OVEr BIUBLOOLN.......ccciiiiiiiiiis ettt ettt e s e st e tesae e st e enaesbeesaeeaeesneentessaenreenes 12

[0 2007 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SyncML_OBEXBinding-V1_2-20070221-A Page 4 (30)

Tables

Table 1 SYNCML SErVEr SErVICERECOIUS ......eiiviiiieitieie st sttt te e e ste e e e s e e e e e be e e e s e e sseeaeeseestesnaesreentesseestenssesrenns 13
Table2 SYNCML ClieNnt SErViCE RECONUS .....uiiiriieiiisiise ettt e e se et se e ee e e seesre e saessesteeaesaesteesestessesseseesteseeseenseneeseenes 13
TADIE 3 SDP PDUS ...ttt etttk h bbbtk b et E e e 8o E e £ R £ e Rt 4R e st 4R e e R e e e Rt eE Rt e e nenh et Rt ne et nn s 14

[0 2007 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SyncML_OBEXBinding-V1_2-20070221-A Page 5 (30)

1. Scope

The SyncML Initiative, Ltd. was a not-for-profit qaoration formed by a group of companies who coraigel to produce an
open specification for data synchronization andaemanagement. Prior to SyncML, data synchroromatind device
management had been based on a set of differaptigtary protocols, each functioning only witherylimited number of
devices, systems and data types. These non-intetdpdechnologies have complicated the tasks esysnanufacturers,
service providers, and developers. Further, afpralion of different, proprietary data synchrotiiza and device
management protocols has placed barriers to tlemedet use of mobile devices, has restricted daesaand delivery and
limited the mobility of the users.

SyncML is a specification that contains the follagrimain components:
* An XML-based representation protocol
» A synchronization protocol and a device managemsstbcol
» Transport bindings for the protocol

The data representation specifies an XML DTD thlats the representation of all the informationuiggd to perform
synchronization or device management, includingdattadata and commands. The synchronization evided
management protocols specify how SyncML messaga®igning to the DTD are exchanged in order to allo®yncML
client and server to exchange additions, delefgdates and other status information.

There are also DTDs which define the representationformation about the device such as memoryacayp, and the
representation of various types of meta informatioch as security credentials.

Although the SyncML specification defines transgwrtdings that specify how to use a particulargport to exchange
messages and responses, the SyncML represenstimhronization and device management protocolsamnsport-
independent. Each SyncML package is completelyamifained, and could in principle be carried by &tansport. The
initial bindings specified are HTTP, WSP and OBIBXt there is no reason why SyncML could not be an@nted using
email or message queues, to list only two alteveatiBecause SyncML messages are self-containdtiple@transports may
be used without either the server or client deviwsng to be aware of the network topology. Ttaushort-range OBEX
connection could be used for local connectivitythvihe messages being passed on via HTTP to améttieosted
synchronization server.

To reduce the data size, a binary coding of Synd&i&ed on the WAP Forum's WBXML is defined. Messagayg also be
passed in clear text if required. In this and othiays SyncML addresses the bandwidth and resoumi@tions imposed by
mobile devices.

SyncML is both data type and data store indepen@smicML can carry any data type which can be gpred as a MIME
object. To promote interoperability between difféaranplementations of SyncML, the specificationlirdes the
representation formats used for common PIM data.

This document describes how to use SyncML over OBHX document uses the primitives and methodseigfin the
OBEX specification V1.2 as defined in [OBEX]
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exijiéghdicated to be

informative.

Any reference to components of the SyncML DTD or IXbhippets is specified in thisypef ace.

3.2

Application

Capabilities exchange

Client

Command

Data

Data collection

data element

Data element equivalence

Data exchange

Data format

Datatype

Data synchronization

Data synchronization
protocol

Message

Definitions

A SyncML application that supports the SyncML piib The application can either be the
originator or recipient of the SyncML protocol comnas. The application can act as a SyncML
client or a SyncML server.

The SyncML capability that allows a client and serio exchange what device, user and application
features they each support.

A SyncML Client refers to the protocol role where tpplication issues SyncML "request”
messages. For example in data synchronizatiorthe SyncML Command in a SyncML
Message.

A SyncML Command is a protocol primitive. Each SythcCommand specifies to a recipient an
individual operation that is to be performed. Foaraple, the SyncML Commands supported by this
specification includédd, Al er t , At om c, Copy, Del et e, Exec, Get , Map, Repl ace,

Sear ch, Sequence andSync.

A unit of information exchange, encoded for trarssiun over a network.

A data element which acts as a container of othtx dlements, (e.g., {c {{i data}, ... {in
data}}}). In SyncML, data collections are synchronizedth each other. See data element

A piece of data and an associated identifier ferdata, (e.g., {i, data}).

When two data elements are synchronized. The egacantics is defined by a given data
synchronization model.

The act of sending, requesting or receiving a tdata elements.

The encoding used to format a data type. For ex@nophhracters or integers or character encoded
binary data.

The schema used to represent a data object @xtcalendar MIME content type for an iCalendar
representation of calendar information or textftivey MIME content type for a vCard
representation of contact information).

The act of establishing an equivalence betweerdata collections, where each data element in one
item maps to a data item in the other, and thea aequivalent.

The well-defined specification of the "handshakingivorkflow needed to accomplish
synchronization of data elements on an originatok recipient data collection. The SyncML
specification forms the basis for specifying anrodata synchronization protocol.

A SyncML Message is the primary contents of a Syhdhckage. It contains the SyncML
Commands, as well as the related data and metexiafmn. The SyncML Message is an XML

[0 2007 Open Mobile Alliance Ltd. All Rights Reserve  d.
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OBEX

Operation

Originator

Package

Par ser

Recipient
Representation protocol

Server Alerted Notification
SyncML regquest message

SyncML response message
Synchronization data

Server

3.3

OMA
URI
URL
WAP
XML

document.
Objext Exchange Protocol that is defined in [OBEX]

A SyncML Operation refers to the conceptual tratisa@achieved by the SyncML Commands
specified by a SyncML Package. For example in #&e ©f data synchronization, "synchronize my
personal address book with a public address book".

The network device that creates a SyncML request.

A SyncML Package is the complete set of commandsalated data elements that are transferred
between an originator and a recipient. The Syncléitkpge can consist of one or more SyncML
Messages.

Refers to an XML parser. An XML parser is not absely needed to support SyncML. However, a
SyncML implementation that integrates an XML panséght be easier to enhance.

This document assumes that the reader has somi@fégnivith XML syntax and terminology.

The network device that receives a SyncML requestesses the request and sends any resultant
SyncML response.

A well-defined format for exchanging a particularrh of information. SyncML is a representation
protocol for conveying data synchronization andickeynanagement operations.

The method by which a SyncML server can notify ac®jL client to initiate a SyncML session
An initial SyncML Message that is sent by an oragor to a recipient network device.

A reply SyncML Message that is sent by a recip@ra SyncML Request back to the originator of
the SyncML Request

Refers to the data elements within a SyncML Commbné general reference, can also refer to the
sum of the data elements within a SyncML MessadgyocML Package.

A SyncML Server refers to the protocol role wheragplication issues SyncML "response”
messages. For example in the case of data synehtimm, a Results Command in a SyncML
Message.

Abbreviations

Open Mobile Alliance

Uniform Resource Identifier [RFC2396]
Uniform Resource Locator [RFC2396]
Wireless Application Protocol

Extensible Markup Language
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4. Introduction

This document describes how to use the SyncML OBEX. The document uses the primitives and metledised in the
OBEX specification V1.2 [OBEX]

The document assumes a scenario consisting of@Miynlient (e.g. a mobile phone) and a server mgdiata. The OBEX
transport was originally used over short-rangeditike infrared. With short-range links, the SyricBerver could be a local
PC. With wide area networks, the SyncML serveladde a remote WEB server.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. OBEX Introduction

OBEX [OBEX] is a protocol for exchanging objects was initially designed for infrared, but it hbsen adopted by
Bluetooth, and is also used over RS232, USB and WAP

OBEX is a session-oriented protocol, which allowstiple request/response exchanges in one se#SiDOBEX session is
initiated by an OBEX CONNECT request, and is esthleld when the other device returns a successnespd he
connection is terminated by sending a DISCONNEGQjUest.

In this specification, the SyncML client can wotither as an OBEX client or as an OBEX server atQB&EX protocol
layer. In consequence, the SyncML server can wibthieeas an OBEX client or as an OBEX server. TIBER role
depends on the fact which one, the SyncML clientherSyncML server, initiates sync. Thus the SyndMient is not
necessarily the OBEX Client.

When a session has been established, the datasserred using the PUT request. The remote dexkeowledges the
data, by sending a response with a status code.

SyncML requires that an OBEX connection is estallis Connectionless OBEX cannot be used with SyncM

5.1 OBEX Over IrDA

The diagram below demonstrates the position of OBEXin the IrDA stack.

SyncML < ,l SyncML
Client Server
OBEX < p OBEX

Tiny IAS |4 p Tiny IAS
TP TP
IrLMP < > IrLMP
IrLAP < > Ir[LAP
IrDA Hardware |4 p| IrDA Hardware
e.g. Phone e.g. PC

IrLAP is the link level protocol.
IrLMP is a multiplexing layer.
Tiny TP provides flow control.

IAS is the Information Access Service.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserve  d.
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OBEX includes both a session level protocol andgplication framework.

5.1.1 IAS Entry

To enable an OBEX connection over IrDA, the OBEXtpcol stack needs to provide IAS setting inforimratio the IAS
protocol stack. The SyncML server and SyncML dliBRIOULD use the following IAS entry settings foyr8ML
communication via OBEX over IrDA.

5.1.1.1 IAS Entry Settings for SyncML Server

SyncML server SHOULD use the following IAS entrytses.

Class OBEX:SyncML-Server
Attribute Name IrDA:TinyTP:LsapSel
Type Integer
Description IrLMP LSAP selector for SyncML over IrOBEX, legal
values from 0x01 to Ox6F

5.1.1.2 IAS Entry Settings for SyncML Client
SyncML client SHOULD use the following IAS entrytsiegs.

Class OBEX:SyncML-Client
Attribute Name IrDA:TinyTP:LsapSel
Type Integer
Description IrLMP LSAP selector for SyncML over IrOBEX, legal
values from 0x01 to Ox6F

[0 2007 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.2 OBEX Over Bluetooth

The Bluetooth section is specified so that the $nclient MUST be able to function as either an OBé&ient, or an
OBEX server, or both. The SyncML server MUST besablfunction as both the OBEX server and client.

The figure below shows the protocols when SyncMd @BEX are run over the Bluetooth protocol stack.

SyncML g ) SyncML
Client Server
OBEX 4—Pp OBEX

RFCOMM SDP «<«4¢—P RFCOMM SDP

LMP L2CAP <4—p LMP L2CAP

Baseband 4P Baseband

Client side Server side

Figure 1 OBEX over Bluetooth

The Baseband, LMP, and L2CAP are the OSI layerdl2aBluetooth protocols. RFCOMM is the Bluetoottapthtion of
GSM TS 07.10. SDP is the Bluetooth Service Discp¥otocol [BTSDP].

The SyncML Client layer shown in Figure 1 is théitgrproviding the sync client agent functionaliiyhe SyncML Server is
the SW providing the sync engine functionality.

In this specification, the SyncML client can woiither as an OBEX client or as an OBEX server atQB&EX protocol
layer. In consequence, the SyncML server can withikeleas an OBEX client or as an OBEX server. TIBER role
depends on the fact which one, the SyncML clientherSyncML server, initiates sync.

5.2.1 Bluetooth Service Discovery

To enable the OBEX connection over the Bluetootitquol stack, the SyncML server MUST advertise tr@dSyncML
client SHOULD advertise service records, which barretrieved by a connecting device using the Bhottt SDP [BTSDP].

In the case of the SyncML server, the followingoimhation, i.e., service records MUST be put int® 8DDB (Service
Discovery DataBase).

[0 2007 Open Mobile Alliance Ltd. All Rights Reserve  d.
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ltem Definition: Type/ Value: AttrID: Status: Default
Size: Value:
Service Class ID N/A 0x0001** MUST
List
Service Class #0 | SyncMLServer | UUID * N/A MUST
Protocol Descriptor N/A 0x0004+** MUST
list
Protocol ID #0 L2CAP uUuID 0x0100** N/A MUST
Protocol ID #1 RFCOMM uuID 0x0003** N/A MUST
Param #0 CHANNEL Uint8 Varies N/A MUST
Protocol ID #2 OBEX UuiD 0x0008** N/A MUST
Service name Displayable String Varies 0x0000+b*** | MAY “SyncML
Text name Server"

Tablel1l SyncML Server Service Records

* The value 00000001-0000-1000-8000-0002EE00000@SED be used in this place.

** The value or the attribute ID is specified iretBluetooth Assigned Numbers specification [BTAN].

***°hy" in this table represents a base offset ageg by the LanguageBaseAttributelDList attribuRer the principal

language b MUST be equal to 0x0100 as describ#ueilBluetooth SDP specification [BTSDP].

The service records, which the SyncML client SHOUR into its SDDB, are listed below.

ltem Definition: Type/ Value: AttrID: Status: Default
Size: Value:

Service Class ID N/A 0x0001** MUST
List

Service Class #0 | SyncMLClient | UUID * N/A MUST
Protocol Descriptor N/A 0x0004** MUST
list

Protocol ID #0 L2CAP uUuID 0x0100** N/A MUST

Protocol ID #1 RFCOMM uuID 0x0003** N/A MUST

Param #0 CHANNEL Uint8 Varies N/A MUST

Protocol ID #2 OBEX uuID 0x0008** N/A MUST

Service name Displayable String Varies 0x0000+b*** | MAY “SyncML
Text name Client"

Table2 SyncML Client Service Records

* The value 00000002-0000-1000-8000-0002EE00000Q3ED be used in this place.
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** The value or the attribute ID is specified iretBluetooth Assigned Numbers specification [BTAN].

***’ly’ in this table represents a base offset ageg by the LanguageBaseAttributelDList attribuFer the principal
language b MUST be equal to 0x0100 as describ#teiBluetooth SDP specification [BTSDP].

5.2.1.1 SDP Protocol Data Units

Table 3 shows the specified SDP PDUs (Protocol Diaits), which areREQUIRED.

PDU | SDP PDU Ability to Send Ability to Retrieve
no.

SyncML Client  |SyncML Server $yncML Client  SyncML Se  rver

1 SdpErrorResponse MUST* MUST MUST** MUST

2 SdpServiceSearchAtt | MUST** MUST MUST* MUST
ribute-Request

3 SdpServiceSearchAtt | MUST* MUST MUST** MUST
ribute-Response

Table 3 SDP PDUs

* This is only applicable if the SyncML client ible to function as the OBEX server.

** This is only applicable if the SyncML client &ble to function as the OBEX client.

5.2.2  Other Bluetooth Protocol Requirements

This specification partially requires complianceate Bluetooth Serial Port (SeP) Profile [BTSEPBIfietooth is used as a
physical medium for OBEX. These are:

®* The compliance is REQUIRED to the RFCOMM requiretaers defined in Chapter 4 in the SeP Profile.
® The compliance is REQUIRED to the L2CAP requireraextt defined in Chapter 5 in the SeP Profile.

®* The compliance is REQUIRED to the LM protocol reguients as defined in Chapter 7 in the SeP Profile.

The SDP requirements are defined by this spedificatnd thus, any of the requirements defined énSBP profile (Chapter
6 in the SeP profile) does not apply to this speatifon. The SyncML server MUST comply with botletBevice 'A' and
Device 'B' requirements as defined in the SeP Ierafhe SyncML client MUST comply with either thedce A’
requirements, or with the Device 'B' requiremeatdyoth as defined in the SeP Profile.

The Bluetooth LC (Link Controller) capabilities amtie Bluetooth Generic Access Profile (GAP) requieets for this
specification are defined in Chapter 6.5 and Chaptd the Bluetooth GOEP [BTGOEP], respectivelieTSyncML server
MUST comply with both the client and server regoients as defined in Chapter 6.5 and Chapter 7eiGEP. The
SyncML client MUST comply with either the clientop@rements, or the server requirements, or botfefined in Chapter
6.5 and Chapter 7 in the GOEP.
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6. OBEX Mapping to SyncML

The following sections define the requirementstifi@ binding of SyncML to OBEX.

In client initiated sync, the SyncML client initest the OBEX link, so it is also the OBEX clientheTSyncML client can
disconnect the OBEX link when it has received #st sync message from the SyncML server.

With server alerted sync, the SyncML server initsathe OBEX link, so it is the OBEX client. The 8L server cannot
disconnect the OBEX link before it has receivedS$lyacML response message for the last SyncML messatuding a
Sync command that it sends.

6.1 OBEX Operations

The OBEX layer SHOULD be disconnected using the RBESCONNECT operation. The OBEX specificatiosal
allows the link to be disconnected by disconnectivegunderlying transport layer.

The OBEX connection can be authenticated as panteoODBEX CONNECT request/response messages, thgng
authenticate challenge and response headers

The OBEX client MAY send an OBEX ABORT requestfeominate a multi-packet operation (such as PUTQredt would
normally end.

The following OBEX operations are REQUIRED for Qli¢nitiated sessions.

OBEX Operation SyncML Server / SyncML Client /
OBEX Server OBEX Client
Connect MUST MUST
Disconnect MUST MUST
Put MUST MUST
Get MUST MUST
Abort MUST MAY

The following OBEX operations are REQUIRED for Sarinitiated sessions.

OBEX Operation SyncML Server / SyncML Client /
OBEX Client OBEX Server
Connect MUST MUST
Disconnect MUST MUST
Put MUST MUST
Get MUST MUST
Abort MAY MUST
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6.2 OBEX Connection Overview

The OBEX connection is made at the start of thelssomization, and remains open until the synchmtion has completed.

The following example shows the creation of an OBf&Xinection, the mapping of PUT and GET requestisé&yncML
message transfers, and the OBEX disconnection.

This example is not intended to show a completgreeL Session but merely illustrates the use of Rldd@ GET within a
SyncML OBEX binding implementation.

OBEX Client OBEX Server Message Direction
CONNECT Request

Success Response

PUT Request SyncML Message from

Continue Response OBEX Client to OBEX Server

PUT Request ...

Continue Response ...

PUT Final Request

Success Response

GET Request SyncML Message from

Continue Response OBEX Server to OBEX Client

GET Request ...

Continue Response ...

GET Final Request

Success Response

DISCONNECT Request

Success Response

6.2.1 Multiple Messages Per Package

Each SyncML message MUST be transferred as a SyndMAE media type within the body of the OBEX reqties
response. However in order to transfer the mesteg®BEX / transport layer MAY split the messag® imany PUT
requests, followed by a PUT Final Request. Wherethee multiple SyncML messages per SyncML packageansfer,
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each message is transferred in a separate 'S80 OIGET commands; depending on whether it is a Bynequest or
response.

The recipient of a SyncML message can determitteeife are more SyncML messages in the packageetsitbence of the
Final element in the last received SyncML messHéfgen the recipient receives a SyncML message Wwél-inal element,
it is the final message within that SyncML package.

Similarly if the PUT is not a PUT final then theciigient knows it is not the final part of the Syncvhessage, or if the
response to the GET Final Request is not an OKésschen there is more data still to transfer.

6.2.2 Type header requirement

Data synchronization client implementations confioigrto this specification MUST support the Type dhexrawith either the
"application/vnd.syncm +xm " or"application/vnd. syncm +wbxm " MIME media type values. Data
synchronization server implementations conformmmthis specification MUST support both
"application/vnd.syncm +xm " and"appl i cati on/ vnd. syncm +wbxm " MIME media type values, as
requested by the SyncML data synchronization client

Device Management client implementations conformiothis specification MUST support this headethvétther the
"application/vnd.syncm .dmtxm " or"application/vnd. syncm . dmrwbxm " MIME media type
values. Device management server implementationforaing to this specification MUST support both
"application/vnd. syncm . dm-xm " and"appl i cati on/ vnd. syncm . dmrwbxm " MIME media type
values, as requested by the SyncML device managestient.

In the case of Server Alerted Notification, the &@ypeader of the OBEX packet transferring the raattfon package MUST
include the MIME media typ€,appl i cati on/ vnd. syncm . noti ficati on" for Device Management usage for the
Server Alerted Notification package as defined3AN] and" appl i cati on/ vnd. syncm . ds. noti fi cati on" for
Data Synchronization usage.

6.3 OBEX Connection Establishment

The OBEX connection is established by the SyncMpliaption generating a Connect Request, and theteedevice
indicates that the connection has been establiflyedturning a Connect Response. For each Syn@dsien, a separate
OBEX connection MUST be established.

The OBEX CONNECT request packet contains the fdhgwields and headers:

Field/ Name Value M/O Explanation

Header

Field Opcode for CONNECT 0x80 M

Field Packet Length Varies M

Field OBEX Version Number 0x10 M In [OBEX] it is stated that current version is
1.0

Field Flags Varies M

Field Max OBEX Packet Length | Varies M

Header | Target Varies M The UUID to be used in data synchronization
is SYNCML-SYNC and in device management
is SYNCML-DM.
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The OBEX CONNECT response packet contains thewiatig fields and headers:

Field/ Name Value M/O Explanation
Header
Field Response code for 0X0A M OxAO for success,
CONNECT request otherwise fail
Field Packet Length Varies M
Field OBEX Version Number 0x10 M In [OBEX] it is stated that current version is
1.0
Field Flags Varies M

Field Max OBEX Packet Length | Varies M

Header | Connection ID Varies M Connection ID is set by the Server during the
OBEX Connect operation as a shorthand way
for the client to direct the requests. This MUST
be the first header.

Header | Who Varies M The UUID returned is the same UUID that was
sent in the connect request target header

6.4 Exchanging SyncML Data over the OBEX Connection

Once an OBEX connection has been established, Symielih can be transferred over the link.

The OBEX PUT request packet contains the followialgls and headers:

Field/ Name Value M/O | Explanation

Header

Field Opcode for PUT 0x02 or M 0x02 is used for packets previous to the last
0x82 put packet.

0x82 (which is 0x02 with the high bit set) is
used for the last put packet.

Field Packet Length Varies M

Header | Connection ID Varies M Connection ID is set to the value returned by
the Server during the OBEX Connect
operation. This MUST be the first header.

Sent only once in first packet in the request
sequence.
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Header

Header

Header

Type

Length

Body/End of Body

Varies

Varies

Varies

The MIME type of the object. This MUST
contain the SyncML MIME type declaration.
Sent only once in first packet in the request
sequence, MUST precede object Body
headers.

Length of the object. This header is
OPTIONAL but highyRECOMMENDED.
Sent only once in the request sequence.
End of Body identifies the last chunk of the
object body.

End of Body header (PUT final packet)
SHOULD be sent with an empty body.

The OBEX PUT response packet contains the folloiielgs and headers:

Field/ Name Value M/O | Explanation
Header
Field Response code for PUT 0x90, M 0x90 for continue
OXAO, 0xAO0 for success
0xCD O0xCD if the object is too large
OxCF, OXCF if the object type is not supported
Field Packet Length Varies M

Other headers, which can be optionally used, aredan [OBEX]

The OBEX GET request packet contains the followialgls and headers:

Field/
Header

Name

Value

M/O

Explanation

Field

Field

Header

Opcode for GET

Packet Length

Connection ID

0x03 or
0x83

Varies

Varies

0x03 is used for packets previous to the last
packet containing headers.

0x83 (which is 0x03 with the final bit set) is
used for the last packet containing headers
and for subsequent get packets in the current
Get request sequence without headers.

No headers can be sent in Get request
packets once the 0c83 has been sent in a
previous packet.

Connection ID is set to the value returned by
the Server during the OBEX Connect
operation. This MUST be the first header.

Sent only once in first packet in the request
sequence.
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Header | Type 0x42, ... M The MIME type of the object. This MUST
contain the SyncML MIME type declaration.
Sent only once in first packet in the request
sequence.

The OBEX GET response packet contains the folloviields and headers:

Field/ Name Value M/O | Explanation
Header
Field Response code for GET | 0x90, M 0x90 for continue
OXAO, 0xAO for success
0xCO 0xCO bad request
OXC3. 0xC3 forbidden
Field Packet Length Varies M
Header | Length O0XC3. ... o Length of the object. This header is
’ OPTIONAL but highyRECOMMENDED. Sent
only once in the request sequence.
Header | Body/End of Body 0x48/0x4 | M End of Body identifies the last chunk of the
9 . object body.

Other headers, which can be optionally used, aredan [OBEX]

6.5 OBEX Disconnection

The OBEX connection is disconnected by the Syncidjiliaation, generating a Disconnect Request, aaddmote device
indicates that the connection has been terminateckturning a success Response.

The OBEX DISCONNECT request packet contains thiefdhg fields and headers:

Field/ Name Value M/O | Explanation

Header

Field Opcode for 0x81 M

DISCONNECT

Field Packet Length Varies

Header | Connection ID Varies M Connection ID is set to the value returned by
the Server during the OBEX Connect
operation. This MUST be the first header.

Other headers (such as Description) which can beragly used are found in [OBEX] .

The OBEX DISCONNECT response packet contains theviing fields and headers:
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Field/ Name Value M/O | Explanation

Header

Field Response code for O0XAO M 0xAO0 for success, otherwise fail
DISCONNECT

Field Packet Length Varies M

6.6 OBEXABORT

The client can send an OBEX abort request to teatain multi-packet operation (such as PUT) befor®uld normally
end. The ABORT request and response always fined@BEX packet, and they always have the Finadddit

The OBEX ABORT request packet contains the follayfields and headers:

Field/ Name Value M/O | Explanation

Header

Field Opcode for ABORT OxFF M

Field Packet Length Varies

Header | Connection ID Varies Connection ID is set to the value returned by

the Server during the OBEX Connect
operation. This MUST be the first header if it is
included.

Other headers (such as Description) which can beragdly used are found in [OBEX] .

The OBEX ABORT response packet contains the folmaields and headers.

Field/ Name Value M/O | Explanation

Header

Field Response code for O0XAO M O0xAO for success, otherwise fail and the client
ABORT SHOULD disconnect the OBEX connection.

Field Packet Length Varies M

Other headers (such as Description) which can beradly used are found in [OBEX] .

6.7 Server Alerted Notification

The OBEX connection is established by the SyncMivesegenerating a CONNECT Request. The OBEX CONNECT
request MUST have as the Target header the UUIBYNNCML-SYNC for a Data Synchronization packages andJUiD of
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SYNCML-DM for Device Management packages. Once BER connection has been established the Servetedler
Notification package data can be transferred dvetink.
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7. Examples

The following examples are formatted as the examipl¢OBEX] .

7.1 OBEX Connect Example
Client Request: Bytes M eaning
Opcode 0x80 CONNECT, Final bit set
0x0015 packet length = 21
0x10 version 1.0 of OBEX
0x00 flags, all zero for this version of OBEX
0x0200 512 bytes is the max OBEX packet simntkan accept
0x46 HI forTarget header
0x000E Length of arget header
0x53594E434D4AC UUID for SyncML DS (“SYNCML-SYNg”
2D53594E43
Server Response:
response code OxAO SUCCESS, Final bit set
0x001A packet length of 26
0x10 version 1.0 of OBEX
0x00 Flags
0x0200 1K max packet size
0xCB HI for Connection |d header
0x00000001 Connid =1
0x4A Who HI
0x000E Length of'Who Header
0x53594E434D4C  UUID of responding application (same value as Tahgader
D53594E43 in request (“SYNCML-SYNC")
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7.2 OBEX Disconnect Example

Client Request: bytes M eaning

opcode 0x81 DISCONNECT, Final bit set
0x0008 packet length = 8
0xCB HI for Connection Id header
0x00000001 Connld =1

Server Response:

response code OxAO SUCCESS, Final bit set
0x0003 packet length = 3

7.3 OBEX Abort Example

Client Request: bytes M eaning

opcode OxFF ABORT, Final bit set
0x0008 packet length = 8
0xCB HI for Connection Id header
0x00000001 Connid =1

Server Response:

response code O0xAO0 SUCCESS, Final bit set
0x0003 packet length = 3

7.4 OBEX Put Example

Client Request: Bytes Meaning

opcode 0x02 PUT, Final bit not set
0x0200 512 bytes is length of packet
0xCB HI for Connection Id header
0x00000001 Connld =1
0x42 HI forType header
0x0020 Length of'ype header
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0x6170706C6963 Type of object (application/vnd.syncml+wbxml)
6174696F6E2F76 (null terminated ASCII text)
6E642E73796E63
6D6C2B7762786D
6C00
0xC3 HI forLength header
0x000004FE Length of object is 1278 bytes
0x48 HI for ObjecBody chunk header
0x01D3 Length oBody header = 467. 464 plus HI and header length
() ST 464 bytes of body
Server Response:
response code 0x90 CONTINUE, Final bit set
0x0003 length of response packet
Client Request:
opcode 0x02 PUT, Final bit not set
0x0200 512 bytes is length of packet
0x48 HI for ObjecBody chunk
0x01FD Length oBody header = 509. 506 plus HI and header length
(0) G next 506 bytes of body
Server Response:
response code 0x90 CONTINUE, Final bit set
0x0003 length of response packet
Client Request:
opcode 0x82 PUT, Final bit set
0x013A 314 bytes is length of packet
0x49 HI for ObjecEnd-of-Body chunk
0x0137 Length of header = 311. 308 plus HI andiee&ngth
() SR last 308 bytes of body
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Server Response:

response code

7.5 OBEX Get Example

OxAO0
0x0003

SUCCESS, Final bit set

length of response packet

Client Request: bytes M eaning

opcode 0x83 GET, Final bit set
0x0028 40 bytes is length GET packet
0xCB HI for Connection 1d header
0x00000001 Connid =1
0x42 HI forType header
0x0020 Length oT'ype header
0x6170706C6963 Type of object (application/vnd.syncml+wbxml)
6174696F6E2F76 (null terminated ASCII text)
6E642E73796E63
6D6C2B7762786D
6C00

Server Response:

Response code 0x90 CONTINUE, Final bit set
0x0200 length of response packet
0xC3 HI forLength header
0x000002BE Length of object is 702 bytes
0x48 HI for ObjecBody chunk
Ox01F8 Length of header = 504. 501 plus HI andlBeiength
(0) G 501 bytes of body

Client Request: bytes M eaning

opcode 0x83 GET, Final bit set
0x0003 3 bytes is length &ET packet

Server Response:
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Response code O0xAO0 SUCCESS, Final bit set
0x0038 length of response packet
0x49 HI forEnd-of-Body chunk
0xooCccC Length of header = 204. 201 plus HI andiee&ngth
(0) G last 201 bytes of body.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
OMA-SyncML-OBEXBinding-V1_1_ 2- 12 Jun 2003 Initial OMA release
20030612-A
OMA-TS-SyncML_OBEXBinding-V1_2- 21 Feb 2007 Status changed to Approved by TP: OMA-TP-2007-0@5BR
20070221-A INP_ERP_SyncML_Common_V1_2_for_Final_Approval
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Appendix B.  Static Conformance Requirements (Normative)

The notation used in this appendix is specifieliinor! Reference source not found.. The static conformance
requirements are specified for Client Initiated &=aver Initiated Sessions.

B.1 Client Features

B.1.1 Common SCRs — OBEX Session Requirements
The following OBEX operations are REQUIRED for sdissions.
Item Function | Ref. | Status Requirement
DSDM-OBEX-C-001 Support for OBEX Connect operatioﬂ1 6.1 M
DSDM-OBEX-C-002 Support for OBEX Disconnect 6.1 M
operation
DSDM-OBEX-C-003 Support for OBEX Put operation 6.1| M
DSDM-OBEX-C-004 Support for OBEX Get operation 6.1| M
B.1.2 SCRs for Client Initiated Sessions
The following OBEX operations are REQUIRED for Qlidnitiated sessions.
Item Function Ref. Status Requirement
DSDM-OBEX-C-005 SyncML Client/OBEX Client support| 6.1 (0]
for OBEX Abort operation
B.1.3 SCRs for Server Initiated Sessions
The following OBEX operations are REQUIRED for Saminitiated sessions.
Item Function Ref. Status Requirement
DSDM-OBEX-C-006 SyncML Client/OBEX Server support 6.1 M
for OBEX Abort operation
B.2 Server Features
B.2.1 Common SCRs
The following OBEX operations are REQUIRED for sdissions.
Item Function Ref. Status Requirement
DSDM-OBEX-S-001 Support for OBEX Connect operation 6.1 M
DSDM-OBEX-S-002 Support for OBEX Disconnect 6.1 M
operation
DSDM-OBEX-S-003 Support for OBEX Put operation 6.1l M
DSDM-OBEX-S-004 Support for OBEX Get operation 6.1| M
B.2.2 SCRs for Client Initiated Sessions
The following OBEX operations are REQUIRED for Qlidnitiated sessions.
Item Function Ref. Status Requirement
DSDM-OBEX-S-005 SyncML Server/OBEX Server support6.1 M
for OBEX Abort operation
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B.3 SCRs for Server Initiated Sessions
The following OBEX operations are REQUIRED for Saminitiated sessions.

Item

Function

Ref.

Status

Requirement

DSDM-OBEX-S-006

SyncML Server/OBEX Client suppor
for OBEX Abort operation

6.1

O
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