" OMQ

Open Mobile Alliance

Device Capability Management Object Requirements
Approved Version 1.0 — 10 Apr 2012

Open Mobile Alliance
OMA-RD-DCMO-V1_0-20120410-A

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DCMO-V1_0-20120410-A Page 2 (15)

Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavours to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.
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1. Scope (Informative)

A number of Device Management specifications have been defined within OMA. These specifications, referred to as OMA
DM v1.2 specifications, define protocol and mechanism to be used between a Device Management Server and a mobile
device, data model made available for remote manipulation of a mobile device, security and policy to control the access to a
particular resource in the mobile device.

This document defines the requirements for Device Capability Management functionality, which is based on OMA DM v1.2
specifications and makes use of the functionalities provided by OMA DM protocol Error! Reference source not found. to
define special functionalities to manage device capabilities in the client device.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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2. References

2.1 Normative References

[RFC2119] “Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL :http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

[DMPRO] “OMA Device Management Protocol”, Version 1.2, Open Mobile Alliance, OMA-TS-
DM _Protocol-V1_2, URL:http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2 Definitions

Device Capability Physical characteristics and related parameters supported by a device.
Device Management Management of the Device configuration and other managed objects of Devices from the point
of view of the various Management Authorities. Device Management includes:
- Setting initial configuration information in Devices
- Subsequent updates of persistent information in Devices
- Retrieval of management information from Devices
- Processing events and alarms generated by Devices

Device Management A background system capable to interact with a (set of) Device(s) for the purpose of Device
System Management.
Enterprise A business with deployment and Management Authority for WLAN Bearers, Local Wired

Bearers, computers, Devices, software, and employees.

Management Authority  An entity that has the right to perform a specific Device Management function on a Device or
manipulate a given data element or parameter. For example, the Network Operator, handset
manufacturer, enterprise, or Device owner may be the authority or share authority for managing
the Device. One Management Authority may own all Device resources or may share or delegate
all or parts of these with/to other Management Authorities

Enterprise Management  An enterprise entity that has the right to perform a specific Device Management function on a

Authority Device or manipulate a given data element or parameter.

Enterprise Device Part of the Device Management System that is under administration of an Enterprise

Management Server Management Authority.

DCMO Operations Operations (e.g. enable, disable) which may be invoked on a Device Capability MO.

3.3 Abbreviations
OMA Open Mobile Alliance
DCMO Device Capability Management Object

DM Device Management

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4. Introduction (Informative)

Mobile devices are becoming more and more advanced with many features, such as Cameras, Bluetooth, USB, Keyboard and
more. In many circumstances, Enterprises, regulations and others have policies against the usage of some features but allow
the use of other features available on mobile devices. Device Capability Management aims to specify the mechanisms
required for the remote management of device capabilities. In particular, Device Capability Management will address the
ability of remote enablement and disablement of device capabilities.

The objective of this document is to develop a standardized approach to Device Capability Management and its requirements.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Use Cases (Informative)

The following basic device capability management use case categories can be considered:
1. Device capability disabled/enabled

2. Expose removable hardware capability

5.1 Device Capability Disabled/Enabled Use Case
5.1.1  Short Description

In order to protect the enterprise secret information, the Enterprise sets policy to limit the use of some capabilities on the
employee’s device during work time, e.g., the Bluetooth, IR, USB, cameras are forbidden in the office.

When the employee enters the R&D centre, the Enterprise Management Authority detects the presence of the device and
sends via Device Management System a command to disable the Camera capability on the employee’s device with an
indication that user is not allowed to enable it manually namely ‘keep-disabled’. Only Device Management System can
enable the Camera capability on employee’s device when the employee goes out of the R&D centre or the Enterprise
Management Authority requests the Device Management System to do so.

51.2 Actors

o Device Management System
o Enterprise Management Authority

o User: the employee of the Enterprise

5.1.2.1 Actor Specific Issues

o Enterprise Management Authority: Enterprise wants to limit the use of some capabilities on the employee’s
device automatically.

o Device Management System: Device Management System performs the required device management operations.

o User: User can not take adventure to offend the enterprise security policy.

5.1.2.2 Actor Specific Benefits

o Enterprise Management Authority: Enterprise can manage the use of the device capabilities to protect the security
of the enterprise’s information.

o User: User can easily follow the security rule of the enterprise.

513 Pre-conditions

o Enterprise Management Authority can detect the presence of the device when the employee has gone into or out of
the R&D centre.

o Device is capable of interfacing with the Device Management System.

o  The device capability can be enabled and keep-disabled.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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514 Post-conditions

The device capability is enabled or keep-disabled by the Device Management System.

515 Normal Flow

1. The user tries to enter the R&D center to have a meeting inside and the Enterprise Management Authority detects
the presence of the device and sends via Device Management System command to the device to make a specific
device capability disabled with the indication that user is not allowed to enable it manually.

2. The device consumes the operations and makes the corresponding capability keep-disabled.

3. The device reports the results to the Device Management System, and the Enterprise Management Authority is
notified of the results.

4. After the meeting is finished and the user walks out the R&D center, the Enterprise Management Authority detects
this and sends via Device Management System command to the device to enable the capability.

5. The device enables the capability.

6. The device reports the results to the Device Management System, and the Enterprise Management Authority is
notified of the results.

5.1.6 Alternative Flow 1

Management Authority detects that a specific capability on the device is abnormal or misbehaving, e.g. by remote diagnostics
and monitoring. To protect the user from the effects of a misbehaving device capability (e.g. causing additional charges,
degraded performance), Management Authority sends commands via Device Management System to disable that specific
capability with an indication that user is allowed to enable it manually namely ‘temp-disabled’. If user confirms, the device
capability is disabled. When the device capability is recovered to normal state, Management Authority can enable the device
capability. Alternatively, user can enable the device capability manually.

The alternative flow illustrates the temp-disable scenario:

1. Management Authority sends via Device Management System command to the device to temporarily disable a
specific capability with an indication that user is allowed to enable it manually.

2. The device issues a prompt to the User to confirm this operation.
3. Upon confirmation by the User, the device disables the capability temporarily.

4. The device reports the results to the Device Management System. And Management Authority is notified of the
results.

51.7 Alternative Flow 2

This alternate flow describes the possibility that the user can enable the capability directly when the device capability is
temporarily disabled:

Flow 1~4 are the same as described in alternative flow 1.
5. The user enables a capability on the device.
6. The device enables the capability.

7. The device reports the results to the Device Management System.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2 Expose Removable Hardware Capability
5.2.1 Short Description

Several types of removable hardware capabilities may be attached to the device: e.g. camera, keyboard, removable storage.

When a removable hardware is inserted or removed from the device, the device can be aware of this and update the device
capability information on the management tree. Then the device capability can be exposed and reported to Management
Authority. Management Authority can manage the device capability later.

5.2.2 Actors
o Management Authority
o Device
o User

5.2.2.1 Actor Specific Issues

o Management Authority: Management Authority wants to know the short lived capability on the device.
o Device: Removable hardware capability on the device needs be exposed to Management Authority.

o User: User wants that the removable hardware on his device can be managed by Management Authority.

5.2.2.2 Actor Specific Benefits

o Management Authority: Management Authority can know the short lived capability on the device.
o Device: Removable hardware capability on the device can be exposed to Management Authority.

o User: User can be freed from device capability management.

5.2.3 Pre-conditions

o The device is capable of interfacing with Management Authority.
o The insertion and removal of the removable device capability can be detected by the device.

5.2.4 Post-conditions

The removable hardware capability information can be exposed and reported.

5.2.5 Normal Flow

1. User inserts the removable hardware to the device.

2. The device automatically detects the status of the removable hardware capability and updates the related information
on the management tree.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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3. The device reports the updated hardware capability information in the case Management Authority has configured a
request for notification.

5.2.6 Alternative Flow 1

In the step 1, user removes the removable hardware from the device.

5.2.7 Alternative Flow 2

In the step 2, Management Authority issues command to refresh the device capability information on the device.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DCMO-V1_0-20120410-A

Page 13 (15)

6. Requirements

(Normative)

6.1 High-Level Functional Requirements
Label Description Enabler Release
DCMO-HLFR-1 The DCMO enabler SHALL support a mechanism to enable the device DCMO 1.0
capabilities.
DCMO-HLFR-2 The DCMO enabler SHALL support a mechanism to disable the device DCMO 1.0
capabilities.
DCMO-HLFR-3 The DCMO enabler SHOULD support a mechanism for the Management DCMO 1.0
Authority to specify whether the end-user is informed of DCMO operations
performed in the Client.
DCMO-HLFR-4 The DCMO enabler SHALL support a mechanism to indicate whether the DCMO 1.0
user should be allowed to enable or disable specific device capabilities.
DCMO-HLFR-5 The DCMO enabler SHALL support a mechanism to expose the removable DCMO 1.0
device capabilities.
DCMO-HLFR-6 The DCMO enabler SHALL support a mechanism to notify the result of DCMO 1.0
DCMO operations.
DCMO-HLFR-6 The DCMO enabler SHALL support a mechanism for the client initiated DCMO 1.0
DCMO operation.
Table 1: High-Level Functional Requirements
6.1.1  Security
Label Description Enabler Release
DCMO-SEC-1 The DCMO enabler SHALL reuse the security mechanism defined in DM DCMO 1.0
v1.2 Error! Reference source not found. or later release.
Table 2: High-Level Functional Requirements — Security Items
6.1.2 Charging
N/A
6.1.3 Administration and Configuration
N/A
6.1.4  Usability
Label Description Enabler Release
DCMO-USA-001 The DCMO enabler SHALL support execution of DCMO operations on the DCMO 1.0
device without user notification or permission.
DCMO-USA-002 The DCMO enabler SHALL support a mechanism that request user DCMO 1.0
confirmation before DCMO operations are conducted on the device
DCMO-USA-003 The Client MAY support re-enable the disabled device capabilities with the DCMO 1.0
permission of Management Authority.
DCMO-USA-004 The Client SHOULD support a mechanism to inform the end-user about DCMO 1.0

DCMO operations performed in the Client.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Table 3: High-Level Functional Requirements — Usability Items

6.1.5 Interoperability

N/A

6.1.6  Privacy

N/A

6.2 Overall System Requirements
6.2.1 Device Management System

Label Description Enabler Release

DCMO-OSR-DMS | The Device Management System SHALL be able to refresh the device DCMO 1.0
-01 capability information.

Table 4: DMS Requirements

6.2.2 Device
Label Description Enabler Release
DCMO-OSR- The Device SHALL be able to detect the insertion or removal of removable DCMO 1.0
Device -01 hardware and update the related information on the management tree.
DCMO-OSR- The Device SHOULD support the mechanism of HLFR-4 for each device DCMO 1.0
Device -02 capability.

Table 5: Device Requirements

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description

OMA-RD-DCMO-V1_0 10 Apr 2012 Status changed to Approved by TP:
OMA-TP-2012-0155-INP_DCMO_V1.0_ERP_for_final_Approval
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