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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2010 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

This document defines how an OMA DM message magel¢ to a DM Client for continuous management sessionless
manner.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Authentication Authentication is the process of ascertaining @ity of either the Device or the Device Manageme
Server’s identity.

Device See [OMADICT]

Device M anagement The Device Management Server is an entity thatspansible for maintaining one or more Devices, in

Server whole or in part. Its role is to facilitate the gasaintenance of a Device.

DM Server See Device Management Server

Management Session A continuous connection between the Device and#éndce Management Server established for the

purpose of carrying out one or more device manageppgerations.

Sessionless M essage A standalone DM Message sent from a DM Serverld/eClient, outside a Management Session, for the
continuous management purposes.

Sessionless Process The sending and processing of Sessionless Mesgagd3M client for the purpose of carrying out are
more device management operations outside a Maragedession.

3.3 Abbreviations

BCAST Broadcast

DM Device Management

OMA Open Mobile Alliance

SIP Session Initiation Protocol
WAP Wireless Application Protocol
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4. Introduction

Other OMA DM specifications define how a DM Cligatbootstrapped, or how a DM management sessiestablished
and maintained. This specification defines the iBasss Message and Sessionless Process whiclalseeamtive to
session-based DM mechanism. Sessionless Procebs panformed by sending a Sessionless Messagbkb @lient using
a push technology.
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5. Sessionless Management

5.1 Sessionless Management Scenario

OMA DM devices need to be able to function in deégenetwork environments and using a large setatbpols. This makes
it hard to find a ‘one size fits all’ solution the sessionless management problem. This sectimtrdtes the requirements
and processes for Sessionless Process.

5.1.1 Requirements
An OMA DM solution capable of continuous managenmirtside a normal DM session needs to address thgagements:
* Re-use technology (WAP Push, SIP Push, HTTP Pust BCAST, etc),
» Highly interoperable,
e Secure (signed and authenticated),
e Transport encoding should be [WBXML1.1], or [WBXMI2], or [WBXML1.3],

* Previously bootstrapped DM Client.

5.1.2 Solutions

This document defines how to perform the Sessisrifeecess — a DM Server sends out a Sessionlessalyeevia some
push mechanism, e.g. WAP or SIP Push or broadcashanism e.g. OMA BCAST. The DM Client MUST havepously
bootstrapped with the DMAcc [DMSTDOBJ] for the DMISer sending the Sessionless Message.

Regardless of how the device has been configuned)M Server is now in a position where it can seata Sessionless
Message. This Sessionless Message, whose stractdireontent are defined in this document, contaiasagement
commands to the device.

It is critical that DM Clients accept Sessionlesandgement messages only from DM Servers that hasg@sponding
DMAcc on the device. Furthermore, each Sessioltessage MUST be signed. The DM Client MUST autloaimé every
Sessionless Message.

Figure 1 gives an overview of this scenario.
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Figure 1. Sessionless M anagement

5.2 Sessionless Management Content

The content of a Sessionless Message is an OMA [@8sage. However, this message is a special patkageny ways
since it is not part of an ongoing OMA DM sessia kather a one-time message. Hence, many of émeeglts needed to
manage the session are superfluous in this cortethey must still be included so that the messagy be processed by
the normal DM client.

Sessionless Messages MUST have the DM Server'si@@rvalue in the SyncHdr/Source/LocURI.

If the DM Sessionless Message has been fully etedypwith XML-encryption [XMLENC], then it MUST beni XML.
Otherwise, the Sessionless Messages MUST be [WBXWMLar [WBXML1.2], or [WBXML1.3] encoded.

OMA DM servers MUST NOT expect any response to ssibaless Message.
A DM Server MUST use the XML-signature [XMLSIGN] riganism on the entire Sessionless Message.

A DM Server SHOULD use the XML-encryption [XMLEN@jechanism on part or entire Sessionless Message thbe
message contains confidential information.

A DM Client MUST support WBXML encoded TNDS objeesd normal TNDS objects [DMTNDS] and MUST support
the Inbox.

See the DM Security document [DMSecurity] for mov@rmation on XML-signature and XML-encryption.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3 Transport

Any transport MAY be used to send the Sessionleassige to the DM Client. Transport specific segMitUST be
employed. See the security document for furtherinfition [DMSecurity].

5.4 Management Object Access Rights

When a Sessionless Message adds new TNDS objddENDS] - any ACL values that are to be set for thebjects
MUST be included in the TNDS data as ACL propedyjadfor the applicable nodes.

5.5 Processing of the Sessionless Message

A Sessionless Message is processed just like aah@M message, except:

* Aresponse message MUST NOT be sent back; (Notehisedoes not preclude the device from initiatingew
DM session as a consequence of the sessionlesagedi§ supported by the relevant Management Object
specifications);

» The DM Client MUST NOT process the body of the 88dsss Message if the XML Signing of the messageot
valid;
e The ServerlD in the SyncHdr/Source/LocURI MUST nha&cServerID in only one of the DMAcc in the DM &re

» The DM Client MUST authenticate the Sessionlessddgs based on the authentication information in the
matching DMAcc;

e The ServerlD from the matching DMAcc MUST be useddil ACL decisions for the Sessionless Message;
* The DM Server MUST NOT include Get command in tlesstonless Message.

The DM Client MAY rename a new MO. In the casels Connectivity MO the DM Client SHOULD also renathe
values of the corresponding connectivity referertodbe new name for all MO’s encoded within thmmealNDS object.

When a TNDS object contains a MO where connegtigferences are linked to a Connectivity or Priky that also are
included in the same TNDS object, then the vabféhose connectivity references MAY contain a Wit starts with
“/Inbox”. In that case the URI MUST have the vabfée'./Inbox/” plus the URI of that Connectivity M®location in the
same TNDS object.

If a DM Client encounters an item with a URI of tBXT sub-tree that it is not prepared to handle, Client MAY
ignore that item so that the overall message megesd.

If the Sessionless Message contains a MO that khé€Dent does not support, the DM Client MAY igndtés MO, so that
the overall message may succeed.

If the Sessionless Message contains multiple vessid a MO, the DM Client SHOULD use the latestsi@n of that MO
that it supports and ignore the other version$iabthe overall message may succeed.
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6. Sessionless Message Usage

There are two major usages for Sessionless Message:
* Adding new Management Objects into the managemeef t
» Managing exiting Management Objects using Add, Bepl| Delete and Exec commands.

Sessionless Message MUST NOT be used to provise®M Account MO to the devices. The bootstrap raa@m
defined in DM Bootstrap [DMBootstrap] is used feppisioning DM Account MO to the devices.

6.1 Add New MO using Sessionless Message

There are two ways to provision the new Manager@ject into the devices as shown below.

6.1.1 Inbox + TNDS

The new Management Object can be transformed imlcok wbxml file using the TNDS mechanism specified
[DMTNDS]. In case the DM Server doesn’t know whtre new Management Object is located, the DM Seraer send
the TNDS encoded Management Object to the devitletive URI “./Inbox” as defined in [DMSTDOBJ].

It is not possible to add new Management Objecermdnode against the URI “./Inbox” since no chitztles are allowed
for “./Inbox” and Inbox mechanism has to be usagbther with TNDS mechanism.

6.1.2 Absolute URI

In case the DM Server knows exactly where the nemagement Object is located, the DM Server can 8en@iNDS
encoded Management Object to the device using a@ltecAmmand. Alternatively the DM Server can serdribw
Management using multiple Add commands without TNED8oding.

6.2 Manage existing MO using Sessionless Message

Since no child nodes are allowed for “./Inbox” axdy Add command is allowed to be used on “./Inbmé&chanism as
described in [DMSTDOBJ], it is not possible to s@abksionless Message using “./Inbox” as the tasgetfor managing
existing MOs. In order to manage existing MOs ushegsionless Message, the DM Server MUST eithevgmabsolute
URI of each node to be manipulated in advance ethes relative URI mechanism defined in sectionds. fDMProtocol].

6.2.1 Absolute URI

In order to manage existing MOs using Sessionlesssklige, one possibility is that the DM Server knexatly where the
nodes are located in advance. In this scenaricgtikelute URI has to be included in Add, Replacdet® or Exec command
to address the node which is to be manipulated.

6.2.2 Relative URI

In order to perform continuous management, angtbssibility is that the DM Server sends Add, Repldgelete or Exec
commands using relative URI defined in sectiond.pDMProtocol]. The DM Client and DM Server MUSTigport relative
URI mechanism if Sessionless DM is supported.
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Appendix B.  Static Conformance Requirements (Normative)
The notation used in this appendix is specified@PPROC].
B.1 SCR for DM Client
Item Function Reference Requirement
DM-SM-C-001-M Support for OMA Sessionless Manageten | Section 5.2
DM-SM-C-002-M Support for embedded WBXML encoded Section 5.2
TNDS objects and normal TNDS objects.
DM-SM-C-003-M Support for Inbox. Section 5.2
DM-SM-C-004-M ServerlD in SyncHdr/Source/LocURI mus | Section 5.5
match the ServerID in only one DMAcc
DM-SM-C-005-M ServerlID in SyncHdr/Source/LocURIused Section 5.5
for all ACL calculations
DM-SM-C-006-M Support for Relative URI Addressing Section 6.2
Mechanism
B.2 SCR for DM Server
Item Function Reference Requirement
DM-SM-S-001-M Support for OMA Sessionless Managemen | Section 5.2
DM-SM-S-002-M Encode DM message into WBXML if DM Section 5.2
Message is not fully XML-encrypted.
DM-SM-S-003-M Write ServerlID in SyncHdr/Source/LoRU Section 5.2
DM-SM-S-004-M XML-Signature applied on entire Sessess | Section 5.2
Message
DM-SM-S-005-M Transport specific security is empdy Section 5.3
DM-SM-S-006-M ACL properties for new objects arelirded Section 5.4
with TNDS data.
DM-SM-S-007-O XML-Encryption applied on part or gat Section 5.2
Sessionless Message when the message
contains confidential information
DM-SM-S-008-M Support for Relative URI Addressing Section 6.2

Mechanism
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